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1 Summary

Why we are consulting

The payments landscape has grown and evolved in recent years, as business models
adapt to changing user needs and demands —including the continued growth of

open banking. The coronavirus (Covid-19) pandemic has been a catalyst, accelerating
changes in business models and consumer behaviour. To maintain adequate
protections for consumers, and make sure regulatory expectations keep pace with the
changing landscape, we regularly review our published guidance and requirements.

We are now proposing amendments to our Regulatory Technical Standards, Perimeter
Guidance Manual (PERG) and FCA Approach Document (AD).

We have identified barriers to the future success and adoption of open banking as it
grows in the UK. To address these, we are proposing amendments to the technical
standards on strong customer authentication and common and secure methods of
communication (the SCA-RTS).

Further to this, in our 2020/2021 Business Plan, we identified the payments sector as a
priority for the next 3 years. Our work intends to make sure: consumers transact safely
with payment firms; payment firms meet their regulatory obligations while competing
on quality and value; and consumers and SMEs have access to a variety of payment
services. Payments firms refers to Payment Institutions (Pls) and Electronic Money
Institutions (EMls).

Since we last updated our AD, in June 2019, we have published several statements
clarifying our expectation of firms' prudential risk management and safeguarding
practices. In response to coronavirus pandemic, after a brief consultation, we
published temporary guidance to strengthen firms' resilience through additional
prudential risk management and safeguarding requirements. To give the industry
clarity and certainty, we are proposing to make our recent temporary guidance
permanent and consolidate our expectations of firms.

Before the completion of the EU-UK implementation period on 31 December 2020
(IPCD), we considered changes to industry guidance issued by the European Banking
Authority (EBA) and European Commission (the Commission). We now propose to
update our guidance to reflect the EBA's and the Commission's guidance issued prior
to IPCD, where we have determined that their guidance remains relevant in the UK.

In this consultation paper (CP), we are also proposing changes to the AD to reflect the
UK's withdrawal from the European Union (EU) and the end of the transition period.
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Who this applies to

Payment service providers (PSPs) and e-money issuers, as well as trade bodies
representing them, should read this consultation. Our proposals affect credit
institutions providing payment services and/or issuing e-money, as well as payment
institutions (Pls), e-money institutions (EMls) and registered account information
services providers (RAISPs). It also applies to firms' subject to the temporary
permission regime (TPR) and the financial services contracts regime (FSCR) set out
in Schedule 3 of the Electronic Money, Payment Services and Payment Systems
(Amendment and Transitional Provisions) (EU Exit) Regulations 2018 (Exit SI). It also
applies to Gibraltar firms providing payment services in the UK. This CP will also be of
interest to:

o retailers

e consumers and micro-enterprises

e consumer groups

e thoseinvolvedin open bankinginitiatives

e creditunions

e businesses providing payment services under exclusions of the Payment Services
Regulations 2017 (PSRs)/Electronic Money Regulations 2011 (EMRs)

This list is not exhaustive.

Summary of our proposals

This CP proposes amendments to the SCA-RTS, and updates and additions to our
published guidance in the AD and PERG.

We are proposing changes to the SCA-RTS to support competition and innovation in
the payments and e-money sector. More specifically:

e Adding a new exemption from strong customer authentication (SCA) for when
customers access their account information though an account information
service provider (AISPs) (paragraphs 3.6 to 3.15)

e mandating the use of dedicated interfaces (such as application programming
interfaces (APIs)) by account servicing payment service providers (ASPSPs) to
facilitate third-party provider (TPP) access to retail and SME customers' payment
accounts (paragraphs 3.16t0 3.23)

e changing requirements for publishing interface technical specifications, availability
of testing facilities, and fallback mechanisms by account providers (paragraphs 3.24
to 3.30)

o treating ASPSPs with deemed authorisation under TPR (whether under the Exit Sl
or EEA Passport Rights (Amendment, etc., and Transitional Provisions) (EU Exit)
Regulations 2018) as exempt from the requirement to set up a fallback interface,
where the ASPSP has an exemption from its home state competent authority
(paragraphs 3.31-3.39)

e increasing the single and cumulative transaction thresholds for contactless
payments from £45 up to £100 (or potentially a maximum of £120) and from £130
to £200 respectively (paragraphs 3.41 to 3.46)

Our AD sets out our approach to the PSRs and EMRs, and what we expect from firms
who provide payment and e-money services. We propose changes to our guidance
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inthe AD on SCA. We also propose to amend our safeguarding and prudential risk
management guidance. This includes proposing to make permanent the temporary
guidance issuedin July in response to coronavirus pandemic. We are also proposing
updates to our guidance addressing changes required now the UK has left the
European Union (EU) and after the end of the transition period.

We are also updating our guidance in other areas such as to reflect the changes set out
is PS19/3 that applied the Principles for Businesses and parts of the Banking Conduct
of Business Sourcebook (BCOBS) to payment services and the issuance of e-money;
to provide additional guidance to firms relying on the limited network exclusion (LNE)
and the electronic communications exclusions (ECE); updates to reflect changes to
e-money firms' reporting requirements; on information sharing between ASPSPs and
TPPs; and on elDAS certificates to reflect the changes to Article 34 of the SCA-RTS.

Outcome we are seeking

We want to remove identified barriers to continued growth, innovation and
competition in the payments and e-money sector (including open banking), while
making the payments and e-money sector more resilient and protecting consumers if
firms fail.

We also aim to make sure that the AD reflects the changes to legislation made following
the UK's withdrawal from the EU and the establishment of temporary permission
schemes designed to enable European Economic Area (EEA) EMIs, Pls and RAISPs to
continue operating in the UK for a limited time after the end of the transition period.

Measuring success

We will evaluate the success of our changes through firm supervision and monitoring
of information provided by firms. Key indicators of success will be:

o firms having greater resilience and understanding of regulatory obligations

evidenced through supervisory interaction with the sector
e continued growth in the number of providers and users of open banking in the UK

Next steps

We welcome comments on our proposed changes. Please respond to the consultation
by:

o Forguestions relating to contactless payments (Q5 & Q6) — 24 February 2021
o Forall other aspects of the consultation —30 April 2021

What we will do next
After this consultation closes, we will consider the feedback you provide and publish
our finalised technical standards and guidance.

I



<o

CP21/3
Chapter 2

2.1

2.2

2.3

2.4

2.5

2.6

2.7

Search Q °<: ‘'

Financial Conduct Authority
Changes tothe SCA-RTS and to the guidance in'Payment Services and Electronic Money — Our Approach’and the
Perimeter Guidance Manual

2 The wider context

The harm we are trying to address

The regulatory regime in the payments and e-money sector is intended to make
payments safe and secure for customers while promoting competition. If firms fail to
adequately manage prudential risk, the possibility of a disorderly firm failure increases.
Inadequate prudential risk management, coupled with poor safeguarding processes
and controls, increases the potential for customers to face delays and shortfalls when
trying to recover their funds. This can have a significant impact on the lives of those
affected. Firm failures can also undermine trust and confidence in the wider sectors.

Where necessary, we publish guidance to help firms better understand how we
expect the industry to meetits regulatory obligations. We hope that more consistent
compliance with the rules will make sure that all customers are protected equally,
whichever firm they choose to use. Clearer understanding of our expectations should
also reduce compliance costs for the industry.

The recent regulation of open banking and introduction of SCA aimed to promote
competition, and make payments safer and more secure. Discussions with industry
stakeholders have suggested that some requirements may have inadvertently reduced
choice and hindered growth, restricting innovation and hindering new entrants. We
think there is scope to change existing requlatory requirements to help support
increased competition and innovation in the interest of consumers in the sector, while
maintaining consumer protection.

To address these harms, we are proposing to make various changes to the SCA-RTS,
removing regulatory barriers and promoting growth and competition in the sector.

To reflect the above, we also propose to update our guidance in some areas of the AD
and PERG.

Outcomes we are seeking

Effective competition

We propose to amend the AD and PERG, including to amend our safeguarding and
prudential risk management guidance by making our temporary guidance permanent.
These changes will clarify regulatory obligations and help ensure consistent
compliance, enabling firms to compete fairly in the interest of consumers.

We believe ineffective competition caused by regulatory barriers is leading to poor
outcomes for many customers. Our proposed changes to the SCA-RTS intend

to remove these regulatory barriers to help supportincreased competition and
innovation in the sector.
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Consumer protection

2.8 Our proposals will help firms comply with their regulatory obligations, strengthening
financial resilience and the safeguarding of customer funds, ultimately improving
consumer protection. Our proposals to amend the SCA-RTS should also help protect
consumers by making sure data sharing and payments are done securely.

Market integrity

2.9 Our proposals to amend the SCA-RTS and issue new guidance in the AD (including
making our temporary guidance permanent) and PERG should strengthen market
integrity and improve trust in the financial system, by making data sharing and
payments more secure and giving firms more clarity on their regulatory obligations and
support the financial stability of firms.

What we are doing

2.10 To address the harms identified above, we propose to amend the SCA-RTS, and
amend our guidance in AD and PERG.

2.11 Proposed changes to the SCA-RTS include:

e creating anew SCA exemption in Article 10A so that customers do not need to
reauthenticate every 90 days when accessing account information through an AISP

e mandating the use of dedicated interfaces (such as APIs) by account providers for
certain retail and SME payment accounts

e amending requirements relating to technical specifications, testing interfaces and
fallback interface

e allowing ASPSPs with a deemed authorisation under TPR to rely on exemptions
from setting up a fallback interface granted by home state competent authorities

e amending the single and cumulative transaction thresholds for contactless
payments, increasing the first from £45 to £100 (or potentially a maximum of £120)
and the latter from £130 to £200.

2.12 Our proposals to amend the AD relate to four areas. These are:

« SCA

o prudential risk management and safeguarding customer funds

e onshoring changes to reflect changes to the regulations and rules following EU
withdrawal and the end of the transition period, and the application of our rules and
guidance to firms in one of the temporary permission schemes designed to enable
EEA EMIs, Pls and RAISPs to continue operating in the UK for a limited time after
the end of the transition period

e generalupdates relating to areas such as reporting requirements

2.13 We have also made additions to Chapter 15 of PERG regarding certain exclusions from
the PSRs and EMRs. This is to help industry identify whether their business activities
fall within scope of the PSRs or EMRs.

2.14 Our proposals are further explored in the chapters below.
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Equality and diversity considerations
We have considered the equality and diversity issues that may arise from our
proposals.

Overall, we do not consider that the proposals adversely impact any of the groups with
protected characteristics under the Equality Act 2010. But we will continue to consider
the equality and diversity implications of the proposals during the consultation period,
and will revisit them when publishing the final rules.

In the meantime, we welcome your input on this.
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3 SCA-RTS

The EU Regulatory Technical Standards for strong customer authentication and
common and secure open standards of communication (EU-RTS) came into force on
14 March 2018, and applied (in full) from 14 September 2019. It forms part of EU law,
and supplements the revised Payment Services Directive (PSD2).

The EU-RTS set detailed requirements for the secure communication between
ASPSPs (account providers), and account information service providers (AISPs),
payment initiation service providers (PISPs), and card-based payment instrument
issuer (CBPIIs) (collectively referred to as TPPs), and SCA. Firms in the UK have been
working to comply with the EU-RTS since it came into force in March 2018.

Amendments to the PSRs in response to the UK's withdrawal from the EU require
firms to comply with technical standards made by the FCA (SCA-RTS) instead of the
EU-RTS. The FCA made the SCA-RTS substantially the same as the EU RTS in order to
provide certainty for firms and maintain consumer protections. More information can
be found in PS19/26

From discussions with the industry, trade bodies, and responses to our recent Call
for Input on Open Finance, we have identified barriers to successful competition and
innovation in the UK payments landscape posed by requirements in the SCA-RTS.

We have set out proposals below to amend the SCA-RTS to address these barriers.

Our proposals aim to support competition and innovation in the payments and
e-money sector, while maintaining the safety and security of UK payments.

90-day re-authentication

SCA was introduced with the intention of making payments more secure and limiting
the risks of fraud. It aims to make sure that the person requesting access to an
account, or trying to make a payment, is the account holder or authorised by the
account holder to access that account. The PSRs require SCA to be performed each
time a payment service user (customer) accesses their account online.

The SCA-RTS provides an exemption (Article 10) from this requirement where customers
access certain limited payment account information. SCA must still be applied when the
customer accesses their data for the first time, and at least every 90 days after that. The
exemption also applies where a TPP, acting on a customer's behalf, accesses account data
held by another PSP. Without the customer's reauthentication every 90 days, the TPPis
unable to continue to access the customer's data held by another PSP.

The requirement to re-apply SCA every 90 days has proven burdensome for
customers, creating friction in the user experience, and hindering uptake of open
banking services. The negative impact is increased for those customers holding
multiple accounts with different account providers who are required to complete SCA
every 90 days with each account provider they want a TPP to have access to, or where
an SME uses an intermediary to manage its accounts.
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TPPs have reported a significant loss of customers at the point where reauthentication
by SCAis required. A TPP has found that a churn rate of over 40% despite almost all

of its customers being satisfied with the service. The interruption in a customer's
ongoing access to a TPP service after failing to reauthenticate could cause consumers
and SMEs to make decisions based on out-of-date data, potentially resulting in harm.
A TPP has reported that this could lead to the risk of three-quarters of the businesses
that use the service facing liquidity issues. We understand the potential loss of access
to customer data as a result of a customer's failure to reauthenticate every 90 days
has caused firms to delay or stop the launch of new products and services in the UK.
As aresult, the full benefits of open banking to UK consumers and competition are not
being realised.

Importantly, we think there is little risk of unauthorised access to data when a TPP
accesses information on a customer's behalf, and that any risk is largely mitigated by
other requirements under the PSRs and the SCA-RTS (e.g. the requirement for TPPs
to present a certificate to account providers when attempting to access data).

We therefore propose to create a new exemption so that ASPSPs do not need to
require their customers to apply SCA every 90 days when the customer uses a TPP to
provide account information services. SCA will, however, be required when customers
first decide to connect their account to a TPP service. This will make sure that it is the
legitimate account holder authorising the TPP to access the account on their behalf.
We think the new exemption reflects the low level of risk involved, in line with the
requirements of the PSRs.

We propose to limit the scope of the existing Article 10 exemption to when the
customer accesses their information directly.

We also propose to introduce new requirements where a TPP accesses account
information where the customer does not actively request the information. At present,
a TPP is permitted to do so up to four times a day. Where a TPP continues to access
data in this way, we propose that it will need to reconfirm the customer's explicit
consent every 90 days. If a customer fails to re-confirm their consent, the TPP will be
required to disconnect access and stop collecting data from the customer's account
provider. We think this will make sure that consumers who may not be very active are
adequately protected, as data sharing will stop if they do not reconfirm their consent.

Account providers may continue to deny a TPP access to a customer's accounts for
reasonably justified and duly evidenced reasons relating to unauthorised or fraudulent
access in accordance with regulation 71(7) of the PSRs.

We believe these proposals will remove barriers to interested customers continued
use of open banking services, while maintaining protection from unauthorised and
fraudulent access to accounts and mitigating the risk to customers who become
inactive without cancelling a TPP service. We explore the benefits of this proposed
changes, as well as the associated costs, in more detail in the cost benefit analysis
(CBA) (paragraphs 39-41, 46-48).

Q1: Do you agree with our proposal to create a new SCA
exemption for when customers access customer
information through a TPP and add a new requirement for
TPPs to check customers’ consent every 90 days? If not,
please explain why.
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Changes to requirements for access interfaces

The SCA-RTS require account providers to establish interfaces through which TPPs
can access customer payment accounts in a secure manner. In accordance with Article
31 SCA-RTS, account providers have the option to enable access via a dedicated
interface or a modified customer interface (MCI). The MCl provides access to TPPs via
existing customer interfaces, usually the online banking platform. Account providers
that have opted for a dedicated interface, typically do so by using an API.

In practice, the use of MCls has proven challenging for TPPs, and therefore affected
the customer experience. Many TPPs face difficulties when accessing customers'
payment accounts via MCls, as they do not have the technology to connect. The few
TPPs that have the technology must make considerable adjustments to their systems,
incurring extra costs, to be able to access each account provider's individual MCI.
Typically, they cannot access customer payment accounts without the customer being
present, as most firms with an MCl do not rely on an exemption, so SCA is required.
We understand that the limitations of using MCls have discouraged TPPs from serving
customers who hold accounts with account providers that have chosen to enable
access through MCls. Several firms have told us they have stopped serving tens of
thousands of customers as aresult. These customers are, therefore, not reaping the
full benefits of open banking.

In comparison, account providers offering dedicated interfaces typically rely on the
Article 10 exemption and are able to permit TPPs to access a customer's data without
the customer being present. In addition, dedicated interfaces are typically APIs built on
the same standards allowing TPPs to connect more easily.

Moreover, using an MClis not as secure as using a dedicated interface. MCls provide
unrestricted access to all data available via the online banking platform. In comparison,
APIs only include the information that account providers are required to share.

The use of MCls causes inconvenience to customers and significantly reduces the
appeal of the service provided by the TPP. As noted, they can also be less secure.

We therefore propose to mandate the use of dedicated interfaces for a range of
payment accounts, removing the barriers posed by the use of MCls. This requirement
is only imposed on certain payment accounts where there is a reasonable prospect of
TPP demand. Therefore, our proposal applies to personal and SME 'current accounts'
—payment accounts under the Payment Account Regulations (PARs). They would

also apply to accounts that would fall under the definition of payment accounts within
the meaning of the PARs but that are held by SMEs, and credit card accounts held by
consumers or SMEs.

Broadly speaking, our proposal will apply to credit institutions, Pls and EMIs offering
these types of payment accounts online. However, we are also proposing to exclude
accounts provided by small payment institutions (SPIs) small e-money institutions
(SEMils), firms relying on the TPR or supervised run-off regime (SRO), which is part of
the FSCR, and non-SMEs' corporate customer accounts from this change, meaning
the use of MCls will remain a compliant alternative for such accounts. We are proposing
to exclude firms relying on the TPR or SRO regimes, as it would not be proportionate to
require them to build dedicated interfaces where their TPR or SRO status only allows
them to provide payment accounts in the UK for a temporary period.
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Our proposal will only impact those account providers who have not already opted for
a dedicated interface. We acknowledge that the cost for the firms required to make
changes will be significant (as per paragraph 43 in our CBA). However, the benefits this
change will bring to customers are also substantial. For many customers who have
limited or no access to TPP services due to their account provider opting to enable
access using MCls, mandating dedicated interfaces would make it easier and give
them access to additional services. In addition, customers will benefit from increased
security and better data protection. This is because a dedicated interface is specifically
designed for that purpose and access is limited to payment account data. TPPs will
also benefit from the mandated use of dedicated interfaces as barriers will be lowered.
TPPs will no longer face the same restrictions to the range of products and services
they can offer to their customers. This will enable them to innovate, benefiting
consumers and, in turn, the overall open banking ecosystem in the UK, especially when
considered in conjunction with the proposed changes to the 90-day reauthentication.

We appreciate that this proposal would require significant system changes from
some account providers. For this reason, we propose to give firms up to 18 months
to implement this change from when the final guidance is published. We welcome
feedback on this timeline.

Q2: Do you agree with our proposal to mandate the use of
dedicated interfaces for TPP access to retail and SME
customers’ payment accounts and the timeline for
making those changes? If not, please explain why.

Technical specifications and testing facilities

Under Article 31 of the SCA-RTS, account providers are required to make a testing
facility available and provide interface technical specifications six months before new
products and services are launched. This was intended to enable TPPs to test their
connectivity and service before the live market transitioned to the new requirements
of PSD2.

The SCA-RTS also contain a requirement for account providers that have chosen

to develop a dedicated interface to adapt their consumer interface for use by TPPs

if the dedicated interface becomes unavailable. This adapted interface is known as
the fallback interface. However, account providers can request an exemption from
this requirement from the FCA, if, among meeting other criteria, they have had a fully
functioning API for 3 months prior to that application.

When PSD2 came into force, these requirements were necessary to make sure

access to existing products could continue, as the changes brought in by PSD2 were
happeningin alive, active payments and e-money sector. They have subsequently
acted as barriers for new products designed and introduced by account providers. This
holds back competition and innovation in the market. We understand, in particular,
that the requirement to share a testing facility and release technical specifications

of concepts 6 months in advance of launching has been burdensome for account
providers both in terms of cost and time. Due to challenges posed by these
requirements, we understand firms have delayed and in some instances cancelled the
launch of new products and services.
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The impact of these requirements is likely to be more significant for new service
providers in the market, who may choose not to enter the market due to high barriers
to entry. As aresult, we believe that consumers are not fully benefiting from the
potential benefits of competition and innovation within the market.

The requirements are also likely to provide limited benefits to TPPs, which are
unlikely to use testing facilities and technical specifications to perform functional
and connectivity testing in advance of the launch as demand for new products is
not known.

We propose to require that the technical specifications and testing facility only be
made available to TPPs from the launch of new products and services, rather than
6 months in advance. We also propose that the requirement for a fallback interface
should only take effect six months after launch. This would allow account providers
time to develop such an interface or request an exemption to the requirement to
have one.

We believe these proposals will reduce time and cost associated with launching new
products and services for account providers, while maintaining TPP access and
service. These changes should encourage new products and services to market
sooner. Consumers should therefore benefit from innovation and more services in the
market. We explore the benefits and costs associated with these proposed changes to
the SCA-RTS further in the CBA (paragraphs 45 & 50).

Q3: Do you agree with our proposals to only require ASPSPs
to make the technical specifications and a testing facility
available at market launch of the interface, and to delay
the need for a fallback interface for six months from the
point of launch? If not, please explain why.

Changes to SCA-RTS relating to the fallback interface

The UK left the EU on 31 January 2020 with a Withdrawal Agreement which included a
transition period during which EU law continued to apply. This transition period ended
on 31 December 2020 (also referred to as IP Completion Day).

The UK's participation in the EU passporting regime ended on IP Completion Day.

To minimise the risk of EEA firms being unable to access the UK market post IP
Completion Day and the possible resulting disruption to customers, the Government
introduced schemes to grant transitional UK authorisation to such firms. The schemes
applicable toincoming EEA EMIs, Pls and RAISPs are set out in Schedule 3 of the

Exit SI. The TPR and FSCR schemes applicable to incoming EEA credit institutions

are set out set outin the EEA Passport Rights (Amendment etc. and Transitional
Provisions) (EU Exit) Regulations 2018.

Where a firm relies on the TPR or supervised run-off regime (SRO), which is part of
the FSCR, itis treated as having a deemed authorisation or deemed permissions
under the relevant legislation (whether this is the EMRs, the PSRs or FSMA). These
firms are required to comply with the UK requirements applicable to the business they
carry out in the UK (including those set outin the SCA-RTS), as opposed to home
state requirements.

13



< - Search Q °<ZB i

CP21/3 Financial Conduct Authority
Chapter 3 Changesto the SCA-RTS and to the guidance in 'Payment Services and Electronic Money —Our Approach'and the
Perimeter Guidance Manual

3.35 As explained in the previous section, the SCA-RTS contain a requirement for
account providers, that have chosen to develop a dedicated interface, to adapt their
consumer interface so that it can be used by TPPs if the dedicated interface becomes
unavailable. This adapted interface is known as the fallback interface. However,
account providers can request an exemption from this requirement from the FCA,
provided it meets the criteria under Article 33 SCA-RTS.

3.36 EEA account providers continuing to provide services in the UK under the TPR or
SRO may previously have benefited from an exemption granted by their home state
regulator that would have been applicable in the UK. Following IP Completion Day,
these exemptions provided by home state regulators stopped being effective in the
UK. Since IP Completion Day, EEA account providers that are continuing providing
services in the UK under the TPR have been required to set up a fallback interface
unless exempted by the FCA.

3.37 We propose to treat a home state exemption from setting up the fallback interface
as though it were initially granted by the FCA for the purposes of Article 33(6). This
means that ASPSPs with a temporary authorisation will not need to apply to us for
this exemption while they are within the relevant temporary scheme. When these
EEA account providers apply to the FCA or the PRA for authorisation under the EMRs,
PSRs or FSMA, if necessary, they will need to apply for and obtain from the FCA an
exemption from the obligation to having a fallback in place.

3.38 We consider the risk of harm to UK consumers and TPPs as result of these proposals to
be low for the following reasons. First, we note that any TPR firm currently benefitting
from an exemption provided by their home state regulator should have been assessed
against the criteria for exemption in Article 33 of the EU-RTS in accordance with
the EBA Guidelines on the conditions to be met to benefit from an exemption from
contingency measures under Article 33(6) of Regulation (EU) 2018/389. In addition, we
understand that demand from UK TPPs to access interfaces of firms operating under
the TPRis low. We are not aware of any issues with the interfaces of TPR firms having
previously been raised with the FCA.

3.39 This proposed change does not affect our supervisory powers. This means that
where we identify issues with a TPR/SRO firm's dedicated interface, including prior
to the change being made, we may decide to use our supervisory tools and powers
as appropriate.

3.40 We reserve the right to use the full range of our regulatory tools and powers as
appropriate in the event of harm to UK TPPs, and their users, due to problems with a
firm's dedicated interface.

Q4: Do you agree with our proposal to treat ASPSPs with
exemptions from setting up the fallback interface granted
by home state competent authorities, as though they
were granted an exemption by the FCA? If not, please
explain why.
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Contactless payments

3.41 Contactless payments up to the value of £45 per transaction are exempt from the
requirements for SCA where the conditions in Article 11 of the SCA-RTS are satisfied.
Under Article 11 of the SCA-RTS, contactless payments must be subjected to SCA
whenever the cumulative transaction value threshold of £130 has been reached, or
after 5 contactless transactions have been made in a row without SCA being applied.

3.42 In response to the coronavirus pandemic, we confirmed that we are very unlikely to
take enforcement action where a firm fails to apply SCA when a customer exceeds the
cumulative transaction value threshold under Article 11. This is provided that the firm
has sufficient controls in place to mitigate the risk of unauthorised transactions and
fraud. We understand that card issuers have relied on this statement.

3.43 During the coronavirus pandemic, consumers and merchants have relied more
on contactless payments. They have both shown an appetite for the increased
convenience and reduced friction at the point of sale. One card issuer reported an
increase in the use of contactless payments since the coronavirus pandemic, with
more than 90% of face-to-face transactions occurring through contactless payments.
While the use of contactless payments has increased, our discussions with industry
participants suggest no evidence of an increase in fraudulent transactions.

3.44 Recognising changing consumer behaviour and merchant expectations, we propose
toincrease the cumulative transaction threshold from £130 to £200. We think there
is still a low risk of fraud, as we have seen under the forbearance period to date. The
proposed change would enable consumers to make more contactless payments
before needing to authenticate with SCA. The average value of individual transactions
using contactless payments is £10 —meaning on average a customer could complete
20 transactions before being required to provide SCA to reset the transaction
counters.

3.45 Inthe CBA, we set out the benefits the increase in the cumulative threshold will bring,
as well as the minor associated costs (paragraphs 45 & 50).

Q5: Do you agree with our proposed amendment to increase
the cumulative threshold of the contactless exemption
from £130 to £2007? If not, please explain your rationale,
including supporting data where applicable.

3.46 In addition, we are considering an increase of the single threshold to £100 (or
potentially a maximum of £120). We think this would further support consumers and
merchants during the Covid crisis and acknowledge changing behaviours in how
people pay. We note that several countries have increased the single threshold for
contactless payments, either temporarily as a response to the Covid pandemic or as
an acknowledgment of changing consumer and businesses' behaviours, without any
adverse impact on fraud that we are aware of. Australia has temporarily doubled its
contactless limit from AUD$100 (£56) to AUD$200 (£112), to be reviewed every three
months during the crisis. In Canada, the contactless limit has increased to CAD$250
(£143), and Singapore has increased its contactless limit from S$100 (£55) to S$200
(£110). Increasing the regulatory threshold would provide the industry with the ability
toincrease the industry threshold in the future. The CBA referred to in paragraph 3.45
also applies to a potential increase of the single threshold.
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Qé: What is your view on increasing the current regulatory
contactless (single) threshold limit of £45 to £100 (or
potentially a maximum of £120)Please explain your
rationale, including supporting data and new threshold
where applicable. If your response identifies potential
risks and benefits, please provide evidence in support of
your response.

3.47 In light of the current Covid crisis, we plan to respond to feedback received on
guestions 5 and 6 on contactless thresholds as soon as possible after 24 February
2021. Appendix 2 contains a draft of the proposed changes in a dedicated legal
instrument. The other proposed changes to the SCA-RTS outlined in paragraphs 3.1
to 3.40 are set outin another draft legal instrument, also in Appendix 2.

16



<o

CP21/3
Chapter 4

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

Search Q °< " V]

Financial Conduct Authority
Changes tothe SCA-RTS and to the guidance in'Payment Services and Electronic Money — Our Approach’and the
Perimeter Guidance Manual

4 Changes to the AD - Strong Customer
Authentication (SCA)

Under the PSRs, PSPs must apply SCA where a customer accesses a payment account
online, initiates an electronic payment transaction (such as when shopping online),

or carries out any action through a remote channel that may create a risk of payment
fraud. SCAis based on the use of two or more elements, which are categorised as
knowledge, possession and inherence. SCA aims to make payments safer and more
secure, reducing the risk of fraud when customers access their accounts onling, initiate
a payment or carry out other actions remotely.

The EU-RTS became fully applicable on 14 September 2019 and supplemented the
PSRs in the UK. However, on 31 December 2020, we made the SCA-RTS and revoked
the EU-RTS following the end of the transition period.

On 19 December 2018, we updated our AD to provide guidance to UK firms on our
expectations for compliance with requirements for SCA (see P518/24). Since then,
the EBA and the Commission have published various Q&A responses and opinions on
SCA published up to 31 December 2020. We are proposing to amend our AD in light of
these responses and opinions.

We also note the recent European Court of Justice judgment on the DenizBank case
and its conclusions on contactless card payments. We are considering the impact it

may have, if any. We may issue more guidance on this if appropriate in the future.

In addition, following engagement with the industry, we propose to make changes to
our guidance on dynamic linking.

We set out the specific changes below.

Dynamic linking

Dynamic linking requires a customer’s authentication of a payment instruction to

be linked to a specific payee and a specific amount. This presents difficulties for
transactions where the final amount is not known in advance. This affects certain
sectors and business models, such as online grocery shopping, where the customer
does not always know the final price when authorising the transaction, for example due
to products being unavailable or substituted.

Our current guidance explains that SCA should be reapplied following the point of
sale if the final amount is higher than the price the customer originally authenticated.
Additional SCA is not required if the final amount is lower than what was originally agreed.

The same technical process applies regardless of whether the final amount is higher
or lower. We therefore think the risk of fraud or unauthorised transactions occurring
is the same. There is also no evidence to suggest that fraud levels are higher in the
instances where the final amount is higher. Given this, we believe there is little benefit
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to consumers from this guidance and to comply would require changes imposing
significant and unnecessary costs for the industry.

We are proposing to amend our guidance because it is not clear how dynamic linking
requirement should be understood in the context of transactions where the amount
is not known in advance. Therefore, the amended guidance will explain that for
transactions where the amount is not known in advance. Our view is that SCA would
not need to be reapplied where the final amount is higher than the original amount
authorised. To make sure that the final payment is reasonably within the amount the
customer agreed to when authorising the payment, the payment should not exceed
20% above the amount originally authorised without further SCA being performed.
We believe this to be a reasonable amount. In addition, we expect businesses to have
made consumers aware that the price could go up and consumers to have agreed to
such a possibility before authorising the original amount.

We believe the potential for harm to consumers as a result of this changeis low. The
industry has reported low levels of fraud and complaints in relation to these types
of transactions. In addition, in accordance with Regulation 79 of the PSRs 2017,
payers may be entitled to a refund if the final price was not within their reasonable
expectations.

Liability of for fraudulent or unauthorised transactions

In July 2019, the Commission clarified its view of the allocation of liability between a
payer's PSP and a payee, or a payee's PSP (e.g. a merchant acquirer) for losses arising
from a fraudulent or unauthorised transaction in Q&A 2018_4042. The Commissions'
view is that the payee's PSP should be liable where it triggers an exemption and the
transaction is carried out without applying SCA. This means that, other than where the
payer has acted fraudulently, the payer's PSP would refund the customer and would
then be entitled to be reimbursed by the payee's PSP. This reflects existing industry
practice for card payments when processing chargebacks. We agree with this view and
propose to update the AD to reflect this position.

SCA elements

The EBA published an opinion in June 2019 on SCA, clarifying what constitutes a valid
element for the purposes of SCA. This included clarifying that a device could only be
used as evidence of possession where there is a reliable means to confirm possession
(i.e. that the device is in the right person’s hands). The EBA opinion also explained that
static card data can neither constitute a knowledge factor nor a possession factor.

In addition, the EBA gave more detail oninherence factors, stating that behavioural
biometrics could constitute inherence and that inherence ‘relates to physical properties
ofbody parts, physiological characteristics and behavioural processes created by the body,
and any combination of these'. It clearly stated that inherence excluded other individual
properties, such as spending patterns. We agree with the EBA's views and propose to
update the AD to reflect those.
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Transaction risk analysis

EBA Q&A 2019_4702 clarified expectations on transaction risk analysis. Fraud rate
calculations for transaction risk analyses, at Article 18 of the EU-RTS, should only
include unauthorised or fraudulent remote electronic transactions for which the PSP
was liable, and no other types of transactions. This differs from the calculation of the
fraud rates for reporting under REPO17 where all types of fraud should be included
regardless of whether itis in scope of SCA or not and regardless of whether the
reporting PSP was liable. We propose to amend the AD to reflect this clarification.

Corporate exemption

EBA Q&A 2018_4060, on the scope of the corporate exemption under Article 17 of the
EU-RTS, clarified that the corporate exemption is applicable to (physical or not) card
payments (as well as other payment instruments), provided that those cards are ‘only
available to payers who are not consumers'. In other words, those cards should only be
available to corporate customers. We agree with the EBA's clarification and propose to
amend our guidance to explicitly reflect it.

Authentication code

We propose to include in our guidance a clarification provided by EBA Q&A 2018_4141.
The Q&A clarified that the authentication elements the customer uses at the time
they access their payment account online (including via a mobile) may be reused if they
theninitiate a payment (within the same online session). This means a customer could
authenticate a payment with one element only, while the firm relies, for example, on a
password the customer used when logging into their account. This applies aslong as
the dynamic linking element is linked to the SCA element carried out at the time the
paymentisinitiated. We agree with the EBA's clarification and propose to amend our
guidance to explicitly reflect it.

Merchant-initiated transactions

In Q&A 2018_4031, the Commission clarified the position relating to
merchant-initiated transactions. The Commission confirmed that transactions
initiated by the payee only, without any involvement from the payer, are not in scope
of SCA. Card-based payments imply an action by the payer and are considered as
transactions initiated by the payer, through the payee, to which SCA applies. However,
where a payer has given a mandate to the payee for a transaction, or series of
transactions, made through a card (or other payment instrument) then the payments
initiated pursuant to this mandate are merchant initiated transactions and therefore
outside of the scope of SCA. This would cover, for example, continuous payment
authorities such as a subscription for a streaming service.

The Commission explained that setting up the mandate with the customer through
a remote channel should be subject to SCA (because it may imply a risk of payment
fraud or other abuses). For example, where a customer first subscribes to a streaming

I
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service, agreeing to future regular payments being taken from their account, they will
have to authenticate using SCA. All subseguent regular payments will be initiated by
the streaming service without any customer action required. We agree with this view
and propose to update the AD accordingly.

Changes to contactless payments

As explainedin chapter 3, payment firms may choose not to apply SCA to contactless
point-of-sale transactions if specific conditions are met. In addition to meeting

other conditions, the exemption only applies where either the cumulative amount of
previous contactless transactions does not exceed £130 or the number of consecutive
contactless transactions since the last application of SCA is not more than 5. In
Chapter 3, we proposed increasing the cumulative amount being changed from
£130to £200in the SCA-RTS. In addition to this, the change mentioned to the single
contactless threshold in para 3.46 of this CP will be reflected in the AD under chapter
20, para 20.53.

There are two main ways of monitoring these thresholds. We propose to clarify these
in the guidance. One is that firms may monitor those thresholds by setting a counter,
using a host-based solution that enables them to count all transactions except

those made offline. The other option is that firms may use a chip-based solution

on the physical card, with compliant chip-based cards being reissued. A chip-based
solution enables a count of all transactions, including offline. Whichever method they
choose, firms should consider the risk of unauthorised or non-compliant contactless
transactions being made and monitor the effects of the option in practice.

Q7: Do you agree with the proposed changes to guidance on
SCA? If not, please explain why.
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5 Changes to the AD - Prudential risk
management and safeguarding

Robust prudential risk management is essential to enable firms to absorb economic
stress and reduce the risk of insolvency. If a firm fails, regulatory capital and wind-down
plans also help them and insolvency practitioners make the process as orderly

as possible. Safeguarding customer funds provides further, essential consumer
protection within the EMRs and PSRs, seeking to make sure that, if a firm becomes
insolvent, the wind down process is as orderly as possible.

Pls and EMIs are not covered by the Financial Services Compensation Scheme (FSCS).
In the absence of this protection, effective safeguarding of customer funds is essential
to protect consumers from harm in the event of firm insolvency.

As a condition of being authorised, applicant Pls and EMIs must satisfy us that they
have effective procedures to identify, manage and control any risks they may be
exposed to, and that they have taken adequate steps to safeguard customer funds.
The legislation is prescriptive in how firms must manage and maintain their capital
adequacy and safeguarding arrangements. Chapters 9 and 10 of our AD provide
guidance on these requirements.

We have continued to review how well firms are meeting the safeguarding requirements
in practice. In 2019 we undertook a multi-firm review of firms' safeguarding
arrangements, culminating in the publication of a Dear CEO letter in July 2019.

Our review found that most firms used the segregation method to keep relevant funds
separate from other funds. It found significant shortcomings in firms' safeguarding
arrangements. These included firms demonstrating a poor understanding of which
funds are relevant and should be segregated; delays in firms segregating funds
following receipt; and firms failing to check that the correct amounts are being
segregated frequently enough (i.e. through reconciliation processes). In order for
consumers to fully benefit from the safeguarding protections in the EMRs and PSRs,
firms must comply with the safeguarding requirements.

Temporary guidance on safeguarding and prudential risk

On 22 May 2020, we published a short consultation on coronavirus and safeguarding
customers' funds. We proposed additional temporary guidance to strengthen payment
and e-money firms' prudential risk management and arrangements for safeguarding
customers' funds in the exceptional circumstances of coronavirus pandemic. Given our
concerns about an increased risk of firms failing due to the impact of the coronavirus
pandemic, we felt it was important that we provided our guidance to industry quickly.
The consultation closed on 12 June 2020.

We received responses from more than 60 organisations, including from payment
firms, trade associations and law firms. We summarised and responded to feedback
we received on our proposed guidance in FS20/10. The main comments we received
were about: customer funds being held by firms on trust; calculating capital adequacy;
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conducting compliance audits; and the treatment of unallocated funds. On 9 July
2020, we published our temporary guidance taking into account the feedback we
received to our consultation.

We are now proposing to make this temporary guidance on safeguarding and
prudential risk management permanent and incorporate in our AD. This consultation
gives stakeholders an opportunity to comment on the effect of adopting these
measures on a permanent basis. Below, we have summarised the key sections of the
proposed changes to our AD, in paragraphs 5.9-5.17.

Summary of the key sections being made permanent

Safeguarding

We clarified in our temporary guidance that firms should have an acknowledgement
from their safeguarding credit institution or custodian, in the form of a letter, or have
other documentation, to demonstrate that the safeguarding credit institution or
custodian, has nointerest in, recourse against, or right over the relevant funds or
assets in the safeguarding account. It should also make clear that the funds in the
safeguarding account are held for the benefit of the firm's customers. An example
letter was set out in the annex to the temporary guidance. We also confirmed our view
that we consider that a firm holds these funds on trust for its customers.

A firm's records should enable it and any third party, such as an insolvency practitioner
or the FCA to distinguish relevant funds from the firm's own money, and relevant
funds held for one customer against those held for another. For the avoidance of
doubt, we clarified in our temporary guidance that we expect firms to document their
reconciliation process clearly, with accompanying rationale. This will help with the
distribution of funds if the firm becomes insolvent.

The conditions of authorisation for Pls and EMIs require them to satisfy us that they
have robust governance arrangements. We clarified in the temporary guidance that,
as part of satisfying us that they have such arrangements, we expect firms that need
to arrange audits of their annual accounts under the Companies Act 2006 to arrange
specific annual audits of their compliance with the safeguarding requirements under
the PSRs/EMRs. We also expect these firms to arrange audits of their compliance with
safeguarding arrangements whenever there are any changes to their business model
that would materially affect their safeguarding arrangements.

We expect the auditor to provide an opinion addressed to the firm on:

o whether the firm has maintained organisational arrangements adequate to enable
it to meet our expectations of its compliance with the safeguarding provisions of
the EMRs/PSRs throughout the audit period, and

o whether the firm met those expectations as at the audit period end date

Prudential risk management

Firms should carry out liquidity and capital stress testing to analyse how exposed they
are to severe business disruptions and assess the potential impact, using internal and/
or external data and scenario analysis. Firms should use the results of these tests
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to help make sure they can continue to meet their conditions of authorisation and
own funds requirements. In particular, they should help firms assess whether they
have adequate liquidity and capital resources, as well as identifying any changes and
improvements to required systems and controls.

It is essential that firms accurately calculate their capital requirements and resources
on an ongoing basis, and report these correctly to us in regulatory returns, as well as
when we request them.

To reduce exposure to intra-group risk and as part of a firm's stress testing and risk
management procedures, we consider it best practice for firms to deduct any assets
representing intra-group receivables from their own funds. This is designed to make
sure there is an adequate level of financial resources in each regulated entity at all
times to absorb losses. It also reflects that a period of financial stress may affect the
ability of other members of a firm's group to repay amounts they owe.

Also, when firms are assessing whether they have adequate resources to cover

their liquidity risk, we consider it best practice for firms not to include uncommitted
intra-group liquidity facilities. We expect firms to consider their own liquid resources
and available funding options to meet their liabilities when they are due, and whether
they need access to committed credit lines to manage their exposures. Firms should
do this as part of their liquidity risk-management procedures.

Wind-down plans

The conditions for being authorised or registered require a firm to satisfy us that
they have effective procedures to manage any risks they might be exposed to. We
clarified in our temporary guidance that, as part of satisfying us that they have such
procedures, we require firms to have a wind-down plan to manage their liquidity and
resolution risks. The plan should consider the winding down of the firm's business
under different scenarios, including a solvent and insolvent scenario.

Qs8: Do you agree with our proposal to consolidate our
temporary guidance in our AD to make the guidance
permanent? If not, please explain why.

Safeguarding —insurance or comparable guarantee method

Firms may safeguard customer funds using either the segregation method

of safeguarding or the insurance or guarantee methods of safeguarding, or a
combination of these. Different risks are associated with the insurance and guarantee
methods compared with the segregation method. In particular, risk of disputed claims
where insurance policy or guarantee terms are not clear, or risk of a policy or guarantee
not being renewed, which could be exacerbated if the firm does not have an adequate
contingency plan.

We issued a letter to firms' compliance officers in December 2019 (Appendix 3 to this
CP). In that letter, we provided guidance on risks and controls relating to the insurance
method of safeguarding. We propose to consolidate this guidance in the AD, and apply
it to the guarantee method of safeguarding.

I
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In the letter, we reminded firms that where a firm safeguards customer funds using
insurance, it is important that the arrangements will make sure that, as soon as
possible after the firmis subject to an insolvency event, the credit balance on the
designated account will be the same as if the firm had segregated the funds all along.
This means the insurance policy must pay out for the fullamount of any shortfall
regardless of how it comes about. It does not matter whether the insolvency event or
shortfallis caused by any fraud or negligence on the part of the institution or any of its
directors, employees or agents.

Also in our letter, we clarified that, to make sure an institution's relevant funds remain
adequately safeguarded:

e the amount of the insurance cover should always exceed the amount of the
safeguarded funds being protected by the insurance policy, including to allow for
any foreseeable variation in the amount of such safeguarded funds

o there should be no level below which the policy does not pay out

e the policy should provide insurance cover for at least as long as the institution is
using insurance to protect the safeguarded funds, and

e institutions should make sure their insurers understand that the circumstances
leading to a claim would provide no grounds to dispute their liability to pay it.

Qo9: Do you agree with our proposal to consolidate, in our AD,
our guidance on safeguarding insurance as set out in our
letter of December 2019 to firms’ compliance officers and
that we also apply that guidance to the guarantee method
of safeguarding? If not, please explain why.

Special administration regime for Pls and EMIs

On 3 December 2020 the Treasury consulted on a special administration regime (SAR)
for Pls and EMIs. Subject to the outcome of a consultation by the Treasury, the Pl and
EMI SAR is expected to come into force later in 2021. The Treasury also consulted on
extending certain powers in Part 24 of the Financial Services and Markets Act 2000
(FSMA) to Pls and EMlIs. The extension of these provisions would provide the FCA with
powers to participate in an insolvency process of an FCA authorised or registered

Pl or EMI. The scope of the proposed application of Part 24 FSMA powers would be

to all Pls and EMIs entering the standard insolvency process. Once it becomes clear
what changes the Treasury intends to make, we'll consider whether we need to make
consequential amendments to the AD, including in chapter 10.
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6 Other changestothe AD

This chapter will focus on proposed miscellaneous amendments to the AD not
capturedin the sections above.

Extension of BCOBS and Principles for Business

In PS19/3 we confirmed the extension of the FCA's Principles for Businesses to

the provision of payment services and issuing of e-money by certain PSPs and
e-money issuers. We also extended the application of certain communication

rules and guidance in the Banking Conduct of Business Sourcebook (BCOBS) to
communications with payment service and e-money customers and made new rules
and gave guidance on the communication and marketing of currency transfer services.

We now propose to update the AD to reflect these changes.

Exclusions from the PSRs and the EMRs

Certain activities are excluded from the scope of the PSRs and the EMRs, subject to
meeting certain conditions. Carrying on excluded activities does not require being
authorised by or registered with the FCA. Our proposed amendments relate to the
Electronic Communications Exclusion (ECE), and the Limited Network Exclusion (LNE).
While firms falling within scope of the ECE and LNE do not require FCA authorisation
or registration, they must notify the FCA that they are operating within the scope of
an exclusion (in the case of the LNE, this is subject to the business in the scope of the
exclusion meeting certain thresholds).

The ECE applies to payment transactions resulting from services of providers of
electronic communication networks or services for digital content and voice-based
services, tickets or donations to charity which are charged to a subscriber's bill, subject
to transaction limits. This includes, for example, mobile networks or online streaming
services.

The notification requirement applies to the provider of the electronic communications
network or service. Such firms are required to make an initial notification including a
description of the services they provide before they start providing the service. Then,
firms are required to provide an annual audit opinion, testifying that the transactions
the service is provided for comply with the applicable financial limits in the exclusion.

In December 2019, we wrote to the telecoms industry to provide an overview of the
ECE and to set out our expectations. This gave more information about the ECE
conditions and how they apply. A copy of the letter is in Appendix 5 of this CP. We are
proposing to update our AD to reflect the information in this letter.

The LNE applies to a firm providing services based on a specific payment instrument
or issuing monetary value that can be used only in a limited way and that falls within
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certain other criteria of the exclusion. A firm must complete a notification if the total
value of the payment transactions executed through such services in any period
exceeds €1min a 12-month period. We have identified a lack of certainty in the
industry on the scope of the LNE, and the information to be provided when submitting
notifications. We also understand there is confusion among firms about what is
required to ensure they comply with the ECE, and how to respond if they breach
transaction thresholds.

We propose to amend the AD to clarify our expectations on notifications under the
LNE and ECE. This will include adding more detail on the types of information we
expect to see as part of a firm's notification and the types of firms that may be able to
benefit from the LNE. We also propose additional guidance on the exclusions, as set
outin section 8 of this CP.

Reporting requirements

Under regulation 109 of the PSRs, firms must comply with reporting requirements to
the FCA. Firms are required to report a range of information to the FCA, including data
on fraud and operational risk management.

In March 2020, we made changes to how EMIs should submit regular reporting to the
FCA. EMIs are now required to submit reporting via our Gabriel/RegData system. This
change aligns the method of reporting for EMIs with that used by other FCA-regulated
firms.

We have amended Chapter 13 of the AD on reporting requirements to reflect this
change.

In addition, we are proposing to replace the current FINO60 report, used by both
authorised electronic money institutions (AEMIs) and SEMls, with separate reports for
each firm type. We are proposing the use FINO60a for use by AEMIs, and FINO60b for
use by SEMlIs. This change is necessary to reflect the migration of reporting for EMls
that previously emailed their reports to the FCA. They are now required to complete
these using Gabriel/RegData where applicable.

Information sharing from ASPSPs to TPPs

Discussions with industry have highlighted confusion and disagreements on the data
that ASPSPs with PISPs should share, and in particular whether they should share

the name of the account holder as well as their account number and sort code. We
propose to clarify that ASPSPs must share the name of the account holder with PISPs,
if the name is shown to the customer in their online account. The same applies to

the account number and the sort code if these are shown to the customer after they
make a payment. This guidance reflect EBA Q&A 2018_4081 and this June 2020 EBA
opinion, and follows from regulation 69(2)(b) of the PSRs.

These changes reflect existing industry practice. We intend to make some changes in
chapter 20 of the AD.


https://www.eba.europa.eu/single-rule-book-qa/-/qna/view/publicId/2018_4081
https://eba.europa.eu/eba-publishes-opinion-obstacles-provision-third-party-provider-services-under-payment-services
https://eba.europa.eu/eba-publishes-opinion-obstacles-provision-third-party-provider-services-under-payment-services
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elDAS certificates

In November 2020, we published PS20/13. Here, we amended Article 34 of the
SCA-RTS to require account providers to accept at least one other electronic means
of identification issued by an independent party, in addition to elDAS certificates. We
propose to amend chapter 17 of the AD to reflect this.

Q1o0: Do you agree with the proposed changes to the sections
above? If not, please explain why.

I
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7 Changes to the AD reflecting the UK's
exit from the EU

From IP Completion Day, EU law ceased to apply in the UK. The UK's withdrawal from
the EU triggered a significant programme of amending legislation to make sure that
the UK continued to have a functioning financial services regulatory regime after IP
Completion Day. This has been referred to as onshoring. Effective on IP Completion
Day, multiple changes were made to the legislation, regulatory rules and guidance
applicable to payment services and the issuance of e-money.

We have updated the AD to reflect these legal changes, noting that, in some cases,
there are transitional provisions allowing firms to delay complying with certain changes
in law made as part of the onshoring exercise. While these changes affect most
chaptersin our AD, the chapters most substantively affected are Chapters 2 (Scope),
8 (Conduct of business requirements) and 10 (Safeguarding).

In addition, the UK's participation in the passporting regime ended on IP Completion
Day. This meant many EEA firms, previously operating in the UK on the basis of a
passport, would need to seek authorisation in the UK to continue to access the UK
market after the transition period. To minimise disruption, the Government introduced
schemes to grant transitional UK authorisation, or exemption from the requirement to
be authorised, to such firms. The schemes applicable to incoming EEA EMls, Pls and
RAISPs are set out in Schedule 3 of the Exit SI.

We have also updated the AD to explain how the PSRs, EMRs, our rules and guidance
apply to firms with transitional authorisation or who are in the regime for contractual
run-off. To do so, we have removed the existing Chapter 6, which dealt with passporting,
and replaced it with an entirely new chapter setting out guidance on the temporary
permission schemes under the Exit SI. We recommend that firms relying on such
transitional authorisations or benefiting from the contractual run-off exemptions read
Chapter 6 first, as it contains instructions on how to read the other parts of our AD.

Q11: Do you agree with proposed Brexit-related changes to our
AD? If not, please explain why.
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8 PERG Amendments

As per para 6.4 to 6.9 above, we have identified a lack of clarity in the industry on the
types of products and services within scope of the criteria for exclusion under the LNE
and ECE.

We propose to amend PERG 15 to provide additional guidance on the types of
products that may benefit from the LNE. More details of these changes can be found
in appendix 2 of the CP.

We also propose to amend PERG 15 to give guidance on our expectations of firms that
benefit from the ECE. More details of these changes can be found in appendix 2 of
this CP.

Q12: Do you agree with our proposed changes to PERG on the
scope of the LNE and ECE? If not, please explain why.

29



<o

CP21/3
Annex 1

30

Search Q °<Z i~

Financial Conduct Authority
Changes tothe SCA-RTS and to the guidance in'Payment Services and Electronic Money — Our Approach’and the
Perimeter Guidance Manual

Annex 1

Questions in this paper

Q1:

Q2:

Q3:

Q4:

Q5:

Qe6:

Q7:

Qs8:

Qo:

Do you agree with our proposal to create a new SCA
exemption for when customers access customer
information through a TPP and add a new requirement
for TPPs to check customers’ consent every 90 days? If
not, please explain why.

Do you agree with our proposal to mandate the use of
dedicated interfaces for TPP access to retail and SME
customers’ payment accounts and with our proposed
timeline for doing so? If not, please explain why.

Do you agree with our proposals to only require ASPSPs
to make the technical specifications and a testing facility
available at market launch of the interface, and to delay
the need for a fallback interface for six months from the
point of launch? If not, please explain why.

Do you agree with our proposal to treat exemptions
from setting up the contingency mechanism fallback
interface granted by home state competent authorities,
to ASPSPs with temporary authorisation, as though they
were granted by the FCA? If not, please explain why.

Do you agree with our proposed amendment to increase
the cumulative threshold of the contactless exemption
from £130 to £2007? If not, please explain why?

What is your view on increasing the current regulatory
contactless (single) threshold limit of £45 to £100 (or
potentially a maximum of £120)Please explain your
rationale, including supporting data and new threshold
where applicable. If your response identifies potential
risks and benefits, please provide evidence in support of
your response.

Do you agree with the proposed changes to SCA? If not,
please explain why.

Do you agree with our proposal to incorporate our
temporary guidance in our AD to make the guidance
permanent? If not, please explain why.

Do you agree with our proposal to consolidate in our AD,
our guidance on safeguarding insurance as set out in our
letter of December 2019 to firms' compliance officers
and that we also apply that guidance to the guarantee
method of safeguarding? If not, please explain why.

I
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Q10: Do you agree with the proposed changes to the sections
in chapter 6? If not, please explain why.

Q11: Do you agree with proposed Brexit-related changes to
our AD? If not, please explain why.

Q12: Do you agree with our proposed changes to PERG on the
scope of the LNE and ECE? If not, please explain why.

If you do not agree with any questions posed within this CP,
please explain why.

I
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Annex 2
Cost benefit analysis

SCA-RTS

Introduction

When making changes to the SCA-RTS, regulation 106A(5) of the PSRs 2017 applies
the duty to consult (including the requirement to produce a CBA) in the Financial
Services and Markets Act (FSMA). Specifically, section 138l requires us to publish a
CBA of proposed rules, defined as 'an analysis of the costs, together with an analysis of
the benefits that will arise if the proposed rules are made'. It also requires us to include
estimates of the costs and benefits, unless they cannot reasonably be estimated or it
is not reasonably practicable to produce an estimate. This requirement to produce a
CBA does not apply in specified instances, including where the proposed rules would
result in no or only a minimal increase in costs for businesses.

Our CBA for the SCA-RTS is set out below. Where, in our opinion, the costs or benefits
cannot be reasonably estimated or it is not reasonably practicable to produce an
estimate, we have not attempted to do so. In these cases, we include a statement

of our opinion and an explanation of it. We have not quantified costs that are of
minimal significance.

We propose two amendments to the SCA-RTS to make sure consumers and SMEs
can fully realise the benefits of open banking and provide a strong platform for open
finance to succeed. These are an amendment to the requirement that TPP users
should reauthenticate every 90 days, and a new requirement that ASPSPs that have
retail and SME customers should develop a dedicated interface (like an API). We
propose two more changes to better balance the need for secure payments with user
convenience (when using contactless payments), and to better support innovation.
These are a change to the requirement that ASPSPs should release technical
specifications on access to accounts six months before launching new products, and
anincrease in the limit for contactless payments.

Below we set out our analysis of costs and benefits.

Problem and rationale for intervention

Drivers of harm

We have identified barriers to the growth of open banking and innovation in payments,
the most significant of which are due to existing legal requirements. We have identified
harm and or potential harm in four areas. These are:

o Thereqguirement for SCA to be provided every 90 days as a result of Article 10.
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e The option for ASPSPs to opt for either a modified customer interface or a
dedicated interface.

e Requirements for the publication of technical specifications and availability of
testing facilities.

o Theimpact of single and cumulative thresholds for contactless payments.

Below, we give an overview of the harm and its drivers in relation to each of the four
aspects of the policy.

Article 10 - 90-day reauthentication

TPP customers are required to reauthenticate with their ASPSP at least every 90 days
to continue receiving open banking services. This puts consumers off using open
banking services, significantly limiting the growth of the sector.

The driver of harmin this area comes from the limitations of the existing regulations.
The need to reauthenticate every 90 days ensures customers continue to consent
to sharing their data so they can continue to receive services from TPPs using open
banking. This requirement, however, comes at a cost to the consumer in terms of
time and inconvenience and leads to significant numbers of customers failing to
reauthenticate.

We understand that failing to re-authenticate is often not due to a loss of interest in
the TPP service, but due to the authentication journeys created by the need for SCA.
Authentication takes place within the ASPSP environment, meaning TPPs have little
control over the user experience. When customers are required to reauthenticate,
TPPs face a significant drop-offin the number of customers that use their services
even if they are satisfied with it. A well-established TPP reports that customer churn
was 6.9% before the imposition of 90-day reauthentication using SCA, but has
increased to 44%. This is despite most customers reporting they are satisfied with the
TPP product.

Moreover, customers that unknowingly fail to reauthenticate risk basing their financial
decisions oninaccurate information. For example, a customer can find themselves

in a situation where the account balances displayed on their TPP account are higher
than they actually are, due to the information being out of date. This can cause them
to make poor financial decisions such as making purchases they cannot afford,
leading to financial detriment. For SME customers, the equivalent situation can lead
to liquidity issues —one TPP reported that the disconnection following the failure to
reauthenticate led to three-quarters of their SME customers facing a risk of cashflow
problems. Under the new requirements, rather than reauthentication being required
with ASPSPs, TPPs will have to get customers' consent to continue accessing their
financial data every 90 days. This should make sure informed consent remains in place,
but reduce friction, leading to a better customer journey. This should lead to less
customer drop-off and ensure datais up to date.

Finally, we understand the loss of access to customer data as a result of customer
failing to reauthenticate every 90 days has caused firms to delay or stop the launch
of new products and services in the UK. As a result, the full benefits of open banking
to UK consumers are not being fully realised. Ultimately, the reduction in the ability
to launch services accessible to customers means less investment in the sector and
reduced customer choice in the long term.

I
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Requirements for modified customer interfaces

At present, ASPSPs have the option to develop a dedicated interface (such as an API)
or to modify an existing customer interface (MCI). The MCl provides access to TPPs
via the existing customer interfaces (typically the online banking platform). MCls have
not worked in practice, because many TPPs do not have the technology to connect via
MCls. Those who do must make considerable adjustments to access individual MCls
due to a lack of standardisation. This process is costly and time consuming. While we
have encouraged the use of APls, many ASPSPs continue to provide access to TPPs
using MCls.

The driver of harm in this area can be analysed as an externality. ASPSPs are
responsible for the decision to put dedicated interfaces in place. These firms incur
a cost from doing so, but may also benefit through attracting more consumers as
aresult and/or having a higher consumer satisfaction score. The social benefits of
putting dedicated interfaces in place exceed those benefits. Dedicated interfaces
can not only save time for consumers and improve security, but also bring about
better competition among TPPs, better services and innovation in the sector, and
a development beyond open banking towards open finance. Firms are unlikely to
take the latter effects into account when deciding to develop an MCI, resulting in
sub-optimalinvestmentin this area.

As aresult, the appeal of TPP services is significantly reduced and the type of services
TPPs can offer is limited. This can lead to consumers abandoning the use of TPP
services, or TPPs discontinuing their products. For example, three well-established
TPPs that used to provide services to customers have stopped doing so due to

the impracticality and technical restrictions of MCls. A TPP has reported stopping
services to over 35,000 customers as a result. Another large TPP reports that it no
longer serves over 11,000 of its customers as a result of customers' account providers
choosing to develop an MCl account.

For the minority of TPPs that make use of MCls, accessing customer information is
impractical because in most cases they cannot do so without the customer being
logged into their TPP account simultaneously. As a result, customers cannot receive
automatic updates or services relying on data refreshing in the background. This
causes inconvenience for the customers and significantly reduces the appeal and
range of the services provided by TPPs.

Another harm is the reduced ability for the open banking ecosystem to become fully
inter-operable and interconnected to reap further customer benefits as well as to
serve as a basis for the launch of open finance, i.e. data sharing beyond payment
accounts data.

A final harm associated with MCls is that access is not as secure as APIs. MCls provide
unrestricted access to all data available via the online banking platform. This often
includes information other than payment account data that is required to be shared
under the PSRs. This could cause harm to customers and may reduce confidence in
open banking.

Technical specifications and testing facilities requirements

Account providers must provide a testing facility for and share technical specifications
with TPPs at least 6 months before launching a new product. Also, where ASPSPs opt
to comply using a dedicated interface, they must have a dedicated interface and adapt

I
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the consumer interface in order to support continuity of service for TPPs were the
dedicated interface to fail (the adapted interface is known as the fallback interface).
This is unless they obtain an exemption from the FCA.

The driver of harm here is the requirements of the current regulation. The associated
costs and lead times act as a deterrent to competition and innovation, placing
additional burdens on new-to-market initiatives. Apart from the higher costs to firms,
this requirement leads to delays in launching new products. We also think this may act
as a barrier to competition and innovation in the ASPSP market. Requiring ASPSPs to
share a testing facility and specifications could reveal what their product offeringis
before they have offered it to customers, possibly leading to others copying their idea
before release. This requirement is likely to be particularly detrimental to new providers
in the market, which may choose not to enter due to the associated risk. Reduced
competition then indirectly leads to consumer detriment: consumers lose out on
competitive products and lower prices on TPP services.

Cumulative and single thresholds for contactless payments

At present, consumers can make contactless payments until they reach the
cumulative transaction value threshold of £130 or after making 5 contactless
transactions in a row. Once they reach this threshold, they must complete SCA.

In practice, this means consumers must insert a card into a card reader and enter
their PIN. We understand the industry has generally opted to apply the cumulative
transaction value, rather than transaction volumes. The intended effect of this
requirement is reduced risk of fraud — for example, requiring customers to complete
SCA ensures that if their card is stolen, the potential loss of funds will be limited.

After the contactless limit went up to £45, the average number of transactions

before a customer had to reauthenticate naturally decreased. Without changing the
cumulative transactions value threshold, the frequency with which customers have to
reauthenticate would increase, negating the benefits of having a higher contactless limit,
particularly with a further increase of the single threshold from £45 to £100.

The harmin this case is that consumers spend more time on reauthenticating. In
addition, not all devices enable customers to conduct SCA (e.g. smart watches) and
this canlead to customers abandoning purchases. Due to the coronavirus pandemic,
and the health risks associated with touching a keypad, the costs to consumers from
more frequent reauthentication are at present even higher.

Our intervention

We are proposing amendments to the SCA RTS to remove barriers to competition and
innovation in the payments and e-money sector, while maintaining safety and security
of UK payments.

Our proposed changes include:

e adding a new exemption to SCA for when customers access account information
through an account information service provider

e mandating the use of dedicated interfaces (such as APls) by account providers for
certain retail and SME payment accounts

I
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e amending requirements relating to technical specifications, testing interfaces and
fallback interfaces
e increasing the single and cumulative transaction threshold for contactless
payments from £45 to £100 (or potentially a maximum of £120) and from £130 to
£200 respectively
24. See chapter 3 for more detail.
How our intervention delivers benefits
25. We expect our intervention to deliver benefits to both firms and consumers.
26. The causal chain below outlines how our proposals will result in improved

customer experience and enhanced competition.

FCA makes change to UK-RTS

N Z

Firms are aware of the new rules and make
the necessary changes

A

Firms remove the
requirement that
customers need to
complete SCA every

90 days

Customers save time
when acessing TPP
services;

Customers that
would have dropped
out, continue to use
TPP services

\

Some firms build APIs
rather than MCls

v

Existing TPP customers

save time and effort
accessing services;
TPPs are able to offer
better services to
existing customers, as
well as attract new
customers.

Customer datais
better protected

\’

Firms release testing
facilities on day of the
launch

v

Firms costs associated
with launching new
products are reduced.
Competition between
TPPsincrease.

2

Firms increase the
cumulative threshold
to £200

\ 2

Customers have to
authenticate via
PIN less often,
saving time.

Better customer experience, and time saved. Improved

competition between TPPs, leding to better products
and services.
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Baseline and key assumptions

Below we outline the firms our intervention affects and describe our assumptions. We
note that the sector is growing rapidly —open banking users increased from 1 million to
2 million between January and September 2020 and are expected to exceed 3 millionin
2021. This rapid growth makes predicting the market size in the medium term difficult.
Our estimates are therefore based on current numbers. We assume that costs and
benefits resulting from our intervention will grow in proportion to the market.

The number of firms affected by our proposals is summarised in the below.

Area of update Firms affected
Article 10A exemption ASPSPs —number estimated at 272*
105 RAISPs
369 TPR firms with PSD, E-money and deposit taking permissions
Changes to requirements for 252 smalland medium ASPSPs**
modified customer interfaces
Amendments to Technical ASPSPs —number estimated at 272
Specifications and Testing 369 TPR firms with PSD, E-money and deposit taking permissions
Facilities requirements
Changes to the cumulative ASPSPs —number estimated at 272
threshold for contactless 369 TPR firms with PSD, E-money and deposit taking permissions
payments

*  ASPSPs include credit institutions, Pls and EMIs that offer payment accounts and/or issue credit cards. We approximate the number of
these firms by the number of firms with permissions under the Payment Account Regulations (PARs). We note that the actual number
may differ from this estimate. This is because not all credit card issuers or other ASPSPs offering payment accounts as defined under
the PSRs that are captured by the new rules would be captured under PARs. We believe that the discrepancy is likely to be small and that
our estimates are accurate.

** We believe that the 20 large ASPSPs in our population have already developed an API.

We estimate that there is a total of 746 firms in scope (272 ASPSPs,105 RAISPs and 369
TPR firms with relevant permissions).

Firm size
We estimate costs using the Standardised Cost Model (SCM).

The table below gives a breakdown of firm size by type of firm.

Number of firms affected

Large Medium Small

26 96 624
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Summary of costs and benefits

32. We expect that our proposals will result in direct costs to firms, as described below.
One-off/
Stakeholder | ongoing Costs Benefits
Familiarisation and legal —
£203k
Costs of setting up a dedicated
One-off interface—£7.9m-£36.2m
IT changes—£1.6m
Change project costs—£1.7m
Fi
Irms Costsofrunning adedicated | TPPsableto attract more customers
interface—£11m as friction reduces due to APIs
TPPs toretain more customers as
Ongoing 90-day reauthenticationrule changes
Lower costs to ASPSPs when releasing
new products as they don't need to
publish testing facility before launch
Less time spent authenticating
Betteraccess to TPP services and better
Customers Ongoing variety and quality of TPP services
Less time spent authenticating when
making contactless payments
One-off £11.4m—-£39.7m
Total
Ongoing £11m
33. We provide detail on the quantification of costs in the paragraphs below. We do not

believe itis reasonably practicable to quantify the benefits of the intervention. To provide
such estimates we would need data that allows us to predict the increase in open banking
users' due to our intervention, as well as the reduction in customer churn rates. We are
not aware of any such data, especially given the relative infancy of open banking.

34, Nonetheless, two of the interventions are non-binding, i.e. they allow for firms
to continue current practices — the amendments to the technical specifications
and testing facilities requirements, and the changes to the single and cumulative
thresholds for contactless payments. Therefore, for these elements of the policy, we
assume firms will make the changes only if private benefits exceed costs, hence these
requirements are net beneficial.

35. Although relying on the new account information exemption is not legally binding, we
encourage ASPSPs to rely on it. We give an explanation below of why we think benefits
are likely to exceed costs.

36. The requirements for MCls as well as the amendments to the 90-day requirement when
ASPSPs decide to use the exemption are binding. We expect that firms will incur costs
as aresult, and these costs need to be consider against the benefits of the policy. Itis
not reasonably practicable to quantify the costs, so instead we estimate the minimum
amount of benefits that would need to be realised for the policy to break even.
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Costs

We anticipate that affected firms will incur direct costs due to familiarisation,
setting up and running dedicated interfaces, adapting to the new exemption, and
implementing a new cumulative threshold. We do not expect that firms will incur any
indirect costs because of our intervention.

Familiarisation and legal costs

We use standard assumptions to estimate one-off familiarisation costs. We anticipate
that there will be approximately 10 pages of policy documentation, excluding the legal
instruments. Assuming 300 words per page and a reading speed of 100 words per
minute, it would take around 0.5 hours to read the document. We assume the number
of staff that read the documentis 20 in large firms, 5 in medium and 2 in small. The
hourly compliance staff salary assumption is based on the Willis Towers Watson 2016
Financial Services Report, adjusted for subsequent annual wage inflation and including
30% overheads. We expect all relevant firms to incur familiarisation costs. Hence, for
those 746 firms, the total familiarisation cost is estimated to be £59,000.

For legal costs, we assume 10 pages of legal text. We anticipate that 4, 2 and 1 legal
staff will read the legal instruments in large, medium and small firms respectively, each
staff member taking 12 hours. Basing the legal staff salary on the Willis Towers Watson
2016 Financial Services Report, we calculate legal costs of £144,000.

The total one-offlegal and compliance cost is estimated at £203,000.

Changing 90-day reauthentication

We think firms will incur minor project costs to make the changes in relation to the
amendment of the article 10 exemption, implementing the new article 10A exemption,
and the new requirement for TPPs to reconfirm consent every 90 days. We model
these costs based on our SCM. We expect the 746 firms in scope to make changes
equivalent to a small I'T project taking 46 person days at large firms and 8 person

days for medium firms, and 5 days for small firms. We also expect that firms will make
governance changes, subject to board and executive oversight, taking 45 person days
atlarge firms, 14 person days at medium firms and 3 person days at small firms.

The total one-off IT cost associated with the Article 10 amendment are estimated
tobe £1.6m.

The total one-off change project costs are estimated to be £1.7m.

Setting up and running a dedicated interface
Our changes will require some ASPSPs to develop a dedicated interface for certain
payment accounts.

Within the 252 firms that we expect could have to develop a dedicated interface, 190
are small and 62 are medium. We note that some firms are likely to have developed

an API, but we take a conservative approach and apply the costs to all 252 firms. Data
from the Open Banking Implementation Entity (OBIE) suggests that small firms could
incur one-off costs of between £25,000 and £125,000 to set up a dedicated interface
and annual costs of running such aninterface of around £25,000. For medium firms,
costs are between £50,000 to £200,000 one-off and £100,000 ongoing.
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Based on these figures, we calculate a lower-bound estimate one-off total cost to
the sector of £7.9m and an upper bound of £36.2m. We expect ongoing costs to
the sector tobe £11m per year.

The estimated range for one-off costs is wide because the costs associated with
developing a dedicated interface vary with the complexity of a firm's backend IT
systems, making it is difficult to predict the exact cost to the sector.

Changing the testing facility and contactless thresholds requirements
We do not expect firms to incur any costs beyond familiarisation and small governance
change costs in relation to removing the requirement to release a testing facility

6 months before launching a new product, or the change to the contactless payment
thresholds. We have included familiarisation costs in the overall familiarisation costs we
guantify above, while we consider governance change costs to be insignificant.

Benefits

Setting up dedicated interfaces

We listed the benefits relating to these changes above. These include time saved for
both existing and potential customers, improved security, and increasing adoption of
TPP services.

We do not believe it is reasonably practicable to quantify these benefits. This

is because they would require data allowing us to estimate the propensity for
consumers to adopt TPP services arising from the reduced time. We estimate the
cost of this element of the policy to be between £18.9m and £47.2m in the first year
(£7.9m-£36.2m one-off and £11m ongoing) and £11m every following year. The net
present value of costs over the next 10 years is between £117.9m and £146.2m. At
present, there are 2.5 million open banking customers who stand to gain from this
intervention, which means that over 10 years, customer benefits have to average
between £4.70 and £5.80 per customer per year (in current £) for this element of the
policy to break even. We note that open banking customers are expected to increase
significantly over the period, which would reduce the break-even figure.

To put our break-even figure into perspective, the report by the Independent
Consumer and Small Business Representatives for the OBIE estimated consumer
benefits from open banking of between £72 and £287 per person per year depending
on customers' financial situation. These figures suggest that the consumer benefits
from our intervention are likely to exceed the break-even figure of £4.70-£5.80 per
customer per year.

Amending the article 10 exemption, and creating the new exemption

The costs associated with this change amount to I'T and governance changes. In our
cost estimates, we have assumed full compliance, resulting in a total one-off cost to
industry of £3.3m and no ongoing costs. The associated benefits to firms, however,
include the ability to attract more customers and retain existing ones, because the
time cost associated with accessing TPP services is reduced. We do not think itis
reasonably practicable to estimate these benefits but we believe this element of the
intervention is in the interest of both firms and consumers and benefits will therefore
exceed costs.
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Changing the testing facility and cumulative threshold requirements

As explained above, we do not anticipate costs to firms beyond familiarisation and
small governance changes. However, we consider that the associated benefits, in the
form of lower costs to launching new products and saved time for consumers, are likely
to belarge. Furthermore, these changes are not binding, meaning that firms will only
make them if private benefits exceed costs. We therefore believe that this element of
our proposals is net beneficial.

Guidance in Approach Document and PERG

We are not required to carry out a CBA when issuing guidance under the PSRs or EMRs.
However, regulation 106(3) of the PSRs and regulation 47(2) of the EMRs state that

we must have regard to (among other things) the principle that a burden or restriction
imposed on a person, or on the carrying out of an activity, should be proportionate

to the benefits, in general terms, which are expected to result from that burden or
restriction being imposed. Given these requirements, and the nature of the changes
we propose, we have carried out a CBA.

Since the last update to the AD in June 2019, there has been significant innovation in
the way that people and businesses make payments. As the payments and e-money
sector continues to evolve, we need to keep our guidance under review. In making
changes to our guidance, we intend to provide greater transparency and clarity to the
market on our approach.

We are bringing together the experience from recent firm failures and using these to
update the guidance in our AD and our PERG manual. The AD describes our approach
to the PSRs and EMRs. It sets out our guidance and expectations of firms when
applying the regulations to their business models. Amending the AD will help industry
comply with the regulations in a more consistent manner, help to improve the financial
stability of firms and support consumer protection.

The purpose of our PERG manualis to give guidance about the circumstances in which
authorisationis required, including guidance on the activities that are regulated under
the PSRs, the EMRs and FSMA, and the exclusions which are available. Updating PERG
will be beneficial to firms as they will have clearer examples of what types of firms can
benefit from the exclusions in the PSRs and EMRs.

The updates to the AD fall into four categories. These are:

e SCA

e safeguarding customer funds and prudential risk management

e changes to regulations following EU withdrawal and the end of the transition period,
and the application of our rules and guidance to firms in one of the temporary
permission schemes designed to enable EEA EMIs, Pls and RAISPs to continue
operating in the UK for a limited time after the end of the transition period

e miscellaneous and minor amendments

In terms of updates to SCA, our guidance reflects industry practice, and/or changes
that the industry is in the process of making considering in light of EBA guidance. As
our updated guidance allows current industry practice to continue, we do not expect
firms to incur any additional costs.
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58. The changes to our guidance following the onshoring of regulations as a result of
EU withdrawal, and the miscellaneous and minor amendments to our guidance, only
require firms to incur the cost of familiarising themselves with the updated guidance.
We estimate familiarisation costs in this CBA on the basis that firms will read the entire
CP, hence these costs are accounted for in the calculations below.

59. We believe that the updates on Brexit and miscellaneous and minor changes, will help
industry comply with the regulations in a more consistent manner, support consumer
protection and market competition, in line with our objectives, but will not resultin
significant firm costs.

60. For the reasons above, this CBA focuses on the changes to the guidance regarding

prudential risk management and safeguarding only. We assess the costs and benefits of
changes relating to open banking we referred to at the start of the CP in a separate CBA.

Problem and rationale for intervention

Drivers of Harm

61. In this CBA, we focus onissues of prudential risk management (capital calculation and
stress testing) and safeguarding of customer funds. We characterise the driver of
harmin these areas as the presence of externalities, which means that firms may only
consider the private costs and benefits of their approach. However, the social benefits
of holding adequate capital, performing regular capital and liquidity stress testing, and
having an adequate safeguarding framework, exceed the private benefits to firms.
This is because, apart from contributing to the financial stability of firms themselves,
sound prudential risk management enhances the overall stability of the financial sector
and improves customer protection. As such, without adequate guidance, firms may
fail to deliver the level of prudential risk management and safeguarding that optimises
consumer welfare and market stability.

Harm
62. We use findings of our supervisory work in the non-banking payment service provider
sector to analyse the harms arising from the externalities described above.

63. The common harm arising from the issues we are coveringis loss of customer funds. If
firms have a weak prudential framework (due to insufficient or no stress testing and/or
low capital), there are likely to be high rates of firm failure. These failures, coupled with
improper safeguarding of customer funds, could lead to large shortfalls of funds owed
to customers.

64. Other harms may also arise. First, high rates of failures of PSPs and e-money firms may
undermine confidence in the sector and hamper its growth. Second, even if customers
are ultimately able to access funds they lost due to a failure of a PSP, they may spend
time and effort retrieving their funds and experience significant stress along the way.
Additionally, in cases where customers rely on PSPs to make payments such as bills
or rent, the failure of firms may mean they miss these payments, leading to additional
stress, fines and a deterioration of their credit rating.
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In the sub-sections below we give an overview of the issues that may lead to these
harms.

Insufficient liquidity and capital stress testing

Our supervisory work has identified concerns about the ability of PSPs to survive a
severe but plausible stress event. These are mainly due to the sector beingimmature
and the requirements being absent in regulations with respect to liquidity stress
testing (aside from the high-level authorisation conditions). We estimate (based on
supervisory experience) that only 16% of non-banking PSPs carry out some stress
testing, but evenin those cases, the stress-testing scenarios were found to be
insufficient.

Our work has shown that fundingrisk is a concern for a large proportion of PSPs that
are loss making. These firms tend to be start-ups and/or competingin a saturated
market. Many of them are funded by private equity or venture capital. At the same
time, most firms do not have access to credit lines. We also found that settlement risk
is a material risk arising from timing differences between cash in-flows and out-flows.
Some e-money firms may issue e-money before funds are credited to their payment
account or otherwise made available to them, leading to liquidity risks.

Without guidance on stress testing, these risks are more likely to crystallise, leading to
high rates of firm failure. In these events, even if customers can ultimately recover their
funds, time and effort they spend in claiming those funds, as well as the stress and
financial pressure they incur, are material harms. Furthermore, the overall trust in the
PSP sector may be undermined if rates of firm failure are high.

Exposure to intra-group credit risk

Our supervisory work shows that a significant proportion of firms have complex
structures, which are associated with a high level of intra-group lending. Furthermore,
many firms are highly leveraged and have high dividend pay-out rates, which may put
financial pressure on the revenue-generating entity (normally the regulated entity
within the group). Finally, firms rely on their parent entities in other ways, for example
through outsourcing important functions and decisions to the parent and not having
an independent board or a business plan.

This makes assessing the financial health of the regulated entity difficult, particularly
where that entity has not deducted intra-group receivables from its regulatory capital
calculations.

The main harm in not addressing this problem will be a disorderly failure and potential
losses of customer funds. We understand several firms have been including
intra-group receivables in their capital adequacy calculations, which exposes them to
intra-group credit risk, reducing their financial stability in a group stressed scenario. We
found that in a sample of 29 non-banking PSPs, 41% of firms would be pushed into a
capital deficit if they deducted intra-group balances.

Insufficient safeguarding of customer funds

Safeguarding customer funds is a key consumer protection measure within the EMRs
and PSRs. Itis vital that all firms have appropriate and well managed safeguarding
arrangements to make sure that, if they become insolvent, customers' funds are
returnedin a timely way.
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An FCA multi-firm review in the first six months of 2019 identified issues around
safeguarding, as stated in paragraph 5.4 in this CP. The review identified that

some firms were meeting the safeguarding requirements and others were not. As
authorised Pls and EMlIs are not covered by the FSCS, insufficient safeguarding creates
a high potential for loss of customer funds. At April 2020, there was a shortfall of
approximately £40m of customer funds resulting from five authorised Pls entering
administration.

Our intervention

Our intervention aims to improve prudential risk management and safeguarding in the
sector under chapter 5 of the CP. To achieve this, we propose:

o Liquidity and capital stress testing: add guidance on how firms can complete
stress testing, as part of their risk management procedures.

» Capital adequacy: clarify that when firms are calculating their capital, they should
deductintra-group receivables.

o Safeguarding customer funds: clarify that we expect that a firm should arrange
specific annual audits of its compliance with the safeguarding requirements under
the PSRs or EMRs, if the firm is required to be audited under the Companies Act
2006.

How our intervention delivers benefits

We expect our updated guidance to help strengthen firms' safeguarding arrangements
and prudential risk management. In turn, we expect the risk of disorderly firm failures
toreduce, as well as better protection for customer funds.
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76. The causal chain below outlines how our proposals will result in consumer benefits
and enhanced financial stability.

FCA updates its Approach Document guidance

N2

Firms read the guidance, gaining better understanding of
our expectations regarding stress testing, capital
adequacy and safeguarding.

\/ Y )\

Firms conduct annual Firms conduct regular Firms complete annual
capital and liquidity reviews of intra-group audit of safeguarded
stress testing. balances. customer funds.

Firms are more aware if Firms reduce their Firms become more aware
they have enough capital/ exposure to other group of discrepancies in funds.
liquidity to withstand a entities and improve their

stressed scenario. capital position.

\ J
N2

Firms are better able to withstand stressed scenarios and
support an orderly wind-down.

Firms are better able to
repay customersin the
events of failure.

L )

Better consumer protection, reduced risk of financial loss,

improved financial stability of firms.

Baseline and key assumptions

77. The number of firms affected by our proposals is summarised in the below.
Number of
Area of update Type of firms affected firms affected
Stress testing Allauthorised Pls and EMls, all SEMIs 619

Capital requirements and group risk Allauthorised Pls and EMls, all SEMIs 619

Safeguarding customer funds Allauthorised Pls and EMls, all SEMIs 810
andrelevant TPR firms*
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*Relevant TPR firms are E-money issuers and PSD firms with the following permissions:

e Services enabling cash placement on a payment account

e Services enabling cash withdrawals from a payment account

e Execution of payment transactions (not covered by a credit line)
o Execution of payment transactions (covered by a credit line)

e Issuing payment instruments or acquiring payment transactions
e Moneyremittance

We estimate that there are 810 firms affected. We note that in a typical year since
2008, the sector has been growing by 30 firms and we expect this growth to continue.
For simplicity, the costs and benefits estimates are based on the current number of
firms. We have not factored in the ongoing increase of 30 firms per year to either costs
or benefits but we expect that, as the sector continues to grow, costs and benefits
arising from the guidance will increase in proportion over time.

Firm size
The table below gives a breakdown of firm size by type of firm.
Number of firms affected
Type of firms affected Large Medium Small
Authorised Pls and EMIs 3 5 588
SEMIs 23
Relevant TPR firms 191

We note that the guidance specifies that SPIs can opt into the safeguarding
regulations in the PSRs, so we consider that they will do so only if the private benefits
exceed the costs, and hence we do not need to estimate the costs that would be
incurred by SPIs who opt into the safeguarding regulations.

Summary of costs and benefits

The table below summarises the costs and benefits to firms and consumers.

One-off/

Stakeholder | ongoing Costs Benefits

Familiarisation and legal -
£190.7k

One-off Setting up governance

processes for stress testing
—-£1.4m

Annual audit of safeguarded

Firms customer funds —£9.7m

Annual stress testing—
£697.6k

Cost of raising additional
capital —unquantified

Better liquidity risk management

Ongoing Reduced risk of failure

Reduced leveraging ability —
unquantified
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One-off/
Stakeholder | ongoing Costs Benefits
Reduced risk of financial loss due
Customers Ongoin to firms failing or due to shortfalls
geng in funds owed to customers by
insolvent firms
The wider ) Increased financial stability
Ongoing
system
One-off £1.6m
Total cost
Ongoing £10.4m

We do not believe it is practicable to monetise the benefits of enhanced financial
stability. It is also not reasonably practicable to estimate the benefits of a reduced risk
of financial loss to customers, as we would need to quantify the effect on firm failures
resulting from our policies. This would require us to estimate the causal impact of
higher capital, stress testing and safeguarding audits on the probability of firm failure.
We are not aware of any datasets or published studies that can produce this estimate.

To analyse whether the costs are proportionate to benefits, we provide a break-even
analysis below.

Costs

We anticipate that firms will incur direct costs due to familiarisation, stress testing, and
obtaining an annual audit of compliance with safeguarding requirements. They will also
incur the cost of raising additional capital where they have previously not deducted
intra-group loans from their capital calculations. There are also indirect costs arising
from capital requirements, which we cannot practicably quantify. We give an overview
of our approach to estimating these costs in the sections below.

Familiarisation and legal costs

We use standard assumptions from our SCM to produce an estimate of familiarisation
costs. We anticipate approximately 40 pages of policy documentation excluding the
legalinstrument. Assuming 300 words per page and a reading speed of 100 words

per minute, it would take around 2 hours to read the document. We assume that the
number of staff that read the documentis 20 in large firms, 5 in medium and 1 in small.
The hourly compliance staff salary assumption is based on the Willis Towers Watson
2016 Financial Services Report, adjusted for subsequent annual wage inflation and
including 30% overheads. We expect all firms in scope to incur familiarisation costs.
Hence, for the 810 firms affected, the total familiarisation cost is estimated to be
£156,200.

Inlegal costs, we assume 5 pages of legal text. We note that there are minor changes
throughout the AD, but we estimate that the substantial changes are equivalent

to 5 pages of legal text. We anticipate that 4, 2 and 1 legal staff will read the legal
instrument in large, medium and small firms respectively, taking 12 hours each. Basing
the legal staff salary on the Willis Towers Watson 2016 Financial Services Report, we
calculate legal costs of £34,433.

The total legal and compliance cost is estimated at £190.7k.
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Stress testing

87. As aresult of the guidance around prudential risk management, we expect firms to
carry out liquidity stress testing. An FCA review of 41 firms identified that 95% of
the firms in the sample were not carrying out sufficient liquidity stress testing. We
therefore assume that, under full compliance, stress testing costs will be incurred by
the 619 Pls and EMls, all SEMIs.

88. We note that more rigorous stress testing may induce firms to hold more ligquidity or
capital. Raising these additional funds will have an additional cost. However, it is not
reasonably practicable to predict the increase in liquidity and capital for each firm
resulting from this guidance, so we do not quantify this cost.

89. The SCM captures the estimated cost of such changes through change projects,
which principally estimate costs on the basis of time incurred by a project team and
project management, including senior staff time. We use existing internal data from
research the FCA has undertaken to understand this type of project and estimate
these costs.

90. We expect that the larger firms will on average spend 90 days to establish the
governance process to perform stress testing. The required person days are 28 and
6 for medium and small firms, respectively. The time is spread across project teams
and executive and board oversight. We use information from Willis Towers Watson to
estimate salaries, and apply a 30% overhead.

91. We expect the ongoing annual cost of stress testing to halve after the first year once
the governance processes are established.

We estimate the total costs to firms to be £1.4m in the first year and £697.6k every
following year.

Calculating capital

92. To assess how our guidance on calculating regulatory capital affects firms, we
analysed financial data for a sample of 29 non-banking PSPs, gathered in our
supervisory activities. Our findings show that, at the end of 2017, firms in the sample
had on average £22.4m capital. The average capital surplus firms had was £13.1m. We
also calculated that firms had on average £7m owed to them from other entities in
their group. This indicates that, on average, if firms remove intra-group balances from
their own funds, they will still have a surplus (assuming that the levels of capital relative
to their capital requirement remain relatively stable).

93. However, the position of the firms in our sample varied greatly. For example, we found
that 41% of firms would be pushed into a capital deficit if they removed intra-group
balances from capital calculations. For this group, the average amount of capital that
they would have to raise is £8.6m.

94. However, there are three reasons why we expect that this costis unlikely to be
widespread, will be easily absorbed by affected firms, or won't arise in the first place.

95. Firstly, having intergroup transactions requires a level of complexity in the operations
of a company which is usually present at the larger, more established firms. Our
sample consists of data on the largest EMIs and PSPs, so we expect the percentage
of firms who would have to raise additional capital as a result of this requirement to be
significantly lower than 41% of the population.
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Secondly, firms with intra-group balances also tend to be profitable, have established
business models or funds available in the group to draw on, hence it should be easier
for them to absorb the costs and increase capital.

Thirdly, we expect firms to respond to the new requirements by putting in place netting
agreements which allows them to offset the funds owed to them from other entities in
their group against the amounts that they owe. This means firms that are net creditors
in their group would not have to subtract these assets from own funds. The only
associated cost in this case is the legal cost of setting up the netting agreement. Note
that this would not be possible for firms who are net debtors in their group (6 out of 29
firms in our sample). These firms would have to remove net balances from own funds
(and would have to raise additional capital if that pushes them into a deficit).

Quantifying the total cost to industry is not practicable, however, as we don't know
the exact proportion of firms in the population of firms which will have to raise extra
capital. Our final cost calculations do not include the cost of raising this capital,
however, we recognise that some proportion of firms may incur such costs.

Annual safeguarding audits

In accordance with our proposed guidance, we would expect all authorised Pls,
authorised EMIs and SEMIs to arrange independent reviews of their compliance with
the safeguarding provisions of the EMRs and PSRs on an annual basis. E-money issuers
and PSD firms under TPR are also in scope. We have estimated the cost of these
reviews based on our supervisory work.

As part of our work, we have required some firms to instruct consultants to carry
outindependent reviews of their compliance with the safeguarding provisions of the
EMRs and PSRs. Similarly, we require firms that hold client funds subject to the rules
in our Client Asset Sourcebook (CASS), to instruct auditors to audit their compliance
with our CASS rules. Based on the costs that firms have incurred in arranging these
independent reviews and audits, typically ranging from £6,000 to £12,000, we have
assumed that the cost of a safeguarding compliance audit would be £12,000.

The costs of carrying out a compliance audit vary by auditor, as well as by the size and
complexity of the firm. We are taking a conservative approach by taking the upper
bound of costs for similar work that we have observed, and applying it to the 810
affected firms.

We estimate the total costs to firms to be £9.7m on an annual basis.

Indirect firm costs
There may be anindirect cost of reduced leveraging ability due to our guidance on
capital requirements. However, we cannot reasonably quantify this cost.

By leveraging ability, we mean the ability of firms to use debt to acquire additional
assets. Capital requirements mandate that a certain proportion of a firm's assets
are own funds, which limits the firm's ability to acquire assets. To calculate this cost,
we would need to calculate by how much capital requirements would reduce firms'
assets, as well as a credible estimate of the return on these assets, which we cannot
practicably quantify.
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Costs tothe FCA

There are no expected additional resource implications relating to our activities from
the proposals. Compliance will be monitored through business as usual processes
within existing resources.

Benefits for consumers

Stronger capital and liquidity risk management procedures can benefit consumers

by limiting the probability that they lose money held at EMIs or authorised Pls. Based
onregulatory returns, we estimate that the amount of client money held at these
firms is more than £10bn. The potential for consumer harm from poor prudential

risk management and safeguarding is high as shown by the £40m shortfall owed to
customers following the failure of 5 PSPs between October 2018 and March 2020. In
comparison, the ongoing cost of our policy for a period of the same length is expected
to be £15.6m —two and a half times less than the estimated shortfall. These customer
losses are not a counterfactual, but they illustrate the need for better prudential risk
management. Ifimplemented, our guidance goes a significant way in this direction.

Note that due to the growth of the sector, we expect an annual increase of 30 firms
operating in the market. We expect that the cost of our policy will grow at the same
rate as the new firms are subject to the same guidance. Nonetheless, we also expect
benefits to grow proportionately.
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Annex 3
Compatibility statement

This annex records our compliance with a number of legal requirements applicable
to the proposals in this consultation, including an explanation of our reasons for
concluding that our proposals in this consultation are compatible with certain
requirements under the PSRs and EMRs.

When consulting on amendments to technical standards (the SCA-RTS), under
Regulation 106A of the PSRs, we must consider the principles set out in Regulation
106(3) and 106A(2) and must comply with section 138l (2) of FSMA. This requires us to
include in our consultation:

e anexplanation of how our proposals are compatible with our strategic objective
and advance one or more of our operational objectives

e an explanation of how we have given regard to the regulatory principles in
section 3B of FSMA

e astatement on whether the proposed rules will have a significantly different impact
on mutual societies as opposed to other authorised persons

When consulting on changes to our guidance (in the AD and PERG) the requirements
described above do not apply. However, under the PSRs and EMRs, when determining
the general policy and principles by which we perform particular functions under those
regulations, we'll be required to have regard to the principles set out in regulation
106(3) of the PSRs and Regulation 47(2) of the EMRs.

This annex also includes our assessment of the equality and diversity implications of
these proposals.

Under the Legislative and Regulatory Reform Act 2006 (LRRA) the FCA is subject

to requirements to have regard to a number of high-level Principles in the exercise

of some of our regulatory functions and to have regard to a Regulators' Code when
determining general policies and principles and giving general guidance (but not when
exercising other legislative functions such as making rules). This annex sets out how we
have complied with requirements under the LRRA.

The FCA's objectives and regulatory principles: compatibility
statement

Our proposed amendments to the SCA-RTS and guidance are compatible with our
strategic objective of making sure the relevant markets function well. These align with
our operational objectives of ensuring an appropriate level of consumer protection and
promoting effective competition in the interests of consumers.

The SCA-RTS give effect to policies putin place by the PSRs, and so contribute

to fulfilling their aims. These align with our operational objectives of ensuring an
appropriate level of consumer protection and promoting effective competitionin the
interests of consumers.
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Compatibility with the principles of good regulation, regulation
106 of the PSRs, and regulation 47 of the EMRs

8. In preparing the proposals set out in this consultation paper, we have considered the
regulatory principles set out in Regulation 106(3) of the PSRs and Regulation 46 of the
EMRs. We set out below how our proposals are compatible with each principle.

9. In preparing the proposals set out in this consultation, we have also had regard to the
regulatory principles set outin s. 3B FSMA and incorporated consideration of those
principles in the below.

10. The need to use our resources in the most efficient and economical way:

For the proposals in this consultation, we have considered the burden on the FCA of
assessing how best to implement them.

By providing greater clarity on our expectations in our guidance, we can reduce the
need for the FCA to use its resources to encourage better practice in this market.
When the guidance is made, this should reduce the resources we use in responding to
requests for guidance.

Our proposals on the exemption from setting up a fallback interface support the
effective use of FCA resource by avoiding the duplication of an assessment already
carried out by a competent authority.

11. The principle that a burden or restriction which isimposed on a person, or on the
carrying on of an activity, should be proportionate to the benefits, considered in
general terms, which are expected to result from the imposition of that burden or
restriction.

We believe the proposals in this consultation containing burdens or restrictions are
proportionate to the benefits and set out our analysis of the costs and benefits of our
proposals in our CBA.

12. The desirability of sustainable growth in the economy of the UK in the medium or
long term.

As our proposals focus on driving better outcomes for customers, and better
competition, we expect that they can support growth in the UK economy by
encouraging more efficient allocation of resources, and greater consumer trustin the
financial services sector.

Some of our proposals relate to the improved operation of open banking, which seeks
to drive competition in payment services, and improve access for payment services

businesses.

13. The general principle that consumers should take responsibility for their own
decisions

We do not propose any requirements that are inconsistent with this principle.
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The responsibilities of those who manage the affairs of persons subject to
requirements imposed by or under the EMRs and PSRs.

We believe the proposals in this consultation are consistent with this principle. Senior
managers of payment service providers and e-money issuers will need to ensure
compliance with the PSRs, SCA-RTS, the EMRs, the Exit Sl and all other relevant
requirements in the legislation applicable to payments and the relevant parts of our
Handbook (as applicable).

The desirability, where appropriate, of the FCA exercising its functions in a way
that recognises differences in the nature of, and objectives of, businesses carried
on by different persons subject to the requirements imposed by or under the PSRs.

We do not believe our proposals discriminate against any business model or approach.
We have considered specific requirements for firms conducting different payment
services and issuing e-money. In particular, our proposals for the SCA-RTS involved
carefully considering the different firms operating to give effect to open banking,
recognising the differences between those servicing the payment accounts being
accessed and those TPPs proposing to access customer accounts (i.e. AISPs, PISPs
and CBPIls).

The desirability in appropriate cases of the FCA publishing information in relation
to persons on whom requirements are imposed by or under the PSRs.

Our proposals are compatible with this principle.

The principle that the FCA should exercise its functions under the PSRs as
transparently as possible.

We believe that by consulting on our proposals we are acting in accordance with this
principle. In particular, our amendments to PERG and the AD as regards the LNE
and ECE, if adopted, would make the conditions for relying on these exemptions and
process for notifying us more transparent.

We are also choosing to set out detailed guidance in our AD to help firms navigate the
requirements of the temporary permissions regimes and explain the application of our
relevant rules and guidance to activities of those firms in the UK.

The desirability of facilitating innovation and competition in connection with the
issuance of electronic money and the provision of payment services.

Our proposals have the potential to accelerate payment services innovation by making
open banking more accessible. This could lead to greater choice for customers,

who could benefit from more flexibility around accessing their accounts and making
payments. Competition pressures could also mean that customers pay lower prices for
their payment services. This innovation and competition could contribute to growth in
the payment services sector and in turn the UK economy.

The international character of financial services and markets, and the desirability
of maintaining the UK's competitive position.

In our view, our proposals would serve to improve the operation and accessibility of
open banking and keep it at the forefront of international payments innovation.

I
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By giving guidance on operating the temporary permissions schemes applicable to
EEA firms that provided payment services and issued e-money in the UK before the
end of the transition period, we aim to support the continued provision of cross-border
services for a limited time. This will help avoid disruption to these firms.

The need to minimise adverse effects on competition that may arise from
anything done in the discharge of those functions.

Our proposals are compatible with this principle.

The desirability of enhancing the understanding and knowledge of members of the
public of financial matters (including the UK financial system).

This principle is not relevant to our proposals

Compatibility with regulation 106a of the PSRs

In preparing the proposals relating to the SCA-RTS set out in this consultation paper,
we have also considered the regulatory principles set out in Regulation 106A(2) of the
PSRs 2017. We set out below how our proposals are compatible with each principle.

Ensuring an appropriate level of security for payment service users and payment
service providers through the adoption of effective and risk-based requirements.

We believe the proposals we set out in our CP comply with this principle on the basis
that the amendments to the SCA-RTS are required to support innovation and secure
payments for customers. Our proposals to amend the SCA-RTS should also help
protect consumers by making sure data sharing and payments are done securely
Our proposals will help firms comply with their regulatory obligations, strengthening
financial resilience and the safeguarding of customer funds, ultimately improving
consumer protection.

Two changes (relating to testing facilities and contactless limit) relate to the need for
secure payments with user convenience (when using contactless payments), and to
better supportinnovation. These are a change to the requirement that ASPSPs should
release technical specifications on access to accounts six months before launching
new products, and an increase in the limit for contactless payments.

Ensuring the safety of payment service users’ funds and personal data.

We believe our proposals are aligned with this principle as the amendments are
intended to ensure increased levels of security, as far as possible.

Our proposals to amend the SCA-RTS, issue new guidance in the AD and PERG should
strengthen market integrity and improve trust in the financial system. This is by
making data sharing and payments more secure and giving firms more clarity on their
regulatory obligations and support the financial stability of firms.

I



<o

CP21/3
Annex 3

23.

24.

25.

26.

27.

28.

29.

30.

Search Q °<Z i~

Financial Conduct Authority
Changes tothe SCA-RTS and to the guidance in'Payment Services and Electronic Money — Our Approach’and the
Perimeter Guidance Manual

Securing and maintaining fair competition among all payment service providers.

We believe our proposals are aligned with this principle. The amendment to the
SCA-RTS will reduce time and cost associated with launching new products and
services for account providers, while making sure TPP access and service are
maintained. These changes should reduce barriers to entry and encourage new
products and services to market sooner.

Ensuring technology and business-model neutrality.

We believe our proposals comply with this principle on the basis that they do not
discriminate against any particular business model or approach.

Allowing for the development of user-friendly, accessible and innovative means of
payment.

We believe our proposals are aligned with this principle. They are intended to support
continued use of open banking and enable more customers to benefit from open
banking services. Open banking is designed to bring more competition and innovation
to financial services, including by enabling customers to make payments from their
payment account, using a PISP, therefore providing an alternative payment method to
paying by (credit or debit) card.

Expected effect on mutual societies

Section 138K of FSMA requires us to give an opinion on whether the impact of a
proposed rule on mutual societies is significantly different from the impact on other
authorised persons.

Most of these proposals will not apply to credit unions, with the exception of the
guidance on safeguarding We are satisfied that the impact of our proposals on these
and other mutual societies, such as building societies, is not significantly different from
that on other authorised firms.

Equality and diversity

We are required, under the Equality Act 2010, in exercising our functions to have due
regard to the need to eliminate discrimination, harassment, victimisation and any other
conduct prohibited by or under the Act; advance equality of opportunity between
persons who share a relevant protected characteristic and those who do not; and to
foster good relations between people who share a protected characteristic and those
who do not.

As part of this, we make sure the equality and diversity implications of any new policy
proposals are considered.

The outcome of our consideration in relation to these matters in this case is stated in
paragraphs 2.15—2.17 of this CP.

I
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Legislative and Regulatory Reform Act 2006 (LRRA)

31. We have had regard to the principles in the LRRA and the Regulators’ Code for the
parts of the proposals that consist of general policies, principles or guidance and
consider that our proposals are proportionate and result in an appropriate level of
consumer protection, when balanced with impacts on businesses and on competition
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Annex 4
Abbreviations used in this paper

AD Approach Document

AEMI Authorised electronic money institutions
AISP Account Information Service Providers
API Application Programme Interface
ASPSPs Account servicing payment service providers
BCOBS Banking Conduct of Business Sourcebook
CASS Client Assets Sourcebook

CBA Cost benefit analysis

CBPIlIs Card-based payment instrumentissuer
CBPR2 Second Cross Border Payments Regulations
CEO Chief executive officer

Cp Consultation Paper

EBA European Banking Authority

ECE Electronic Communications Exclusions
EEA European Economic Area

elDAS electronic identification and trust services
EMI Electronic money institution

EMRs Electronic Money Regulations 2011

EU European Union

EU-RTS EU Regulatory Technical Standards

FSCR Financial Services Contracts Regime

FSCS Financial Services Compensation Scheme
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FSMA

Financial Services Markets Act

IP Completion
Day

Implementation Period Completion Day

LNE Limited Network Exclusion

LRRA Legislative and Regulatory Reform Act 2006
MCI Modified customer interface

OBIE Open Banking Implementation Entity

PERG Perimeter Guidance Manual

Pl Payment institution

Pls Payment institutions

PISPs Payment initiation service providers

PSD2 Revised Payment Services Directive

PSPs Payment service providers

PSRs Payment Services Regulations 2017

RAISPs Registered account information services providers
SCA-RTS Strong Customer Authentication —Regulatory Technical Standards
SAR Special Administration Regime

SCA Strong Customer Authentication

SCM Standardised cost model

SEMI Small electronic money institution

SPI Small payment institution

SRO Supervised Run-off Regime

TPPs Third party providers

TPR Temporary permissions regime
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E Sign up for our news and publications alerts

We make all responses to formal consultation available for public inspection unless the respondent
requests otherwise. We will not regard a standard confidentiality statement in an email message as a
request for non-disclosure.

Despite this, we may be asked to disclose a confidential response under the Freedom of Information
Act 2000. We may consult you if we receive such a request. Any decision we make not to disclose the
response is reviewable by the Information Commissioner and the Information Rights Tribunal.

All our publications are available to download from www.fca.org.uk. If you would like to receive this paper
in an alternative format, please call 020 7066 7948 or email: publications_graphics@fca.org.uk or write
to: Editorial and Digital team, Financial Conduct Authority, 12 Endeavour Square, London E20 1JN
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Appendix 1
Proposed amendments to the
Approach Document



The FCA’s role under the Payment Services Regulations 2017 and the Electronic Money Regulations
2011

Changes to the following chapters:

Preface

Chapter 1 — Introduction

Chapter 2 — Scope

Chapter 3 — Authorisations and registration

Chapter 4 — Changes in circumstances of authorisation or registration
Chapter 5 — Appointments of Agents and use of Distributors

Chapter 6 — Passporting

Chapter 7 — Status disclosure and use of FCA logo

Chapter 8 — Conduct of Business requirements

Chapter 9 — Capital recourse requirements

Chapter 10 — Safeguarding

Chapter 11 — Complaints handling

Chapter 12 — Supervision

Chapter 13 — Reporting and notifications

Chapter 14 — Enforcement

Chapter 15 - Fees

Chapter 16 — Payment service providers’ access to payment account services
Chapter 17 — Payment initiation and account information services and confirmation of
availability of funds

Chapter 18 — Operational and security risks

Chapter 19 - Financial crime

Chapter 20 — Authentication

New chapter

Chapter 6 — Temporary Permission Schemes



Preface

This document will help businesses to navigate the Payment Services Regulations 2017 (PSRs 2017)1 and the Electronic
Money Regulations 2011 (EMRs) (together with our relevant rules and guidance), and to understand our general approach in
this area. It is aimed at businesses that are, or are seeking to beceme:

e e authorised payment institutions or small payment institutions (collectively — Pls)

e sauthorised e-money institutions or small e-money institutions (collectively — EMIs)

e aregistered account information service providers (RAISPs)

o scredit institutions, which must comply with parts of the PSRs 2017 and EMRs when carrying on- payment services
and e-money business

e operating under the temporary permissions regime (TPR)

e operating under the supervised run-off regime (SRO)

e operating under the contractual run-off regime (CRO)

The first version of the Payment Services Approach Document was issued in April 2009. Since then we have kept the
document under review and have updated it to clarify our interpretation of the Payment Services Regulations 2009 (PSRs
2009) and answer businesses’ questions. When the second Electronic Money Directive (2EMD) was implemented in the UK
on 30 April 2011 through the EMRs, we produced a separate Approach Document for the e-money regime.

In September 2017, we merged our Approach Documents on the PSRs 2017 and the EMRs to reflect changes brought about
by the introduction of the revised Payment Services Directive (PSD2),2 other changes in the market since our original guidance
was issued and as a response to feedback received to our Call for Input (published in February 2016) and to CPs 17/11 and
17/22. This Payment Services and Electronic Money Approach Document is referred to hereafter as the “Approach
Document”.

In July 2018, we published a second version of the Approach Document to incorporate new guidance on operational and
security risk under PSD2 and other minor amendments.

In December 2018, we published a third version of the Approach Document to reflect:

e the finalisation of European regulatory technical standards on passporting and home-host supervision

¢ the finalisation of European regulatory technical standards on strong customer authentication and common and
secure communication (SCA-RTS) and related guidance

e changes to fraud reporting requirements

e minor changes to clarify our guidance

In June 2019, we published a fourth version of the Approach Document to incorporate new guidance on payment fees
consulted on in CP 18/42, and the categories of costs that may properly be considered when setting the level of fees.

This [month of publication] 2021 version 5 of the Approach Document reflects:

e changes to PSRs 2017, EMRs, SCA-RTS, and related guidance, following the completion of the EU-UK withdrawal
implementation period
e additional guidance relating to the SCA-RTS
o additional ehanges-te-incorporate-ourtemporary-guidance on safeguarding and prudential risk management
, il 2020
s— additienalguidancerelatingtothe SCA-RTS

o further minerchanges in etherareas of the AD to update or clarify our existing guidanced}

The Approach Document has not otherwise been reviewed or updated, and may be out of date.

Our consultation papers and feedback statements can be accessed on our website.



1 Introduction

1.1 Thisdocumentdescribesourapproachtoimplementingthe Payment Services Regulations 2017 (the
PSRs2017),the Electronic Money Regulations 2011 (theEMRs)and the smattrumberefpayment
servicesand e-money-relatedrulesin our Handbook of Rules and Guidance (theHandbook). It
givesreaders acomprehensive picture ofthe paymentservices and e-moneyregulatory
regimeinthe UK. Italsoprovides guidance forapractical understanding ofthe requirements, our
regulatory approach;andhow businesses will experience regulatorysupervision_and the effect of
Brexit on the payment services and e-money regulatory regime.

1.2 Weuseanumberofsimilartermswithdistinct meaningsinthisdocument.The glossaryof
terms, abbreviationsandacronymsattheendprovidesafulllist.

The payment services and e-money regulatory regime

1.4 Theregimedimplementis set out in the PSRs 2017 and EMRs-PSD2 and 2EMD. As-with-the first

closely-interlinked-Most e-money issuers will be carrying on payment services in addition to issuing
e-moneysowillneedtobefamiliarwithboththe PSRs2017andthe EMRs;etuding-thechanges

The Handbook

1.5 TheHandbook—Relevantto both paymentservicesande-money, the Handbook sets out,among

otherrelevantmaterial:

® our Principles for Businesses, these set out in high-level terms how firms should treat their
customers, how they should run their business and how they should interact with the regulator

® therequirementsforcertain PSPs,includinge-moneyissuers,tosubmitreturnsand certain

notifications

¢ complaintshandlingproceduresthatPSPsande-moneyissuersmusthaveinplace

¢ therightofcertaincustomerstocomplaintotheFinancialOmbudsmanService

¢ ourpolicy and procedures for taking decisions relating to enforcement action and when
setting penalties


http://www.eba.europa.eu/single-rule-book-qa

1.6

1.7

* _ourongoingfees
¢ leviesfortheFinancialOmbudsmanServiceandtheMoneyAdviceService

¢ rules about communications (including marketing communications) in our Banking Conduct of Business
Sourcebook (BCOBs)

Payment Services

PSB2The PSRs 2017 wiHeentinuetegoverntheauthorisationandprudentiatassociatedrequirements
forPisauthorised or registered payment institutions (Pls). They alsoard setthe conductofbusiness

rulesforproviding paymentservices.

1.8

-Most_payment service
providers (PSPs)are requiredtobeeitherauthorised orregistered by usunderthe PSRs2017andto

comply withcertainrulesabout providingpaymentservices, includingspecificrequirements for
paymenttransactions.

ThePSRssetout, amongst other things:

¢ the payment services in scope of the PSRs and a list of exclusions

® thepersonsthat must be authorised or registered underthe PSRswhenthey provide
payment services

® standardsthat mustbe metby Plsforauthorisation or registration to be granted

® capitalrequirementsandsafeguardingrequirementsferPSRs

® conduct of business requirements applicable to payment services

e ourpowers and functionsinrelation to supervision and enforcementin this area
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8 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R0389&from=EN

E-money
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017R2055&from=EN

1.9 The EMRs governtheauthorisationandassociated requirementselectronic money institutions

(EMls). They also setthe conductofbusinessrulesforissuing e-money.

1.10 Most e-money issuers are required to be eitherauthorised or registered by us and to complywith
rulesaboutissuinge-moneyandcarryingonpaymentservices.Therules aresetoutinthe EMRs, the
PSRs2017andpartsoftheHandbook.

+91.11 EMIsareauthorised orregistered to issue e-money and undertake payment services under the
EMRs, rather than under the Financial Services and Markets Act 2000 (FSMA).Itshouldbenoted,
however,thatissuinge-moneyremainsaregulatedactivity underarticle 9Bofthe Regulated Activities
Order2001forcreditinstitutions (i.e.banks andbuildingsocieties), creditunionsand municipalbanks,
whichmeanstheywillbe authorisedtoissuee-moneyunderaPart4AFSMApermission.

+161.12 TheEMRssetout, amongst other things:

* thedefinition of e-money and the persons that must be authorised or registered underthe
EMRswhentheyissue e-money

¢ standardsthat mustbe met by EMIsforauthorisation or registrationto be granted
® capitalrequirementsandsafeguardingrequirementsforEMls
¢ rulesonissuingandredeeminge-money foralle-moneyissuers

e ourpowersandfunctionsinrelationtosupervision and enforcementinthisarea

+111.13 The PSRs 2017 containconduct of businessrulesthatareapplicable to moste-money issuersforthe
paymentservicespartoftheirbusiness.

- +h uzgg-a- £ Eﬁ:“ Hetomerct Mpl imntatbhe Finanec: Ir\Mbﬂd manS M@e
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9 Directive 2009/110/EC of the European Parliament and of the Council of 16 September 2009 on the taking up, pursuitand prudential
supervision of the business of electronic money institutions amending Directives 2005/60/ECand 2006/48/ECand repealing Directive
2000/46/EC (Text with EEA relevance).
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1.14

Brexit

The PSRs 2017 and EMRs were amended and supplemented by statutory instruments made under

1.15

the European Union (Withdrawal) Act 2018, including the Electronic Money, Payment Services and

Payment Systems (Amendment and Transitional Provisions) (EU Exit) Regulations 2018 (the Exit SI),
ensuring that they continue to operate effectively in the UK following the UK’s withdrawal from the
EU. The changes they made to the regulatory regime included the following:

¢ Amending the PSRs 2017 and EMRs to ensure they operate effectively in the UK after the UK
left the EU. Note that these amendments are made so as to maximise the prospects of the UK
remaining in SEPA. This means that a number of requirements will continue to apply in full to
transactions in Euro within SEPA.

®  Amending the PSRs 2017 and EMRs to allow firms to hold relevant funds in safeguarding
accounts with a credit institution outside of the UK and EEA, providing the credit institutions
meet specific criteria.

The UK’s exit from the EU ended the application of the ‘passporting’ regime (whereby a firm

1.16

authorised in an EEA state can carry on activities that it has permission for in its home state and any
other EEA state by either establishing a branch or agents in an EEA country or providing cross-border
services) in the UK. To minimise disruption, the Government established various temporary schemes
to allow continued provision of services by EEA firms in the UK. For payments and e-money firms,
the Exit Sl establishes the following temporary permission schemes:

® The temporary permissions regime (TPR) for EEA authorised Pls, EEA registered account
information service providers (RAISPs) and EEA authorised EMIs which were passporting into the
UK from the EEA before IP Completion Day (as defined in the European Union (Withdrawal
Agreement) Act 2020), to enable them to continue offering new business in the UK. These firms
are deemed to have authorisation or registration under the PSRs 2017 or EMRs (as applicable)
for a transitional period prior to applying for UK authorisation. In order to apply for UK
authorisation, EEA payment institutions participating in the TPR will have to establish a UK legal
entity to meet our conditions of authorisation under the PSRs 2017.

¢ The supervised run-off regime (SRO) which is part of the Financial Services Contracts Regime
(FSCR), for EEA authorised Pls, EEA RAISPs and EEA authorised EMIs which were passporting
into the UK from the EEA, operating through a UK branch or agent, to enable them to run-off
pre-existing customer contracts after IP Completion Day, for up to five years. Firms in the SRO
are not permitted to offer new business in the UK.

® The contractual run-off regime (CRO) which is also part of the FSCR, for EEA authorised Pls,
EEA RAISPs and EEA authorised EMIs which were passporting into the UK from the EEA on a
services basis only to enable them to run-off pre-existing customer contracts after IP
Completion Day, for up to five years. Firms in the contractual run-off regime are not permitted
to offer new business in the UK.

- o transitional provisi

The PSRs 2017 eame-into-forceformeostpurposes-oni3Jtanuary-2018;and EMRs were amended by

1.17

the Exit SI, the Financial Services (Electronic Money, Payment Services and Miscellaneous
Amendments) (EU Exit) Regulations 2019 and the Financial Services (Consequential
Amendments) Regulations 2020 with effect from I[P Completion Day.

Changes were also made to the Handbook, including to SUP reporting and PERG. We encourage

1.18

businesses to carefully review the relevant sections.Fhe

In addition, the FCA made technical standards on strong customer authentication and

common and secure methods of communication (the SCA-RTS), revoking the European




reqgulatory technical standards on the same.

1.19 On IP Completion Day, the FCA’s directions made under its Temporary Transitional Power (TTP)
came into effect. The TTP gives the FCA flexibility in applying post-Brexit requirements and
the FCA has applied it broadly. Where it applies firms have until 31 March 2022 to come into
full compliance with the new UK regulatory framework. This means that requlatory
obligations on the firm will generally remain the same as they were before the end of the
transition period, with some exceptions, a key exception being the requirements relating to
strong customer authentication and common and secure open standards of communication.
The detail of how and to what the TTP applies to is set out in the main FCA transitional
directions and the annexes to those directions. Firms in the TPR and SRO should note that
the TPP does not apply to these regimes.

The Payment Systems Regulator’s Approach Document

1.20 ThePaymentSystemsRegulatorhaspublishedaseparate Approach Documentonthe aspectsofthe
PSRs2017forwhichitissolelyresponsible,includingaccesstopayment systems,andinformationtobe
providedbyindependentATMdeployers.

The European Banking Authority’s guidelines

1.21 The broad range of non-legislative material produced by the European Supervisory Authorities, such
as the European Banking Authority (EBA), has not been incorporated into UK law. However, UK law
will continue to reflect requirements which derive from the European Union (EU) in the form of UK
legislation implementing European requirements and directly applicable European regulations
which have largely been retained and amended by operation of the European Union (Withdrawal)
Act 2018 (the EUWA). The non-legislative material produced by the European Supervisory
Authorities relates to these EU derived laws. Therefore, we consider that the EU non-legislative
material remains relevant to the FCA and firms, and to our guidance in this Approach Document.

1.22 We expect firms to continue to apply the EBA guidelines to the extent that they remain relevant,
interpreting them in light of the UK’s withdrawal from the EU and the associated legislative changes
that have been made to ensure the regulatory framework operates appropriately. More information
is available on our website: https://www.fca.org.uk/publication/corporate/brexit-our-approach-to-
eu-non-legislative-materials.pdf.



https://www.fca.org.uk/publication/corporate/brexit-our-approach-to

Status of this document

+351.23 The parts of this guidance that relate to payment services are given under regulation 1200ofthe
PSRs2017,whilethosethatrelateto EMIsaregivenunderregulation 60 of theEMRs.

+161.24 Thisisa‘live’ documentand maybeupdatedaswereceivefeedbackfrombusinesses, trade
associations and other stakeholders on additional issues they would like to see covered, or
guidancethatneedstobeclarified. Wewillalso updatethe document

inthe eventof changes inthe UK regulatory framework;ireludingasaresultofany
ations following the LUK’ I he ELL

+371.25 Thisdocumentsupports the legal requirements which are contained in the documents described
below. Itisessentialtorefertothe PSRs2017,the EMRsorrelevantparts of theHandbookforafull
understanding ofthe obligationsimposedbytheregime.

+3181.26 Guidanceisnotbindingonthosetowhomthe PSRs2017,EMRsand ourrulesapply. Rather,guidanceis
intendedtoillustrate ways (butnotthe onlyways)inwhichaperson can comply with the relevant
regulations and rules. Guidance does not set out the minimum standard of conduct needed to
comply withtheregulationsorourrules, nor isthere any presumptionthatdeparting fromguidance
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indicatesabreachofthese. Ifa firm has complied with the regulationsandrules, then it does not matter
whetherithas complied with guidance we have issued.

+191.27 However, ifapersonactsinaccordancewithgeneralguidanceinthe circumstances contemplated by
thatguidance, we will proceed asifthat person hascomplied with the aspects of the requirement to
which the guidance relates. For the reliance that canbeplacedonotherguidance,seeSUP9.4inthe
Handbook(Relianceonindividual guidance).

1+201.28 DEPP 6.2.1G(4)inthe Handbook setsout how we take into consideration guidance andother
published materialswhendecidingtotakeenforcementaction.Businesses should also refer to
Chapter 2 of our Enforcement Guide for further information about thestatusofHandbook
guidanceandsupportingmaterials.

+211.29 Rights conferred on third parties (such as clients of a PSP or e-money issuer) cannot be
affectedbyourguidance.Guidanceonthe PSRs 2017,EMRsorotherrequirements representsourview,
anddoescommonandsecurecommunicationtobindthecourts, e.g.inrelationtoanaction for
damagesbroughtbya private personforbreach ofa regulation. Apersonmayneedtoseekhisor
herownlegaladvice.

Key documents

+221.30 Therequirements for payment services and e-money regulation, setting out the rulesforthe
newregime,canbefoundinthefollowingdocuments, whichareall accessible online:

e The Payment Services Reqgulations 2017

¢ TheElectronicMoneyRegulations2011

1.31 Where these requirements were amended by the Exit SI, the application of those
amendments may be affected by the directions under the TPP. In particular, see paragraph
13 of Annex A to the Transitional Direction.

1.32 The requirements for the TPR, SRO and CRO can be found in Schedule 3 of the Exit Sl.—

+:231.33 The requirements for authentication and open access can be found in the Technical
Standards on Strong Customer Authentication and Common and Secure Methods of
Communication.

The relevant parts of the FCA Handbook

1+:241.34 The Handbook is an extensive document that sets out the rules and guidance for financial
servicesregulation.AReader’sGuidetotheHandbookisavailableonthe Handbook website
togetherwith aUser Guide forthe online version. Most of the HandbookdoesnotapplytoEMIs,
PlsorRAISPs(unlesstheyareauthorisedunder FSMAinrelationtootheractivities);. Thereare,
however, afewareasthatcontain relevant provisions. These are:

e Principles for businesses (PRIN)

These are a general statement of the fundamental obligations of firms under the requlatory system.
They derive their authority from the FCA’s rule-making powers as set out in FSMA, including as
applied by the PSRs 2017 and EMRs, and reflect the FCA'’s statutory objectives.

® Glossary
ThisprovidesdefinitionsoftermsusedelsewhereintheHandbook.Clickingonan italicisedtermin
theHandbookwillopenuptheglossarydefinition.
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® GeneralProvisions(GEN)
GEN 2 contains provisions on interpreting the Handbook. GEN 2.2.36G (9-13) contains guidance on the
interpretation of the Handbook for firms in the TPR and SRO.

¢ Banking: Conduct of Business sourcebook (BCOBS)
Retail deposit takers (including banks and building societies) are also required to complywiththe
conductofbusinessrulesforretailbanking containedin BCOBS. Other PSPs and e-money issuers
are subject only to the rules set out in BCOBS 2. BCOBSChapter1containsfurtherdetailonwhich
provisions apply to which type of- business, and which complement the PSRs 2017 and which
provisions do not apply toaccountswhereParts6and7 ofthe PSRs 2017 apply.

¢ Consumer Credit sourcebook (CONC)
This is the specialist sourcebook for credit-related regulated activities and containsdetailed
obligationsthatarespecifictocredit-relatedregulatedactivities and activities connected tothose
credit-relatedregulatedactivities. If PSPsare involvedin such activities, they willneed to comply
with CONCinadditiontoother requirementswhichareimposedbythe Consumer CreditAct 1974
andlegislation madeunderit.

® Fees manual (FEES)
ThiscontainsfeesprovisionsforfundingusandtheFinancial OmbudsmanService relevant toPSPs.

® Supervisionmanual(SUP)
SUP5.3andSUP5.4describeourpolicyontheuseofskilled personstocarryout reports (see
Chapter 12 —Supervision for further information).

SUP9describeshowpeoplecanseekindividualguidanceonregulatory requirements
andthereliancetheycanplaceonguidancereceived.

SUP11.3andSUP11Annex6GprovideguidanceonPart12ofFSMA, relatingto controlover
authorisedEMIsandauthorisedPIs.

SUP 15.14 sets out the notification requirements under the PSRs 2017.

SUP 16.13setsout the forms, content, reporting periods and due dates forthe reporting
requirementsunderthePSRs2017(includingannualreturns).

SUP16.15sets out the forms, content, reporting period and due dates for the reporting
requirementsundertheEMRs.

® Senior Management Arrangements, Systems and Controls sourcebook (SYSC). SYSC9.2includes
arecord keepingrulerelevanttocreditinstitutions providing accountinformation services or
paymentinitiationservices.

¢ Decision procedure and penalties manual (DEPP)
This containsthe procedureswe mustfollow for taking decisionsinrelationto enforcementaction
andsettingpenalties.

® Dispute resolution: complaints sourcebook (DISP)
This contains the obligations on PSPs and e-money issuers for their own complaint handling
procedures and complaints reporting. It also sets out the rules concerning customers’ rights to
complaintotheFinancial OmbudsmanService.

+:251.35 TheHandbookwebsitealsocontainsthefollowingregulatoryguidesthatarerelevant toPSPs:

* Enforcement guide (EG)
This describesourapproachtoexercisingthe main enforcement powersgiventous under FSMA and
the PSRs 2017.
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¢ Financial Crime: a guide for firms (FC)
Thiscontainsguidanceonthestepsbusinessescantaketoreducetheirfinancial crime risk.

® Perimeterguidancemanual (PERG)-PERG3AandPERG 15
Thiscontainsguidanceaimedathelpingbusinessesconsiderwhethertheyneed to be separately
authorised orregistered for the purposes of providing payment servicesintheUK.

® Unfaircontracttermsandconsumernoticesregulatoryguide(UNFCOG)
Thisguideexplainsourpowersunderthe UnfairTermsin Consumer Contracts Regulations1999and

ourapproachtoexercisingthem.

1:261.36 Thereisalsoguidanceandinformationissuedbyus,theFinancial OmbudsmanService andHMRC
whichislikelytoberelevanttoreadersofthisdocument. Thisisreferenced. in the appropriate
sections of the document and gathered together in Annex 1— Useful links.

Contacting us

+271.37 We hope this document will answer all your questions; however, if you have any comments
regardingthisdocumentoranyaspectofthe PSRs2017orEMRs, please refertothe contacts page on
our website.

+:281.38 Annex2 contains a list of other useful contact details.
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Part | of this chapter sets out who and what is covered by the Payment Services Regulations 2017
(PSRs 2017). Part |l sets out who and what is covered by the ElectronicMoneyRegulations2011(EMRs),
includingwhate-moneyisandinformation about different types of e-moneyissuers. Each section sets out
where to find further information on scope-relatedissues.

Part |: PSRs 2017

Who the PSRs 2017 cover

2.1

2.2

2.3

232.4

ThePSRs2017apply, withcertainexceptions,toeveryonewho providespayment servicesasa
regularoccupationorbusinessactivity inthe UK(‘paymentservice providers’(PSPs)). Theyalso
applyinalimitedwaytopersonsthatarenotPSPs(see regulations38,39,57,58and61ofthe
PSRs2017).

Chapter 150fourPerimeter Guidance (PERG)'°gives guidance forfirmswhoare unsure
whethertheiractivities fallwithin the scope ofthe PSRs 2017.

Forafullerunderstandingofthescopeofthe PSRs2017,theguidanceshouldberead inconjunction
withSchedule1ofthePSRs2017andthedefinitionsinregulation2, and Schedule 3 of the Electronic
Money, Payment Services and Payment Systems (Amendment and Transitional Provisions) (EU Exit)
Regulations 2018 (the Exit Sl), which sets out the temporary permission schemes for EEA authorised
payment institutions (Pls) and EEA registered account information service providers (RAISPs).
These are the Temporary Permissions Regime (TPR), Supervised Run-Off Regime (SRO) and
Contractual Run-Off Regime (CRO). More detail on these schemes is set out at Chapter 6.

Payment institutions (PIs)

The PSRs 2017 establish a class of firms authorised or registered to provide payment
services. Theseare collectively referred toas paymentinstitutions (Pls) in this document.
Chapter 3 — Authorisation and registration gives details of the proceduresfor
authorisationandregistration.

242.5 Weexpectthatthefollowingtypes of firms will require authorisation or registration for theirpayment

servicesactivities,amongstothers:

* money remitters

¢ certainelectroniccommunication network operators offering paymentservices
® non-bankcreditcardissuers

® merchantacquiringfirms

¢ paymentinitiationserviceproviders

e accountinformationservice providers

2:52.6 _ Notallprovidersof paymentservicesrequireauthorisation orregistration underthe PSRs 2017 (see

‘Other payment service providers’; ‘Temporary authorisations’ and ‘Exemptions’ below).

10 https://www.handbook.fca.org.uk/handbook/PERG/15/?view=chapter
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Authorised Pls
2:62.7  APSPauthorisedunderthePSRs2017istermedan‘authorisedPl’andreceives-therightto
lEESSSBF‘t'thata ItheF‘Satthee{her_M. .

Small Pls

2+#2.8  PSPswhichmeetthecriteriaforregistrationunderregulation 14ofthe PSRs 2017,and choosetoapply
forregistrationratherthanauthorisation, arereferred toassmall Pls. Small Plscannot passperttheir

registrationtootherEEAStateshormaytheyprovide accountinformationservices (AlS) orpayment

initiationservices(PIS).See Chapter 17 — Payment initiation and account information services and
confirmation of availabilityoffundsand Chapter 15 of PERG for moreinformationabout AlSandPIS.

2:82.9  AllPIs{andmestetherPSPsymust comply with the conduct of business requirements of the PSRs 2017,
described in Chapter 8—Conduct of business requirements.

Registered Account Information Service Providers
2:92.10 Businessesthatonly provide AlISare exemptfromfullauthorisation butaresubject toaregistration
requirement. Onceregistered, they are termed ‘registered account informationservice providers

(RAISPs) andeanpassporttheirregistrationtootherEEAStates.

2-302.11 RAISPsareonlyrequiredtocomplywith specific parts ofthe conduct ofbusiness requirements.
Theseareidentifiedinparagraphs8.134and8.144 of Chapter8— Conduct of business
requirements.

Temporary authorisations

2-112.12 Firms in the TPR or SRO (TA firms) have temporary authorisation such that they can continue operating in the
UK for a limited period after IP Completion Day. Such firms are deemed to be Pls and RAISPs for the purposes
of the PSRs 2017.

2.13 As explained in Chapter 6-, in most cases the term Pl in this document should be taken to include a TA firm
that is an EEA authorised Pl and the term RAISP in this document should be taken to include a TA firm that is
an EEA registered account information service provider.

2.14 Note that the transitional directions made by the FCA under Part 7 of the Financial Services and Markets
Act 2000 (Amendment) (EU Exit) Regulations 2019 do not apply to the requirements specific to TA
firms. These firms must comply with their obligations under the PSRs 2017 and the Exit SI.

Agents
2322.15 PIs may provide payment services through agents, subject to prior registration of the agent with us.
Chapter5—Appointment of agents gives details of the process to be followed.

2332.16 Itisthe PI'sresponsibility toensurethe agent complies with the applicable conduct of business
requirementsofthe PSRs2017andthatithasthe systemsand controlsin placetoeffectivelyoversee
theagent’sactivities.

Other payment service providers
2142.17 Thefollowing can provide payment services without the need for furtherauthorisation orregistration

bytheFCAunderthePSRs2017:

® banks [including those with a temporary permission]

® building societies
+—EEA-authorisedPls
+EEARAISPs

¢ authorised e-money institutions (Authorised EMIs) [including TA firms]



https://2.142.17
https://2.132.16
https://2.122.15
https://2.112.12
https://2.102.11

* _registerede-moneyinstitutions(smallEMIs)

o EEA authorisedEMIs EEA authorised Pls and EEA RAISPs [including TA firms]

® PostOffice Limited
¢ certain public bodies

2:352.18 These entities must, however, comply with the applicable conduct of business requirements of
the PSRs 2017 described in Chapter 8 — Conduct of business requirements and the reporting
and notification requirements described in Chapter 13 — Reporting and Notifications.

2:1362.19 In the case of credit institutions, the relevant application er<ertification-procedures remain those
in the Financial Services and Markets Act 2000 (FSMA). Credit institutions are also subject
to our rules and guidance in our Banking: Conduct of Business Sourcebook (BCOBS) —see Chapter 8
—Conduct of business requirements. References to credit institutions include persons with
deemed Part 4A permissions for deposit-taking and/or issuance of electronic money (as relevant)
under Part 3 (temporary permission) or Part 6 (supervised run off) of the EEA Passport Rights
(Amendment, etc., and Transitional Provisions) (EU Exit) Regulations 2018.

2372.20 Creditinstitutions willneed tonotify usiftheywishto provide AlSor PIS, and existing EMIswill need
toapplytoremovetheanyrequirementontheirpermissionimposed by regulation 78A of the
EMRs, see Chapter 3 — Authorisation and registration, and Chapter 13 — Reporting and
Notifications.

Exemptions
2182.21 Thefollowingbodiesarespecificallyexemptfromthe scopeofthe PSRs 2017:

e creditunions
® municipal banks
¢ The National Savings Bank

2192.22 Municipal banks and the National Savings Bank are also exempt from BCOBS. Municipal banks must
nevertheless notify us if they are providing, or propose to provide, paymentservices.Creditunions
aresubjecttoBCOBS.

2.23 EEA authorised Pls, EEA authorised EMIs and EEA RAISPs exercising passport rights in the UK
immediately before IP Completion Day (as defined in the European Union (Withdrawal Agreement)
Act 2020) on a services passport basis are also exempt from the prohibition in regulation 138(1) of
the PSRs 2017, subject to the requirements of Schedule 3, Part 3, paragraph 36 of the Exit SI. We
refer to this as “contractual run-off”.
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Registers
2:222.24 TheFinancialServicesRegister,publishedonourwebsiteincludesinformationrelating to various types
of PSP, together with details of the payment services that they are entitledto provide. Theregister

includesdetailsrelatingto:

® UkauthorisedPlsandEMIs;theirEEAbranchesandtheiragents

¢ UKregisteredsmallPlsandsmallEMIsandtheiragents

¢ UKregistered RAISPs and their agents

e TA firms and their agents

® persons providing a service falling within the limited network exclusion or the electronic
communicationsexclusionwhohavenotified usinlinewithregulation38 or 39 of the PSRs 2017

¢ creditunions,municipalbanksandtheNationalSavingsBanks,wheretheyprovide payment

services

Payment services
2:242.26 The paymentservicescovered bythe PSRs 2017 (Part 1 of Schedule 1)aresetoutin thetable below,
alongwithsomeexamplesofactivitieslikelytobe paymentservices. Thetableishigh-leveland
indicativeinnature.Iffirmsareinanydoubtastowhether theiractivities constitute payment
services, theyshouldrefertoChapter15of PERG.

2:252.27 In addition to questions and answers providing further information on payment services, PERG

also explains a number of exclusions in the PSRs 2017. These exclusionsaresetoutinPart 2 of
Schedule 1tothe PSRs2017 (Activities whichdo not constitute paymentservices). For businessesthat
intendtorelyonparagraphs2(k)or 2(l) of Part2 of Schedule 1tothe PSRs 2017 (i.e. the limited network
exclusionorthe electroniccommunicationnetworkexclusion),certainnotificationrequirements
aply. See Chapter 13 — Reporting and Notifications.

1 https://www.handbook.fca.org.uk/handbook/PERG/3A/?view=chapter

What is a payment service?
Servicesenablingcashtobe placedonapayment
account and all of the operations required for
operating apaymentaccount

Examples (PERG 15 provides further details
about what activities constitute payment
services)

¢ payments of cashinto a paymentaccountover
the counter and through an ATM

Servicesenablingcashwithdrawalsfromapayment
account and all of the operations required for
operating apaymentaccount

¢ withdrawals of cash from paymentaccounts,
e.g. through an ATM or over the counter
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2.28

Execution of the following types of payment
transaction:

¢ directdebits, including one-off direct debits

® paymenttransactions executed through a
paymentcardorasimilardevice

¢ credittransfers,including standing orders

transfers of funds with the customer’s PSP or
with another PSP

direct debits (including one-off direct debits).
However, acting as a direct debit originator
would not, of itself, constitute the provision of a
payment service.

debitcard payments

transferring e-money

credittransfers, suchasstanding orders, Faster
Payments, BACS or CHAPS payments

Execution of the following types of payment
transaction where the funds are covered by a credit
lineforapaymentservice user:

¢ directdebits, including one-off direct debits

® paymenttransactions through a paymentcard or
a similardevice

o credittransfers,including standing orders

directdebits using overdraft facilities
creditcard payments

debitcard payments using overdraftfacilities
credit transfers using overdraft facilities

Issuing paymentinstruments oracquiring of
payment transactions.

card issuing including where the card issuer
provides a card linked to an account held with
adifferentPSP (seeregulation 68 ofthe PSRs
2017)butnotincluding meretechnical service
providers who do not come into possession of
funds being transferred

merchantacquiring services (ratherthan
merchants themselves)

Money remittance.

money transfer/remittances that do notinvolve
creation of paymentaccounts.

Payment initiation services.

services provided by businesses that contract
with online merchants to enable customers

to purchase goods or services through their
onlinebankingfacilities, insteadofusinga
payment instrument or other payment method.

Account information services.

businesses that provide users with an
electronic “dashboard” where they can view
information from various payment accountsin
a singleplace

businesses that use accountdata to provide
userswithpersonalisedcomparisonservices
supported by the presentation of account
information

businessesthat,onauser’sinstruction, provide
information from the user’s various payment
accounts to both the user and third party
service providers suchasfinancialadvisorsor
creditreferenceagencies

Exclusions

Thereisabroadrange of activities which do not constitute payment services. These are set out in
Schedule1Part2ofthePSRs2017.Amongsttheseexcludedactivities are:

® paymenttransactionsthrough commercial agents acting on behalf of either the payerorthe

payee,

® cashtocashcurrencyexchangeactivities(e.g.bureauxdechange);

® paymenttransactionslinkedtosecuritiesassetservicing(e.g.dividendpayments, sharesalesor

unitredemptions);

® certain services provided by technical service providers;



® paymentservicesbased oninstrumentsused withinalimited network of service providers or
for a very limited range of goods or services (“limited network exclusion”);and

® paymenttransactionsforcertaingoodsorservicesuptocertainvaluelimits, resultingfrom
services provided by a provider of electroniccommunication networksorservices
(“electroniccommunicationsexclusion”).

2.29 Chapters 3A"and 150f PERG provide moreinformation onthese exclusions. Chapter 13 —
Reporting and Notifications provides information about notifications required from businesses
operating under the limited network exclusion and the electronic communications exclusion.

2.30

Scope of the PSRs 2017: jurisdiction and currency
Thetable belowshowsthejurisdictional scope of different parts ofthe PSRs2017and their scope in
terms of the currency of the payment transaction. We refer to a few different types of

transactions:

® ‘IntraUK transactions’: transactions where boththe payer’sandthe payee’s PSPsare(orthesole

PSPis)locatedinthe UK.

® ‘One leg transactions’: transactions where either the payer'sorthe payee’s PSP (ratherthan

the payerorpayee)islocated outside the UK.

¢ ‘Qualifying area transactions’: transactions where the PSP (including EEA payment

service providers subject to PSD2) of both the payer and payee are located within

the qualifying area (the UK and the EEA) and the transaction is in euro and executed

under a payment scheme which operates across the qualifying area.

Payment services — jurisdictional and currency scope

PSRs 2017

Authorisation/Registration
(includingmeeting capitaland
safeguarding requirements).

Jurisdiction

Firms providing payment
services, as a regular occupation
or business activity in the

UK including one leg eut
transactions_and qualifying
area transactions, unlessthe
firmisin thelist of ‘other
paymentservice providers’

Currency

All currencies.

Complaints that can be
consideredbytheFinancial
Ombudsman Service (see
Chapter 11 for full details of
eligibility).

Allpaymentservices provided
from a UK establishment,
includingthe UKend ofoneleg
euttransactions and
qualifying area transactions.

All currencies.

Part6-Conductofbusiness
requirements (information
requirements)

Ingeneral, Part 6 applies to payment services provided froma UK
establishment including the UK end of one leg eutand-intra-EEA
transactions; in any currency_and qualifying area transactions. For

one leg edt-transactions and transactions_(other than qualifying
area transactions) innen-EEA<curreneiesnot in sterling, Part6only
appliesinrespectof those parts of a transaction that are carried out
inthe EEAUK. We set out other exceptions to thisin a separate table

below.




Part7-Conductofbusiness
requirements (rights and
obligations in relation to the
provisionofpaymentservices)

Ingeneral, Part7 appliesto paymentservices provided from
aUKestablishmentincludingthe UK end of oneleg andintra
EEA-transactions, in any currency and qualifying area
transactions. For one leg transactions and transactions
(other than qualifying area transactions) irrenr-EEA
eurrenciesnot in sterling, Part 7 only appliesin respectof
those parts of a transaction that are carried outin the
EEAUK. We set outbelow otherexceptionstothisina
separatetable.




Part6—Exceptions_to_wherePart6applies_to_one_and_two_leg_transactions_inany

currency. Does the regulation apply?

One leg/ One Intra ntra
EEAany leglntra EEAUK EEAQualif

PSRs 2017 €currency UK/ / EEA ying
AofA- Eurreneyst area/
EEA erling €uro Aem-
E€Urreney EEA
non- €Urreney
sterling/
euro

Regulation 43(2)

(b) - Pre-contractual

mform_ahop about No No Yes NoY

execution times es

for single payment T

contracts

Regulation 52(a) —

Information about

executfon tlrr?es.p.nor to No No Yes NoY

execution of individual es

transactions under a o

framework contract

Paragraph 2(e) of

Schedule 4 — Pre-

contractual information No No Yes NeY

about execution times es

for framework contracts

Paragraph 5(g) of

Schedule 4 — Pre-

contractual information

about the conditions No NoYes Yes Yes

for the payment of any
refund underregulation
79.
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Part 7 — Exceptions to where Part 7 applies to one and two leg transactions in any currency.

Does theregulation apply?

One leg/ Intra Intra UK/ Qualifying
any UK/ sterling area/
PSRs 2017 currency non- euro
sterling/ IntraEEA/ IntraEEAS
Oneleg/ €uro EEA ren-EEA
EEA edrreney €dFreney
edrreney Onelegf
Rof-
CCA
Regulation 66(2) —
charges paid by payer No NoYes Yes Yes
and payee
Regulation79—Refunds
for transactions initiated No NeYes Yes Yes
by orthrough a payee
Regulation 80 —
Req uest.s for. r(.ef.unds for No NoYes Yes Yes
transactions initiated by
or through a payee
Regulation 84—Am9unts No No Yes No
transferredandreceived
Regulation 85
— Application of Yes YesNo Yes NeYes
Regulations86-88
Regulation 86(1)-(3) — Yes
Payment transactions to No* No* (subject to No*Yes
a payment account regulation 85) (subject to
regulation
85)
Regulation 86(4)-(5) — Yes Yes Yes
Payment transactions to (subject to {subjectto (subject to NeYes
a payment account regulation 85) regulation regulation 85) (subject to
85)No regulation
(o]}
Regulation 87-Absence
accgunt Wlt.h payment regulation 85) regulation regulation 85) SLject1o
service provider 85)No )
= regulation
Regulation 88 — Cash Yes ¥es Yes
placed on a payment (subject to {subjectio (subject to NeYes
account regulation 85) regulation regulation 85) (subject to
85)No regulation
Regulation 91 — non-
execution or late
execution of payment No NeYes Yes Yes
transaction initiated by
the payer
Regulation 92 — non-
execution or late
execution of payment No NeYes Yes Yes

transaction initiated by
the payee
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Regulation 94 - Liability
of service providers for No NeYes Yes Yes
chargesandinterest

Regulation 95 —right of

No NeYes Yes Yes
recourse -

*Thismeansthatwhenmakingtransactionstoapaymentaccountthetimelimitsforcreditingapayee’sPSP’s accountwill not
applytoonelegintransactions aroferintra-UK transactionsin ren-EEA-currencies_other than sterling and euro.

Corporate opt-out
2.31 The‘corporateopt-out’mayapplytocertainoftheconductofbusinessprovisions— see Part 1 of
Chapter8—Conduct of businessrequirementsforfurtherdetails.

Partll:EMRs

Who the EMRs cover

2272.32 TheEMRsapply, with certainexceptions, toeveryonewhoissuese-moneyinthe UK. Theyalsoapplyin
alimited way to persons thatare note-money issuers (see regulation 3(a)and3(b)ofthe EMRs).

2:282.33 Chapter 3Aof PERG gives guidance forfirms who are unsure whethertheiractivities fall
withinthe scopeofthe EMRs.

2:292.34 Forafullerunderstanding ofthe scope ofthe EMRsthisguidance should bereadin conjunction
withthedefinitionsinregulation2ofthe EMRs and Schedule 3 of the Exit SI, which sets out the
TPR, SRO and CRO for EEA authorised EMIs. More detail on these schemes is set out at Chapter
6. -

How e-money is defined
2:302.35 Regulation2 ofthe EMRsdefinese-moneyasmonetaryvaluerepresentedbyaclaim ontheissuer that
is:

e stored electronically, including magnetically

¢ issued onreceipt of funds for the purpose of making payment transactions (see
regulation2ofthe PSRs2017)

® acceptedasameansofpaymentbypersonsotherthantheissuer
* notexcludedbyregulation3oftheEMRs(seeparagraph2.35below)

2:312.36 Examples of e-money include prepaid cards that can be used to pay for goods at a range ofretailers,
orvirtualpursesthatcanbeusedtopayforgoodsorservicesonline.

Exclusions

2.37 Therearetwo expressexclusionsinregulation 3 ofthe EMRs. Chapters3Aand 15 of PERGprovidemore
informationontheseexclusions.Theexclusionsmirrorparagraphs 2(k)and2(l) of Part2 of Schedule1to
thePSRs2017(i.e.thelimited networkexclusion and the electronic communications exclusion).

How the EMRs define e-money issuers

2:322.38 The term ‘e-money issuer’ refers to anyone issuing e-money and should be distinguished from the
term ‘e-money institution’, which refers to the type of regulated entity, ratherthantheactivity. E-
moneyissuersare definedinthe EMRsasany ofthe following personswhentheyissue e-money.

E-money institutions (EMIs)
2332.39 TheEMRsestablishaclassoffirmsauthorised orregisteredtoissuee-moneyand provide payment
services called EMIs.

2:342.40 Notallissuersofe-moneyrequireauthorisationorregistrationunderthe EMRs(see othere-money
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issuersbelow).

2:352.41 AnEMIwhichreceivesauthorisationunderthe EMRsistermedan ‘authorised EMI’ and-receives

2:362.42 EMIs that meet the criteria for registration under regulation 12 of the EMRs, and choose to apply
for registration rather than authorisation, are referred to as ‘small EMIs’. Chapter 3 —
Authorisation and registration gives details of the procedures for authorisation and
registration.

2:372.43 AllEMIs mustcomply withthe conduct of business requirements ofthe PSRs 2017and EMRs described in
Chapter 8 — Conduct of business requirements and the reporting and notification requirements
described in Chapter 13 — Reporting and Notifications.

Temporary authorisations
2.44 TA firms have temporary authorisation such that they can continue operating in the UK for a limited period
after IP Completion Day. Such firms are deemed to be EMIs for the purposes of the EMRs and PSRs 2017.

2.45 As explained in Chapter 6, in most cases the term EMI in this document should be taken to include a TA firm
that is an EEA authorised EMI.

2.46 Note that the transitional directions made by the FCA under Part 7 of the Financial Services and Markets
Act 2000 (Amendment) (EU Exit) Regulations 2019 do not apply to the requirements specific to TA
firms. These firms must comply with their obligations under the EMRs, the PSRs 2017 and the Exit
SI.

E-money issuers who require Part 4A permission under FSMA

2:392.47 Creditinstitutions, creditunionsand municipal banksdonotrequireauthorisation or registration
underthe EMRs butif they propose toissue e-moneythey musthave a Part 4A permission under FSMA
for the activity of issuing e-money (or be deemed to have such a permission by virtue of the EEA

Passport Rights (Amendment, etc., and Transitional Provisions) (EU Exit) Regulations 2018). When
issuing e-money, theyaresubjecttothe provisionsonissuanceand redeemability of e-money in the
EMRs (see Chapter 8 — Conduct of business requirements). In addition, credit unionsare
subject tothe safeguarding requirements (see Chapter 10 — Safeguarding).

Other e-money issuers

2:402.48 The following can issue e-money and do not need to apply for authorisation or
registration underthe EMRs but they must give us noticeif theyissue or propose to issuee-money:

® PostOfficelLimited;

o theBankofEngland;theEuropeanCentralBankandthenationalcentratbanksof EEAStates
etherthantheUk, when notactingintheirits capacityasamonetary authority or other public

authority;

¢ governmentdepartments and local authorities when acting in their capacity as public
authorities; and

e the National Savings Bank.
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2:412.49 Theywill be subject tothe conduct of business requirements of the EMRs, the conduct of business
requirementsofthe PSRs 2017 forthe paymentservice aspect, and they willhavetoreporttoustheir
averageoutstanding e-moneyonayearlybasis. Certain customers will have access to the Financial
Ombudsman Service.

2.50 PERG3Agivesguidanceforbusinessesthatareunsurewhethertheiractivitiesfall withinthe scope
oftheEMRs.

Exemptions

2.51 EEA authorised EMIs exercising passport rights in the UK immediately before IP Completion Day on
a services basis are exempt from the prohibition in regulation 138(1) of the PSRs 2017 and in
regulation 63(1) of the EMRs, subject to the requirements of Schedule 3, Part 1A, paragraph 12L of
the Exit SI. We refer to this as “contractual run-off”.

Use of Agents and Distributors

2:422.52 EMIs may distribute and redeem e-money and provide payment services through agents, subject
to prior registration of the agent by us. Chapter 5 — Appointment of agents gives details of the
processto be followed.

2:432.53 EMIs may engage distributors to distribute and redeem e-money. An EMI cannot provide
paymentservices through adistributor, and distributors do not have to be registered by usbut

applicantswillhavetoidentify their proposeduse of distributors-and;where-they-intend-te

d bute-e-monev-iranrothe A e bv-eneasin

EMIs providing payment services

2:442.54 AllEMIs may provide payment services, including those thatare not related to theissuingofe-money
(unrelated paymentservices).EMIsmust, however,tellus aboutthetypesof paymentservicesthey
wishto provide, and EMIswhowish to offer unrelated payment services may have to provide
additional information at the point of authorisation (see Chapter 3 — Authorisation and
Registration for further information). This will primarily be relevant where the EMI wishes to
offer payment servicesthatareindependentfromits e-money products. Where the EMI proposes
simplytotransferfunds frome-moneyaccounts, such aswhere acustomerusestheir e-moneytopaya
utility bill, this payment service would relate to the activity of issuing e-money.

2:452.55 Small EMIs can only provide unrelated payment services if the average monthly total of
payment transactions does not exceed €3 million on a rolling 12-month basis (see Chapter 3 -
Authorisation and registration).

EMIs providing AIS and PIS

2.56 Regulation78Aofthe EMRshastheeffectofplacingarequirementonEMlIsauthorised_ in the UK before
13January 2018 preventingthemfromproviding AlSorPIS. Authorised EMIs subject to this
requirement will need to apply to us if they wish to have thisregquirementit removed (see Chapter 3 -
Authorisation and Registration). Small EMIs cannot provide AlS or PIS.
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3.1

3.2

Thischaptersetsouthowwewillapplythe PaymentServices Regulations2017(PSRs 2017) and
Electronic Money Regulations 2011 (EMRs) dealing with:

¢ authorisation of paymentinstitutions (authorised Pls) and e-money institutions
(authorised EMls) (Part1)

e registration of small paymentinstitutions (small Pls) and small e-money institutions (Small
EMis)(Partll)

® registrationofbusinessesonlyprovidingaccountinformationservices(registered account
information services providers — RAISPs) (Part I1I)

¢ decision-making process (Part 1V)
* ftransitional provisions (Part V)

Forinformation on notifications relating to exclusions please see Chapter 13— Reporting
and notifications.

Introduction

3.3

3.4

3.5

3.6

A UK business that provides payment services (as defined in the PSRs 2017) as a regular
occupation or business activity in the UK needs to apply to us to become eitheranauthorisedPl,a
smallPloraregisteredaccountinformationservice provider (RAISP), unless it is already another type
of payment service provider (PSP) or is exemptorexcluded.

Being a small Pl is an option available to businesses with an average payment transactions
turnover that does not exceed €3 million per month and which do not provide account
information services (AlS)orpaymentinitiation services (PIS). The registration processis
cheaper and simpler than authorisation and has no ongoing capital requirements, but thereare
no-passpertingrightsforsmall Pls rRermay notthey-provide AlSorPIS.Theconductofbusiness
requirementsstillapply,asdoesaccessto the Financial OmbudsmanService bysmallPls’ eligible
customers(seeChapter 11— Complaints handling for more information on access to the
Ombudsman Service).

AUKbusiness(oraUKbranchofabusinesswithitshead office outside the European-EconemicArea
{EEAJUK) thatintendstoissue e-money needstoapply toustobecome eitheranauthorisedEMlora
smallEMI,unlessithaspermissionunderPart4Aofthe FinancialServicesandMarketsAct2000(FSMA)
toissuee-moneyorisexempt.Being asmallEMlisanoptionavailabletoUKbusinesseswhosetotal
businessactivitiesare projected togenerate average outstanding e-moneythat does not exceed €5

million. FherearenopasspertingrightsforsmallEMIs-

In accordance with regulation 32 of the EMRs, EMlIs are allowed to provide payment services
W|thoutbe|ngseparatelyauthorlsedunderthePSR52017Fe#EEA—aat—he#med—EMstrth%hewhead

hHowever, small EMIsare not permltted to prowdeAIS or PIS.IfasmallEMIprovidespaymentservices
unrelatedtotheissuanceofe-money, the limitsonpaymentvolumesarethesameasforasmallPI(i.e.
themonthlyaverage,over a period of 12 months, of the total amount of relevant payment
transactions must not exceed€3 million).Regulation78Aofthe EMRshastheeffectofplacinga
requirement onEMlIsauthorisedbefore13January2018preventingthemfromprovidingAlSor
PIS.Authorised EMIswillneedtoapplytoustohavethisrequirementremoved (see Chapter 4 —
Changes in circumstances of authorisation and registration for more onhowsuchapplications
shouldbemade).
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3.7 AgentscanbeappointedbyaPl, RAISP or EMI (theprincipal)to provide payment servicesonthe
principal’sbehalf.The principalacceptsresponsibilityfortheacts and omissions of the agent and
must apply for the agent to be registered on the Financial Services Register. More
informationonagentsis containedin Chapter 5— Appointment of agents.

3.8 EMIsmayalsoengage distributorstodistribute and redeeme-money. Adistributor cannot provide
payment services, and does not have to be registered by us — but applicantswillhavetoidentify

theirproposeduseofdistributorsatauthorisationand,-wheretheyengagedistributorstodistribute

3.9 TheFinancialServicesRegisterisapublicrecordoffirms,individualsandotherbodies that are, or have
been, regulated by the PRA and/or FCA. The Register includes informationaboutPls,RAISPsand
EMlIsandtheiragentsandtheEEAbranchesofPlsandEMs Thisinformationisalsoincludedona

a armain nedbyvthe opbean-Bankine Autho v BA) toceathe with inform OR-BrO\

Making an application for authorisation or registration

3.10 Anyonewishingtobecomeauthorised orregistered needstocompleteanapplication form and
submit it to us along with the required information and the application fee (moreinformationis
availablein Chapter 15—Fees). Applicants that wish to operate throughagentswillbechargedan
additionalapplicationfee.

3.11 Applicationformsareavailable after registeringon Connect. Noworkwill be done on processingthe
applicationuntilthefullfeeisreceived. Thefeeisnon-refundableand mustbepaidviaConnect.

Information to be provided and EBA Guidelines

3.12 The EBAhasissued ‘Guidelinesontheinformationtobe provided forauthorisation of payment
institutions and e-money institutions and registration as account information serviceproviders’
(EBAGuidelines).'? ideli i i i isati
oranEMlorregistrationasaRAISPwillberequired tosubmit. Details on these requirementsare set out
belowinPart|forauthorised Pls and authorised EMIs and in Part 11l for RAISPs. Following the UK’s
exit from the EU we continue to expect businesses that are seeking authorisation or registration to
apply the EBA Guidelines to the extent that they remain relevant?. In some cases, we will also
applyconsider relevantguidelineswhenspecifyingtheinformationtobe provided byapplicants for
registrationassmallPlsorsmallEMIs. Moredetail ontheserequirementsissetoutin Partll.

delinesspecifytheinformationthat applicantsforauthorisationasaPl

3.13 Where we do not prescribe the format of information that must be given to us, we will need to have
enough information to be satisfied thatthe applicant meets the relevant conditions. This does not
mean that the applicant needs to enclose full copies of all the procedures and manuals with
their application; a summary of what they cover maybeenough,aslongasthemanualsand
proceduresthemselvesareavailableif we want to investigate further. Note that supplying the
information requested on the applicationformwill notnecessarilybeenoughfortheapplicationtobe
‘complete’. We mayneedtoaskadditional questions orrequestadditional documentation toclarify
theanswersalreadygiven.Itisonlywhenthisadditionalinformationhasbeenreceived and considered
alongside the existing information that we will be able to determine whetherthe applicationis
complete.

| 3.14 AssetoutintheEBAGuidelnes;tTheinformation provided bytheapplicantshould be true, complete,

| 1 See our approach to EU non-legislative materials - https://www.fca.org.uk/publication/corporate/brexit-our-approach-to-eu-non-legislative-materials.pdf

12Available at: https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on- authorisation-and-registration-
under-psd2

35


https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-authorisation-and-registration
https://www.fca.org.uk/publication/corporate/brexit-our-approach-to-eu-non-legislative-materials.pdf
https://complete�.We
https://EBAGuidelines).12

3.15

3.16

3.17

3.18

3.19

3.20

3.21

3.22

3.23

3.24

accurateanduptodate. Thelevel of detail should be proportionate to theapplicant’ssizeandinternal
organisation,andtothenature,scope,complexityand riskinessoftheparticularservice(s)the
applicantintendstoprovide.Wewouldexpect applicantstoanswerquestionsinfullintheapplication
form,whichincludesproviding therequestedinformationinbulletsundereachquestion.

Wewillassesstheinformationprovidedagainsttherequirementssetoutinthe PSRs 2017,EMRsand
with regard to the EBAGuidelines (whereapplicable).

Applicants should note that under regulation 142 of the PSRs 2017 and regulation 66 of the
EMRsitis a criminal offence to knowingly or recklessly give information thatis materiallyfalse
ormisleadingintheirapplication.

Requests for further information (regulations 5(4), 13(4) and 17(2) PSRs 2017 and
5(4)and12(4)EMRs)

At any time after receiving an application for authorisation or registration (or a variation of
either ofthese)and before determiningit, we canrequiretheapplicantto providesuchfurther
informationaswereasonablyconsidernecessarytoenableusto determinetheapplication. Where
applicationsareincomplete (whentheydonothave alltheinformation we need), we will askin writing
formoreinformation. Wewillthen confirm the date from which we consider the application to be
complete. Thetimings setoutin Part IV of this chapter will run from that date.

Duty to advise of material changes in an application (regulations 20 PSRs 2017 and
17 EMRSs)

We attach considerable importance to the completeness and accuracy of the information provided
to us. If there is, or is likely to be, any material change in the information provided for an
application before we have made our decision on it, the applicant must notify us. Thisalsoapplies if
itbecomesapparenttotheapplicantthat thereisincorrectorincompleteinformationinthe
application. Therequirementsalso apply tochangestosupplementary informationalready
provided. Ifanapplicantfailsto provide accurate and complete information it will take longer to
assessthe application. Insomecases, itcouldleadtotheapplicationbeingrejected.

The applicant should notify the case officer assigned to the application of details of the
change and provide the complete information or a correction of the inaccuracy (as the case may
be)withoutunduedelay.Iftheapplicantexpectsachangeinthefuture they must provide details as
soon as they become aware of it. When providing this information, the applicant will be asked to
confirm thatthe rest of the informationinthe applicationremainstrue,accurateandcomplete.

Part I: Becoming an authorised PI or authorised EMI

Thissectionappliestobusinessesthatwishtobecomeanauthorised Ploran authorised
EMI.

The conditions that must be metin order to become an authorised Pl are set outin regulation 6 of
the PSRs 2017 and those that must be met to become anauthorised EMlaresetoutinregulation6 of
theEMRshavebeenmet.

The information requirements for applications can be found in Schedule 2 of the PSRs 2017 and-with
relevant guidance at section 4.1 of the EBA Guidelines (the APl Guidelines) for authorised Pls and
Schedule 1 of the EMRs and-with relevant guidance at section 4.3 of the EBA Guidelines (the EMI
Guidelines)for authorised EMIs.

Thereisanapplicationfeeforfirmslookingtobecomeanauthorised Ploran authorised
EMI(moreinformationisavailableinChapter 15—Fees).

For authorised Pls and authorised EMIs, the application must be signed by the person(s)
responsibleformakingtheapplicationonbehalfoftheapplicantfirm.The appropriateperson(s)
dependsontheapplicantfirm’stype.Theseareasfollows:
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Type of applicant Appropriate signatory
Company with one director The director

Company with more than one director Two directors

Limited liability partnership Two members

Limited partnership The general partner or partners

Information to be provided and conditions for authorisation

3.25

3.26

3.27

3.28

3.29

3.30

3.31

3.32

3.33

Authorisationwillnotbegrantedunlesswearesatisfied thatthe conditionsspecified inregulation6of
thePSRs2017orregulation6ofthe EMRs(asapplicable) havebeen met.

Thissectionneedstobereadalongsidethe APIGuidelinesorthe EMIGuidelines, as appropriate.
Together, the PSRs 2017, APl Guidelines, EMRs and EMI Guidelines explain the information that you must
supply with the application and the conditions that must be satisfied.

Programme of operations (paragraph 1, Schedule 2 PSRs 2017 and paragraph 1,
Schedule 1 EMRSs)

For authorised Pls, APl Guideline 3 sets-explainseut the information and documentation which_we
require—needs to be provided for the programme of operations. For authorised EMls, this is set
explainedeutinEMIGuideline3.

Inboth cases, Guideline3we requiresthe programme of operations to be provided by the applicantto
containadescription ofthe paymentservicesenvisaged, including an explanation of how the
activities and the operations fit into the list of payment services set out in Part 1 of Schedule 1 to
the PSRs 2017. Some examples of the sorts of activities expected to fall within the scope of each are
describedin Chapter2 — Scope, with further guidance in Chapter 15 of our Perimeter Guidance
manual (PERG). Applicants for authorisation as an EMI must also provide an indication of the e-
moneyservicestheapplicantintendstoprovide (issuance,redemption, distribution). Guidanceone-
moneyactivities canbe foundin Chapter3Aof PERG. Theapplicant shouldalsodescribeanyother
businessactivitiesitprovides.

The applicantisalsorequiredtostate whether they will enterinto the possession of customers’
funds.Inourview, beinginpossessionoffundsincludesanentitlementto fundsinabankaccountin
theapplicant’sname,fundsinanaccountintheapplicant’s name atanother Pl or EMI and funds
held ontrustforthe applicant.

The applicant is required to provide details of how transactions will be executed (includingdetails
ofallthepartiesinvolvedintheprovisionoftheservices). Wemayask for furtherinformation, which
may include arequest to see copies of draft contracts betweentheapplicantand other parties
involvedinthe provision ofthe services, as well as copies of draft framework contracts. See
Chapter 8 — Conduct of business requirements for more information on framework
contracts and other conduct requirements.

Wheretheapplicantintendstoprovide AlSorPIS, wewould expect theinformation on the
programme of operations to cover the nature of the service being provided to

the customer, how their data will be used, and how the applicant will obtain appropriate
consent(s) from the customer. See Chapter 17 — Payment initiation and account
information services and confirmation of availability of funds for more information.

Business plan (regulation 6(7)(c) and paragraph 2, Schedule 2 of the PSRs 2017 and
regulation 6(6)(c) and paragraph 2, Schedule 1 of the EMRSs)

APIGuideline4 and EMI Guideline 4 setoutexplain the information and documentation which
needswe require tobeprovidedinthebusinessplan.

The business plan needs to explain how the applicant intends to carry out its business. ltshould
provideenoughdetailtoshowthatthe proposalhasbeencarefully thoughtoutandthattheadequacy
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3.34

3.35

3.36

3.37

3.38

3.39

offinancial and non-financial resourceshasbeen considered.

Inaccordancewithregulation7(4)ofthePSRs2017andregulation7(4)ofthe EMRs, wherean
applicantwishestocarryonbusinessactivitiesotherthanthe provision of paymentservicesand, in
the case of EMIs, issuinge-money,and wethinkthatthe carrying on ofthis businesswill, orislikely
to,impairourabilitytosuperviseitorits financialsoundness, wecanrequiretheapplicanttoforma
separatelegalentityto providepaymentservicesand,forEMls,issuee-money.

As per EBA Guideline 4.2, the business plan should contain information on, and calculation of,
own funds requirements. Guidance can be found on own funds in Chapter 9 — Capital
resources and requirements. Applicants should refer to the EBAGuidelinesforother
businessplanrequirements,includingincomeinformation, marketingplanandbudgetforecasts.

Applicants wishing to become authorised EMIs that intend to provide unrelated paymentservices
arerequiredtosubmitaseparatebusinessplanfortheseactivities.

WheretheapplicantintendstoprovideAlS, theinformationprovidedshouldinclude howthe use of
customerdatafitsintothe applicant’s business model.

Structural organisation (paragraph 12 Schedule 2 of the PSRs 2017, paragraph
7SchedulelEMRs)andcloselinks(regulation6(9)and(10)ofthe PSRs2017and
regulation6(8)and(9)oftheEMRs)

Wewillrequireadescriptionoftheapplicant’sstructuralorganisation, whichistheplan for how the
work of the business will be organised including through any branches, agentsanddistributors. API
Guideline5and EMIGuideline 5setexplain outtheinformation and documentation which mustwe
require tobe providedinrelationtothe structural organisation.

The information must include a description of the applicant’s relevant outsourcing
arrangements(ifany) taking into account the EBA’s guidelines on outsourcing arrangements?. We
mayaskforfurtherinformation, whichmayincludearequest to see draft contracts with parties to
whom operational functions are outsourced (see section 18.9onoutsourcing). The PSRs2017
(regulation25)andEMRs (regulation 26) make specific provisions in relation to the
outsourcing to third parties of ‘important’ operationalfunctionsbyauthorisedPlsandauthorised
EMlIsincludingtheprovisionto itofaninformationtechnology system.These provisionsare:

¢ theoutsourcingis notundertakenin suchaway astoimpair
— thequality ofinternal control

— ourabilitytomonitorandretracetheauthorised PI’'sorauthorised EMI’s compliance
withthePSRs2017and/ortheEMRs

* theoutsourcingdoesnotresultinanydelegation by the senior management of responsibility
forcomplyingwiththePSRs2017and/ortheEMRs

¢ therelationshipandobligationsoftheauthorised PItowardsits paymentservice usersunder
the PSRs2017,ortheauthorised EMItowardsitse-moneyholders underthePSRs20170rEMRs,

arenotsubstantiallyaltered

¢ compliance withthe conditionswhichthe Plor EMImust observeinordertobe authorised
andremainsoisnotadverselyaffected

¢ noneoftheconditionsofthePl’sorEMI’sauthorisationrequireremoval orvariation

2https://www.eba.europa.eu/sites/default/documents/files/documents/10180/2551996/38c80601-f5d7-4855-8ba3-

702423665479/EBA%20revised%20Guidelines%200n%20outsourcing%20arrangements.pdf
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3.40

3.41

3.42

3.43

3.44

Regulation25(3) ofthe PSRs 2017 and regulation ofthe 26 ofthe EMRs indicate what is
considered an ‘important operational function’.Itisafunction which, ifitfailed or wasdefective,
wouldmateriallyimpairanauthorisedPI’'sorauthorised EMI’sability tocomply withthe PSRs2017
and/orEMRsandanyrequirementsofauthorisation, itsfinancial performance, orsoundness or
continuity of its payment servicesand/ or e-money issuance. In practice, which of an authorised
PI’s or authorised EMI’s operational functionsareimportant will vary from business to business,
according tothe natureandscale ofthe business. We willtake these factorsinto consideration when
assessinganauthorisationapplicationwherethebusinessintendstooutsource important
operationalfunctions.

Applicants mustalso satisfy us thatany ‘close links’ they have are notlikely to prevent the
effectivesupervision ofthefirmor,whereacloselinkislocated outside of the EEAUK, the laws of the
foreign territory would not prevent effective supervision (in accordance withregulation6(9)and
(10)ofthe PSRs2017andregulation6(8)and (9)ofthe EMRs).

Acloselinkisdefinedas:

¢ aparentundertaking of the applicant

¢ asubsidiaryundertakingoftheapplicant

¢ aparentundertakingofasubsidiaryundertakingoftheapplicant

¢ asubsidiaryundertakingofaparentundertakingoftheapplicant

¢ anowner or controller of 20% or more of the capital or voting rights in the applicant

¢ an entity of which the applicant owns or controls 20% or more of the capital or voting
rights

Theapplicationshouldinclude detailsofany personsmeetingthe abovecriteria, assetoutinthe
form. Wewillthen assess the nature of the relationship against the conditions for authorisation.

Thefollowingdiagramsetsoutthetypesofrelationshipsbetweenfirmsandindividuals that meet the
definition of a close link. Red shaded boxes are all close links of the relevant applicant firm.

FirmA (Parent)
(a) Firm Ais the parent
oftheapplicantfirm
(d)FirmBisa d (a) FirmE (Controller of
subsidiary of @ the applicant firm)

Firm A, the

parent of the . )

applicant firm Applicant firm
FirmB (Subsidiary)

(e) FirmEownsor
controls 20% or more
of the voting poweror

capital of the
Applicant firm (i.e. is a
controller of applicant
30% or more firm; and/or
Applicant firm
(Controller of FirmF)

(0 the applicant firm
owns or controls20%
or more of thevoting

FirmC (Parent)

Applicant firm

(b)FirmDisa c) Firm Cis the parent
subsidiaryofthe ‘ of a subsidiary, Firm D.

applicant firm Firm D is a subsidiary
Firm D (Subsidiary) oftheapplicantfirm

power or capital of
firm F

20% or more
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3.45

3.46

3.47

3.48

3.49

3.50

3.51

Initial capital (regulation 6(3) and paragraph 3, Schedule 2 of the PSRs 2017 and
regulation 6(3) and paragraph 3, Schedule 1 of the EMRSs)

Applicants are required to provide information on their own funds, including the amountand
detailedbreakdownbypaid-upcapital, reservesandretainedearnings aspartoftheirbusinessplan
(seeAPIGuideline4andEMIGuideline4).Bythetimeof authorisation, theapplicant mustprovide
evidencethattheyholdinitial capitalatthe levelrequired by Part 1ofSchedule 3 ofthe PSRs 2017 or
Part1ofSchedule2 ofthe EMRsasthecasemaybe.APIGuideline6and EMIGuideline 6setexplaineut
theinformation anddocumentationtobeprovidedasevidenceofinitialcapital.

TheinitialcapitalrequirementforauthorisedEMIsis€350,000.Applicantswishingto become
authorised EMIsthatintendto provide unrelated paymentservicesshould notethatthereisno
additionalinitial capital requirement.

ForapplicantstobecomeauthorisedPlsthelevelofinitialcapitalrequireddependson the payment
servicestobeprovided, andisthe greater ofthe following:

Payment services Initial capital
(see Schedule 3 to the PSRs 2017) required

AIS (paragraph 1(h), Schedule 1 to the PSRs 2017) None

Money remittance (paragraph 1(f) of Part 1, Schedule 1 to the PSRs 2017) €20,000

PIS (paragraph 1(g) of Part 1, Schedule 1 to the PSRs 2017) €50,000
Paymentinstitutions providing services in Schedule 1 Part 1(1)(a)to (1)(e) to the PSRs 2017. | €125,000

The evidence needed will depend on the type of firm and its source of funding. For example,ifan
applicantwasalimited companyandusing paid-up sharecapital, we would expect to see a copy of the
SHO1 form submitted to Companies House and abank statement, inthe business’ name, showingthe
monies being paid in. If an applicant has already been trading and has sufficient reserves to meet the
initial capital requirement, then a copy of the most recent financial statements or accounts may be
enough (or interim accounts if appropriate). Businesses may wish to capitalise nearer to the time of
authorisation, so this evidence can be provided at a later date but will be requiredbeforeauthorisation
isgranted.

Location of offices and where business is carried out (regulation 6(4) and (5),
paragraph 17, Schedule 2 of the PSRs 2017, regulation 6(4) and (5) paragraph 12,
Schedule 1 of theEMRs

Anapplicanttobeanauthorised PImustbeabodycorporate(e.g.alimited company orlimited
liability partnership) constituted underthelaw ofthe UKand whose head office (and, where
relevant,itsregisteredoffice)isinthe UK.

Anapplicanttobeanauthorised EMImustbeeither:

® abodycorporateconstituted underthe law of the UKand whose head office (and, where
relevant,itsregisteredoffice)isinthe UK, or

* abodycorporatewhichhasabranchthatislocatedinthe UKandwhosehead office is situated ina
territory thatis outside the EEAUK

ThePSRs2017andthe EMRsdonotdefinewhatismeantbyafirm’s‘head office’. This is not necessarily
thefirm’splace ofincorporation orthe place whereits businessis whollyormainlycarriedon.
Althoughwewilljudgeeachapplicationonacase-by-case basis, the keyissueinidentifying the head
office ofafirmisthelocation ofits central managementand control, thatis, the location of:

¢ thedirectorsand other senior management, who make decisions relating to the firm’s central
direction, and the material managementdecisions of the firm on a day-to-day basis, and

* thecentraladministrative functionsofthefirm(egcentralcompliance, internalaudit)
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3.52 Forthe purpose ofregulation 6(4) ofthe PSRs2017,a ‘virtual office’ inthe UKdoes not satisfy this
condition.

3.53 Inordertoobtainauthorisation, foraPlapplicant, itisarequirementthatitcarrieson, orwillcarryon,
atleastpartofits paymentservicebusinessinthe UKand, foran EMI applicant, thatitcarrieson, or
will carry on, atleast part of its e-money and payment service business in the UK.

Safeguarding measures (regulation 6(7)(d) and paragraph 4, Schedule 2, of the
PSRs 2017 and regulation 6(6)(d) and paragraph 4, Schedule 1 of the EMRSs)

3.54 Applicantsarerequiredtosatisfy usthatthey have taken adequate measuresforthe purpose of
safeguardingusers’funds. Forapplicantstobecomeauthorised EMIsthat intendtoprovideunrelated
paymentservices, thisincludesthesafeguardingmeasures theyintend to use to satisfy regulation 23 of
the PSRs 2017 (as modified by regulation 20(6) ofthe EMRs)inrespectofthose funds. API
Guideline 7 and EMI Guideline 7 seteut-explain the information and documentation which needs
to be provided in relation to safeguarding.

3.55 This requirement does not apply to applicants that will not receive funds from or on behalf of
paymentservice users, orin exchange fore-money, such asthose thatintend toprovide PISandAlS
only.

3.56 There is more information in Chapter 10 — Safeguarding on safeguarding measures
includingguidanceonwhatwewouldexpecttoseebywayoforganisational
arrangements.

Professional indemnity insurance (PII) (regulation 6(7)(e) and (f)) and paragraph 19,
Schedule 2 of the PSRs 2017 and regulation 6(6)(e) and (f) and paragraph 14 of the
EMRs

3.57 WhereanapplicantforauthorisationasaPlseekspermissiontoprovidePISorAlS, it mustsatisfyus
thatitholdsappropriatePlloracomparableguarantee.

3.58 Authorised EMIs who intend to provide either PIS or AIS will also need to hold the requiredPlI
oracomparable guarantee. Ifthe applicantdoes notintendto provide theseservicesit muststateso
initsapplication. Inthesecases, authorisation willbe subjecttoarequirementunderregulation 7 of
the EMRsthatthe applicant will not undertake these activities. The applicantcan apply tovary
itsauthorisation atalater date (see Chapter 4 — Changes in circumstances of
authorisation orregistration).

3.59 API| Guideline 18 and EMI Guideline 18 seteutexplain the information and documentation
thatisrequiredforthisPllorcomparableguarantee.Therequired Pllorcomparable guarantee must
meet or exceed the minimum monetary amount directed by us from time to time. For this
purpose, we direct that the minimum monetary amount is the amount calculated in
accordance with the “Guidelines on the criteria on how to stipulate the minimum monetary
amount of the professional indemnity insurance or othercomparableguaranteeunderarticle
5(4)ofDirective(EU)2015/2366(PSD2)” publishedbytheEBAunderarticle5(4)ofPSD2on7July2016
(EBA-GL-2017-08).

3.60 Applicants should provide the Pll calculations and a copy of the terms of the policy proposed,
whichmustcomplywiththerequirementsofthe PSRs2017andEMRs. We would expectthe policyto
bespecificallytailoredtoaddresstheliabilities setoutin regulation6(7)(e)and(f)ofthe PSRs 2017
asregards provisionof AISandPIS.Itshould coverliability to third parties arisingnotonly from
external attacks, butalsofromany act or omission, including where dishonest, fraudulent or
malicious, committed by employees,includingdirectors,officersandpartners(intheircapacityas
employees), and sub-contractors or outsourcers for whose conduct the applicant is legally
responsible.

Governance arrangements, internal controls and risk management (regulation
6(6) and paragraphs 5 to 11, Schedule 2 of the PSRs 2017 and regulation 6(5) and
paragraphs 5 to 6 Schedule 1 of the EMRs)



3.61

3.62

3.63

3.64

3.65

3.66

3.67

Applicants must satisfy us that their governance arrangements, internal control mechanisms and
risk management procedures meet the conditions set out in regulation6(6)ofthe PSRs2017
orregulation6(5)ofthe EMRs. APl Guideline8and EMI Guideline 8 seteutexplain the information
and documentation that needs to be provided for governance arrangementsandinternalcontrols.

We will assess if the applicant’s arrangements, controls and procedures are appropriate, sound
andadequatetakingaccountofanumberoffactors,suchasthe:

® paymentservicesbeingprovided
® nature,scaleandcomplexityofitsbusiness

e diversityofitsoperations,includinggeographicaldiversityanduseofbranches, agentsand
distributors

¢ volumeandsize ofits transactions

¢ degree ofrriskassociated with each area of its operation

Paragraphs 5to 12 of Schedule 2 of the PSRs 2017 and paragraphs 5to 7 of Schedule 1 of the
EMRs set out information requirements that are relevant to these conditions, and more detail is

providedinthe Guidelines.

Governance arrangements are the procedures usedinthe decision-makingand control
of the businessthat provideits structure, direction and accountability.

The description of control mechanisms must include a mapping of the risks identified bythe
applicant(includingthetypesofrisks),andtheapplicantshould providedetails of the procedures that

itwill putin place to assess and prevent suchrisks. These risks may include:

¢ settlementrisk (a settlement of a payment transaction does not take place as
expected)

¢ operationalrisk(lossfrominadequateorfailedinternalprocesses, peopleor systems)
® counterparty risk (that the other party to a transaction does not fulfil its obligations)
¢ liquidityrisk(inadequatecashflowtomeetfinancialobligations)

¢ marketrisk (risk resulting from movementin market prices)

¢ financial crimerisk (therisk thatthe applicantorits services might be used fora purpose
connectedwithfinancialcrime)

¢ foreignexchangerisk(fluctuationsinexchangerates)

Theriskmanagementprocedures providedinthe application should showhowthe
applicantwilleffectivelyidentify, manage, monitorandreportanyriskstowhich it might be
exposed. Depending on the nature and scale of the-a business and the paymentservicesbeing
undertaken, itmaybeappropriate forthe applicanttooperate anindependentriskmanagement
function.Wherethisisnotappropriate,theapplicant should be able to demonstrate that the
risk management policies and procedures it has adopted are effective.

As part of its liquidity risk-management procedures, we expect the applicant to show how it

will consider its own liquid resources and available funding options to meet its liabilities as
they fall due, and whether it will need access to committed credit lines to manage its

exposures.
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| 3:673.68 When the applicant is assessing whether it has adequate liquidity to ensure that it can meet
its liabilities as they fall due, we consider it best practice to exclude any uncommitted intra-
group liquidity facilities. This is to reduce exposure to intra-group risk. If the applicant does
not apply this approach, it still needs to be able to demonstrate to us how it will adequately
manage its liquidity risk and group risk to comply with its conditions for authorisation.

3.69 The applicant should explain its approach to stress testing to us. Once authorised, the
applicant should carry out stress testing to analyse its exposure to a range of severe
business disruptions, or the failure of one or more of its major counterparties. It should
show how it will assess whether these events would cause its business to fail, and assess
their potential impact, using internal and/or external data and scenario analysis. The
applicant should use the results of these tests to help ensure it can continue to meet its
conditions of authorisation and own funds requirements. In particular, it should show how
these results will inform its decisions around adequate liquidity and capital resources, as
well as identifying any changes and improvements to required systems and controls.

3:683.70 Stress testing should be appropriate to the nature, size and complexity of the applicant's business and the risks
it bears. Business failure in the context of stress testing should be understood as the point at which the market
loses confidence in a firm and this results in the firm no longer being able to carry out its business activities.
Examples of this would be the point at which all or a substantial portion of the applicant's counterparties are
unwilling to continue transacting with it or seek to terminate their contracts, or when the applicant’s existing
investors are unwilling to provide new capital to continue operating its existing business. Such a point may be
reached well before the applicant’s financial resources are exhausted.

3.71 The applicant’s senior management or governing body should document, review and approve
— at least annually — the design and results of the firm’s stress testing. It should also carry out
stress testing more frequently if it is appropriate to do so in the light of substantial changes in
the market or in macroeconomic conditions.

3:693.72 If the applicant is a member of a group, it should carry out stress testing on a solo basis,
taking into account risks posed by its membership of its group.

3.73 _ Applicants should include wind-down plans to show how they will manage liquidity,
operational and resolution risks. A wind-down plan should consider the winding-down
of the applicant’s business under different scenarios, including a solvent and
insolvent scenario. Where relevant, the wind-down plan should be based on reliable,
stress-tested financial data (see paragraphs 3.69 — 3.72). In particular, the wind-
down plan should include/address the following:

e sufficient detailed information to quickly identify customer funds and the customers for
whom they are held, and return the funds promptly

e funding to cover the solvent wind-down of the applicant, including the return of all
customer funds

e realistic triggers to start a solvent wind-down, and a strategy for monitoring those
triggers

e operational resilience and cyber controls during a wind-down period

e the need for any counterparties (eg merchants and customers) to find alternative
providers

e termination of all products and services
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¢ wind-down or other arrangements for any subsidiaries or affiliates relevant to the
applicant’s regulated activity

e non-financial resources (eg people, and co-operation from third parties) required for the wind-
down

e a stakeholder communication plan, and

e realistic triggers to seek advice on entering an insolvency process, including a strateqy
for monitoring those triggers.

3.74 We expect the complexity of wind-down plans to be proportionate to the size and nature of the
applicant’s business. An applicant should review its wind-down plans at least annually, and when there
is a change to its operations which may materially change the way in which it can wind-down. An
applicant should explain to us its approach to reviewing its wind-down plan.

3.75 An applicant which is a member of a group should ensure that its wind-down plan
considers how it would manage its liquidity, operational and resolution risks in a solvent
and insolvent scenario, on a solo basis. The plan should also take into account risks posed
by the applicant’'s membership of its group. The applicant should also have a contingency
plan to maintain key operational services which are provided by another member of the
group in a group stressed scenario.

3-753.76 Internal controls are the systems, procedures and policies used to safeguard the business from
fraud and error, and to ensure accurate financial information. They shouldinclude sound
administrative and accounting procedures so the applicantcan give usfinancial reports that
reflectatrue and fair view of its financial position and that will allowthemtocomplywiththe
requirementsofthe PSRs2017and EMRsinrelation to its customers.

3-763.77 An applicant’s senior management should ensure that it regularly reviews its systems and controls,
including its governance arrangements. It should also ensure that the its governance functions,
procedures and controls appropriately reflect the applicant’s business model, its growth and
relevant risks.

3.78 Ourassessmentoftheapplication will considerifthe systemsand controlsdescribed inthe
informationsupplied areadequateandappropriatetothe paymentservicesand e-money activities
thatthe applicantintends to carry on.

Security incident and security-related customer complaint procedures (paragraph
6 Schedule 2 ofthe PSRs 2017 and paragraph 5A Schedule 2 of the EMRS)
3773.79 API Guideline 9 and EMI Guideline 9 set-eutexplain the-information and documentation
requiredwith respectto proceduresformonitoring, handlingandfollowingupsecurity incidentsand
security-related customercomplaints. Theinformationrequired should include details of how the
applicant will comply with its obligation to report major operational or security incidents under
regulation 99 of the PSRs 2017 —see Chapter 13 — Reporting and notifications for more
information on the incident reporting RequirementsandEBAGuidelinesonmajorincident

reporting.13

3:-783.80 Applicants should provide a description of the proceduresin place to monitor, handle and follow up on
security incidents and security-related customer complaints including theindividualsand bodies
responsibleforassisting customersinthe casesoffraud, technical issues and/or claim management.
The applicant’s complaints procedures must demonstrate compliance with regulation 101 of the
PSRs 2017 for non-eligible complainantsandourDisputeResolutionSourcebook(DISP)foreligible
complainants. See Chapter 11 — Complaintshandling.

Sensitive payment data processes (paragraph 7 Schedule 2 of the PSRs 2017 and
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paragraph 5B Schedule 2 of the EMRS)

3-793.81 APIGuideline 10and EMI Guideline 10 seteutexplain the information and documentation
whichisrequiredinrelationtotheapplicant’s processestofile, monitor, trackand restrict
access to sensitive payment data. See also Chapter 18 —Operational and security risks.

Business continuity arrangements (paragraph 8 of Schedule 2 of the PSRs 2017 and
paragraph 5CSchedule 1 ofthe EMRS)

3-803.82 API Guideline 11and EMI Guideline 11seteutexplain the informationand documentation
whichisrequiredinrelationtotheapplicant’sbusinesscontinuityarrangements.

3:813.83 Applicants must provide their business continuity and disaster recovery plans which shouldinclude
failureofkeysystems,thelossofkeydata,inaccessibilityofpremises andloss ofkeypersons.

The principles and definitions used by the applicant in collecting statistical data
on performance, transactions and fraud (paragraph 9 of Schedule 2 PSRs 2017 and
paragraph 5D of Schedule 1 EMRs)

3:823.84 API Guideline 12 and EMI Guideline 12 seteutexplain the information and documentation
requiredinrelationtothe collection of statistical data on performance, transactions and fraud.
This should demonstrate how the applicant will ensure it can meet its obligation to report
to us on fraud (see Chapter 13 —Reporting).

Security policy (paragraph 10 Schedule 2 of the PSRs 2017 and paragraph 5E
Schedule 1 of the EMRSs)

3-833.85 API Guideline 13 and EMI Guideline 13 setoutexplain the information and documentation
which is required in relation to the applicant’s security policy. The security policy must include a
detailed risk assessment of the services to be provided (including risks of fraud) and the
mitigation measures to protect users from the risks identified.

It must also describe how applicants will maintain the security of e-money and
payment processes, including customer authentication procedures (see Chapter 20—
Authentication). Applicants should additionally include a description of the IT systems
and the security measures that govern access to these systems. As-part-ofthe
informationrequiredunderEBA Guideline13-1w\We would expect the security policy
to take into account the security of data at rest and in transit. If the data is held off-site
by athird party, we would expect details on how itis encrypted and regular due
diligence carriedout.

3-843.86 Applicantsshouldalsodemonstrate howtheywillcomply withtheirobligationunder regulation
98(1) of the PSRs 2017 (management of operational and security risk). Applicants may wish
to consider the use of security training, accreditation and/or certificationtosupporttheir
application(inparticulargovernment-backedschemes, e.g.CyberEssentials,asecurity certification

schemethatsetsoutabaseline ofcyber security for organisations).'
3:853.87 More information on security can be found in Chapter 18 — Operational and security risks.

Money laundering and other financial crime controls (Paragraph 11 Schedule 2 of
the PSRs 2017 and paragraph 6 Schedule 1 of the EMRSs)

3:863.88 AllPIsand EMIsmustcomply with legal requirementsto deterand detectfinancial crime, which
includes money laundering and terrorist financing. We give more detailontheserequirements
in Chapter 19—Financial crime. APl Guideline 14 and EMIGuideline 14seteutexplainthe
informationand documentation werequiredfor money launderingandotherfinancialcrime
controls.Weexpectapplicantstoexplainhowthey proposetomeettheirobligationsunderthe
relevantlegislation.

13 http://www.eba.europa.eu/documents/10180/1914076191FINAL/Guidelines+on+incident+reporting+under+PSD2+%28EBA- GL-2017-
10%29.pdf/3902c3db-c86d-40b7-b875-dd50eec87657
14 https://www.cyberaware.gov.uk/cyberessentials/
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3:873.89 As part of this, we expect firms to demonstrate that they establish and maintain appropriate
and risk-sensitive policies and procedures to counter the risk that they maybeusedto
furtherfinancial crime. These policiesand proceduresshould be proportionatetothenature,
scalecomplexity ofthefirm’sactivitiesand enable ittoidentify, manage, monitorandreportany
financial crimerisks to whichitmay beexposed. Firmsshouldensuretheyestablishaclear
organisationalstructure whereresponsibilityforensuringcompliancewithanti-moneylaundering
and counterterrorismobligationsisclearlyallocated(seealsoGovernancearrangements andrisk
managementcontrolsatparagraph3.157).

3:883.90 Aspartoftheinformationprovided byapplicants, andinaccordancewiththe MLRs, we expect details
on the risk-sensitive anti-money laundering policies, procedures and internal controls related to:

¢ customerduediligencechecks
* theongoingmonitoringofbusinessrelationships
® thereporting of suspicions, both within the firm and to the National Crime Agency

¢ assessmentofmoneylaunderingrisks andthe application ofenhanced measuresin higher
risksituations

¢ record keeping

¢ monitoringcompliancewith procedures

¢ internalcommunicationof policies and procedures
¢ staffawarenessandtrainingonmoneylaunderingmatters

3:893.91 This should include the systems and controls in place to ensure that the applicant’s branches
andagentscomplywithapplicableanti-moneylaunderingand combating terroristfinancing
requirementsintherelevantjurisdiction wherethe branchoragent isbased.

3:903.92 Applicants mustalso provide us with the name of the person (the Money Laundering Reporting
Officer) nominated toreceive disclosures under Part 7 of the Proceeds of Crime Act 2002 and
referred to in regulation 21(3) of the MLRs. Where different, applicants must also provide us
with the name of the individual appointed under regulation21(7)ofthe MLRs.Money
launderingregistration(regulation6(8)ofthePSRs 2017andregulation6(7)ofthe EMRSs).

3:913.93 Applicants that are required to be registered with Her Majesty’s Revenue and Customs
(HMRC)underthe MLRswilleitherneedtoberegisteredbeforewecan authorise them, or need
toprovide evidence that they have submitted the appropriate application to HMRC. This will
apply to:
® most money service businesses (MSBs)
® bill payment service providers
® telecommunication, digital and IT PSPs

3:523.94 Firms that are already MLR-registered with HMRC should supply their registration numberwhen
applyingtous.IfanapplicationtoHMRCisbeingmadeatthesametime asanapplicationfor

authorisation,thentheapplicantshould providetheirapplication number.

3:933.95 Wewillverifywith HMRCthattheregistration orapplication numberprovided tous matchesa
validMLRregistrationorapplicationforthatfirm.

3:943.96 Wherewewillberesponsiblefor moneylaundering supervisionofthe applicant, noseparate
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registrationisrequired. ThiswillbethecaseforallEMIsand(generally speaking) all Pls (unless
the application only relates to the provision of money remittance services). These firms
only need to complete the ‘Authorised Payment Institution’ or ‘Authorised E-money
Institution’ form, as these combine both MLR registration and PSRs 2017/EMRauthorisation.

Qualifying holdings (regulation 6(7) (a), paragraph 13 Schedule 2 PSRs 2017 and
regulation 6(6)(a) and paragraph 8 Schedule 1 EMRSs)

3:953.97 Aconditionforauthorisationunderboththe PSRs2017and EMRsisthattheapplicant must satisfy us

3.88

that any persons having a qualifying holding in it are fit and proper persons having regard to the
need to ensure the sound and prudent conduct of the affairs ofthe applicant. Thiscomprisestwo
elements:first, theapplicant will need to assesswhetheranypersons(orentities)haveaqualifying
holdingintheapplicantand notify usoftheiridentity; and secondly, we will assessthefitnessand
propriety ofany suchpersons(orentities).

Assessment of qualifying holdings

A ‘qualifying holding’ is defined by reference to article 4(1)(36) of the Capital Requirements
Regulation {EU}-575/2013 on prudential requirements for creditinstitutions and investment firms,
as onshored by the European Union (Withdrawal) Act 2018 amended by Capital Requirements
(Amendment) (EU Exit) Regulations 2019. We refertopeoplewithaqualifyingholdingas
‘controllers’.

3:963.98 Acontrollerisanindividual or firm that does one of the following:

* holds10%ormoreofthesharesintheapplicantfirm (includingthroughaparent);

® isabletoexercisesignificantinfluence overthe managementoftheapplicantfirm throughtheir
holdingintheapplicantfirmoraparent;

® sentitledto control orexercise control of 10% or more of the voting power in the applicantfirm
(includingthroughaparent);or

¢ isabletoexercisesignificantinfluence overthe managementoftheapplicantfirm through their
voting power initora parent inmind when consideringwhetheramember with lessthan 10%
votingpowercould exercisesignificantinfluenceoverthefirm’smanagement.

3:973.99 Limitedliabilitypartnership (LLP)applicantsshouldnotethatsome(orsometimes all)individual

membersmaybecontrollersofthe LLP. Usuallythiswilldepend on the number of membersandthe
termsofthe membership agreement, especially regardingvotingpowerorsignificantinfluence.For
example,inan11-personLLP whereallhave equalvoting power, it mightappearthatnoneofthe
memberswillbea controller(asnoindividualmemberwillhave 10% or more of the voting power).
One ofthemembersmaystill, however, exercisesignificantinfluence.lfthe membership
agreementrequiredsignificantdecisionstobetakenunanimouslybythemembers,a dissenting
membercouldexercisesignificantinfluenceoverthefirm’smanagement despite havinglessthan
10% ofthe voting power. Applicantfirms should have this

3:983.100 APIGuideline15andEMIGuideline15explainalltheinformationanddocumentation which

mustbeprovidedinrelationtoqualifyingholdingsinPlsand EMlIs. Foreach qualifyingholdinginthe
applicant,anauthorisationapplicantmustprovide:

¢ informationrelatingtothesizeandnature of the qualifying holding

¢ evidenceofthesuitability of each controllertakinginto account the need to ensure thesoundand
prudentmanagementofaPlorEMI(asapplicable)

3:993.101 Therelevantformsfor providingthisinformationare available viaConnect. Weattach

considerableimportancetothecompletenessandaccuracyofthe‘QualifyingHolding’ form. If the
applicantisinanydoubtastowhetherornotanyinformationisrelevant, it should beincluded.
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Assessment of suitability of controllers

3:1003.102  The term ‘fit and proper’ is used frequently in the context of individuals approved under
FSMA.Wehaveinterpretedthisterm,whichisusedinregulation 6 of the PSRs 2017 and regulation 6 of
the EMRsinrelationto controllers, to meanin substancethe sameforPlsand EMIsasitdoesfor
individualsapprovedin FSMAfirms, subjectto differencesintreducedbyexplained inthe EBA
Guidelines. Wehavesetoutextensiveguidance on what might fall within our consideration of
fitness and propriety in the section of the Handbook entitled ‘The Fit and Proper test for
Approved Persons‘. Applicants who requiremoreinformationmayfindthisguidance,aswellasthe
EBAGuidelines, helpful.

3-14013.103  InSchedule 2 to the PSRs 2017 and Schedule 1 to the EMRs, the word ‘suitability’ is used to
describe whatisrequired of controllers, ratherthan ‘fitand proper’, whichis usedinregulation 6 of
the PSRs 2017 and regulation 6 of the EMRs. Although these terms are different, they
incorporate the same essentialfactors, namely the:

¢ honesty,integrityandreputation;
® competence and capability; and

¢ financialsoundnessofthepersonwithaqualifyingholding,havingregardtotheneed toensurethe
soundandprudentmanagementofaPlorEMI(asapplicable). For more detail on our assessment of
controllers’ fitness and propriety, see section 3.101 ‘Assessing fitness and propriety’.

Directors and persons responsible for payment services (regulation 6(7) (b), and
paragraph 14, Schedule 2 of the PSRs 2017, regulation 6(6)(b) and paragraph 9,
Schedule 1 of the EMRSs)

31023.104  Theapplicantmustsatisfy usthatits directorsand any other persons whoare or will be
responsible forthe managementoftheapplicantandits paymentservicesactivities and e-money
issuance, are of good reputeand havethe appropriate knowledge and experiencetoperformpayment
servicesandissuee-money.

3-3033.105  This incorporates two elements: first, identification by the applicant of those with
responsibility for the payment service or e-money activities of the applicant. All theseindividuals
needtobeincludedintheapplication(theyarereferredtoasa‘PSD Individual’oran‘EMDIndividual’as
appropriate).Secondly,theapplicant,togetherwith the PSDIndividualorEMD Individual, mustprovide
fullandcompleteinformationtous aboutallPSDIndividualsorEMDIndividualsinordertosatisfyusasto
thereputation, knowledge andexperience oftheseindividuals. Thismustbe done by completing the
PSDIndividualformorEMDIndividualformforeachindividual. APIGuideline16and EMIGuideline 16set
eutexplaintheinformationand documentationrequiredinrelationtothe identity and suitability of
directorsand personsresponsible forthe management ofthe applicant. Please see our webpages for
the notesandthefactsheettocompletingthe PSDIndividualformorEMD Individualform.Weattach
considerableimportancetothe completenessandaccuracyofthe PSDIndividualformorEMD
Individualform.Ifthe applicantisinanydoubtastowhetherornotanyinformationisrelevant,itshould
be included.

Identification of those with responsibility for the payment service or e-money
activities of the applicant

3-1043.106 __Inthecaseofanapplicantthatonly providespaymentservices,oranEMIthatonly issuese-moneyand
providespaymentservices,theapplicantislikelytoberequired to complete the relevant PSD Individual or EMD
Individual forms foreachand every manager of the applicant, but only to the extent that their roleis directly
relevant to payment services or e-money issuance. For example, we would not expect a procurement manager,
whose responsibility is limited to sourcing and purchasing goodsandservicesfortheapplicant,toseekapproval.
However,examplesofdirectors and persons likely to be responsible for payment services or e-money issuance
(in additiontodirectorswith qualifyingholdingsasdiscussedabove)include, butarenot limitedto:

® personswithinthe payment or e-money institution that are responsible for each of the
outsourced activities
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® personsresponsiblefortheinternal controlfunctions(includingforperiodic, permanent
andcompliancecontrol)e.g.ComplianceOfficer

¢ personsincharge ofensuring the applicant’s compliance with anti-money
laundering and counter-terrorism obligations e.g. MLRO.

3-1053.107 _Inthecaseofapplicantsthatcarry onbusinessactivities otherthan solely payment services
and/orissuance ofe-money, theapplicantislikelytoberequiredtocomplete the relevant PSD
Individual or EMD Individual forms only for those Directors and personswithresponsibilityfor
runningthefirm’spaymentservicesactivitiesand e-money issuance activities.

Assessment of good repute, knowledge and experience of identified individuals

3:1063.108  We considerthe term ‘of good repute’ to include the same essential factors relating to
fitness and propriety set out below in relation to controllers. This means that we will considerthe
sameessentialfactorssetoutinparagraph3.95above(anddescribed inthe nextsection)inrespect
ofalldirectorsandallindividuals whoare orwhowill beresponsible forthe managementofthePI
orEMlorits paymentservicesand/or e-money issuance activities.

Assessing fitness and propriety

31073.109  We will assess the fitness and propriety of a controller or an individual on the information
provided in the application form, including PSD or EMD Individual forms and other information
available to us from our own and external sources. We may ask for more information if required. We
require the disclosure of convictions and investigations. Additionally, we require the disclosure of all
spentandunspentcriminal convictions and cautions (other than those criminal convictions and

cautions thatare protected).’

3-1083.110 _ Duringtheapplication process, we maydiscussthe assessment ofthe controller’sor
individual's fitness and propriety informally with the firm and may retain any notes of those
discussions.

3:3093.111  Examples of the matters we will consider for each factor are set out below. It is not possible,
however, tolistallthe mattersthat would berelevanttoaparticular controller orindividual.

Honesty, integrity and reputation
3:14103.112  Indeterminingthe honesty, integrity and reputation ofacontrolleroranindividual, the
followingareexamplesoffactorsthatwewillconsider. Whether:

® anassessmentofthereputationofthecontrollerorindividualhasalreadybeen conducted by
acompetent authority;

® thepersonhasbeenconvictedofanycriminal offence particularly ofdishonesty, fraud, or
financial crime;

* thepersoniscurrentlybeinginvestigatedforanycriminaloffence.Thiswouldinclude wherean
individualhasbeenarrestedorcharged;

® thepersonhasbeenthesubject of anyadverse finding orany settlementin civil proceedings,
particularlyinconnectionwithinvestmentorotherfinancialbusiness, misconduct, fraud orthe
formation or management of a firm, particularly a Pl oran EMI. Thiswouldinclude anyfindings by
us, byotherregulatoryauthorities (including a previous regulator), clearing houses and
exchanges, professional bodies,orgovernmentbodiesoragencies(suchasHMRC,theSerious
Organised CrimeAgency, theSerious Fraud Office, etc.)thattheindividualhasbreachedor
contravenedanyfinancialserviceslegislation. Theregulatory history ofthefirmor individualis
thereforelikelytoberelevant;

15 The relevant legislation: the Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975, the Rehabilitation of Offenders (Exceptions)
Order (Northern Ireland) 1979 and the Rehabilitation of Offenders Act 1974 (Exclusions and Exceptions)(Scotland) Order 2013.
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® the person has been the subject of any existing investigation or disciplinary proceedings, by
us,byotherregulatoryauthorities(includingapreviousregulator), clearing houses and
exchanges, professional bodies, or government bodies or agencies(suchasHMRC,theSerious
OrganisedCrimeAgency,theSeriousFraud Office, etc.);

® the person has been refused membership, registration or authorisation of a professional
organisationorhashadthatregistration,authorisation, membership orlicencerevoked,
withdrawnorterminated,orhasbeenexpelledbyaregulatoryor governmentbody;

® the person has been a director, partner, or concerned in the management, of a businessthathas
goneintoinsolvency, liquidationoradministrationwhilethe person hasbeenconnected with that
organisation;

® thepersonhasbeensubjecttorelevantdisciplinaryaction(includingdisqualification as company
director);

* inthepast,the personhasbeencandidandtruthfulinalltheir dealings with any regulatorybody
andwhetherthepersondemonstratesareadinessandwillingness to comply with the
requirements and standards of the regulatory system and with otherlegal,regulatoryand
professionalrequirementsandstandards.

33113.113  Wewillconsidermattersthatmayhaveariseninthe UKorelsewhere.

3H23.114  The‘relevant’ matterswerefertoabovewillinclude offencesunderlegislation relating to
companies, banking or other financial services, serious tax offences or other dishonesty,
insolvency, insurance, moneylaundering, marketabuse, misconductor fraud.

3-13133.115  The applicant firm should tell us of all relevant matters, but we will consider the
circumstancesinrelationtotherequirementsandstandards ofthe PSRs2017 or EMRs. For
example,aconvictionforacriminal offencewillnotautomaticallymean anapplicationisrejected.
Wetreateachcontroller’sorindividual’sapplicationona case-by-casebasis, takingintoaccount
theseriousnessof,andthe circumstances surrounding, the offence, the explanation offered by
the convicted controller or individual, the relevance of the offence to the proposedrole, the
passage of time since the offence was committed and evidence of the controller’s or
individual’s rehabilitation.

31H1443.116 _ Ifafirmisnotsurewhethersomethingmayhaveanimpactonacontroller'soran
individual’sfitnessandpropriety,theinformationshouldbedisclosed. Wetakethe non-disclosure
of materialfactsveryseriouslyasitisseenasevidence of current dishonesty.Ifindoubt, disclose.

Competence, capability and experience
31153.117  Indeterminingacontroller’soranindividual’scompetence,capabilityandexperience, wewill
haveregardtowhethertheindividualhasthe:

¢ knowledge
® experience

e training
to be able to perform the activity of providing payment services.

Financial soundness (only relevant for assessment of controllers)
3:14163.118  Indeterminingthesuitability ofacontrollerwe will takeintoaccountacontroller’s
financialsoundnessandwewillconsideranyfactorsincluding,butnotlimitedto:

¢ whether the controller has been the subject of any judgement, debt or award in the UK or
elsewhere,thatremainsoutstandingorwasnotsatisfied withinareasonable period;or
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¢ whether the controller has made any arrangements with their creditors, filed for bankruptcy,
hadabankruptcypetitionservedonthem, beenanadjudgedbankrupt, beenthe subjectofa
bankruptcyrestrictionsorder (includinganinterimbankruptcy restriction order), offered a
bankruptcy restrictions undertaking, had assets sequestrated,orbeeninvolvedinproceedings
relatingtoanyofthese.

Auditors and audit arrangements (paragraphs 15 and 18 Schedule 2 of the PSRs 2017,
paragraph 10 and 13 Schedule 1 of the EMRs)

33173.119  Applicants are required to provide a description of the audit and organisational
arrangements that have been set up in relation to the safeguarding measures, governance
arrangements, risk management procedures, internal control mechanisms, security incidents and
security-related customer complaints and organisational structure described in the application.
These should show that the applicantistaking allreasonable stepsto protect the interests of its
customersandto ensurethecontinuityandreliability of performance of paymentservicesand
issuance ofe-money.Seeparagraph3.40above.

3-13183.120  Depending on the nature, scale and complexity of its business, to comply with the
requirement of the PSRs 2017 and EMRs for sound accounting procedures and adequateinternal
control mechanisms, it may be appropriate forafirm to maintain an internal audit function whichiis
separate and independentfrom the other functions and activities of the firm. We would expect
theinternalauditfunction to have the following responsibilities:

¢ establish, implement and maintain an audit plan to examine and evaluate the adequacyand
effectivenessofthefirm’ssystems,internalcontrolmechanismsand arrangements

® issuerecommendationsbasedontheresultofworkcarriedout
¢ verifycompliance with thoserecommendations
* reportinrelationtointernal audit matters to senior personnel and/or separate supervisory
function(e.g.asupervisoryboardinatwo-tierboardstructure or nonexecutive committeein
aone-tier structure)
3:1193.121  Aswellasanyinternalauditfunction, we require, explained by APIGuideline17andEMI

Guideline 17 reguire-APIs and EMls to provide information on the identity of its statutory
auditor oraudit firm.

Part II: Becoming a small Pl or a small EMI

31203.122  BusinessescanapplyforregistrationasasmallPlandbeexemptfromthe

authorisationandprudentialrequirementsofthe PSRs2017ifthey:

¢ haveanaverage monthly paymentvalue of notmorethan€3million overthe period of twelve
months preceding their application (or, where the applicant has yet to commencepayment
services,orhasbeenprovidingpaymentservicesforlessthan 12 months, the monthly average
may be based on the projected total amount of paymenttransactionsovera12 month period);
and

¢ donotintendtocarryonAlSorPIS.

314213.123  BusinessescanapplyforregistrationasasmallEMIandbeexemptfromthe
authorisationandprudentialrequirementsofthe EMRsif:
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® theirtotalbusinessactivitiesare projectedtogenerate average outstanding e-moneythat
does not exceed €5 million;

¢ theirmonthly average turnoverinrespectofrelevantunrelated paymentservice
transactions over the period of 12 months preceding the application does not exceed €3
million (or, wherethe applicanthasyettocommencethe provision of paymentserviceswhich
arenotrelatedtotheissuance of e-money, orhasbeen providing such paymentservicesforless
than12 months, the monthlyaverage may be based on the projected totalamount of the
relevanttransactions overa 12 monthperiod);and

¢ theydonotintendtocarry outAlS orPIS.

31223.124  Theconditions that must be metin orderto become a registered small Plor small EMI are
setoutinregulation 14 ofthe PSRs 2017 and regulation 13 of the EMRs respectively. We
provide guidance in relation to each of the conditions, and the associatedinformationwhichwe
willrequesttoassesstheseconditions, below.We also set out otherinformation thatapplicants
will need to provide when applying for registration.

Making an application

33233.125  Applicants to become a small Pl or small EMI must pay a fee (see Chapter 15 — Fees for more
information). No work will be done on processing an application until the full fee is received. Thefeeis
non-refundable.

31243.126  For small Pls and small EMIs, the application must be signed by the person(s) responsiblefor
makingtheapplicationonbehalfoftheapplicantfirm.Theappropriate persons(s)dependsonthe
applicantfirm’stype,asfollows:

Type of applicant Appropriate signatory
Sole trader (small Pls only) The sole trader
Partnership (small Pls only) Two partners

Unincorporated association (not a | All members of the unincorporated association or one person
limited partnership) (small Pls only) | authorised to sign on behalf of them all (supported by a resolution
of the committee of management or equivalent)

Company with one director The director

Company with more than one Two directors

director

Limited liability partnership Two members

Limited partnership The general partner or partners

Information to be provided and conditions of registration — both small Pls and
small EMIs

34253.127  WemayrefusetoregisteranapplicantasasmallPlorsmallEMIifanyofthe conditions specifiedin
regulation14ofthe PSRs2017orregulation13ofthe EMRs(asapplicable) have notbeen met. We provide
guidanceontheinformationwhichwe will requestfrom applicantsbelow,includingreferencestothe
PSRs2017orEMRswhererelevant.This informationwillberequestedfrombothsmallPlsandsmallEMIs.

Value of paymenttransactions—regulation 14(3) ofthe PSRs 2017 and regulation
13(4)oftheEMRSs

34263.128  Tobe eligible for registration as a small PI, the average monthly value of payment
transactions (or, where applicable, projected monthly average) carried out by the applicant
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(including by agents on its behalf) must not exceed €3 million. In their application forregistration,
applicants willberequiredtoself-certify thatthe business willmeetthe monthlyvalue of payment
transactionscondition. If, however, wesuspect that this might notbe the case, we may ask for projected
financial statements. We also askthe applicanttodescribe how it will monitorthe monthly average
value of payment transactionsonceitisregistered. Weexpectapplicantstohaveaclearandestablished
process for monitoring this so that they know if the requirement to become authorised (monthly
averagepaymenttransactionsvalueexceeding€3million)istriggered.

33273.129  ForsmallEMIs,ifthe business planstoundertake paymentservices notconnected with the
issuing of e-money (unrelated paymentservices), thenthe monthly average ofrelevantpayment
transactions(or,whereapplicable, projectedmonthly average) mustnotexceed€3m. Toregisterasa
smallEMI, anapplicant mustalsonothavetotal business activities that generate (or, where
applicable, are projected to generate) average outstandinge-moneythatexceeds€5m.SmallEMls
arerequiredtoprovide financialforecastswiththeirbusinessplansandmoredetailisprovidedbelow.

33283.130  Applicantswillneedtotakeaccountofchangesinexchangerateswheretheycarryout
transactionsindifferentcurrencies.Inourview,itwouldbereasonableforapplicants tousethe
Commission’smonthlyaccountingrateofthe euro (whichisavailable onthe InforEurowebsite)to
caIcuIateturnoverineuroforaparticularcalendarmonth.16

Business must not include the provision of account information services or
paymentinitiation services—regulation 14(4) of the PSRs 2017 and regulation
13(4A)oftheEMRSs

34293.131  SmallPIsandsmallEMIsarenotpermittedtocarry outAlSorPIS. Businessesthat wishtocarry out
theseserviceswillneedtoapplyforauthorisationor,inthe case ofa businessonlywishingtoprovideAlS,
thebusinesswillneedtoapplytobecomeaRAISP and cease providing otherpaymentservicesor
issuinge-money.

Convictions by management — regulation 14(5) of the PSRs 2017 and regulation
13(8) of the EMRs

31303.132  Noneoftheindividualsresponsibleforthe managementoroperation oftheapplicant canhave
been convicted of offencesrelatingtomoneylaundering, terroristfinancing orotherfinancial crimes.
Wewillasktheapplicanttoconfirmontheapplication form that this is the case.

34313.133  Financialcrimeincludesfraudordishonesty,offencesunder FSMA, the PSRs2017 orthe EMRSs,
andacts oromissionsthatwould be an offenceifthey took placeinthe UK. Werequirethedisclosure of
spentandunspentcriminalconvictionsandcautions unless the relevant conviction or cautionis
protected.

Qualifying holdings — regulation 14(6) of the PSRs 2017 and regulation 12(1)
paragraph 4 of Schedule 3 of the EMRs

31323.134  Where the applicant is a partnership, an unincorporated association or a body corporate, it
must provide evidencethatany personshavingaqualifying hoIdingwin it (a‘controller’)aresuitable
havingregardtothe needtoensurethesoundandprudent conductoftheaffairs of the small Plor
small EMI. Forsmall Pls, the applicant must satisfy us thatany controlleris fitand proper.

31333.135  The information that we will require about qualifying holdings for an application for
registration as a small Pl is the same as for an application for authorisation as an
authorised Pl(setoutinPartlabove)andsmallPlswillneedtosubmitcontrollerforms forpersonswitha
qualifyingholding.SmallEMIswillneedtoidentifytheircontrollersin the application form butare not
required to submit separate forms for persons with a qualifyingholding.

16 http://ec.europa.eu/budget/contracts_grants/info_contracts/inforeuro/index_en.cfm

17 Qualifyingholding’isdefinedbythe{ CapitalRequirementsRegulation}asadirectorindirectholdinginan undertakingwhichrepresents 10
%ormoreofthe capital or ofthevotingrights orwhich makesit possible to exerciseasignificant influence overthe managementofthat
undertaking.
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Directors, managers and persons responsible for payment services —regulation
14(7)ofthePSRs2017andregulation13(7)(a)oftheEMRs

34343.136 _ The requirements for the directors, managers and persons responsible for the management
ofe-moneyand/orpaymentservices (asapplicable) ofthesmall Plor smallEMIarethesameasthosefor
anauthorisedPlorauthorisedEMI.Wewilltakethe sameapproachtoassessmentofindividualsasset
outinPartlabove.Thisincludes applyingthesame ‘fitnessandpropriety’ testdescribedabove(section
3.101).

Close links — regulation 14(8) of the PSRs 2017 and regulation 12(1) of the EMRs
34353.137  Forapplicantsthatarebodies corporate the information we will require about ‘close links’for
applicationsasasmallPlorsmallEMlisthe same asthoseforanauthorised Pl (see Partlabove).

Location of head office, registered office or place of residence —regulation 14(10)
ofthe PSRsandregulation 13(9) of the EMRs

34363.138  ForapplicantstobeeitherasmallPlorasmallEMI, theirheadoffice, registered office orplaceof
residence,asthe case maybe, mustbeinthe UK.

31373.139  Onlybodiescorporate(e.g.alimited companyor Limited Liability Partnership (LLP)) canapply
tobecomeasmallEMI.AnapplicanttobecomeasmallPImaybeanatural person,inwhich case their
placeofresidencemustbeinthe UK.

34383.140  Thelocation ofthe head office, registered office and principal place of businessisto be
supplied aspart ofthe contactdetails. Inassessingthe location of the head office, we will take the
approachsetoutinsection 3.49—3.53 above.

Money Laundering registration — regulation 14(11) of the PSRs 2017 and regulation
13(10) of the EMRs

31393.141  Theapplicant must comply with the registration requirements ofthe MLRs, where those
requirements apply to it (see 3.84-3.87 in Part | above for more on MLR registration
requirements).

31403.142  Wherewewillberesponsibleformoneylaunderingsupervisionoftheapplicant, noseparate
registrationisrequired.Thiswillbethe caseforallsmallEMIsand (generallyspeaking)allPIs(unlessthe
applicationonlyrelatestotheprovisionof moneyremittanceservices).Thesefirmsonlyneedto
completethe ‘SmallPayment Institution’ or ‘Small E-money Institution’ form, as these combine
both MLR registration and PSRs 2017/EMRregistration.

31443.143  Applicantsarerequiredtoprovideadescriptionoftheanti-moneylaunderingpolicies,
proceduresandcontrolsinplace.

Programme of operations

33423.144  Applicants to become small Pls and small EMIs will need to provide a description of theirmain
businessandthe paymentservicesenvisaged,includinganexplanationof how the activitiesand the
operationsfitintothe list of paymentservices set outin Part 1ofSchedule 1ofthe PSRs 2017.Some
examplesofthesortsofactivities expectedto fall within the scope of each are described in Chapter2—
Scope, with further guidance inChapter3andChapter15ofPERG.

Security incidents and customer complaints

3:3433.145 _ ForsmallPIsandsmallEMIs,theinformationrequiredintheregistrationapplication includes
details of how the applicant will comply with its obligation to report major operationalor
securityincidentsunderregulation99 ofthe PSRs 2017—see Chapter 13 — Reporting and
notifications for more information on the incident reporting requirements.

3:3443.146  Applicantswillalsoneed todescribethe complaints proceduresin placeforcustomers that

comply with regulation 101 of the PSRs 2017 for non-eligible complainants and ourDispute
ResolutionSourcebook(DISP)foreligiblecomplainants.SeeChapterll— Complaints handling.

31453.147  The requirements for reporting of security incidents and customer complaints

45


https://3.84-3.87
https://3.49�3.53

expectedforsmallPlsorsmallEMIsarethesameasthoseforanauthorisedPlor authorised EMI
(see Partlabove).

Sensitive paymentdata

3:1463.148  For small Pls and small EMIs, the application form requests a description of the applicant’s
processtofile, monitor,trackandrestrictaccesstosensitive paymentdata. Therequirementsfor
handling sensitive payment dataexpectedforsmallPlsorsmall EMIsarethesameasthoseforan
authorisedPlorauthorisedEMI(seePartlabove).

Statistical data on performance, transactions and fraud

31473.149  ForsmallPlsandsmallEMIs,applicantsarerequiredto provideadescription of the
procedures they have in place for collecting statistical data on fraud (including the means
of collecting collected). This should demonstrate how the applicantwill ensure it can meet
its obligations to report to us (see Chapter 13 — Reporting and notifications).

Security policy

3-13483.150  Applicants will need to provide a description of their security policy which mustinclude a
detailedriskassessmentoftheservicestobeprovided,includingrisksoffraud andillegal use of
sensitive and personalinformation and the mitigation measures to protect users from the risks
identified. Applicants should also demonstrate how they willcomplywiththeirobligationunder
regulation98(1)ofthe PSRs2017(management of operational and security risk). They may wish
to consider the use of security training, accreditation and/or certification to support their
application (in particular government-backedschemes, e.g.CyberEssentials,asecuritycertification
scheme thatsetsoutabaseline ofcybersecurityfororganisations).18Forsmall Plsand small EMls,
applicants must provide a description of the key IT systems in use which will support the provision
of payment services, including off-the-shelf and bespoke packages. Applicants will alsoneedto
confirmwhetherthey are already using these systems. The requirementsfor security expected for
smallPIsorsmallEMIsarethe sameasthoseforanauthorisedPlorauthorisedEMI(seePartlabove)and
includethe physical security of applicants’ premises.

31493.151  AssmallEMlIsareinherentlyreliantonITsystemstoensuretheyoperate soundly, we intend to
assess I T systems during the approval process. Applicants mustsatisfy us thattheiroverall IT
strategyis proportionate tothe nature, scale, and complexity of the businessandissufficiently robust
tofacilitate, onanongoing basis, their compliance with the conditions of registration.

Safeguarding

Small EMIs — regulation 13(7)(c) EMRs

3:4503.152  SmallEMIsaresubjecttothe samesafeguardingobligationswith respecttofundsthat have been
receivedinexchangefore-moneyasauthorised EMIs,andtheinformation that we require is the same
(please refer to the information on safeguarding for authorised EMIsin Part | above).

3:13513.153  Small EMIsthat provide unrelated payment services may choose to safeguard funds
received for the execution of payment transactions that are not related to the issuance of e-money.
Where they choose to comply, the requirements are the same as those foran authorised EMI or
authorised Pl (please referto the information on safeguarding forauthorisedEMIsinPartlabove).

Small PIs

3:1523.154  SmallPIscan choose to comply with safeguarding requirementsin order to offer the same
protections over customer funds as authorised Pls must provide. Where they choosetocomply, the
requirementsarethesameasthoseforanauthorised Pl (please refertotheinformationon
safeguardingforauthorised PlsinPartlabove).

3:1533.155  Thereis more information on safeguarding in Chapter 10 — Safeguarding, including
guidanceonwhatwewouldexpecttoseebywayoforganisationalarrangements.

18 https://www.cyberaware.gov.uk/cyberessentials/
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Additionalinformationto be providedand conditionsof registration—small EMIsonly
3-1543.156  There are conditions of registration set out in regulation 13 of the EMRs which must be

metbysmallEMIsbutdonotapplytosmallPls.Belowwesetoutinformationwe will onlyrequestfrom
applicantstobecomesmallEMls.

Business plan — regulation 13(7)(b) of the EMRs

3:1553.157  Thebusinessplanhastoexplainhowtheapplicantintendstocarryoutits business. It should
provide enoughdetailto showthatthe proposal hasbeen carefullythought out andthattheadequacy
offinancialandnon-financialresourceshasbeenconsidered.

3:1563.158  Theplan mustinclude aforecast budget forthe first three financial years. The budget hasto
demonstrate thatthe applicantisable toemployappropriate and proportionate systems, resources
and procedures to operate soundly, and that it will be able to continueto meettheinitial capital
requirementsandthe ongoing capital (own funds) requirement, if applicable.

314573.159  Thebusinessplanshouldalsoinclude, butnotbelimitedto, the following:background tothe
application;

¢ adescriptionofthee-moneyissuanceand paymentservicesbusiness (thisshould include a step-
by-step description from start to end of how the e-money will be issuedbytheapplicantand
redeemedbythecustomer);

® sourcesoffunding;
® targetmarkets;and
¢ a marketing plan.

3:13583.160 Ifthe applicantintends to provide unrelated payment services then a separate
businessplanforthese,coveringtheinformationrequiredabove,shouldalsobe submitted.

Initial capital — regulation 13(5) EMRs

3:14593.161  Bythetime ofregistration, the applicant must provide evidence that it holds initial capital
atthelevelrequired by Part 1 of Schedule 2 of the EMRs. The level of initial capitalrequiredvaries
accordingtotheaveragevalueofoutstandinge-money:

¢ wherethebusinessactivitiesofanapplicantgenerateaverage outstandinge-money of €500,000 or
more, the capital requirementis at least equal to 2% of the average outstanding e-money of the
institution; and

¢ wherethebusinessactivitiesofanapplicantgenerateaverage outstandinge-money oflessthan
€500,000,thereisnocapitalrequirement.

3-1603.162  WhereanapplicanttobecomeasmallEMIhasnotcompletedasufficientlylong periodofbusiness
tocompilehistoricaldataadequatetomakethatassessment,the applicantmustmaketheassessmenton
thebasisofprojectedoutstandinge-moneyas evidencedbyitsbusinessplan,subjecttoanyadjustments
tothatplanrequiredbyus.

31613.163  Theevidencethatshould be provided willdepend onthetype of businessand itssourceof
funding.Forexample,ifanapplicantisalimitedcompanyandusing paid-up share capital, we would
expecttoseeacopy ofthe SHO1 form submitted to CompaniesHouseandabankstatement,inthe
business’name, showingthe monies beingpaidin.Ifanapplicanthasalreadybeentradingandhas
sufficientreservesto meettheinitial capital requirement, then acopy of the last year-end accounts
may be sufficient(orinterimaccountsifappropriate).Businessesmaywishtocapitalisenearer tothe
time of registration, sothisevidence can be provided at alater date, butit will be required before
registrationisgranted. Foranapplicationtobe complete we mustbe satisfiedthattheinitialcapitalwill
beinplaceimmediatelybeforeregistration.
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3:1623.164  SmallEMIsthatarerequired bythe EMRstoholdinitial capitalarealsorequiredto maintain
adequateownfundsonanongoingbasis, byreferencetoparagraph 14of Schedule 2 of the
EMRs. See Chapter 9 — Capital resources and requirements for more information.

Governance arrangementsand risk management controls — regulation 13(6) EMRs
3:3633.165  Applicants to become a small EMI are required to provide descriptions of the governance

arrangementsandriskmanagementprocedurestheywillusewhenissuing e-moneyand

providing paymentservices. Wewillassesswhetherthearrangements, controlsand proceduresare

appropriate, soundandadequate, takingintoaccounta number offactors, suchasthe:

* typesofpaymentservicesande-moneyenvisaged;

® nature,scaleandcomplexityofthebusiness;

e diversityofitsoperations,includinggeographicaldiversity;

¢ volumeandsizeofitstransactions;and

¢ degree ofriskassociated with each area of its operations.

Governance arrangements

3-1643.166  Governancearrangements are the procedures usedin the decision-making and
controlofthe business that provideits structure, direction and accountability.

3:13653.167  Thedescription of the governance arrangements mustinclude a clear organisational
structure with well-defined, transparent and consistent lines of responsibility (regulation13(6)(a)of
theEMRs).Ifapplicable, thisshouldcovertheunrelatedpayment servicesbusinessaswellasthee-
moneybusiness. Wewouldalsoexpecttoreceive information on:

e decision-making procedures;

¢ accounting procedures for monitoring that the average outstanding e-money and payment
servicestransactionsdo notexceedthethresholdsforauthorisation (see paragraphs 3.120-3.122);

® reporting lines;
® internalreportingandcommunicationprocesses;
¢ thearrangementsforregularmonitoringofinternalcontrolsand procedures;and
* measuresthatwouldbetakentoaddressanydeficiencies.
Risk management
3:1663.168  The description of the risk management procedures provided in the application should
showhowthebusinesswill effectivelyidentify, manage, monitorandreportanyrisks to whichthe
applicantmightbeexposed(regulation13(6)(b)oftheEMRs).Suchrisksmay include risks in relation to

both the e-money business and any payment services business:

¢ settlementrisk (settlement of a payment transaction does not take place as
expected);

e operationalrisk(lossfrominadequateorfailedinternal processes,peopleor systems);
¢ counterparty risk (that the other party to a transaction does not fulfil its obligations);
¢ liquidityrisk(inadequatecashflowtomeetfinancialobligations);

® marketrisk(riskresultingfrommovementinmarketprices);



¢ financial crimerisk (theriskthatthe EMI oritsservices mightbe usedfora purpose connectedwith
financialcrime);and

o foreignexchangerisk(fluctuationinexchangerates).

Depending on the nature and scale of the business and any payment services beingprovided,
itmaybeappropriateforthe smallEMItooperateanindependent riskmanagementfunction.
Wherethisisnotappropriate,thesmallEMIshould nevertheless be able to demonstrate that
the risk management policies and proceduresitwilladoptareeffective.

Partlll:Becoming a RAISP

3:1673.169  ThissectionappliestoabusinessthatwishestobecomeaRAISP. Theinformation
requirementsrelevanttosuchapplicationscanbefoundinregulation17ofthe PSRs 2017 and the
conditions of registration are setoutin regulation 18 of the PSRs 2017.

3:13683.170  RAISPsmaynotprovideanypaymentservicesotherthanAlS.
3:3693.171  Applicantstobecome RAISPs must pay a fee (see Chapter 15— Fees for more
information).Noworkwillbedoneonprocessinganapplicationuntilthefullfeeis received.The

feeisnon-refundable.

31703.172  Theapplicationmustbesignedbytheperson(s)responsibleformakingtheapplication onbehalf
oftheapplicantfirm.Theappropriate persons(s)dependsontheapplicant firm’stype,asfollows:

Type of applicant Appropriate signatory
Sole trader The sole trader
Partnership Two partners

Unincorporated association (nota | All members of the unincorporated association or one person
limited partnership) authorised to sign on behalf of them all (supported by a resolution
of the committee of management or equivalent)

Company with one director The director

Company with more than one Two directors

director

Limited liability partnership Two members

Limited partnership The general partner or partners

Information to be provided and conditions of registration

3343.173  WemayrefusetoregisteranapplicantasaRAISPifthe conditionsin regulation 18 of the PSRs
2017arenotmet.Thisincludeswhere, ifregistered,thegroundsinregulation 10ofthe PSRs 2017
(cancellation of authorisation)asapplied by regulation 19 ofthe PSRs2017 would be metiftheapplicant
wasregistered. Thismeansthatwe willtake account of those grounds (such as threats to the stability
of, or trust in, a payment system, orthe protection of the interests of consumers) in consideringan
application.

19 https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-authorisation-and- registration-under-
psd2
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33723.174  This section needs to be read alongside section 4.2 (“Guidelines on information required
from applicants for registration for the provision of only service 8 of Annex 1 of PSD2 (account
information services)) of the EBA Guidelines (the RAISP Guidelines).19 Together, these documents
explain the information that we require to be supplied with the applicationandthe conditionsthat
mustbesatisfied.

Programme of operations (paragraph 1, Schedule 2 of the PSRs 2017)
33733.175  Theinformation and documentation which needs to be provided in the programme of

operationsforRAISP applicationsisseteutexplainedinRAISP Guideline 3. These are similar
to thoseforanauthorised Pl (seePartl).

3:1743.176  The programme of operations to be provided by the applicant must describe the AlS tobe
provided andexplainhowthisfitsthe definition of AISinthe PSRs 2017.As this service cannotinvolve
cominginto possessionoffunds, adeclarationtothiseffectis required.Inourviewbeingin
possessionoffundsincludesanentitlementtofundsin abankaccountintheapplicant’sname, funds
inanaccountintheapplicant’snameat another Pl and funds held on trust forthe applicant.

33753.177  Theapplicantisalsorequiredto provide copiesof draft contracts betweenall parties involved,
andtermsandconditionsofthe provisionofthe AlIS. Wewould expect thisinformation to cover the
nature of the service being provided to the customer, howtheirdatawillbeused,andhowthe
applicantwillobtainappropriateconsent(s) from the customer. See Chapter 17— Payment initiation
and account information services and confirmation of availability of fundsfor more information.

Business plan (paragraph 2, Schedule 2 of the PSRs 2017)

31763.178  Theinformationand documentation which needstobe provided inthe business plan forRAISP
applicationsisseteutexplainedin RAISP Guideline 4. These are similartothoseforan
authorisedPl(seePartl).Thisshould containaforecastbudgetcalculationforthefirst 3years.

Structural organisation (Paragraph 12 of Schedule 2 of the PSRs 2017)

33773.179  Wewillrequireadescriptionoftheapplicant’sstructural organisation, whichisthe plan forhow
theworkofthe businesswillbe organised. Theinformationand documentation tobe providedonthe
structuralorganisationofapplicantsasRAISPsaredetailedin RAISP Guideline 5. This should include
details of outsourcing arrangements, as RAISPs will need to demonstrate that these arrangements
allow them to fulfil the conditions ofregistration. These are similartothose foranauthorised Pl
(seePartl).

Governance arrangements, internal controls and risk management (paragraph 5 of
Schedule 2 of the PSRs 2017)

3:3783.180  Thegovernancearrangements, internal controlsand riskmanagementrequirements for
applicationsasRAISPsareoutlinedinRAISPGuideline6.Thesearesimilartothose foranauthorisedPI
(seePartl).

3:3793.181  Dependingonthenature, scopeand complexity ofthe businessitmaybeappropriate for the
RAISP to operate an independent risk management function. Where this is notappropriate, the
RAISP should be abletodemonstrate thatthe risk management policiesand proceduresit has
adopted are effective. See Chapter 18 —Operational and security risks.

Security incidents and security-related customer complaints (paragraph 6
Schedule 2 ofthe PSRs2017)

331863.182  The information and documentation which needs to be provided for security incidents and
security-related customercomplaintsrequirementsforapplicationsasRAISPsare seteutexplainedin
RAISP Guideline 7. Theseare similartothoseforanauthorised Pl (see Partl).

Sensitive payment data (paragraph 7, Schedule 2 of the PSRs 2017)
3:1813.183  Theinformation and documentation relating to sensitive payment data applicants are
requiredtoprovideareseteutexplainedinRAISPGuideline8.Applicantsmustprovide a description of
the process in place to file, monitor, track, and restrict access to sensitive paymentdataincluding,
forexample, alistofthe dataclassified assensitive payment data in the context of the RAISP’s
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business model and the procedures in place to authorise access to the sensitive payment data.
These are similar to those for an authorised Pl (see Part ). See also Chapter 18 —Operational
and security risks.

Business continuity arrangements (paragraph 8, Schedule 2 of the PSRs 2017).
31823.184  Theinformationand documentation which needs to be provided with respect to business

continuity requirementsforapplications as RAISPs are seteutexplained inRAISP Guideline 9.

Thesearesimilartothoseforanauthorised Pl (seePartl).

Security policy document (paragraph 10 of Schedule 2 of the PSRs 2017)
3:4833.185  The information that should be provided in a security policy document is set ouexplainedt in
RAISPGuideline 10. Thesearesimilartothoseforanauthorised Pl (seePartl).

Directors and persons responsible for payment services (Paragraph 14 of Schedule
2 ofthe PSRs 2017)

3:1843.186  The information requirements relating to the directors and persons responsible for the
paymentservices of RAISPs are setoutexplainedin RAISP Guideline 11. Theseinformation
requirementsincludepersonaldetails,informationrelatingtofinancialandnonfinancial interests and
information on any other professional activities carried out.

31853.187  PSD Individual forms should be provided as set out in Part | for authorised Pls. In assessing
whether the information relating to directors and managers indicates that that the conditions
in regulation 18 of the PSRs 2017 are met (eg registration would not be contrary to the interests
of consumers) we will take a similar approach to that we take to assess the fitness and propriety of
directors and persons responsible for the management of authorised Pls and EMIs (see Part 1 above).

Audit arrangements (Paragraph 18 of Schedule 2 of the PSRs 2017)
3:1863.188  RAISPGuideline6Werequiresthatanapplicantprovidestheidentity ofanyauditorthatis not a
statutory auditor.

33873.189  Paragraph 18 of Schedule 2 of the PSRs 2017 requires the applicant to provide a description
of the audit and organisational arrangements that have been set up in relation to the governance
arrangements, risk management procedures, internal controlmechanisms, securityincidentand
securityrelated customercomplaintsand organisationalstructuredescribedintheapplication.

Professional Indemnity insurance (PII) (paragraph 19, Schedule 2 of the PSRs 2017)

3:1883.190  Theapplicantmustsatisfyusthatitholdsappropriate Plloracomparableguarantee. RAISP
Guideline 12setseutexplainstheinformationanddocumentation whichisrequiredin relationtothis
Pllorcomparableguarantee.TherequiredPllorcomparableguarantee must meet or exceed the
minimum monetary amount directed by us from time to time.Thisdirectionhasbeenmadein
paragraph3.59.

Address of the head office (paragraph 17, Schedule 2 of the PSRs 2017)

3:3893.191 Theapplicantmustprovidetheaddressofitshead office. Thereisnorequirement inthe
PSRs2017forthistobeinthe UKalthough we mustbe able to effectively supervisetheapplicantonceit
isregistered.Wewilljudgeeachapplicationona case-by-case basis. Asabove, we mayrefusetoregister
anapplicantasaRAISPifany of the conditions in regulation 18(1) of the PSRs 2017 applies. One of
those conditions is that, if the applicant were registered, there would be grounds for cancellation
(under regulation10,asappliedbyregulation19ofthe PSRs2017).

PartlV:Decision-makingprocess

3:1903.192  This section relates to the decision-making process for all applications for
authorisationandregistrationunderthePSRs2017andtheEMRs.

31913.193  Havingassessedtheapplicationandalltheinformation provided, we willmakea decision to
eitherapproveorrejectit. Thisdecision will be notified tothe applicant, alongwithinstructions
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fortheappealprocess,ifrelevant.

Timing (regulation 9(1) and (2) of the PSRs 2017, regulation 9(1) and (2) of the EMRS)

31923.194  Wehavetomakeadecisiononacompleteapplication within three monthsofreceiving it. An
application is only complete when we have received all the information and evidenceneeded
forustomakeadecision. We willlettheapplicant knowif we need moreinformationandwhenyour
applicationbecomescomplete.

3:1933.195  Ourcommitment®’to dealing with applications for authorisation or registration are as
follows:

o  Wewilltellyouthatwehavereceivedyourapplicationwithin3workingdays

¢ Wewillcontactyouagainwithin 3weeks, normallytotellyouwhich case officerwe haveassignedto
yourapplicationortotellyouthedate by whichwewillassignyour application. The assigned case
officer will handle all communication about your application. Wewillalsogiveyouanalternative
persontocontactifyourassigned case officeris unavailable.

¢ Ifwesubsequently havetoassignyourcasetoadifferentcase officer, we willtell you this within 3
working days of making the change and give you the new contact details.

*  Wewillacknowledgeallcommunicationsfromyouwithin2workingdays.

¢  Wewillusuallygiveyouasubstantiveresponsewithin10workingdays.Ifthisisnot possible, we will
sendyouanupdate withinthe 10-working day periodtotellyou whenyoushouldexpectto
receiveasubstantiveresponse.

* Wewillgiveyoucleardeadlineswhenweaskyoutosendusadditionalinformation.

¢ Thedesignated case officer willgive youan update onthe current status of your case atleast
monthlyand often morefrequently.

These commitments will apply until we approve your application or tell you of our
decision thatit should be refused, in which case we will apply the formal refusal
process.

3:1943.196  Inthecaseofanincompleteapplication, we mustmakeadecision within 12months of receipt. If
discussions with the applicanthave notresultedin us receiving all the information we need
within that 12-month period so that the application is incomplete itislikelythattheapplication will
berefused.Thisisbecauseitisunlikelywe willhave been able to satisfy ourselves that the applicant has
metthe authorisation/registration requirements.

3:1953.197  Withdrawal by the applicant (regulation 9(3) of the PSRs 2017, regulation 9(3) of the
EMRSs) Anapplication may be withdrawn by giving uswritten notice atany time before wemakea
decision.Theapplicationfeeisnon-refundable.

Approval (regulation 9(5) and (6) of the PSRs 2017, regulation 9(4) and (5) of the
EMRSs)

3:1963.198 If we decide to grant an application we will give the applicant notice of that
decision.Thisnoticewillspecifytheactivitiesforwhichapprovalhasbeengranted, requirements (if
applicable)andthe datefromwhichittakeseffect.

31973.199 ThePSRs2017allow ustovary the types of paymentservices thata Plis ultimately
approvedtocarryoutfromthoserequestedintheapplication. Boththe EMRsand PSRs2017allow us
toapplyrequirementsthatwe considerappropriatetothe Plor EMI as a condition of authorisation
orregistration (regulation 7 of the PSRs 2017 andregulation 7 ofthe EMRs). Thismayinclude
requiringtheapplicanttotakea specified action or refrain from taking a specified action (e.g.
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not to deal with a particularcategory of customer). The requirement may be imposed by reference
to anapplicant’srelationship withitsgroup orothermembersofitsgroup. We mayalso specify the
timethatarequirementexpires.

3-1983.200  Whereanapplicantcarriesonbusinessactivities otherthantheissuance ofe-money and/or
provision of paymentservices(asthecase maybe)andwefeelthatthecarrying onofthisbusinesswill,
orislikelyto,impairourability tosupervisetheapplicantorits financial soundness, we can require
the applicant to form a separate legal entity to issuethe e-moneyand/orperform paymentservices.

20 https://www.fca.org.uk/publication/corporate/our-approach-authorisation.pdf p. 21

31993.201  WewillupdatetheFinancialServicesRegisterassoonaspossibleaftergrantingthe
authorisation orregistration. The Financial Services Registerwillshowthe contact details of
the business, the paymentservicesitis permitted toundertake, and the names of any agents. ¥

Refusal (regulation 9(7) to (9) of the PSRs 2017, regulation 9(6) to (8) of the EMRSs)

3:2003.202  Wecanrefuseanapplication whenthe information and evidence provided does notsatisfythe
requirementsofthe PSRs2017orEMRs.Whenthishappensweare required to givethe applicanta
warning notice setting out the reason for refusing the applicationand allowingthem 28 daysto
make arepresentationonthe decision.

3:2013.203  Applicants can make oral or written representations. If oral representations are
required, weshould be notified withintwo weeks ofthe warning notice, sothat arrangements
canbemadeforameetingwithinthe 28-daydeadline.

3:2023.204 _ If no representations are made, or following them we still decide to refuse the application,
we will givetheapplicantadecision notice. Ifafirm wishesto contest thedecision,theymayreferthe
mattertothe UpperTribunal(FinancialServices),an independentjudicialbody.Ifnoreferralhasbeen
madewithin28dayswewillissuea final notice. Ifthe matterisreferredtothe Tribunal, we will take
actioninaccordance with anydirectionsgiven by it (including toauthorise/registerthe firm) and will
then issuethefinalnotice.

3:2033.205  Onissuing the final notice, we are required to publish such information about the matterto
whichafinalnoticerelatesaswe considerappropriate. We may not, however, publish information if we
believe it would be unfair to the firm or prejudicial to the interests ofconsumers.
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4 Changes in circumstances of Authorisation or registration

4.2

Thischapterdescribesthe notifications thatauthorised and small paymentinstitutions (Pls) and e-
money institutions (EMIs) need to make to us as part of their ongoing authorisation or
registration It isdivided intothree parts.

® Partl—NotificationsapplicabletoalEMIsandPls.
¢ Partll—NotificationsapplicableonlytoauthorisedPlsandEMIs.

® Partlll—NotificationsapplicableonlytosmallPlsandEMls.
Creditinstitutions, creditunionsand municipalbankswith Part4Apermissionunder the Financial
ServicesandMarkets Act(2000) (FSMA)toissue e-money mayapplyto vary their permission
underthe Pat4AFSMA process. Information on that process can be foundinChapter6ofthe
SupervisionmanualoftheHandbook(SUP).

Introduction

4243  PlsandEMIsneedtoprovide uswithtwotypesofregulatoryinformation. We categorise

these as ‘reporting’ and ‘notifications’.

434.4 _ Reporting information is the information we need on a regular and periodic basis to complywith

oursupervisoryahdEurepeantdnion{Ed)reportingobligations.Reporting requirements are discussed
in Chapter 13 — Reporting and notifications.

4:44.5 Thesubjectofthischapteristhe notificationsthat Plsand EMIsneed tosend uswhen thereisa

4:54.6

changeintheinformationthey have already provided. The PaymentServices Regulations (PSRs
2017) also set out other reporting and notification requirements thatarenotdiscussedinthis
chapter.Thisincludesobligationsonallfirmsincluding account servicing payment service
providers (ASPSPs) and firms operating under exclusions from the scope of the PSRs 2017.
Firms should review Chapter 13 — Reporting and notifications, which provides further
information.

There are other notification requirementsrelating tosignificant changes thatare not coveredinthis
chapter.WhereaPlorEMI(whethersmallorauthorised)isusingan agent, they must notify uswhere
therearesignificant changesthatarerelevanttothe fitness of directors and managers of the
agentor to the risk of money laundering or terroristfinancing through the agent. Arauthorised

alda’ A-l a meaen Q lco fa H o
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passpertrights—These are covered in Chapter 5 — Appointment of agents-and-Chapter6—
Passperting._The additional notification requirements relating to firms in temporary
permission schemes (TA Firms) are covered in Chapter 6.

Types of notifications and timing

4.64.7 The PSRs 2017 and the Electronic Money Regulations 2011 (EMRs) contain requirements

inrelationtonotificationsofchangesinspecificcircumstances,aswell asageneralrequirementin
regulation 37 ofthe PSRs 2017 and regulation 37 ofthe EMRs.

474.8 Thegeneralrequirementisthat whereitbecomesapparenttoaPlorEMIthatthereis, orislikelytobe,a

significantchangeincircumstances, whichisrelevanttoitsfulfilment of the conditions for
authorisation orregistration_(whether under the PSRs 2017 or EMRs, or for TA Firms the relevant
home state’s implementation of PSD2 or EMD), the Plor EMI must provide us with detailsofthe
changewithoutunduedelay. Wegenerallyconsider ‘withoutunduedelay’ to mean within 28 days of
the change occurring atthe latest.
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4:84.9  Regulation 37 of the PSRs 2017 and regulation 37 of the EMRs also requires that, in the case of a
substantial change which hasnotyet taken place, the Pl orEMIimust provide details of the changein a
‘reasonableperiod’beforethechangetakesplace.A’substantialchange’is,inour view, one that could
impact on either the firm’s ability to meet the conditions for remainingauthorised orregistered, or
thewaywewouldsupervisethefirm.Inrelation to EMls, thiscouldinclude changestothe way that e-
moneyisissued ortotherange ofpaymentservicesprovided.Wewillneedtoassesssubstantial
changesagainst the initial conditions for authorisation or registration. Togive us time to do this,
we considerthataperiod of28 daysbeforethechangetakesplacewouldgenerally be ‘a reasonable
period’.Insomecircumstances, however, wewould expecttobenotified furtherin advance. The
notification period will depend on the circumstances of the change andfirmsshould make efforts
tonotify usassoon aspossible. The Customer Contact Centre can provide further guidance.

How to notify us

4:94.10 Notifications must be made using Connect, or, where aformis not provided, by written confirmation
to our Customer Contact Centre.

Different notifications for authorised and small Pls and EMIs

4.11 Notallnotification requirementsapplytobothauthorisedandsmallPlsand authorised and small
EMIs. Thisis mostly due to authorised Pls and authorised EMIs having to meet more initial
conditionsthat could change over the life of the business. Although most ofthe notification
requirementsthatapplytoasmallPlandsmallEMlalsoapply toanauthorisedPlandauthorisedEMI,
somedonot.

4-164.12 Not all notification requirements apply to firms in a temporary permission regimes (TA Firms). See
Chapter 6 for more information.

Part I: Notifications applicable to authorised and small PIs and
EMIs

4-1314.13 Changesintheinformationset out below will require anotification tous.

Name, contact details and firm data (including firm name and contact details)
43124.14 PisandEMIsshouldgiveusreasonableadvancenoticeofchangestotheirnameand contact details,
which includes:
* legalname(registeredname,inthecaseofanauthorisedPIl/EMI);
¢ trading name (if applicable);
¢ principal place ofbusiness;
. registeredofficesorbranch;22
® primarycompliancecontact;
® accounting reference date; and
® website and emailaddress.
4134.15 Pursuanttoregulations37(2)ofthe PSRs 2017and 37(3) ofthe EMRs, asapplicable, notifications must

be made using Connect, orwhereaformis not provided, by written confirmation to our Customer
Contact Centre.

22 This means any place of business other than the Pl or EMI’s head office, which forms alegally dependent part of such a payment service
provider and which carries out directly all or some of the services inherent in the business of such a payment service provider. See
Regulation 2 of the PSRs 2017.
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Significant changes to the programme of operations

4-144.16 We would expect to be notified by the Pl or EMI of any significant changes to the business. This
may include proposed restructuring, reorganisation or business expansionthatcouldhavea
significantimpactonthefirm’srisk profile orresources. ForEMisthiscouldincludechangestothe
EMV’sdistributors.Asnotedabove,Plsand EMIs must notify us of certain significant changes

that are covered in Chapter 5 — Appointment of agents-and-Chapter-6—Passperting.

4154.17 Wewouldalsoexpecttobeadvised ofany proposed action thatislikelytoresultinan EMlorPlbeing
unabletomeetitscapitalrequirements,including butnotlimitedto:

® anyactionthatwouldresultinamaterialchangeintheEMI’sorPI’sfinancial resources or
financial resources requirement;

¢ amaterial change resulting from the payment of a special or unusual dividend or the
repaymentofsharecapitalorasubordinatedloan;

¢ significanttradingornon-tradinglosses(whetherrecognisedorunrecognised);and

¢ failuresingovernancearrangementsandinternalcontrolmechanisms.

4-164.18 An EMI or Pl should notify the Customer Contact Centre of any significantfailure inits systemsor
controls, including thosereportedtothe EMIor Pl byits auditor (if applicable).Reportingrequirements
coveredbyregulation99ofthe PSRs 2017 may also apply (and the European Banking Authority
Guidelines on major incidents reportingundertheRevised Payment Services Directive_is relevant to

those)-alse-apply.

Changes in methods of safeguarding

4174.19 Giventhecrucialimportance of safeguarding, itisnecessary thatweareinformed byPlsandEMlIsin
advance of any material change, such as achange in the method of safeguarding, a change in the
credit institution where safeguarded funds are deposited, or a change in the insurance
undertakingorcreditinstitution thatinsured or guaranteed the safeguarded funds.

4:184.20 WhenanEMIlorPlbecomesawarethatachangetotheMoneyLaunderingReporting Officerhas
occurredorwilloccur,itshould notify uswithoutunduedelay.

Changes in control — approval required by prospective controllers

4:194.21 ThefollowingparagraphsarerelevanttoauthorisedEMIs,authorisedPls,smallPIsand smallEMIs,and to
personsdecidingtoacquire,increaseorreduce controlortocease tohavecontroloversuchbusinesses
sParagraphs 4.21-31 are not relevant to TA Firms.

4204.22 In accordance with paragraph 4 of Schedule 3 to the EMRs and paragraph 5 of Schedule6
ofthePSRs2017,thechangeincontrolprovisionsofFSMA(Part12)apply (with certain modifications)to
apersonwhodecidestoacquire, increase or reduce control orto cease to have controloveran EMI
oraPl.® Ourapproachtochanges incontroloverEMIsand Plswillbethe sameasourapproachto
changesincontrol overfirmsauthorisedunder FSMA (exceptwherestatedbelow).Chapter11ofSUP
(in particular,SUP11.3andSUP11Annex6G)providesguidanceonthechangeincontrol provisions of
FSMA.

23 Todate, the FCAhasnotexercisedthe powerunderparagraph4(d)ofSchedule3oftheEMRstodisapplythechangeincontrol regimefor
EMIscarryingonbusinessactivitiesotherthantheissuanceofe-moneyandpaymentservices.
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4:214.23 Section 178(1) of FSMA (asmodified by Schedule 3 ofthe EMRs and Schedule 6 of the PSRs 2017, respectively)
requiresapersonwhodecidestoacquireorincreasecontroloveran EMlorPltonotifyusinwriting,and
obtainourapprovalbeforeproceedingwiththechange incontrol. Thisnoticeisreferredtoasa‘section178’
andcanbefoundonourwebsite. The notice can be submitted electronically to cic-
notifications@fca.org.uk or sent by post. Section 191D(1)of FSMA (asmodified) providesthata
personwhodecidestoreduceor cease to have control over an EMI or Pl must give us written notice
before making the disposition.

4:224.24 Where apersonintendstoacquire, increase or reduce control, orto cease to have controloveraPI
oranEMI, andthiscausesthemtocrossacontrolthreshold (10%, 20%, 30% or 50%, or to acquire a
holding that makes it possible to exercise a significantinfluenceoverthemanagementofthe
authorised PlorEMI), thatperson must notify us before the proposed transaction.

4:234.25 Ourapprovalisrequiredbeforeanyacquisition oforincreaseincontrolcantakeplace. We have 60
working days (which canbeinterrupted and puton hold forup toanother 30 working days) to decide

whethertoapprove, approve with conditions or object to the proposed changesin control.?*

4:244.26 When consideringa proposedacquisition orincreasein control, we must considerthe suitability of the
person and the financial soundness of the acquisition of control to ensure the continued sound
and prudentmanagementofthe EMI or Pl.2 Wemustalso considerthe likelyinfluence thatthe
personwillhave onthe EMIorPlbut we cannot consider the economic needs of the market (see
Chapter 3 — Authorisation and registration, especially regarding qualifying holdings).

4:254.27 We mayonly objecttoanacquisition of orincrease in control ifthere are reasonable grounds for doing
sobased onthecriteriainsection 186 of FSMA, orifthe information provided bythe person proposing
toacquireorincreasecontrolisincomplete.

4:264.28 If we consider that there are reasonable grounds to object to the proposed change, we mayissuea
warningnotice, whichmaybefollowedbyadecisionnoticeandfinalnotice. Thereisaprocessfor making
representations and referringthe mattertothe Tribunal. Wherewehavegivenawarningnotice,a
decisionnoticeorafinalnotice,we mayalso give a notice imposing one or more restrictions on
shares or voting power (arestriction notice). Under the EMRs and PSRs 2017, when issuing a
restriction notice we must direct that the voting power subject to the restriction notice is suspended
until further notice (thisdiffers fromthe FSMA regime, under which the suspension of voting rights is
withinourdiscretion).

4:274.29 Personsthatacquire orincrease control without prior approval, orin contravention ofa warning,
decisionorfinal notice, mayhavecommittedacriminal offence.Forexample, apersonwhogivesnotice,
and makestheacquisitiontowhichthe noticerelates before the expiry date of the assessment period
is guilty of an offence unless we have approvedtheacquisition orsection 190Aof FSMAapplies. We
may prosecuteandif foundguilty the personmaybeliabletoanunlimitedfine orgivenaprison
sentence.

4:284.30 The form of notice that must be given by a person who decides to acquire or increase control overan
EMIlorPl,andtheinformationthat mustbeincludedinthe notice andthe documentsthat must
accompanyit, willbethe sameasapplytoasection 178 noticeinrespectofanacquisition of orincrease
incontroloveranauthorised personunder FSMA. Noticegiventousbyapersonwhodecidestoacquire
orincrease controloveran EMland PImustcontaintheinformationand beaccompanied by such
documentsasarerequired bythe relevant FCA controllersform. Alinktothe formsis availableonthee-
money section of ourwebsite.

4294.31 There is no form to notify us of a reduction or disposal of control in an EMI or PI. A notice
should begivinginwriting where thisis going to occur. An emailisacceptable (cic-
notifications@fca.org.uk). Thisnotificationshouldincludethenameofanacquirer, and percentage of
control to be disposed of.

23 Seesection178to 191 of FSMA.
24 Also see regulation 6(6)(a) of the EMRs.
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Notifications from firms subject to changes in control

4:304.32 Inrelationto Plsand EMIs, we considerchangesincontroltobe ‘significant’ inrelation tochangesin
the circumstances ofauthorisation orregistration. Therefore, we expect to be notified where it
becomes apparent to aninstitution thatthere will be a change incontrol,ingood time beforethe
changetakesplace. Itissufficient to provide a notification via email to cic-
notifications@fca.org.uk, orsend a letterto us. Underthe PSRs 2017 there are no notification
forms for institutions to complete. Notification formsaresubmitted by prospective controllers, as
describedabove.Plsauthorised orregisteredunderPSRs 2017 will continuetosubmittheappropriate
‘Applicationfor aChangeinQualifyingHolding’ form,whichisavailableonthepaymentinstitutions

| section of our website, untiltheyare re-authorised orre-registered under_the PSRs 201782.

Other changes affecting controllers and close links
4:314.33 Aconditionforauthorisationandregistrationisthatanyonewithaqualifyingholding inan

authorised orsmallEMIlorPl(acontroller) mustbea ‘fitand proper’ person. A further condition for
authorisation orregistrationisthat, ifthe applicant hasclose links with another person, it must

| satisfy usthatthose links are not likely to prevent eureffective supervision. Weexpectthe
authorised orsmallEMlorPltonotify us if there are or will be significant changes likely to affect
these conditions_(whether under the PSRs 2017 or EMRs, or for TA Firms the relevant home
state’s implementation of PSD2 or EMD), without unduedelay,underregulation37ofthe PSRs
2017orregulation37oftheEMRs. This isin addition to the annual reporting requirements (see
Chapter 13 —Reporting and notifications for further information).

Directors and persons responsible for management
Appointment and removal

4:324.34 Changestothedirectors or personsresponsible for management of either the Pl or EMI,orthe
activitiesofthePlorEMI,areregardedasasignificantchange.TheEMIor Plshould notify us of
appointmentsbeforethe changetakesplace,andremovalsno laterthan sevenworking days after
theevent.

4.334.35 For TA Firms, notification should be made by written confirmation to our Customer Contact
Centre. Paragraphs 4.35-41 do not apply to TA Firms.

4:344.36 For Pls, notification of a new appointment should be made using Connect, and
shouldincludealltheinformationrequiredforustoassesstheindividualagainsttherequirementin
regulations6and 13 of the PSRs2017 tobe of good repute and possess appropriate knowledge (see
Part I, Chapter 3 — Authorisation and registration). An individual who is a member of the
management staff who moves from being a non- board memberto aboard member will need to
resubmitthe relevantformon Connect.

4:354.37 ForEMIs, notification ofanewappointmentshouldbeonthe ‘EMDIndividual form’, whichis
availableonourwebsite,andshouldincludealltheinformationrequiredfor ustoassesstheindividual
againsttherequirementsinregulation6(6)(b)orregulation 13(7)(a) (as appropriate) to be of good
repute and possess appropriate knowledge (see Chapter 3 — Authorisation and registration).

4:364.38 PIs and EMIs must also notify us of any changes in the details of existing PSD IndividualsorEMD
Individuals,suchasnamechangesandmattersrelatingtofitness andpropriety.Plsshoulddothis
usingthe ‘NotificationofchangestoPSDIndividual’ form,whichisavailableonourwebsite. EMIs
shoulddothisusingthe ‘Amendan EMD Individual’ form, which is available on our website.

4:374.39 Ifwe consider that the proposed change has an adverse impactonthe Plor EMIwe willadvise
thefirmofourconcerns.Wherewebelievethe proposedchangewillhave an adverse impact on a Pl
or EMI, we have the power under regulations 12 of the PSRs 2017 and regulation 11 ofthe EMRs
tovary the PI'sor EMI's authorisation or registrationbyimposingsuchrequirementsasweconsider
appropriate.Ifthechange then goes ahead and we believe thatany of the relevant conditions of
regulation 10 of the PSRs 2017 and regulation 10 of the EMRs relating to cancellation of
authorisation orregistration are met, we maytake action tocancelthe authorisation orregistration
ofthe PlorEMland removeitfromtheregister, or seektoimpose requirementson aPlI'sorEMI’s
authorisation orregistration underregulation 12 ofthe PSRs 2017 and regulation 11ofthe

59


https://4.374.39
https://4.364.38
https://4.354.37
https://4.344.36
https://4.334.35
https://4.324.34
https://4.314.33
https://4.304.32

EMRs.

4:384.40 Informationaboutthe removal of ‘directors/personsresponsible’ shouldinclude the reason for
the departure and provide further information if the individual was dismissedforreasons
potentially relating tocriminal orfraudulentactivities.

4:394.41 Notification for Pls should be on the ‘Notice to remove PSD Individual(s)’ form whichisavailable
onourwebsite. ForEMIsitmustbemadeonthe ‘RemoveanEMD Individual’ form,whichisavailable
onthee-money section of ourwebsite. Formore information on the fit and proper requirement
for directors and persons responsible for management of the Pl or EMI see Chapter 3 —
Authorisation and registration.

Changes affecting the fitness and propriety of individuals

4:484.42 WhenaPlorEMIbecomesaware of information that may have animpactonthefitand proper
condition applying to ‘directors/persons responsible’ for management of the PI/EMland/orits
paymentservicesand/ore-moneyissuanceactivities(asapplicable), the PIshould notifyususingthe
‘NotificationofchangestoPSDindividual’ form and the EMI should notify us using the ‘Amend an
EMD Individual form’, as detailed above. For Pls and EMIs we authorise, Wwe will examine the
information, assess it against the fitness and propriety requirements explained in Chapter 3 —
Authorisation and registration, and notify the Pl or EMI of the action that we intend to take.

Variation ofauthorisation

4:414.43 WhenaPlintendstochangethe paymentservicesitis providingitneedstoapplytous forapproval.: Both
Plsand EMIs also need to apply to us for approval if they want to have anewrequirementimposedoran
existingrequirementvariedorremoved.

4-424.44 The variation of authorisation provisions (paragraphs 4.44-49) are not relevant to TA firms. Where a
firm has a temporary permission under the TPR and wants to undertake further regulated activities,
the firm (or the relevant UK subsidiary) will have to apply for permission for new activities as part of
its overall application for authorisation in the UK.

4:434.45 Regulations5and 13 ofthe PSRs2017andregulations5and 12 ofthe EMRsrequire thatanapplication
forvariationinauthorisationorregistration (respectively) must:

® containastatementofthedesiredvariation;

¢ contain a statement of the services that the applicant proposes to carry on if the
authorisation/registration is varied; and

® containorbeaccompaniedbysuchotherinformationaswemayreasonablyrequire.

4-444.46 Applicants should complete and submit the ‘Variation of PSD Authorisation/ Registration’ or the
‘Variation of EMD Authorisation/Registration’ form, as relevant. ThisisavailableonConnectandin
somecasesanapplicationfeeisrequired.Thissets out the information that must be provided. We may,
however, ask for more information if we consider it necessary to enable us to determine the
application. If we consider thatthe proposed change will have an adverse effectonthe EMI’s or
PI’'s fulfilment of the conditionsforauthorisation orregistration, we havethe powertovarythe EMI’s
orPI'sauthorisationorregistrationbyimposingsuchrequirementsaswe consider appropriate.

4:454.47 Noworkwillbedoneonprocessingtheapplicationuntilthefull feeisreceived, where relevant. The
feeisnon-refundable.

4-464.48 We may approve the variation in authorisation or registration (or requirements, if applicable)
onlyiftheinitial conditionsforauthorisation/registrationarebeingorare likelytobe met(regulations
6and 14 ofthe PSRs2017andregulations6and 13 of the EMRS).
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4:474.49 The process for determining a variation is the same as for initial authorisation/ registration (see
Parts | and I, Chapter 3 — Authorisation and registration) and thetime allowed for us to do this
isthree months. We expect, however, tobe able toprocesscompleteapplicationsforvariation
quickerthananinitialauthorisation/ registration,and ourexpected turnaroundtimeswillinmost
casesbequickerthan this. Where firmswanttoincreasetherange of servicesthey providethey will

Determining a variation - Pls and EMIs

needto factor in the time needed for approval.

MLR registration

4:484.50 PIs and EMIs should notify the Customer Contact Centre immediately ifthere isa

4.51

changeinthestatusoftheir MLR registration with HMRC. See Chapter 3— Authorisation
and registration for more details of MLR registration requirements.

Cancellationof authorisation/registration
Pls and EMIs_-can request to cancel their authorisation or registration (regulations

10 and 14 of the PSRs 2017 and regulations 10 and 15 of the EMRs, respectively).

They should use the ‘Cancellation of Authorisation or Registration’ form, which is
available on Connect. We will remove the Pl or EMI from the Financial Services
Register once we have established that: there are no outstanding fees to either us
or the Financial Ombudsman Service; any liabilities to customers have either been
paid or are covered by arrangements explained to us; and there is no other reason
why the Pl or EMI should remain on the Register.

4.494.52 Regulation 10(1) of the EMRs and requlation 10(1) of the PSRs 2017 do not apply

to TA firms so paragraphs 4.52-55 are not relevant. Cancellation of temporary
permissions is covered in Chapter 6.

4:504.53 We can cancel an EMI’s or PI's authorisation or registration on our own initiative

when:

¢ the EMIhasnotissued e-money orthe Pl has not provided payment services within 12

months of becoming authorised or registered;
® theEMlorthePlceasestoengageinbusinessactivityformorethansixmonths;
o theEMlorPlrequestsorconsentstothecancellation;

¢ the EMIorPlnolonger meets oris unlikely to meet certain conditions of
authorisation or registration or the requirement to maintain own funds;

¢ theEMIlorPIfailstoinformusofamajorchangeincircumstanceswhichisrelevant to its meeting
the conditions of authorisation or registration or the requirement to maintainownfunds,as

requiredbyregulation37ofthePSRs2017andregulation37 ofthe EMRs(asapplicable);

¢ theEMlorthePlhasobtained authorisation throughfalse statements orany other irregular

means;

¢ theEMIlhasissuede-money orprovided paymentservices orthe Plhas provided
paymentservicesotherthaninaccordancewithitspermissions;

¢ the EMlorPlconstitutesathreattothe stability of, or trustin, a payment system;

¢ theEMI’'sissuance ofe-moneyorprovision of paymentservices orthe Pl'sissuance of

paymentservicesisunlawful;or

¢ thecancellationisdesirableinorderto protecttheinterestsof consumers.
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4.514.54 WhereweproposetocancelanEMI’sor PI’sauthorisation orregistration otherthanat the EMI’sorPlI’s
request,the EMIorPlwillbeissued withawarning noticeforwhichit canmakerepresentations.Ifthe
cancellationgoesahead, theEMIlorPlwillbeissued with a decision notice (see Chapter 14—
Enforcement).

4.55 Our fee year runs from 1 April until 31 March, soif a Pl oran EMI applies to cancel after 31 March, full
annualfeeswillbecomepayableastherearenopro-rataarrangements or refunds of fees.

Change in legal status

4.524.56 Achangeinlegalstatus(e.g.limitedliability partnership (LLP)tolimited company)isa significantchange
totheauthorisation/registration ofthe Plor EMI.Suchachangeis effectedbycancellingtheexisting
legalentityauthorisation/registrationandarranging for the authorisation/registration of the new
legal entity. PIs should apply using the appropriate ‘Change of Legal Status’ form, whichareavailable
onourwebsite. EMIs shouldusethe ‘ChangeofLegalStatus’ formthatisavailable onourwebsite.

Part Il: Notifications applicable only to authorised Pls and EMIs

4.534.57 This part gives examples of changes that are likely to impact the conditions for authorisation of an
authorised Pl or EMI_ (whether under the PSRs 2017 or EMRSs, or for TA Firms the relevant home
state’s implementation of PSD2 or EMD). As noted in the introduction, the duty to notifychanges
incircumstancesisgeneralandwewillexpectbusinessestonotifyusof anysignificantchangein

circumstances,includingchangesnotsetoutinthischapter, which are relevant to the continued
fulfilment of the conditions for authorisation.

Outsourcing arrangements

4544.58 An authorised Pl must inform us when it intends to enter into an outsourcing contract where it
will be relyingon athird party to provide an ‘operational function relating toits provision of payment
services’ (regulation 25(1)ofthe PSRs 2017). The corresponding requirement for EMIs relates to
an EMl’sintention to enterinto an outsourcing contract whereit will be relying on athird party to
provide an ‘operational function relating to the issuance, distribution or redemption of e-money orthe
provision of payment services (outsourcing)’ (regulation 26(1) of the EMRS).

4-554.59 Inourview, ‘operationalfunctionsrelatingtoprovision of paymentservices’ for Plsand ‘operational
functionsrelating totheissuance, distribution or redemption of e-money or the provision of
payment services’ for EMIs does notinclude the provision of any services that do notform part
ofthe payment services ore-moneyissuance (e.g. legal advice,trainingorsecurity)orthe
purchaseofstandardisedservices,includingmarket information services.

4.564.60 A proposed outsourcing arrangement, relating to both Pls and EMIs, that is classified as ‘important’
(pursuanttoregulations 25(2)and (3) ofthe PSRs 2017 andregulations 26(2)and(3)oftheEMRsas
applicable) is more likely to be relevant to a Plor an EMI's compliance with the authorisation
conditions than a proposed outsourcing arrangement that is not ‘important’. Where an
authorised Pl or EMI changes its important outsourcing arrangements without entering into a
new outsourcing contract, it will need to consider whether the change is relevant to the conditions

for authorisation and so needs to be notified under regulation 37 of the PSRs 2017 or regulation 37 of
theEMRs.

4.574.61 Notification of changes to outsourcing requirements should be made to the Customer Contact
Centre. Depending onthe nature of the arrangement, we may request further information.
Changes in outsourcing functions or the persons to which the functions are outsourced mustbe
notified withoutundue delay.

4.584.62 Registered Accountinformation Service Providers (RAISPs)willalsoneedtoensure that any
changes to their outsourcing arrangements do not cause them to stop meetingthe
conditions of registration. RAISPs may wish to notify us ifthey consider suchchangestobe
important.

Auditors
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4.594.63 Whereanauthorised PlorEMIhasanauditor,andisawarethatavacancyintheoffice ofauditorwill
ariseorhasarisen,itshould:

notify usofthe date, without delay, givingthe reason forthe vacancy;
® appointanauditortofillanyvacancyinthe office ofauditorthathasarisen;

e ensurethatthereplacementauditor cantake up office at the time the vacancy arisesoras
soonasreasonablypracticableafterthat;and

¢ notifyusoftheappointmentofanauditor, givingusthe nameand businessaddress of the auditor
appointed and the date from which the appointment has effect.

4-604.64 Notifications on changes to auditors should be made to the Customer Contact Centre.

Part Ill: Notifications applicable only to small Pls and small EMlIs

Change in regulatory status of a small PI

4:614.65 WhereasmallPInolongerfulfilstheconditionsforregistrationasasmall Plorintends to provide
services other than those that small Pls are permitted to offer under regulation32ofthePSRs
2017,thesmallPImustapplyforauthorisationwithin30days of becoming aware of the changein
circumstancesifitintendsto continue providing paymentservicesinthe UK (regulation 16 ofthe PSRs
2017).Thisshouldbedone by completinganAuthorised Paymentlinstitutionapplicationform,anda
‘Cancellation of Authorisation or Registration’ formin respect of its small Pl registration.

4.-624.66 Ifasmall Pl nolonger fulfils any of the other conditions for registration (See Part 1| - Chapter
3 — Authorisation and registration and regulation 14 of the PSRs 2017), it should inform us
immediately.

Change in regulatory status of a small EMI (regulation 16 of the EMRs)

4:634.67 Ifasmall EMInolongerfulfils the conditions forregistration outlined in regulation
8(2)(c)or(d)oftheEMRs(asappliedbyregulation150fthe EMRs)26itmust,within 30days of becoming
aware ofthe changeincircumstances, apply tobecomeanauthorised EMI ifitintends to continue
issuing e-moneyinthe UK.

26 Regulation15modifiestherequirementssetoutinregulation8toreflecttheconditionsforauthorisationapplicabletosmallEMIs setoutin
regulation 13.
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Thischapterdescribestheapplication processforpaymentinstitutions(Pls),e-money institutions
(EMIs)andregistered accountinformation service providers (RAISPs)to registertheiragents
with us. Italso coversthe appointment of distributors by EMIs. Other chapters in this Approach
Document are also relevant to the appointment of agents and distributors. These include
Chapter 4 — Changes in circumstances of authorisation, especially paragraphs 4.6t04.11; and
registration and Chapter 6 — PasspertingTemporary permission schemes, especially
paragraphs 4-6te41land6-/t0-6-10,6-14t06-18and6-24+t06:47-6.22-24.

Introduction

5.1

52

5:45.2

5.3

5:65.4

5755

5.6

PIs and EMIs

AlIPIs,EMIsandRAISPsmayprovidepaymentservices_in the UK throughagents,aslongasthey register
themwith usfirst. Anagentisany personwhoacts onbehalf ofaPI, EMIor RAISP (i.e.aprincipal)in
the provision of paymentservices (see the definition ofagent inregulation 2 ofthe Payment
Services Regulations 2017 (PSRs 2017)andregulation 2 of the Electronic Money Regulations 2011
(EMRs) as applicable).

Regulation 34 of the PSRs 2017 and regulation 33 of the EMRs set out the requirementsfor
theuseofagents_in the UK. Inaddition, regulation36(2) of the PSRs2017and regulation36(2)ofthe
EMRsconfirmthatPlIs,EMIsand RAISPsareresponsiblefor anythingdoneoromittedbyanagent.Pls,
EMIsandRAISPsareresponsiblefortheir agents’ acts or omissionsto the same extent asif they had
expressly permitted the act oromission.WeexpectPls,EMIsandRAISPstohaveappropriatesystemsand
controls in place to oversee their agents’ activities effectively.

Chapter-6—Passperting)-Thisisnotrelevant tosmall Pls or small EMis, as they are not

5.2 permitted-fo-passportinto-other EEA States-

Regulation 33 of the EMRsstatesthatan EMImaydistribute orredeem e-money through an
agentoradistributor, but may not issue e-money through an agent or distributor.

Unlike agents, distributors cannot provide payment services, soitisimportant tounderstand
the difference betweenthe two. In ourview, a person who simply loads or redeems e-moneyon
behalfofanEMIwould,inprinciple,beconsideredtobeadistributor.

Aswithagents,an EMI is respon5|blef0ranyth|ng done oromltted bya dlstrlbutor Anaut-hepseé

Provision of account information services (AIS) and payment initiation
services through agents.

RAISPs and PISPs are responsible for services agent(s) provides on their behalf and must have the

5.7

correct level of professional indemnity insurance to cover services provided directly as well as those

provided through agents.

The agreement to provide AlS (or PIS) is between the requlated or authorised AISP/PISP and the

consumer and should make clear that the agent is providing AIS or PIS on the AISP’s or PISP’s
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5.8

behalf. In addition, the AISP must get explicit consent from the consumer to access their accounts to

provide AIS.
The role of an agent is different to the role of a third party. An authorised/ registered AIS/PIS may

5.9

pass information on to a third party for that third party to use to provide a (different) service to
customers (subject to the customer’s agreement), such as credit scoring or loan application. The third
party does not need to be authorised or registered as a RAISP/AISP or PISP as it is not performing
either regulated activity.

The role of an agent is also different to the role of a 'technical service provider' (TSP) that supports an

authorised or registered account information service provider by using its technology to access
relevant payment accounts on behalf of the RAISP/AISP or PISP does not provide the information to
the user itself and there -is no direct relationship between the TSP and the consumer. As set out in
PERG 15 Q25A, when providing technical services for a RAISP/AISP or PISP, the TSP does not
need to be registered or authorised as an AISP/PISP.

Applying to register an agent

5.10

5.11

5.12

5.13

5.14

5.15

Pls,EMIsandRAISPswhowanttoregisteranagentmustdosothroughConnect.The sameConnect
formisusedforagentsofauthorisedandsmallPls,EMIsandRAISPs.

Thefollowinginformationisrequiredfortheregistration ofanagentinaccordance with regulation 34 of
thePSRs2017orregulation34ofthe EMRs:

¢ thename and address of the agent

* whererelevant,adescription oftheinternal control mechanismsthatwillbe used bytheagentto
comply with theprovisionsofBirective{EU}20 849 {AAMID Hor - intheUnited Kingdom;the
MoneyLaundering, Terrorist Financingand Transferof Funds (Information on the Payer) Regulations
2017, as amended by the Money Laundering and Transfer of Funds (Information) (Amendment) (EU
Exit) Regulations 2019 (MLRs))

* theidentity of the directors and persons responsible for the management of the agentand, if
theagentisnotapaymentservice provider (PSP),andevidencethat theyarefitand proper
persons

¢ the paymentservices for which the agentis appointed
¢ theuniqueidentification code or number ofthe agent, ifany
® anyotherinformationwhichwereasonablyrequire

Name and address details
WerequiredetailsofthePl,EMIorRAISPanditsagentsothatwecanidentify both partiesandmeet
oursupervisoryandregistrationrequirements.

AML internal control mechanisms

The Plor EMI should demonstrate thatit has and maintains appropriate and risk- sensitive
policies and proceduresforcountering therisk thatit, orits agents, maybe usedtofurther
financial crime.

We require a description of the internal control mechanisms that will be used to complywiththe
MLRsand other piecesoffinancial crimelegislation. Where agents are based inarotherEEA
Stateoutside the UK, authorised Plsor EMIs mustensuretheanti-money launderingsystemsand
controlscomplywithapplicablelocallegislationandregulation, including relating to financial crime
thatimplements4AMLEDandthatsuch requirements are followed by their agents as required.

Thedescription of internal control mechanismsonly needsto be suppliedonceifaPl or EMlapplies
the same controls to allits agents and ithas not changed from previous appointments. Ifthe PI

or EMI has previously supplied this information they should indicate this on the agent
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5.16

5.17

5.18

5.19

5.20

5.21

5.22

5.23

5.24

application form. The Plor EMI must provide an updated version ofits internal control
mechanisms without undue delay if there are significant changes to the details communicated
atthe initial notification stage.

Pls and EMIs should take reasonable measures to satisfy themselves that the agent’'santi-
money launderinginternal controls and mechanisms remain appropriate throughoutthe
agency relationship.

Directors and persons responsible for the management of the agent

We mustbe provided with details of the director(s) and person(s) responsible forthe management of
theagent. Forincorporated agentsthese arethe board members, or for unincorporated agents the
partnersorsole trader, together with any other person that has day-to-day responsibility for the
managementofthe agent.

Toverifyidentity, werequirethe nameandnationalinsurancenumberforUKresidents (or taxation
insurance number for non-UK residents) and date and place of birth for each person.

WheretheagentisnotitselfaPSP(e.g.aPl,EMIlorRAISP)wealsoneedevidence thattherelevant
individualsarefitandproperpersons.WeaskPIs,EMIsandRAISPs toprovideinformationaboutthe
individuals(includinganyadverseinformation)and certifythattheyhavebeenassessedasfitand
properpersons.Pls,EMIsandRAISPs should carry outtheirownfitnessand propriety checksontheir
agents,onthe

basis ofa‘due and diligent’ enquiry before making the application. The assessment
should be proportionate to the nature, complexity and scale of risk in the distribution,
redemption, paymentservices or other activities being carried out by the agent.

We expect Pls, EMIs and RAISPs to consider the following factors when making enquiriesabout
thefitnessand propriety of the directors and personsresponsible for themanagementofanagent:

® honesty,integrityandreputation

® competence and capability
FormoreinformationonthetypesofenquiriesweexpectPls,EMIsandRAISPsto make when
gatheringinformation about these factors, please see the information on the fit and proper

assessment in Chapter 3 — Authorisation and registration, especially in3.67.

WewillusetheenquiriesmadebythePl,EMIlorRAISPtohelp ourassessmentofthe fitness and
propriety of the directors and persons responsible for the management of an agent.

Payment services for which agent is appointed
ForagentsofPls,EMIsandRAISPswerequiredetailsofthepaymentserviceswhich the agenthasbeen
appointedto provide.

Unique identification code or number

Wewill, whereapplicable, requiredetailsoftheuniqueidentificationcodeornumber oftheagent.
ForUKagents, thisisthe FirmReference Number(whereitisalreadyon

theFinancial Services Register)aswellasits Companies Houseregistrationnumberor,
forunincorporated agents, the national insurance number(s) of those involved inthe
management of the agent. Ifthe UK agent has a Legal Entity Identifier?” (LEI) this must

also be provided. ForEEA agents anLEloranotheridentification numbershould be

27 AnLElisauniqueidentifierforpersonsthatarelegalentitiesorstructuresincludingcompanies, charitiesandtrusts. Further
informationonLEls,includinganswerstofrequentlyaskedquestions,canbefoundonthelLegal EntityldentifierRegulatory Oversight
Committee and Global Legal Entity Identifier Foundation websites.

These-draftRTS-ax Hable-herehttos /I araea: ba-europa-eul-Leba-oublishas-final-draft-technical-standard +i and
T eraft-RIS-af REFERHPS A WWW P F-FeBa-pubtshes-Haal-aratt ARicat-stan Ae

EaFES-of peraton—a
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5.26
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Additional information and changes to information supplied
Atanytimeafterreceivinganapplicationand beforedeterminingit, we mayrequirethe applicantto
provideuswithfurtherinformationaswe considerreasonably necessary todeterminetheir
application (regulation 34(5) ofthe PSRs 2017 and regulation 34(5) of the EMRs). This can
include documents to support the fitness and propriety checks carried outonagents.

Once an application has been submitted, before it has been determined and on an ongoingbasis,
applicantsmustwithoutunduedelaytellusaboutsignificantchanges in circumstances relating to
the fithess and propriety of an agent’'s management or of anything relatingtomoney
laundering orterroristfinancing.

Decisionmaking

5.27

We are required to make a decision on applications to registering an agent within two months of
receivingacomplete application where the agentis engaged in relation to the provision of
paymentservices ore-moneyissuanceinthe UK.

5:295.28 An application to appoint an agent may be combined with an application for authorisation or

5.29

5.30

registration—inwhich caseitwillbedeterminedinaccordancewith the timetable for that
application.

Approval

WeupdatetheFinancialServicesRegisterwhenweapproveanagentapplication, usuallywithinone
businessday.WealsocommunicatetheapplicationresulttothePl, EMIorRAISP.If the TPR
Notification contains all the required information on the TA firms agent(s) then we will
register these agents with effect from IP Completion Day (as defined in the European
Union (Withdrawal Agreement) Act 2020) or as soon as practicable thereafter.

If the agent does not appear on the Register as expected (i.e.;aftertwomonths or after |P

Completion Day){erferanagentinanotherEEAState threemonths{see Chapter6—Passporting)
theagentdoesneotappearontheRegister, the Pl,EMI orRAISP should contactthe Customer
ContactCentre.Pls,EMIsandRAISPscannot provide paymentservices throughanagentuntil the
agentisincluded onthe Register.

Refusal
5:305.31 The PSRs 2017 andthe EMRs only allow us to refuse toinclude the agentinthe register where:

a. wehavenotreceivedalltheinformationrequiredintheapplication (see Makingan application
above) or we are not satisfied that the information is correct

b. wearenotsatisfied thatthe directorsand persons responsible for the management of the agent
arefitand proper persons

C. wehavereasonablegroundstosuspectthat,inconnectionwith the provision of services
through the agent

67


https://5.305.31
https://EMIorRAISP.If
https://5.295.28

— money laundering or terrorist financing within the meaning of the Meney-taundering
Directive{erMLRsintheUk}istakingplace, hastakenplaceorhas been attempted

— the provision of services through the agent could increase the risk of money
launderingorterroristfinancing

5:325.33 Chapter 14 — Enforcement provides more information on what we will do if we
proposetorefusetoincludeanagentonthe Financial Services Register.

Cancellation of agents

5:335.34 Tocancel an agent registration the principal must submit a Remove PSD agent or Remove EMD
agentapplicationthroughConnect. WewillupdatetheFinancialServices Register to show that the
agentis no longer registered to act for the principal once we havefinishedprocessingthe

notification.

Changes to agent details

5:355.36 The principal must submit an Amend PSD agent or Amend EMD agent application through
Connectto amend the details of an agent.

5:365.37 Wewillassesstheimpactofthe changeagainstthe agentregistrationrequirements. Ifthe changeis
approved we willupdate the Financial Services Registeras soonas possible. Ifweneed more
informationwewillcontactthe PSP,andifthe changeisnot approvedwewillfollowtherefusal

processsetoutabove.

Notifying HMRC

ThePlorEMIshould makesurethatHer Majesty’s Revenue and Customs’ (HMRC’s) Money Service Business Registerisuptodate
andthatanyagentsubmissionsmadeto ushavebeenincluded in the list of premises notified to HMRC.
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6.1

This chapter sets out who and what is covered by the temporary permission schemes relevant to incoming EEA
authorised electronic money institutions (EMIs), EEA authorised payment institutions (Pls) and EEA registered
account information service providers (RAISPs). It is also a guide to the requirements applicable to EEA
authorised credit institutions, EEA authorised EMls, EEA authorised Pls and EEA RAISPs in temporary permission
schemes, with signposts to where tofind further information on the requirements under the Payment Services
Regulations 2017 (PSRs 2017) and the Electronic Money Regulations 2011 (EMRs).

What are the temporary permissions schemes?

6.2

6.3

6.4

6.5

6.6

6.7

6.8

6.9

6.10

6.11

The UK left the EU on 31 January 2020 with a Withdrawal Agreement. The Withdrawal Agreement included a
transition period, which ended on 31 December 2020 (referred to as Implementation Period Completion Day, or
IP Completion Day). During this period EU law continued to apply in the UK, including the EU’s passporting
regime.

Under the passporting regime, financial services firms specified in the relevant directives (including the
electronic money directive and second payment services directive) in any EEA country have access to the single
market for financial services. This means that they can provide regulated financial services, within the scope of
the directives, in other EEA countries without the need for further authorisation.

The UK’s participation in the passporting regime ended on 31 December 2020. This meant that many EEA
financial services firms, previously operating in the UK on the basis of a passport, would need to seek
permission to continue to access the UK market at the end of the transition period or, alternatively, wind-up
their UK business.

To minimise disruption to firms, the Government introduced schemes to enable such firms to continue to
operate in the UK for a transitional period. The schemes applicable to incoming EEA authorised EMIs, EEA
authorised Pls and EEA RAISPs are set out in Schedule 3 of the Electronic Money, Payment Services and
Payment Systems (Amendment and Transitional Provisions) (EU Exit) Regulations 2018 (the Exit SlI).

Parts 1 and 2 of Schedule 3 of the Exit Sl establish the ‘Temporary Permissions Regime’ or ‘TPR’. This enables
firms that passported into the UK immediately before IP Completion Day to operate in the UK as though
authorised / registered by us. This -is limited to the scope of the previously passported permissions and is for a
limited period after IP Completion Day. To be in the TPR, firms had to meet the criteria in the Exit Sl and have
notified us before IP Completion Day. Firms that did are now shown in the Financial Services Register.

Parts 1A and 3 of Schedule 3 of the Exit Sl establish the ‘Financial Services Contracts Regime’ or ‘FSCR’. This is
split into two separate regimes.

The first is the ‘Supervised Run-Off Regime’ or ‘SRQO’ set out in Parts 1A and 3 of Schedule 3 (excluding
paragraphs 12L and 36). This enables firms that provided services -passperted-through a branch or agent in
exercise of a passport right and either did not enter the TPR; or who later exit the TPR without a UK
authorisation / registration, to continue to operate in the UK astheoughautheorised-byusforalimited purpese.
This transitional-autheorisation-is limited to the scope of the previously passported permissions, for the specific
purpose of performing pre-existing contracts and/or redeeming outstanding e-money, and is for a limited
period after IP Completion Day.

The second is the ‘Contractual Run-Off Regime’ or ‘CRO’ established-set out in paragraphs 121 and 36 of
Schedule 3 of the Exit SI. This enables firms that passported into the UK on a services basis and did not enter the
TPR, or who later exit the TPR without a UK authorisation / registration, to continue operating in order to
perform pre-existing contracts or redeem outstanding e-money, without breaching the prohibitions in
Regulation 61(1) of the EMRs and Regulation 138(1) of the PSRs 2017 which prohibit such activities without UK
authorisation / registration.

A pre-existing contract for the purposes of the SRO is a contract entered into before IP Completion Day or, if the
firm has exited the TPR without a UK authorisation / registration, the date the firm exits the TPR and under
which the firm is obliged to issue e-money or provide payment services. We consider that a similar definition is
applicable for the purposes of the CRO.

Before IP Completion Day, incoming EEA credit institutions were able to provide payment services and issue e-
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money in the UK under the passporting provisions of Directive 2013/36/EU (the Capital Requirements

Directive). After IP Completion Day, these passporting rights were not available to EEA credit institutions. Part 3

(temporary permission) and Part 6 (supervised run off) of the EEA Passport Rights (Amendment, etc., and

Transitional Provisions) (EU Exit) Regulations 2018 (EEA Passport Regulations) establish a temporary permission

regime and supervised run-off regime applicable to credit institutions. The EEA Passport Regulations also

establish a contractual run-off regime.

What provisions of the EMRs and PSRs 2017 apply to firms in the TPR and SRO?

6.12

6.13

6.14

6.15

Firms in the TPR and SRO (TA firms) will be deemed to have a temporary authorisation / registration:

® an EEA authorised electronic money institution in the TPR or SRO, will be deemed to be an EMI for the

purposes of the EMRs

® an EEA authorised payment institution in the TPR or SRO, will be deemed to be an authorised PI for the

purposes of the PSRs 2017

® an EEA registered account information service provider in the TPR or SRO will be deemed to be a RAISP

under the PSRs 2017

We often use the term Payment Service Provider or PSP in this document, rememberthis includes Pls, EMIS and

RAISPs and, in line with the above, includes TA firms.

EEA authorised credit institutions in the equivalent regimes will be deemed to be persons with Part 4A

permissions for deposit-taking and/or issuance of electronic money. References in this document to ‘credit

institutions’ include such firms.

This means that, in addition to obligations specific to the TPR and SRO, TA firms must comply with the

provisions of the EMRs and PSRs 2017 applicable to Pls, EMIs and RAISPs, subject to a few exceptions:

Exceptionstowherethe EMRs/PSRs 2017 appylies to firms with temporary authorisation /

registration under the Exit Sl

PSRs 2017 / EMRs

TA firms in the TPR

TA firms in the SRO

Firms in CRO

UK authorised Pls

EMlIs and RAISPs

Regulation 6 of the Not applicable Not applicable | Not applicable Applies
EMRs and PSRs

2017 — conditions

for authorisation

Regulation 10(1) of Not applicable Not applicable |Not applicable Applies
the EMRs and PSRs

2017 — cancellation

of authorisation

Regulation 17 of No — but see No — but see Not Applies
the EMRs paragraph 18 of | paragraph 27 of applicable

Regulation 20 of Schedule 3 of the | Schedule 3 of the

the PSRs 2017 — Exit SI Exit SI

dutv tn natifu

Regulation 19 of Not applicable Not applicable Not Applies
the EMRs applicable

Regulation 22 and

Schedule 3 —of the

PSRs 2017 capital

Regulation 24(1), No — except where|No — except where Not Applies
(2), (4) and (5) of subject to subject to applicable

the EMRs insolvency insolvency

Regulation 23(14) proceedings in the | proceedings in the

to (16) of the PSRs UK UK

2017 -
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6.16

6.17

6.18

Regulation 25 of Not applicable Not applicable Not Applies
the EMRs, applicable

Regulation 24 of

the PSRs 2017—

accounting and

Schedule 3 Not applicable Not applicable Not Applies
paragraph 4 of the applicable

EMRs, Schedule 6,

paragraph 5 of the

PSRs 2017 — control

Schedule 6, Not applicable Not applicable Not Applies
paragraph 6 of the applicable

PSRs 2017—

incoming firms:

intervention bv FCA

Regulation 63(1) of Not applicable Not applicable Not N/A
the EMRs, applicable

Regulation 138(1)

of the PSRs —

T

The conduct of business requirements at Parts 6, 7 and 8 of the PSRs 2017 apply to all TA firms and to EEA

authorised credit institutions with temporary authorisation under the EEA Passport Regulations.

The rules and guidance in the FCA Handbook applicable to payment service providers also applies to TA firms

and EEA authorised credit institutions with temporary authorisation under the EEA Passport Regulations.

Guidance on how the FCA Handbook applies to firms with temporary authorisations can be found in the General

Provisions Chapter 2.2.36G.

Fhis-The Approach dDocument sets out our guidance on the provisions of the EMRs and PSRs 2017. Some of this

guidance will be relevant to TA firms while operating in the TPR and/or the SRO, some will only be relevant to

TA firms going through a UK authorisation / registration process.

How to read the Approach Document as a TA firm

Does it Comments
Chapters applyto a
TA firm
1. Introduction Yes [This chapter is relevant to TA firms. References EMls, Pls and
RAISPs in this chapter are deemed to include TA firms and
references to credit institutions are deemed to include those
2. Scope Yes [This chapter is relevant to TA firms. References EMls, Pls and
RAISPs in this chapter are deemed to include TA firms and
references to credit institutions are deemed to include those
with temporary authorisation.
3. Authorisation No [This chapter is not relevant to TA firms, but it will be of
and registration interest to such firms making an authorisation or registration
application under the EMRs or PSRs 2017.
4. Changes in Yes [This chapter is relevant to TA firms. References to EMls, Pls
circumstances and RAISPs in this chapter are deemed to include TA firms
except where stated otherwise. Note that some of the
notification requirements do not apply to TA firms and that
there are additional notification requirements set out in this
Chapter 6.
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5. Appointment of Yes [This chapter is relevant to TA firms when appointing new
agents and use of agents. References to EMIs, Pls and RAISPs in this chapter
distributors are deemed to include TA firms.

7. Status disclosure Yes [This chapter is relevant to TA firms. References to EMls, Pls

and use of the FCA and RAISPs in this chapter are deemed to include TA firms.

logo

8. Conduct of Yes [This chapter is relevant to TA firms. References EMls, Pls and

business RAISPs in this chapter are deemed to include TA firms and

requirements references to credit institutions are deemed to include those
with temporary authorisation.

9. Capital resources No [This chapter is not relevant to TA firms, but it will be of

and requirements interest to such firms making an authorisation application
under the EMRs or PSRs 2017.

10. Safeguarding Yes [This chapter is relevant to TA firms. References to EMls, Pls
and RAISPs in this chapter are deemed to include TA firms
except where stated otherwise.

11. Complaints Yes [This chapter is relevant to TA firms. References EMls, Pls and

handling RAISPs in this chapter are deemed to include TA firms and
references to credit institutions are deemed to include those
with temporary authorisation.

12. Supervision Yes [This chapter is relevant to TA firms. References to EMls, Pls
and RAISPs in this chapter are deemed to include TA firms
except where stated otherwise.

13. Reporting and Yes [This chapter is relevant to TA firms. References EMls, Pls and

notifications RAISPs in this chapter are deemed to include TA firms and
references to credit institutions are deemed to include those
with temporary authorisation.

14. Enforcement Yes [This chapter is relevant to TA firms. References to EMls, Pls
and RAISPs in this chapter are deemed to include TA firms.

15. Fees No [This chapter is not relevant to TA firms, finformation on fees
applicable to TA firms is set out in this Chapter 6.

16. Payment Yes [This chapter is relevant to TA firms. References EMls, Pls and

service providers RAISPs in this chapter are deemed to include TA firms and

access to payment references to credit institutions are deemed to include those
account services with temporary authorisation.

17. Payment Yes [This chapter is relevant to TA firms. References EMls, Pls and

initiation and RAISPs in this chapter are deemed to include TA firms and

account references to credit institutions are deemed to include those
information with temporary authorisation. Nete-thatrReferences to

services and
confirmation of
availability of funds

IASPSPs include credit institutions, Pls and EMlIs that are TA

firms where they are the account provider.
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6.19

6.20

6.21

6.22

6.23

6.24

6.25

18. Operational and Yes [This chapter is relevant to TA firms. References EMls, Pls and
security risks RAISPs in this chapter are deemed to include TA firms and
references to credit institutions are deemed to include those
with temporary authorisation.

19. Financial crime Yes [This chapter is relevant to TA firms. References to EMls, Pls
and RAISPs in this chapter are deemed to include TA firms.

20. Authentication Yes [This chapter is relevant to TA firms. References EMls, Pls and
RAISPs in this chapter are deemed to include TA firms and
references to credit institutions are deemed to include those
with temporary authorisation.

The UK’s decision to withdraw from the EU triggered a significant programme of amending legislation to ensure
that the UK continued to have a functioning financial services regulatory regime after IP Completion Day. This
has been referred to as “onshoring”. Effective on IP Completion Day, multiple changes were made to the
legislation, regulatory rules and guidance applicable to payment services and the issuance of e-money.

This onshoring process meant that there-are-some-areas-wheresome of the requirements on firms changed. To
help firms adapt to their new requirements, the Treasury gave UK financial regulators (including the FCA) the
power to make transitional provisions te-for financial services legislation for a temporary period. We applied
this power in a Transitional Direction on a broad basis from IP Completion Day until 31 March 2022. In
summary, tFhis allows firms to delay-phase in compliance with the changes in law made as part of the
onshoring exercise over a longer period, up to 31 March 2022.

However, the Transitional Direction has limited application to TA firms. It does not apply to the requirements of
the temporary permission schemes, including the application of the EMRs and PSRs 2017 to TA firms. TA firms
must comply with the applicable obligations under the EMRs, PSRs 2017 (as amended by the Exit Sl or, relying
on the Transitional Direction, as were in force immediately pre-IP Completion Day)-. In respect of the parts of
the FCA Handbook applicable to TA firms, the Transitional Direction has no effect on DISP or PRIN. In respect of
the parts of BCOBs that apply to Pls, EMIs and RAISPs, to the extent the amendments in BCOBS result in BCOBS
applying differently, we have applied the direction, so firms will have the option of continuing to comply with
the pre-IP completion day regime if they wish. Certain changes to SUP are also in scope of the direction. There is
more detail on this in Annex B to our Transitional Direction.

Requirements on TA firms

Notification of intention

By the end of 31 December 2021, TA firms in the TPR must notify the FCA of their plans for the UK business. In
this notice, a firm must tell us whether it or a UK subsidiary (whichever is applicable) intends to apply for

authorisation or whetheritintendsto-applyferregistration, or whether it is intending to cease issuing e-money
or providing payment services in the UK.

Once this notification has been submitted, if the TA firm’s intention changes it must notify us of this change
within a reasonable time. We considerthataperiod of 28 daysafterthe decision changing this intention is made
wouldgenerallybe ‘a reasonabletime’.

Other notifications under the Exit Sl

In addition to certain notifications required under the EMRs and PSRs 2017, TA firms have additional
notification obligations. These differ depending on whether the firm is in the TPR, or whether the firm is in the
SRO or the CRO-. Unless otherwise specified, notifications by firms in the TPR must be made by email to
TPQueries@fca.org.uk and notifications by firms in the SRO must be made by email to
FSCRNotifications@fca.org.uk. We expect these notifications to be made to us within 28 days of the notifiable
event occurring, at the latest.

A TA firms in the TPR must notify us of any material changes to the information provided in the notification it
made to enter inte-the TPR (the TPR Notification). This includes changes to the TA firm’s name and address,
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changes to agents, providers of operational functions relating to the provision of payment services and, if an
EMI, changes to distributors.

6.26 All TA firms must notify us about certain actions taken in i#s-the home state. Although treated as an authorised
Pl, EMI or RAISP, a TA firm is not, in fact, authorised / registered by the FCA but by its home state competent
authority. We expect that the home state competent authority is responsible for ongoing supervision of the TA
firm against local requirements implementing the electronic money directive (EMD) and the second payment
services directive (PSD2), including the-conditions foref authorisation and capital requirements. TA firms must
notify us of any regulatory action taken against themit by the home state competent authority. This could
include, amongst other things, the imposition of requirements, requests for information and the carrying out of
onsite inspections. TA firms must also notify us of any cancellation or variation of its-the home state
authorisation / registration to provide payment services or issue e-money and any other regulatory action.

6.27 TA firms must also notify us of any adverse judgments made against it by its home state competent authority
acting under legislation implementing the EU Money Laundering Directive. Betails-on-how-tomake this
et bof . < Di on.

6.28 Firms in the SRO ertheCRO-must notify the FCA of that fact as soon as becoming (and no later than one month
after becoming) aware of an obligation to perform a pre-existing contract. This notification must be made in
accordance with our direction (which can be found here).

6.29 A firm in the SRO must notify us once it no longer has any obligations under pre-existing contracts i.e. when its
regulated payments/e-money business in the UK has been completely wound down. On considering that
notification, we will notify the firm of the date the authorisation / registration for the purposes of the SRO
expires and remove the firm from the FCA Register on that date.

Safeguarding

6-286.30 TA firms are required to safeguard relevant funds in accordance with the EMRs or and/or PSRs 2017. We may
ask TA Ffirms which-hold-safeguardingaccounts-outside-the-Uk-to explain what measures they are taking so
that the UK customer relevant funds held by the firm are insulated in the interest of customers against the
claims of other creditors in the event of the insolvency of the firm.

Agents and distributors

6-306.31 Where a TA firm included details of its agent(s) in its TPR Notification, or notification under the SRO, we will
include these agents on the Financial Services Register; the TA firm will not need to separately apply to register
that agent. However, if the details of such agents change following submission of that notification the TA firm
must notify us of this.

6-316.32 Similarly, TA firms must notify us of existing distributors in the TPR Notification. This means that TA firms must
then notify us of any changes to the details on distributors provided in this notification, see Chapter 4 — Changes
in Circumstances. TA firms in the TPR must notify us of any intention to engage further distributors.

6:326.33 Where a TA firm wishes to appoint additional agents (additional to those included in the TPR Notification) it
must follow the application process outlined in Chapter 5. There is no requirement to register distributors.

Permitted services under the SRO

6-336.34 The SRO provides a temporary authorisation / registration for a specific and limited purpose. It may only be
used for services necessary to performing a pre-existing contract.

6.35 However, the wind-down of business operations can be complex and the Exit Sl allows for firms to enter into
new contracts for the purposes of winding down the business (subject to approval of the relevant wind-down
plan by the FCA). fWe expect a wind-down plan to address the solvent wind-down of the business, including the
return of all customer funds in a timely manner.-—}

Fees

6-346.36 TA fEirms’ fees are calculated using the same designations as authorised Pls, EMIs and RAISPs.

6-356.37 FEES 4A provides information on periodic fees for TA firms.
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6-366.38 In addition to the annual fees mentioned above, firms will also need to pay a fee when you submit your

application for authorisation / registration. There is more information on autherisatien-application fees here.

Requirements for firms in the CRO

6:376.39 Where a firm relies on the CRO to issue e-money or provide payment services under a pre-existing contact it

must make specific disclosures to the relevant customer. This disclosure must notify the customer:

¢ That the firm is exempt only, and not treated as authorised or registered by the FCA under the EMRs or PSRs
2017 (whichever is applicable)

o As aresult of the UK’s withdrawal from the EU, it is possible that any assets the firm holds for the customer
no longer attract the same protections that applied before IP Completion Day and that recourse to an
alternative dispute resolution scheme is no longer available.

® |Inso far asis practicable, explain any actual changes arising as a result of the UK’s withdrawal from the EU in
relation to the protection of the customer’s assets and availability of an alternative dispute resolution
scheme.

6:386.40 If there is, or is likely to be, a material change affecting the information outlined above or there is a material

inaccuracy etc. then the firm must provide the customer with details of the change.

Exiting temporary permission schemes

Exiting the TPR

6:396.41 The aim of the TPR is to allow firms that wish to continue carrying out business in the UK in the longer term to

6.42

6.43

6.44

operate in the UK for a limited period after the passporting regime ends while they seek authorisation from the

FCA. Assuch—aA TPRA firm’s deemed permission ean-end-in-oneofthreedifferentwayswill end on the earliest
of the following:

¢ when the FAfirm’s application for authorisation or registration under the EMRs or PSRs 2017 (as required) is
determined — either approved or rejected;

o the date whenweexercise-ourpowersunderthe TPRtowe cancel a temporary authorisation / registration

® adate specified by the firm by notice to the FCA (or a date specified by the FCA in response to this notice, if
applicable)

® three years from IP Completion Day (subject to any extension by the Treasury)

In considering the options for authorisation or registration, FAfirms in the TPR will need to consider the
authorisation and registration conditions applicable to them (whether the conditions for Pls, EMIs or RAISPs). In
particular, that:

® EEA authorised Pls will-may have to establish an UK subsidiary in order to beautherised-orregistered-te
provide services in the UK when the EEA firm’s temporary permission ends. This will also apply to EMIs
which provide payment services that are unrelated to e-money issuance.

¢ EEA authorised EMIs which only provide payment services related to e-money issuance, and EEA RAISPs will
have to become authorised or registered to continue providing services in the UK when their temporary
permission ends. Such firms are not required to have a subsidiary in the UK, but we must be able to
effectively supervise the applicant once it is authorised or registered. We will consider this on a case by case
basis.

Many firms participating in the TPR will need to establish a UK subsidiary in order to offer new business at the
end of the TPR. Given the potential operational lead-time needed, the relevant-FA firm’s temporary
authorisation will not fall away automatically upon the authorisation of the subsidiary. Instead, the TA firm will
continue to be able to provide services using-its—tempeorary-permissionunder the SRO while the UK subsidiary
becomes operational, for up to 3 years from IP Completion Day;subjectto-the TPRconditions.

Where a FA firm’s authorisation or registration application is rejected or if its temporary authorisation is
cancelled, it will effectively fall into the SRO or CRO regime to allow for the wind down of the UK business in an

orderly manner.
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Exiting the SRO

6.42 The aim of the SRO is to allow certain firms that do not enter the TPR, or that exit the TPR without full UK
authorisation / registration, time to allow for the orderly wind-down of their UK regulated activities. An SRO
firm’s deemed permission will end on the earliest of the following:

¢ when the firm’s application for authorisation or registration under the EMRs or PSRs 2017 (as required)
takes effect, or the business of the firm is transferred to another person

* when a firm notifies us that it no longer has any obligations under pre-existing contracts, the date we notify
the firm as the date on which it ceases to be have a transitional authorisation / registration under the SRO

* when a firm does not notify us that it no longer has any obligations under pre-existing contracts, the date
when all its obligations under the relevant contracts has been discharged and, if applicable, the firm has
redeemed all e-money issued through a branch or an agent in the UK

® the date we cancel a temporary authorisation / registration

® the date the firm ceases to be authorised by its home state competent authority

o five years from the date the firm entered the SRO (subject to any extension by the Treasury)

Exiting the CRO

6.43 The aim of the CRO is to allow certain firms that do not enter the TPR, or that exit the TPR without full
authorisation / registration, time to allow for the orderly wind-down of their UK regulated activities. A CRO
firm’s exemption applies for a period of five years beginning with IP Completion Day or up until the date we
cancel the exemption.

Considerations for winding down your UK business

6.42 Where applicable, TA firms must comply with the FCA’s Principles for Businesses as long as these do not conflict
with the PSRs 2017 or EMRs. This includes Principle 6 (Customer’s interests) and Principle 7 (Communications
with clients). There are also specific rules in our Banking Conduct of Business Sourcebook (BCOBS) that sets out
our rules relating to communications with payment service and e-money customers.

6.43 With these in mind, we expect firms in the TPR to include specific status disclosure wording in their
communications with customers to indicate they are in the regime and to be clear about their regulatory status.
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7 Statusdisclosureanduseofthe FCAlogo

7.1

7.2

7.3

7374

Thischapterexplainswhatpaymentinstitutions(Pls)ande-moneyinstitutions(EMIs) maysayabout
theirregulatory statusandtherestriction onthe use of ourlogo.

Wehavedecidednottoallowanyfirmtousethe FCAlogoinanycircumstances.Our reasonsare set
outinFSAPolicy Statement 13/5 of March 2013 atsection 2.3 and incorporatedintothe FCA
HandbookinChapter5ofthe General ProvisionsChapter (GEN 5).

ThisdoesnotpreventanyPl, EMIorregisteredaccountinformationservice provider (RAISP)from
makingafactualstatementaboutitsregulatorystatus(asisrequiredin the information requirements
inPart6ofthe PaymentServices Regulations 2017). Annex3setsoutsomesamplestatementsforPls,
EMIsandRAISPstodescribetheir regulatoryrelationshipwithus.

Firms in the contractual run-off regime set out in paragraphs 12L and 36 of Schedule 3 of the

Electronic Money, Payment Services and Payment Systems (Amendment and Transitional
Provisions) (EU Exit) Regulations 2018 should also be mindful of the additional disclosure
obligations set out in Chapter 6 — Temporary Permission Schemes.

77



8.1

8.2

This chapter describes the conduct of business requirements. The Payment Services Regulations 2017 (PSRs
2017) conduct requirements apply to all payment service providers (PSPs) — including e-money institutions

(EMIs) when providing payment services. This excludes credit unions, municipal banks and the National Savings

Bank. The Electronic Money Regulations 2011 (EMRs) conduct requirements apply to all e-money issuers.

The chapterisset outasfollows:
® |Introduction,applicationandinteractionwithotherlegislation
¢ Partl:Informationrequirements:
— A-framework contracts
— B-—singlepaymenttransactions
— C-otherinformation provisions
® Part ll: Rights andobligations

¢ Partlll:Additionalconductofbusinessrequirementsfore-moneyissuers

Introduction

8.3

8.4

8.5

8.6

8.7

Parts 6 and 7 of the PSRs 2017 set out obligations on PSPs relating to the conduct of businessin
providingpaymentservices.Thesearetypically referredtoas‘conductof business requirements’.

Theyfallintotwo main categories:
* information to be provided to the customer before and after execution of a payment transaction
¢ therightsandobligationsof both PSP and customerin relation to payment transactions

Theinformation requirements differ depending on whetherthe transaction concerned is carried out
as partofanongoingrelationship under a ‘framework contract’ or as

asingle paymenttransaction. There are also different requirements for payment
instruments thatare limited to low value transactions.

Customersthatarelargerbusinessescan, insome casesagree withtheir PSPthat certain provisions
ofthe PSRs 2017 will notapply. Thisis known as the “corporate opt out”. We identify
throughout this chapter where the corporate opt out can be used. The corporate opt out can only be
used where the customerisnota:

¢ consumer

® micro-enterprise (see Glossary of Termsfordefinition)

¢ charity withanannualincome ofless than£1 million

Itisimportantto notethatthe PSRs 2017 provide that the agreement may be that “any orall of [the
relevantregulations] donotapply”. Inourview, it must be made clear to the customerwhichprovisions

arebeingdisapplied. ThePSRs2017containanoverarching provision allowing PSPs to offer more
advantageous terms to their customers than those setdowninthe PSRs2017.
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8.8

Definitions forthe termsusedin this chapter can be foundin regulation 2 ofthe PSRs 2017.

Application of the conduct of business requirements

8.9

8.10

8.11

Theconductrequirementsinthe PSRs2017applytopaymentservices provided from an
establishmentinthe UK, irrespective ofthe location ofanyother PSPinvolved or the currencyofthe
transaction.Thereare, however, exceptionstothis.

WhereoneofthePSPsislocatedoutsidetheEurepeanEconomicArea{EEAIUK,Parts6 and 7 of the
PSRs 2017 apply only to the parts of a transaction which are carried out in the-EEAUK. Certain
requirements only apply to transactions where the PSPs of both the payer and the payee are
located in the EEA-UK or where the payment transaction is in euresterling-orthe-currency-ofa
memberstate-that-has-netadopted-the-eure. Parts 6 and 7 of the PSRs 2017 also apply to
transactions where the PSPs (which includes EEA PSPs subject to PSD2) of both the payer and
payee are located within the UK or and EEA (the qualifying area) where the payment transaction is
in euro and executed under a payment scheme which operates across the qualifying area (a
Qualifying Area Transaction).

We have added guidance in Chapter 2 — Scope to assist PSPs with establishing whethera
particularconductofbusinessrequirementappliestoapaymentservice/ transaction.

Interaction with other legislation

8.12

8.13

8.14

8.15

8.16

8.17

Inadditiontocomplyingwiththe PSRs2017,PSPs and e-money issuers willneedtocomplywith
other relevant legislation.

FSMA and the FCA Handbook

i PSPsandemoneyissuersmust comply with_any relevantobligationsin theHandbook
that apply to them.Forexample,whereapplicable,theymustcomplywiththePrinciplesfor Businesses
aslongasthesedonotconflictwiththePSRs20170rEMRs2.

WedescribebelowsomeotherHandbookandlegislativerequirementsthat FSMA-authorised
firms may need to betaken into account.

Consumer Credit Act 1974 (CCA) and The Consumer Credit Sourcebook (CONC)

Generallyspeaking, businessesthatlendmoneytoretailconsumersarerequiredtobe authorisedbyus
under FSMA unlesstheyareexemptoranexclusionapplies.

The CONC sets out the detailed obligations that are specific to credit-related regulated activities
and activities connected to those credit-related regulated activitiescarried onbyfirms. Other
conductofbusinessrequirementsareimposed by the Consumer CreditAct 1974 (CCA)and
legislationmadeunderit.

Underregulation32(2) ofthe PSRs2017,Plsandunderregulation32(2) ofthe EMRs, EMIsmaygrant
credit, subjecttothe conditionsoutlinedinregulation 32(2) ofthe PSRs 2017 and regulation 32(2) of
the EMRs. These include that the credit is not granted fromthe funds received or held for the

3in 2019 we extended the application of the Principles for Business and some provisions of the Banking Conduct of Business Sourcebook (BCOBS) to Pls and EMIs and to the

provision of payment services and issuance of e-money (to the extent they did not already apply). See PS19/3.
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purposes of executing paymenttransactions orinexchangefore-money. Wherethegranting ofthe
creditisregulated by FSMA, the firmisalsorequiredtohaveauthorisationunderthatAct.

IfaPSPgrantscredit,thegeneralprincipleisthat,whereaPSPprovidesapayment serviceandgrants
credit,thetworegulatoryregimesapplycumulatively. Thereare, however, some exceptionsto this
andthe PSP needstobeaware of howthetwo regimesinteract. Wesetoutmoredetailin
paragraphs8.64—8.68.

The Banking: Conduct of Business sourcebook (BCOBS)

Retaildeposittakers, e.g.banks, buildingsocietiesandcreditunions —arerequiredto complywith
theBCOBS. In addition, Chapter 2 of BCOBS applies to banks and building societies, EMIs,
Pls and registered account information providers (RAISPs) with respect to the provision of
payment services or issuance or redemption of electronic money.

Broadly speaking, BCOBS does not apply where conduct in relation to a service is alreadyregulated
underthePSRs2017.Chapter10fBCOBSsetsoutwhichprovisions ofBCOBSapplycumulativelyto
paymentservicesalongsideParts6and7ofthePSRs 2017(e.g.BCOBS2relatingtocommunicationsand
financialpromotionsandBCOBS 6 relatingto cancellation). It also sets out which provisions of BCOBS
donotapplyto paymentserviceswhereParts6and7ofthe PSRs2017apply (e.g. mostof BCOBS4
relatingtoinformation requirements).

Forpaymentaccountsprovided bybanksandbuildingsocietiesinconnectionwith accepting
deposits, the provisions in Parts 6 and 7 of the PSRs 2017 about the disclosure of specified
items of information at the pre-contract and post contract stages, liabilityforunauthorised
payments,executionofpaymentsandsecurityand authentication of payments will always
apply. This means thatthe corresponding provisions of BCOBSthatregulatethe same mattersdo

notapply.

8:218.22 For provision of accounts that are not payment accounts (e.g. some savings accounts) the

requirementsinParts6and 7 ofthe PSRs 2017 do notgenerally apply toconduct thatrelatestothe
accounttakenasawhole, andsothe PSP will need tocomply with the requirementsin BCOBS. The
effect of thisis, forexample, thatif a PSP wishesto change theinterestratesonanaccountwhichisnota
paymentaccount, the PSP will needtoapplytherelevantnoticeperiodunder BCOBS, notthe PSRs2017.
Provisions inthe PSRs2017thatapplytopaymenttransactionswill, however,applytoindividual
payment transactions within the scope of the PSRs 2017 that are made to and from accounts
which are not payment accounts. This means, for example, that the PSRs 2017 information
requirements must be complied withinrelationtosuchtransactions, and if the PSP failed to execute
a transaction from such an account correctly, regulations91and 92 ofthe PSRs2017wouldapply
becausethe PSRs2017applyto that payment transaction. Provisions in the PSRs 2017 that
apply only to payment accounts (e.g. regulation 89(1)) will not apply to non-payment
accounts and the relevantprovisionsinBCOBSwillapplyinstead.Guidanceonthemeaningof
payment accountissetoutinPERG 15.

8:228.23 Because creditunionsare exemptfromthe PSRs 2017, the conduct provisions of BCOBSwillapply

tothemin respect of their retail banking services, except where expresslydisapplied (see BCOBS
1.1.5R).

8:238.24 BCOBS includes rules relating to:

¢ communicationswithbankingcustomersandfinancialpromotions

¢ communication with payment services and electronic money customers and payment services and

electronic money promotions

® currency transfer services

¢ distancecommunications,includingtherequirementsefthefor dBistance Marketing-marketing
DirectiveandEe-commerceDirective
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¢ informationtobecommunicatedtobankingcustomers,includingappropriate information
and statements of account

® post-salerequirementsonprompt, efficientandfairservice,movingaccounts,and lost or
dormantaccounts

® cancellation,includingtherighttocancelandthe effects of cancellation
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Distance Marketing-marketing Birective

Fhe Distance Marketingmarketing Directive (DMBJrequirements provides protection for
consumerswhenever theyenterintoafinancial servicescontract by distance means, includingfor

payment services.Boththe PSRs2017andtheBMbBdistance marketing requirementsapplyto
contractsforpaymentservices.

Inparticular, PSPs should be aware of the information requirements inthe
BMbPrelated to distance marketing which apply in addition to the information
requirementsinthe PSRs 2017.

For credit institutions, tFherulesimplementingthe BMB-inrelationto distance marketing of retail
bankingservices canbefound intheHandbookinBCOBS.ForPSPsande-moneyissuersthatarenot
undertaking aFSMAregulatedactivity, theserulesimplementingtheDMBarefoundintheFinancial
Services (Distance Marketing) Regulations 2004 (DMRs) and, for regulated credit agreements,
theyarefoundintheHandbookin CONC.

Cross-border payments and Single Euro Payments Area (SEPA) legislation
Regulation 924/2009 as amended by Regulation 2019/518 (referred to as CBPR2) wais a directly
applicable European Union (EU) regulation, on-shored by the European Union (Withdrawal) Act
2018 (EUWA) and amended by the Securities Financing Transactions, Securitisation and

Miscellaneous Amendments (EU Exnt) Regulatlons 2020. It—that—p#elmb%&PéPs#emeha#gmgme#eﬁe#

disclosure requirements relating to cross- border payments with a currency conversion.We arethe
competentauthority and the Financial Ombudsman Service is the out-of-court redress provider for
thisregulation.

Regulation 260/2012 on-shored by the EUWA and amended by the Credit Transfers and Direct Debits in
Euro (Amendment) (EU Exit) Regulations 2018 (SEPARegulation)laysdownrulesforcredittransferand
direct debittransactionsineurowhereboththepayer’'sPSPandthe payee’sPSParelocated inthe
EEAqualifying area,orwherethesole PSPinthe paymenttransactionislocatedinthe EEAUK. The SEPA
Regulationisalsodirectlyapplicable,andwearetheUKcompetentauthority.

Fhe-E-Commeree-commerce Pireetive{2000/31HECrequirements
FheE-CommerceDirective-establishes-harmenisedUK e-commerce requirements govern-rales
en issues such as the transparencyandinformationrequirementsforonlineservice providers,
commercial communications and electronic contracts.

Fherulesimplementingthe E-Commerce DirectiveinrelationtoThe rules related toe-

commerce deposittaking and activitiesassociatedwiththatactivity canbefoundintheHandbookin
BCOBS3.2.For e-commerce credit-related regulated activity, the rules implementing-the-E-
CommerceDirective-canbefoundintheHandbookinCONC2.8.
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Forotherpaymentservicesandtheissuanceof e-money, the rules implementing-the E-
Commerce Directiverelating to e-commerce are found in the Electronic Commerce (EC
Directive) Regulations 2002.

Unfair Contract Terms—The Unfair Terms in Consumer Contracts Regulations
1999 (UTCCRs)andthe ConsumerRightsAct2015(CRA)

The CRA applies to contracts between consumers and PSPs or e-money issuers enteredinto onor
after 1 October 2015 (the UTCCRs continue to apply to contracts concluded beforethatdate).

The CRArequirestermsused by businessesintheircontractsand noticestobefair. Further
informationaboutthe CRAand UTCCRscanbefoundin The Unfair Terms andConsumerNotices
RegulatoryGuide (UNFCOG),onourwebsiteandonthe CMA website. PSPs and e-money issuers
must ensure that their consumer contracts complywith boththe conductofbusinessprovisionsof
the PSRs2017and EMRsand the unfair contractterms provisions ofthe CRA (orUTCCRS).

The Consumer Protection from Unfair Trading Regulations 2008 (CPRs)
PSPsande-moneyissuers should note thatthe CPRs apply totheir paymentservice ande-
money business with consumers. The CPRsareintendedto protectconsumers fromunfaircommercial
practicesbybusinesses.“Commercialpractices”include advertising and marketing or other
commercial communications directly connect with the sale, promotion orsupply ofaproduct.
Furtherinformationaboutthe CPRs canbefound onourwebsite. The CMAhasalso published
guidancerelatingtothe CPRs.

Inproviding customerswith details oftheirservice, PSPsand e-moneyissuersmust avoid giving
customers misleading impressions or marketing in a misleading way, e.g.:

* misleadingastotheextentofthe protectiongivenbysafeguarding

* suggestingfundsareprotectedbytheFinancialServicesCompensationScheme, or displaying the
FSCSlogo

* misleadingastotheextentof FCAregulation of unregulated parts of the business

e describingaccountsthatare provided by PSPsthatare notcreditinstitutionsas ‘bankaccounts’
orotherwiseimplyingthatsuchaproviderisabank

¢ advertisinginterbankexchangeratesthatwillnotbeavailabletothe majority of customers

Advertising material orbusinessstationerythatislikelytomislead customersinthese areasmay
potentially constituteamisleadingcommercial practiceunderthe CPRs.

WhereamoneytransferoperatorPloperatesasa‘wholesaler’ (providingapayment service to smaller
money transfer operators, but without a contractual relationship withthe paymentservice user)
and providesits clientPlswith advertisingmaterialsand stationery, the use of such material must
becompatiblewiththe CPRs.

Advertising material or business stationery that is likely to mislead customers into believingthatthe
PSPwithwhomtheyhave contractedisthe wholesalerratherthan the clientmay potentially
constitute a misleading commercial practice underthe CPR. In these circumstances, it is
unlikely that simply referring to the client's name on the customer’sreceiptwill, initselfbe
sufficienttoachieve compliance, asthisoccursafter thetransaction hasbeenenteredinto. Whereit
appearstousthataPSP’sbusiness model has changed fromanagency to awholesaler model
purely as a matter of form ratherthan substance, in orderto avoidits regulatory obligationsforits
agents, thisis seen as a matter of concern.

Weareabletoenforcethe CPRsasa “designated enforcer” through Part8 ofthe Enterprise Act
2002.
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The Payment Account Regulations 2015 (PARs)
The PARs -which-implement-the-Payment-Accounts-Directive-introduced greater transparency of

feesandcharges, easieraccountswitchingandbetteraccesstobasic bank accounts.

Therequirementsofthe PARsapplyvis-a-visconsumers, whereastherequirements ofthe PSRs2017
applyvis-a-visallpaymentserviceusers(whichincludesbusiness customers).

The PARs apply to “payment accounts” but they have their own definition of this, which is narrower
thanthe definition of “paymentaccount” underthe PSRs 2017. This means thatsomeaccountswill
be classed as “payment accounts” under the PSRs 2017, but will not be classed as “payment accounts”
underthe PARs (e.g. certain savings accounts). PSPsshould be carefulto apply the correct definition of
“paymentaccount” dependingonwhichregimetheyareapplying.

Whereboththe provisionsinthe PARsandthe PSRs 2017 applytoaccounts, PSPs must comply with
both sets of requirements. For example, the PSRs 2017 require charges information to be provided
to customers pre-contractually. The PARs will require a fee information document to be provided pre-
contractually. The requirement under the PARs applies in addition to the requirements in the PSRs
2017 (see regulation8(1)(a)ofthe PARs).PSPscould,however,usethefeeinformationdocument to
providedetailsofchargesunderthe PSRs2017,providedtherequirements of both pieces of legislation
are met.

Similarly, wherethe provisionsinthe PARsandthe PSRs2017applytoabasicbank account, regulation
51ofthe PSRs 2017 will apply to the termination of the account. This is, however, subject to the
specific list of termination conditions set out in regulation26(1) ofthe PARswhichlimitthereasons
thatapaymentaccountwith basic featurescanbeterminatedbythePSP.

FurtherguidanceonthePARscanbefoundonourwebsite.

ISA Regulations and COBS

WherePSPsareprovidingISAs,theyalsoneedtobeawareoftheirobligationsunder thelSA
Regulationsandthe ConductofBusinessSourcebookintheHandbook.

The Security of Network & Information Systems Regulations (NIS Regulations)bireetive

on-security-of network-and-information-systems

Unien{NiS}-The NIS Regulations ineludesprovide measuresonthereliabilityandsecurity of critical

networkandinformationsystems,includingincidentreportingrequirements.

Underthe NIS regulations, operatorsofessentialservicesarerequiredto provide notification totheir
competent authority in the event “of incidents having a significant impact on the
continuity ofessential services theyprovide.”

Creditinstitutionsaredefinedasoperatorsofessential servicesunderNIS Regulations, insofar as
theymeetthecriteriasetoutinArticle 5{2}8 of NIS. The EBA’sguidelines on Major Incident
Reporting confirm that the requirements for notification of incidents under PSD2 are considered
tobeatleastequivalenttotheobligationsin the European Directive (EU) 2016/1148 which the NIS
Regulations originally implemented*MNIS. Fhereforeilncidents affecting creditinstitution’s
paymentservicesshould bereported under PSD2 rather thanNIS.

The Interchange Fee Regulation FR)
Regulation (EU) 2015/751, on-shored by the EUWA and amended by the Interchange Fee

(Amendment) (EU Exit) Regulations 2019 (the IFR), M&aéweeﬂ-ya-ppheable%&egﬂaﬂengg-
whichintroducedsets outobligationsforPSPs dealingincard-based paymentswhichare

4 Following the UK’s exit from the EU we continue to expect firms we regulate to apply the EBA Guidelines to the extent that they remain relevant?.
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complementarytotherequirementsunder PSD2. We are jointly competent with the Payment
Systems Regulator for some of these provisions. The majority of IFRrulesrelatingtobusiness
obligationsforPSPs conducting businessin card-based paymentstookeffecton9June 2016.

The Payment Systems Regulator has produced guidance setting outits approachin relation
toits functionsunderthe IFR.

Data protection legislation

PSPsneedtobeaware oftheirobligationsunderthe Data Protection Act19982018,as well as the
dpcomingchangestothe dataprotectionregimeunderthe General Data Protection
Regulation ({EU}2016/679)whichecame omesintoeffecton25May2018, as on-shored by the EUWA
and amended by the Data Protection, Privacy and Electronic Communications (Amendments etc)
(EU Exit) Regulations 2019 (the GDPR). -

Thereareanumberofareasinthe PSRs2017whichrelatetouserinformation. Any requirements in the PSRs 2017

relating to user information are distinct from requirementsunderdataprotectionlaw.PSPswillneedtoput
appropriateprocedures in place to ensure that they comply with their obligations under the PSRs 2017 and

theirobligationsunderdataprotectionlegislationcumulatively.

There are various requirements in the PSRs 2017 for PSPs to have or obtain the user’s “consent”
or “explicit consent” inrelationto the provision of payment services (e.g. consent to a payment
transaction). “Consent” and “explicit consent” must be interpretedinthe contexttheyare used,
andin line with the purpose and scope of PSD2. Where “consent” or “explicit consent” isrequired
underthe PSRs2017,we include guidance in this chapterregarding the nature of such consent.

“Consent” and “explicit consent” are also concepts under data protection law, where they are
interpreted in a specific way. For more detail regarding the way explicit consent is interpreted
under data protection law, PSPs should have regard to the Information Commissioner’s Office
guidance on “explicitconsent”. Theinterpretation of “consent” and “explicit consent” under data
protection law should not be read across intotherequirementsunderthe PSRs2017.

Similarly, “sensitive paymentdata”isreferredtointhe PSRs2017andthisisadifferent conceptto
“sensitive personal data” under data protection law.

Anti-money laundering and terrorist financing legislation
AllPSPsande-moneyissuers mustcomplywiththe MoneyLaundering, Terrorist Financingand
TransferofFunds(InformationonthePayer)Regulations2017(MLRs) to counter the risk that they
are misused for the purposes of money laundering andterroristfinancing. Theobligations
includeidentifyingcustomers, monitoring transactionsandidentifyingandreporting
suspicioustransactions.

EU-Regulation 2015/847, on-shored by the EUWA and amended by the Money Laundering and
Transfer of Funds (Information) (Amendment) (EU Exit) Regulations 2019, on information

accompanying transfers of funds (Funds TransferRegulation)isadirecthrapphcableEdregulationthat

specifiestheinformation on the payee or payer to be included in a payment message (or made
available on request)andthecircumstancesthataPSPisrequiredtoverify thatinformation.

For businesses supervised by us under the MLRs, the Joint Money Laundering Steering Group has
provided guidanceoninterpretingtheseobligationsandwe have a financial crimeguide.For
businessessupervisedbyHMRCundertheMLRs(e.g.those only undertaking the payment service of
money transmission) HMRC has provided guidance on complying with AML and CFT obligations.

Chapter 19 — Financial Crime contains further details about these requirements.
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Part I: Informationrequirements

Theinformationthat PSPsarerequired bythe PSRs 2017to provideto customersis separatedinto

twoscenarios:

* Transactionsunderframework contracts—a contractgoverning the future execution of individual
and successive payment transactions (see regulation 2 for the full definition). Thisiswhere
thereisanongoingrelationship,andthereisanagreement betweenthe PSPandthe customer
coveringthe making of payments. Examples of thiswouldbe partsofabank’s currentaccountterms
andconditionsoraPlor EMI’s ongoing contract with its customer.

¢ Single paymenttransactions—thisistypically wherethereis noongoing relationship
between the customer and the PSP —the transaction is a “one-off” and the contract between the
PSP and the customer relates solely to the particular transaction in question. A single payment
transaction may also occur if there is a contract that does notinclude the particular payment

serviceinvolved.

For both scenarios, the PSRs 2017 set out the information to be provided or made available before
the contractisenteredinto, before execution ofthetransaction, and after execution of the

transaction.

The corporate opt out applies to all of the information requirements under Part 6 of the PSRs
2017 (seeunder“General” atthe startof Part 1l of this chapter).

Assetoutatparagraph8.18,whereaPSP providesapaymentserviceandgrants credit, the general
principle is that the two regulatory regimes apply cumulatively. Thereare,however,some
exceptionstothis.Regulation41ofthe PSRs2017setsout the interaction betweenthe PSRs 2017 and
the consumer creditregimeinrelationto Part6 ofthe PSRs2017.

Regulation 41(2) provides that:

¢ regulation 50 (changesin contractualinformation)does notapply

¢ regulation 51 (termination of framework contract) does not apply

We have summarisedthe requirementsofregulation41(2) ofthe PSRs2017and how, inourview, it
appliestoanycreditcardsandoverdraftswhichareregulated bythe CCA below.Thistable doesnotset
outotherlegalrequirementswhichmayapply(e.g.under CONCortheCRA).

Currentaccountwithan
overdraft regulated by
the CCA

Credit card regulated
by the CCA

Regulation of the PSRs 2017

Regulation 50 — changes in
contractual information

Do the PSRs 2017 apply?

Regulation 50 will not apply to
making changes to the terms

of the overdraft (including debit
interest rates). Changes to these
will be governed by applicable
provisions in the CCA.

Regulation 50 will apply to any
changes to the framework
contract for payment services
(including credit interest rates).

Regulation 50 will not apply.
Changes to contractual
information (including

debit interest rates) will

be governed by applicable
provisions in the CCA.

Regulation 51 —termination of
framework contract

Regulation 51 will not apply to the
overdraft.

Regulation 51 will not apply.
Termination will be governed
by applicable provisions in the
CCA.

Regulation 41(3) also provides that, where a PSP is required to provide the same information to a
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customer under the PSRs 2017 and the consumer credit regime, information which hasbeen
providedin compliance with the consumer creditregime doesnotneedtobeprovidedagaininorder
tocomplywiththe PSRs2017.

The requirements of the PSRs 2017 and the consumer credit regime apply cumulatively, however,
thisisonlythecaseiftheinformationwasprovidedinamanner which complies with the requirements
ofthe PSRs 2017.This meansthatinformation doesnotneedtobeduplicatedunnecessarily, butPSPs
stillneedtobesatisfied thattheyare meetingthe information requirements under both the PSRs 2017
and consumercreditregime. Forexample, any pre-contractual information providedin aSEGG!

{StandardEuropeanConsumerCreditinformation)the Pre-Contract Credit Informationfora

creditcardwould notneed to be duplicated to meet requirements under regulation 48 of the PSRs
2017.However, anyinformationnotincluded inthe SECCIPre-Contract Credit Information or
other pre-contractual documentation would still need to be provided to the customerinaccordance
with regulation48 ofthe PSRs 2017.

Communicationofinformation(regulation55)
Theinformationmustbe providedormadeavailable:

¢ ineasilyunderstandablelanguageandinaclearandcomprehensibleform

¢ inEnglish(orotheragreedlanguage)
® inthecaseofsinglepaymentcontracts,inaneasilyaccessiblemanner

® on paper or another durable medium (for single payment contracts, only where the customer
requests this) unless otherwise specified in the particular regulation or in some cases, subject to
agreement.

Adistinctionisdrawnintheregulationsbetween “makingavailable” informationand “providing” it.
Inline with the recitals to PSD2 and Court of Justice of the European Union (CJEU) caselaw, we
expectinformationwhichisrequiredtobe “provided” to be actively communicated by the PSPto the
customer withoutany prompting by the customer.

In contrast, arequirementto make information available meansthatthe customercan be required to
take active steps to obtain the information (e.g. by requesting it from the PSP,loggingontoa
messagingsystemwithinonlinebankingorinsertingabank cardintoaprinterforaccountstatements).
However, access mustbe possible and the information must be readily available.

Soforexample,aPSPwouldonlybemakinginformationavailableiftheyuploadit tothe
customer’selectronicinboxinthe provider’'sownonline bankingwebsite. If, however, they send
anemailtothe emailaddress provided by the customeroran SMS notification to the
customer’s phone in accordance with an agreementin the framework contracttosaythata
document has been uploaded to a customer’s online banking account, this could be sufficient to
meet arequirementto provide the information.

We expect providers to adopt an approach to the information requirements that takes account of
the confidentiality of the information concerned and any particular needs of the customer.

Durablemediumisdefinedas“anyinstrumentwhichenablesthe paymentservice usertostore
informationaddressed personallytotheminawayaccessible for future reference for a period of time
adequate forthe purposes of the information and which allows the unchanged reproduction of the
information stored.” As set outin recital 57 of PSD2, this may be met by printouts onaccount printers,
CD-ROMs, DVDs, the harddrivesof computersonwhichemailscanbestored,and,incertain
circumstances internet sites. We acknowledge, however, that many forms of media are capable of

meetingthecriteriaofbeingadurable medium.33

33 https://www.fca.org.uk/firms/durable-medium, also see CP17/7 Insurance Distribution Directive implementation — consultation paper|
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Thedefinitionofdurable mediumhasbeenconsideredrecentlybythe CJEUinthe context of
internetsites. Itwasthe CJEU’s finding that, foran e-banking portal or other websiteitselftobea
durable medium, it must:

¢ give customers control of the information
¢ allowstorageforlongenoughtoenable customersto enforce theirrights

¢ excludethe possibility of the PSP or person acting for them changing the content

Putting information on a PSP’s ‘ordinary’ website would not meet durable medium requirements
if the PSP hasfull control of theinformation and the ability to change or delete it, orif the websiteis
notavailable afterthe customer closes theiraccount.

No charges maybelevied bythe PSP for providingany of thisinformationinthe form andfrequency
requiredbythePSRs2017.

AESMAauthorisedfirmwhichisalsocarryingonanactivityregulatedunderESMA PFswill
also needtotakeintoaccountthe Communicationswith ClientsPrinciple, whichrequires itto
communicate informationtoclientsinawaythatisclear, fairand not misleading_ and Chapter 2 of
BCOBS. AllPSPsalsoneedtobeawareoftheirobligationsunderthe Consumer Protection from
Unfair Trading Regulations 2008 and the Consumer Rights Act/UTCCRs (as applicable).

Inourview, therequirementsto deliverinformationinacertain wayinParts 6and 7 of the PSRs2017
canbesummarisedasfollows (subjecttoanyspecificrequirementsina particular regulation):

Requirement Meaning of requirement

“Provide” Needs to be actively communicated to the customer without any
prompting by the customer. Examples are SMS, email orletter sentto
customer.

“Make available” Customer can be required to take active steps to obtain the
information. Anexampleis uploadinginformationto a customer’s
online banking accountforthemtoaccess.

A. Frameworkcontract

Before the framework contract is entered into (regulation 48 and Schedule 4)
In good time before the contractis concluded (orimmediately after the execution of the
transaction if the contract has been concluded at the customer’s request by meansofdistance
communication,suchasbytelephone, whereitisnotpracticable to provide the information
beforehand), the PSP must provide the customer the informationinthetable below.

This can be done by providing the customer with a copy of the draft contract. For distance
contractsconcludedonline, weexpect PSPstobeabletoprovideinformation beforehand.PSPscould
achievethisby,forexample,emailingthe customertheterms of the framework contract and
Schedule 4 information as part of the process.

Information to be provided before the contract is entered into (regulation 48 and
Schedule 4)

Details about the PSP The PSP’s name, head office address and contact details. If
different, the address and contact details of the branch or agent
fromwhichthe serviceisbeing provided and details ofthe PSP’s
regulator(s), including any reference or registration number (e.g.
the provider’s Financial Services Register number).
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Details of the payment
service(s)tobeprovided

Description of the main characteristics.

Specification of the information or unique identifier to be
provided by the customer for a payment order to be properly
initiated or executed. Forexample, fora UK bank transfer, the
payee bank’s sortcode and accountnumber might be specified
as the unique identifier. The importance of providing the
correctuniqueidentifier (and the potential forloss/delay ifan
incorrectunique identifier is provided) should be explainedto the
customer.

Whatthe PSP willtake as consentfor theinitiation of a payment
order or the execution of a payment transaction, and the
procedure by which suchconsentmay be given. Forexample,
consent could be given in writing, verified by a signature, by
means of a payment card and PIN number, over a secure
password-protected website, by telephone or by use of a
password.

Whatever means are to be used, including any allowable
alternative methods (e.g. signature in place of chip and PIN),
must be detailed in the framework contract. The contract must
also setoutthe procedure by which the customer may withdraw
consent. These processes mustbe in line with the requirements
of regulation 67 (consent and withdrawal of consent) and
regulation 100 (authentication) of the PSRs 2017 although, in
our view, this does not require PSPs to set out details of their
technical solutions relating to authentication in the framework
contract.

Details of when a payment order will be deemed to have been
received in accordance with regulation 81 of the PSRs 2017
(including details of deemed receipt for future dated and
recurring transactions). If the PSP has a cut-off time near the
end ofthe business day afterwhich paymentorders are deemed
to have been received on the next business day, this must be
specified.

This is very important because of the requirements in the PSRs

2017 on execution time of payments. It is recognised that there
may be different cut-off times for different payment channels.

The maximum time after receipt of a payment order, by which the
fundswillhave beencreditedtothe payee’sPSP’saccount. This
mustbeinline with the requirements of regulation 86 ofthe PSRs
2017.
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Where applicable, the factthata spending limitmay be agreed for
apaymentinstrument attached to the account (e.g. a maximum
daily withdrawal limit on an ATM card), although the spending
limit itself (e.g. £250) does not form part of the Schedule 4
information. Toavoid doubt, a spending limit differs from a credit
limit.

In relation to co-badged card-based payment instruments,
details of the customer’s rights under Article 8 of the tnterchange
EeeRegulation{EU2015/75HIFR. ThismeansPSPsneedto
provide details of the customer’s right to require two or more
different paymentbrands ona card-based paymentinstrument
(provided thatsuchaserviceisoffered by the PSP).

Charges and interest

Details of all charges payable by the customertothe PSP and,
where applicable, a breakdown of them. The customer should
be able to understand whatthe payment services to be provided
underthe contractwill costthem. We take “where applicable”

in this contextto mean that, where charges are capable of
being broken down into constituent parts to provide more
transparencyto customers, they should be brokendown.

A PSP only needs to provide details of the amount that it will
chargethe customer (i.e. where apaymentisinitiated through a
paymentinitiation service provider (PISP), detailsoftheamounts
charged by that PISP do not need to be provided by the account
servicingpaymentservice provider(ASPSP)). Whereaccounts
areinscopeofthe PaymentAccountRegulations2015, PSPswill
need to consider their obligations to provide a fee information
documentinaddition to theirrequirements underthe PSRs 2017.

Ifthe PSP will make a charge for notifying the customer thata
paymentorderhasbeenrefusedunderregulation 82 ofthe PSRs
2017,this mustbe specified here. Ifthe PSP will make acharge
forproviding or makinginformation available inaccordance with
regulation56(2)ofthe PSRs2017 (e.g.achargeforadditional

or more frequent information or information transmitted in a
differentmanner), this mustbe specified hereaswell.

Details of the interest or exchange rates to be used (where
relevant). This will include changes to interest rates on the
underlying payment account unless the use of reference rates
hasbeen agreed (as setoutbelow). If areference exchange or
interestrate isto be used, details of where the reference rate can
be found and how the actual rate will be calculated mustbe given
(includingthe relevantdate and index orbase fordetermining the
reference rate).

The aim is to enable the customer to verify that the interest
charged or paid s correct orthat the exchange rate appliedto a
transactionis correct. In practice, this means thata PSP would
need toinclude details of whenitwill actually apply the rate to the
accountortransaction (e.g.forexchange rateswith anexternally
setreferencerateandmargin, the PSP willneedto provide details
of when it actually converts the monies so that the customer can
look atthe appropriate date on the website for the externally set
rate to verify whether the amount charged is correct).
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Reference exchange rates may be setby the PSP itself, butthe
customer must be told where they can find out what they are.
Referenceinterestrates cannotbe setbythe PSP and needtobe
publicly available.

Agreement, if relevant, that changes in reference interest or
exchangerateswilltake effectimmediately (otherwise they will
take effectin line with regulation 50(1) ofthe PSRs 2017). This
information requirementwill not be relevantwhere apayment
service is provided in relation to payment transactions that
consist of the placing, transferring or withdrawal of funds
coveredbyacreditline provided underaregulated agreement
for the purposes of Chapter 14A of Part 2 of the Regulated
Activities Order (asregulations 50 and 51 do notapplyin such
circumstances).

Where reference interest rates are being used, agreement, of
how, andwithwhatfrequency changesinactualinterestrateswill
be notified, in line with regulation 50(5). If no alternative method
orfrequencyis agreed, notification will be required as soon as
possible.

Transmission of
information

How information relating to the account will be transmitted (e.g.
inwriting, toanagreed emailaddress or usingasecure website),
how oftenitwillbe provided ormade available andwhatlanguage
will be used. Any technical requirements for the customer’s
equipment and software to receive information or notices must
be stated. The contract must also include the customer’s right to
obtain a copy of the contract at any time during its term.

Information about
safeguards and corrective
measures

Where relevant, what steps the customer must take to keep a
paymentinstrument safe. (Note that “paymentinstrument” has
awidedefinitionandwillinclude paymentcards, e-bankingand
telephone banking arrangements.)

Details of how to notify the PSP of the loss, theft or
misappropriation of the paymentinstrument.

Details of the secure procedure which the PSP will follow to
contact the customer in the event of suspected or actual fraud
or security threats.

Whererelevant,inwhatcircumstancesthe PSPwouldbeable
to stop or block the paymentinstrument. These are limited to
reasons related to:

¢ the security of the payment instrument

¢ the suspected unauthorised or fraudulent use of the payment
instrument

¢ wherethe paymentinstrumenthasacreditline (e.g. a credit
limitonacreditcard), asignificantly increased risk thatthe
payermay beunabletopayitback

PSPsmaywishtoinclude wordingadvising thatthe payment
instrument might be blocked or stopped due to rationaler
EUthe legal obligations of the PSP.

Thisinformation requirementwill notbe relevantwhere section
98(A)(4) ofthe Consumer CreditAct 1974 applies (i.e. itwillnot
applytoCCAregulatedcreditcards).
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8.82

Inwhat circumstances and to what extent the customer might be
liableforunauthorised paymenttransactions.

Thatthe customer must notify the PSP of any unauthorised or
incorrectly initiated or executed paymenttransactions as soon
as they become aware of them, how such notification should
be made and that the notification should be no later than 13
months after the debit date in order to be entitled to have the
errorcorrected (nosuchlimitwillapply unless the customerhas
received this information). Itis open to the PSP to offer better
termsinthisarea.

The PSP’s liability for unauthorised or incorrectly initiated or
executed paymenttransactions (e.g. thatthe PSP will be liable
for unauthorised or incorrectly initiated or executed payment
transactions, as long as, where applicable, the claim is made
within the time limits specified above) under regulation 76 of the
PSRs 2017 or, as the case may be, section 83 of the Consumer
CreditAct1974,andregulations 91and 92 ofthe PSRs 2017.If UK
Direct Debits are offered as a payment service on the account,
reference should be made to the rights under the Direct Debit
Guarantee scheme.

The conditions underwhich arefundis payableinrelationtoa
transactioninitiated by orthrough a payee (e.g. adirectdebitor
card transaction).

Information about the
length of the contract,
variation of terms and
termination

The duration ofthe contractand, where relevant, customerand
PSP terminationrights, and theterms underwhichthe PSP can
unilaterally vary the contract. The information requirements
relating to variation and termination willnotbe relevantwhere a
paymentserviceis providedinrelationto paymenttransactions
that consist of the placing, transferring or withdrawal of funds
covered by acreditline provided underaregulated agreement
(asregulations 50 and 51 ofthe PSRs 2017 donotapplyinsuch
circumstances).

Information on applicable
law and disputes

Details of the law applicable to the contract, the competent
courts, the availability of the Financial Ombudsman Service
or(forusers thatwould notbe eligible to complain to Financial
Ombudsman Service) another dispute resolution service if the
PSPusessuchaservice,anyotheralternative disputeresolution
procedures available to the customer-{e.g-—underthe-Online
Dispute-Resolution-Regulation{EU-524/2013), how to access
them (see Chapter 11 - Complaints handling) and the possibility
to submit complaints to us.

Information during period of contract (regulation 49)

The customerisentitled torequestthe information specifiedinSchedule 4 ofthe PSRs 2017 and
the terms of the framework contract atany time during the course of its contract with a PSP. If
the customer requests this, it must be provided to the customer (sent or given directly to the
customer) on paper oranother durable medium free of charge.
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Changes to the framework contract (regulation 50)

8.83

8.84

8.85

8.86

8.87

8.88

8.89

8.90

Whereapaymentserviceis providedinrelationto paymenttransactionsthatconsist of the placing,
transferring orwithdrawal of funds covered byacreditline provided underaregulated agreement,
regulation 50 of the PSRs 2017 does notapply. See paragraph 8.64 forfurtherdetails.

For most changes to the framework contract, or to the information that has to be disclosed before
the framework contractisenteredinto (i.e.theinformation detailed in paragraph8.80),PSPsmust
provideanyproposedchangesatleasttwomonthsbefore they are due to take effect. This principle
appliesirrespective of whetherthe changes are favourable or unfavourable to the customer
(although see below for changes to interestorexchangerates).PSPswillalsoneedtoensurethattheir
variationtermsand theirproposedvariationscomplywiththeCRAorUTCCRsasapplicable.

Some account terms and conditions will contain provisions relating to other services which
are not “payment services” as defined by the PSRs 2017. In such cases the obligation tonotify
changesunderregulation 50 of the PSRs 2017 does not extend to non-payment services that are
outside the scope of the pre-contract disclosure requirement.Forbanksandbuildingsocieties,
however,theBCOBSrequirementson appropriateinformationand makingchanges mayapplyto
suchservices.

The framework contract may contain a provision that changes are to be made unilaterally unless
the customer notifies the PSP to the contrary (although PSPs will also need to take account of
unfair contract terms legislation when including such a provision). It mayalsostate thatrejection
of proposed changeswillamounttorejection of the contract and notice of termination. If the contract
contains such a provision, the advice ofchange muststate:

¢ thatthecustomerwillbe deemedtohaveacceptedthe changesunlessthey notify the PSP before
the proposeddate ofthechange

¢ thatthe customer has the right to terminate the contract without charge at any time before
thatdate

Theaddition of new paymentservicestoan existingframework contract, whichdonot changethe
termsand conditionsrelatingtothe existing paymentservices, will not be treated asachange andso
will not require two months’ notice under regulation 50 of thePSRs2017,thoughotherlegislationsuch
astheCRA/UTCCRswillstillapply.

Ingeneral, webelieveachangeinaccounttypeatthe PSP’sinstigation—e.g.froma ‘free account’ to
afee paying packaged account—constitutes either achangeinthe framework contractora
termination of the existing contract and its replacement by a newframeworkcontract. Boththe
proposedchangeandthetermination bythe PSP require the customer to be given two months’
notice, and the option of immediate termination withoutcharge.

The exceptiontothe two month ruleis making changestointerestand exchange rates.These
maybeappliedimmediatelyandwithoutpriornoticeifeither:

¢ changestotheactualinterestorexchangeratesarisefromchangestoareference interestrateora
referenceexchangerate (assumingthishasbeenagreedinthe frameworkcontractandthe
informationspecifiedin Schedule4tothe PSRs2017in respectofthereferenceinterestorexchange
ratehasbeenproperlydisclosed); or

* thechangesare morefavourabletothecustomer

The PSP mustinform the customer of any change to the interestrate as soon as possible
unless another specific frequency has been agreed. In all cases, PSPs should make it clear to
the customer when the changes to the actual rates (which trackthechangestothereference
rate)willbeapplied. Forexample,immediately orthe businessdayafterthe changeinthe
referencerate. Themannerinwhichthis informationistobe provided or madeavailable mustbe
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8.93

8.94

agreedwiththe customer.

Theapplication ofinterestrate orexchangerate changes mustbeimplemented and calculatedin a
neutral manner that does not discriminate against customers. In our view, thismeansthat
customersshould notbeunfairlydisadvantaged;e.g.byusinga calculation method that delays passing
onchangesinratesthatfavourcustomersbut more quickly passes on changes in the PSP’s favour.

Recital 54 of PSD2 makes clear that the intent of the information provisions in the directive,
andthereforeintheregulations,istoenable paymentservice usersto make well-informed choices,
andtoenable consumerstoshop aroundwithintheEU. Inlight ofthis,andthestipulationinregulation
50(1)(a) ofthe PSRs2017thatchangesinthe specifiedinformationinSchedule4alsorequire pre-
notification, wewouldexpectthat where, forexample, anintroductory interest rate on a payment
accountcomestoan end, PSPsshould provide notice ofthechangeintheinterestrate, asspecifiedin
the tablein paragraph 8.81.

Relying on a framework contract term stating that the interest rate will change at the end
of the introductory period, is not, in our view, sufficient. The notification requirementdoesnot,
however, necessarilyextendtoallotherinterestratechanges agreedintheframeworkcontract. For
example,whereanaccounthasatieredinterest ratestructure, underwhichhigherbalancesattract
higherrates, changeswithinthat structureduetochangesintheunderlyingbalancewouldnot
require pre-notification. Similarly, it would notbe necessarytogive pre-notification ofthe end ofa
bonusrateif it was clear from the customer information provided at the outset that the bonus rate
lasted less than two months.

Wewouldexpectthat,innormalcircumstances,whereachangeinUKerEYlegislation orregulation
requiresachangetobemadeintheframeworkcontract, businesseswill besufficiently aware of
forthcomingchangesinlegislation orregulationandtherefore able to provide the required two
months’ notice set out above. It is recognised, however, that there may be exceptional occasions
where this may not be possible. Wherethisisthe case, customersshould be givenas much notice of
thechangesas possible.

Termination of the framework contract (regulation 51)

8.95

8.96

8.97

8.98

Whereapaymentserviceis providedinrelationto paymenttransactionsthatconsist of the placing,
transferring orwithdrawal of funds covered byacreditline provided underaregulated agreement,
regulation 51 ofthe PSRs2017 does notapply.See paragraph 8.64 forfurtherdetails.

The framework contract may be terminated by the customer at any time, unless a period of notice
(notexceeding one month) has been agreed. If the contract has been running for six months or more,
no charge may be made for termination. Regular service charges for the running of the payment
services may be charged, but any advance paymentsinrespectof such service charges mustbe
returned on a pro-rata basis. Any charge that is made for termination must reasonably correspond
to the PSP’s actualcosts.

Ifagreedintheframeworkcontract(andsubjecttothe UTCCRsor CRA),the PSPmay terminate a
framework contract that is not for a defined term by giving at least two months’ notice of
termination to the customer.

Thepartiesretaintheirusuallegalrightstotreattheframeworkasunenforceable, void ordischarged,in
linewithusualcontractlawprinciples.

Transaction information under a framework contract

8.99

Before execution (regulation 52)
Wherethe paymentorderisgivendirectbythe payercustomerto his PSP,the PSP must, at the
customer’s request, inform the customer of:

¢ the maximum execution time for the transaction concerned
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® any charges payable (including a breakdown of those charges where applicable)

After execution (regulations 53 and 54)

Underregulations 53 and 54 of the PSRs 2017 the PSP must provide its customerwith certain
information on transactions.

This information must be provided on paper or on another durable medium at leastonceamonth,
freeofcharge.Aswehavedescribedatparagraph8.70,asthe information needs to be provided, it
must be sent or given to the customer. We have setoutinparagraph 8.74somedetailsrelatingtothe
meaningofdurable medium.

WhereaPSP’scustomeristhepayer,theframeworkcontractmayincludeacondition that the
customer may require the information to instead be provided or made availableatleastoncea
month,freeofchargeandinanagreedmannerwhichenables the payerto store and reproduce the
information unchanged.

Itis our view that this means that the contract may provide for the customer to choose toreceive
information in an alternative manner, but that the customer cannot exercise this option simply by
agreeing to the terms and conditions. A separate agreement to the alternative provision of the
information will need to be actively made by the customer. Without this, the PSP will need to provide
theinformation atleastoncea month onpaperoranotherdurable medium.

WhereaPSP’scustomeristhe payee,aPSPmayprovideinitsframeworkcontractthat the information
willinstead be provided or made available atleast onceamonth, free of chargeandinanagreed
mannerwhichenablesthe payertostoreandreproducethe information unchanged.

Inboth casesthe waythattheinformationwill be provided or madeavailable must be agreed with the
customer and it must be in a form which allows it to be stored and reproducedunchanged.Ourview
isthatdocumentsuploadedtoabank’se-banking portal may meet thisrequirementifthey may easily
bedownloaded orprinted, anditis explainedclearlytocustomerswhytheyshoulddoso.Wewould, for
example,expect PSPstomake customersawareofhowlongtheinformationwillremainavailable.The
portal should not give the impression that it provides independent permanent storage if thisis
not, infact, the case.

It is important to note that these provisions do not require monthly statements to be provided for
all accounts. Where there are no transactions (or the only transactions relate tothe payment of
interest)thereisnoobligation underthe PSRs 2017 to provide theinformation (although, where
relevant, PSPswill need tosatisfy themselvesthat theyarecomplyingwiththerequirementtoprovide
statementsunders78(4)CCA).

Thisisthe information required for the payer:

¢ areferenceenablingthe customertoidentify the paymenttransactionand, where appropriate,
informationrelatingtothe payee. Thisinformationshould assistthe customerin helping to check
thatapaymenthasnotbeen misdirected

¢ the amountofthe transaction in the currency in which the payer’s paymentaccount is
debited orinthe currency used for the payment order, along with details of any exchange rate used
by the PSP and the amount of the payment transaction after it was applied

® the amount and, where applicable, breakdown of any transaction charges and interest payable
inrespect of the transaction, so that the customer knows the total chargetobepaid. Wewouldalso
expectthebreakdownprovidedbyPSPsunderthis regulation to correspond with the breakdown
provided pre-contractually, so that customersare able to verify that the chargesappliedtoa
transactionare correct. The PSRs 2017 allow the inclusion of a reference exchange rate in
framework contracts where the actual exchange rate used in a transaction is based on that
publishedrate plusamarginalsosetoutintheframeworkcontract. Whilethere is no requirement
in the PSRs 2017 for this margin to be separately listed in the transactioninformationthereisa
requirementthatanyfeesbelisted. Therefore, whereadjustmentstothereferenceexchangerate

94



8.108
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areexpressedintheframework contractasafee, theamountofthisfee should bedisclosed
separately

* whereapplicable,theexchangerateusedbythepayer’'sPSPandtheamountofthe payment
transaction after that currency conversion

¢ thedebitvalue date or date of receipt of the payment order
Thisistheinformationrequired forthe payee:

¢ areferenceenablingthe customertoidentify the paymenttransaction andthe payer and any
information transferred with the payment transaction. The Funds Transfer Regulation
requires, for anti-money laundering and counter-terrorist-financing purposes, certain details of
the payer and the payee to be transferred with such payments(orinsomecasestobeavailableto
thepayee’sPSPonrequest)

¢ the amount of the transaction in the currency of the payment account credited

* theamountand,whereapplicable, breakdown ofanytransactionchargesand/or interestpayable
inrespectofthetransaction.Wewouldalsoexpectthebreakdown providedbyPSPsunderthis
regulationtocorrespondwiththebreakdownprovided pre-contractually, sothat customersare
abletoverify that the charges applied to the transaction are correct

® anyexchangerateusedbythepayee’sPSPandtheamountofthe payment transaction
beforeitwasappliedthecreditvaluedate

Low value payment instruments (regulation 42)
Lowvalue paymentinstruments arethose thatunderthe framework contract:

¢ canonlybeusedforindividualtransactionsof€30(orequivalent)orless, orfor transactions
executedwhollywithinthe UK€60(orequivalent)orless

¢ haveaspendinglimitof€150(orequivalent), orfor paymentinstrumentswhere payment
transactionscanonlybeexecutedwithinthe UK,€300(orequivalent)

¢ storefundsthatdonotexceed€500 (orequivalent)atanytime

The following, less detailed, information requirements apply to low value payment instruments,
relating to information required before entering into a framework contract (or immediately after
the execution of the transaction if the contract has beenconcludedbysomemeansofdistance
communication(e.g.bytelephone)where it is not practicable to do so) and information required

before individual payment transactions.

The PSP must provide information on the main characteristics of the payment service. This
mustinclude:

¢ thewayinwhichtheinstrumentcanbeused
¢ thepayer’sliabilityforunauthorised paymenttransactions
¢ details of any chargesapplicable

¢ any other material information that the customer might need to make an informed
decision

¢ details of where the customer can easily access the full information in Schedule 4 of the PSRs
2017 that must normally be disclosed prior to being bound by a framework contract(asspecifiedin
Schedule4(e.g.thewebsiteURL))
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It may also be agreed that rather than full post-execution information on payment transactions
thePSPmayprovideormakeavailableareferencethatwillenablethe customertoidentifythe
individualtransaction, theamountandanychargespayable in respect of the transaction. If there
are several payment transactions of the same kindtothe same payee, the PSP must provide or
makeavailableinformation onthe total amount of the transactions concerned and any
charges for those payment transactions.

Ifthe paymentinstrumentconcernedisusedanonymously or,fortechnicalreasons the PSPisnotable
toprovideormakeavailableeventhislimited post-execution information, itdoesnotneedtobe
provided.The PSP must, however, enablethe customer to check the amount of funds stored.

The PSP and the customer may also agree that changes to the framework contract relating to
the low value payment instrument do not have to be communicated in theformand manner
requiredforotherframework contractchanges(i.e.they can agreethatthereisnoneedto
communicate the changes on paper oranotherdurable medium).

We recognise that fluctuations in exchange rates between euro and sterling may cause
difficulties overtime indetermining whether a particular paymentinstrumentis alowvalue
paymentinstrument. WeexpectPSPstotakeareasonableandconsistent approach to dealing with
such fluctuations to ensure they are compliant with the requirements.

B. Singlepaymenttransactions

Before the transaction (regulation 43 and Schedule 4)

Before the contract is concluded (or immediately after the execution of the transaction if the
contract has been concluded by some means of distance communication (e.g.bytelephone)whereit
isnotpracticabletodosobeforehand),the PSP must provide or make available tothe customerthe
information setoutbelowin relationtothe service. Thismaybe done, forexample, by providing the
customerwith a copy of the draft contract or payment order:

¢ theinformation (or uniqueidentifier) the customer needs to provide for the payment orderto be
properlyinitiated or executed (the payment routing information)

® themaximumtimethe paymentservice will take to be executed (thatis, how long untilthe funds
arereceived). Thismustbeinline with the requirements of regulation 86 ofthe PSRs 2017

¢ details of any charges, including a breakdown where applicable

¢ ifapplicabletheexchangeratetobeused(orthereferenceexchangerateonwhich theactual
exchangeratewillbebased)

Inaddition, thereisalist ofinformation in Schedule 4 of the PSRs 2017 that must be disclosed prior to
enteringintoaframework contract. temsonthe list mustalso be provided ormadeavailableifthey
arerelevanttothesingle paymentcontractinquestion. Whatis “relevant” willdepend onthe nature of
the paymentserviceandthe circumstances. Weconsider, however, thatthefollowinginparticularwill
alwaysbe relevantinformation:

¢ detailsofthePSPanditsregulators(Schedule4,paragraph(1))

® adescription of the main characteristics of the payment service to be provided (Schedule4,
paragraph(2)(a)). Wheretheserviceispaymentinitiationwewould expecta description of the
servicetoinclude, asa minimum, details of (i) how the paymentinitiation service works
alongside the customer’s accountand (ii))howthe PISPaccessesthecustomer’saccountwith
the ASPSP.Thisinformationshouldbe presentedinawaywhichis easyforcustomersto
understand.

® anycontractualclauseongoverninglawandjurisdiction(Schedule4,paragraph (7)(a))
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¢ forcustomerswhoareeligibletotakecomplaintstotheFinancial Ombudsman Service,
notificationoftheavailabilityofthe Financial OmbudsmanService(or, for users that would not
beeligible to complain tothe Financial Ombudsman Service,anotherdisputeresolution
serviceifthePSPusessuchservices),any otheralternativedisputeresolutionprocedures
availabletothecustomer{e-g: undertheOnlineBisputeResolutionRegulation{EU524/2013))
andhowtoaccess them(Schedule4, paragraph(7)(b)).Seeparagraphs11.9to11.150n
providing informationaboutcomplaintsprocedures.

WhereaPSPoperatesasawholesaler(providingapaymentservicetosmallermoney transfer
operators but without having a contractual relationship with the payment serviceuser)and
providesitsclientPSPswithadvertisingmaterialsandstationery, they must make it clear to the
payment service users, before any transaction is enteredinto, thattheclientPSPisprovidingthe
service,andistheuser’sPSP.Afailure todosoislikelyto constitute a breach of the PSRs 2017.

Advertisingand marketing materialorbusinessstationerythatislikelytomisleadthe customer into
believing the PSP with whom they are contracting is the wholesaler ratherthanthe client, may
also potentially constitute an unfair commercial practice under the CPRs. Where it appears to us
that a PSP’s business model has been changed from an agency to awholesaler model purely as
amatter of formratherthan substancetoavoiditsregulatory obligationsforits agents, thiswould
beseenasa matter of concern.

Beforeapaymentisinitiated,inadditiontotheaboveinformation, PISPsmustprovide ormake
availabletothepayerclearandcomprehensiveinformationcovering:

* thenameandheadofficeaddressofthePISP

e ifthePISPusesanagentorbranchtoprovideservicesinthe UK, theaddressofthat agentorbranch
* anyothercontactdetailstobe usedtocommunicate withthe PISPincludingan email address

* our contactdetails

After the initiation of a payment order (regulation 44)
APISPhastoprovideormakeavailabletothepayertheinformationbelowimmediately afterthe
paymentorderisinitiatedand, whereapplicable,tothe payee.

Theinformationisasfollows:

* confirmationthatthe paymentorderhasbeensuccessfullyinitiated withthe payer's ASPSP

¢ areferenceenablingthe payerandthe payeetoidentifythe paymenttransaction and, where
appropriate, the payee to identify the payer, and any information transferred with the
paymentorder

¢ the amount of the payment transaction

® theamountofanychargespayabletothePISPinrelationtothe payment transaction
and,whereapplicable,abreakdownofthecharges

The PISP must also provide or make available the reference for the payment transactiontothe
customer’sASPSP.Thisislikelytobethesamereferenceprovided bythe PISPtothe payerandpayee
underregulation44(1)(b)ofthe PSRs2017.The ASPSPisnotobligatedtoprovideormakeavailablethis
referencetothecustomer.

After the receipt of the payment order (regulation 45)
The payer’s PSP must immediately after receipt of the payment order, provide or make available
to his customerthe following information in relation to the service it is providing (regulation 81 of
the PSRs 2017 sets out when payment orders for future datedpaymentsaredeemedtobe
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received):

* areferencetoenablethe payertoidentifythetransaction(andif appropriatethe information
relatingtothe payee, e.g.inamoneyremittancewhatthe payeewill need to do to collect the
funds)

¢ the amount of the payment transaction in the currency used in the payment order
¢ detailsofanycharges(including,whereapplicable,abreakdownofthosecharges)

® where the transaction involves a currency exchange and the rate used differs fromtherate
provided before the transaction, the actual exchange rate used (or a reference to it) and the
amount of the payment after the currency conversion. Inpractice, thismeansthat PSPsneed
toknowtheactualexchangeratethatwill be used atthis pointsothattheycan provide or make
thisinformation available to customers.Inourview, providingormakinganindicativerate
availabletocustomers at this stage would not be sufficient

¢ thedatethe paymentorderwasreceived

Information for the payee after execution (regulation 46)
8.125  Thepayee’sPSPmustimmediatelyafter executionofthe paymenttransaction provide or make
availablethefollowingtothe customerinrelationtotheserviceitis providing:

¢ areferencetoenablethepayeetoidentifythetransactionand whereappropriate, relevant
informationtransferred withit(e.g.nameofthe payerandinvoicenumber). The Funds Transfer
Regulation requires, for anti-money laundering and counter- terrorist-financing purposes,
certain details of the payer and the payee to be transferredwithsuchpayments(orinsomecases
tobeavailabletothepayee’sPSP onrequest)

* theamountofthetransactioninthe currencyin which the fundsare being put at the payee’s
disposal

¢ detailsofanycharges(including,whereapplicable,abreakdownofthosecharges)

* theexchangerateused (ifrelevant)andtheamountofthe paymentbeforeit was applied
¢ thecreditvaluedate

Avoidance of duplication of information (regulation 47)

8.126  Ifthe single paymenttransaction arises from the use of a paymentinstrumentissued undera
framework contract with one PSP, the PSP with whomthe single payment transactionisundertaken
need not provideinformation that will be provided or made availablebytheformerPSPunderthe
frameworkcontract.

C: Other information provisions

Charges for information (regulation 56)

8.127  Theinformationspecified above mustbe provided free ofcharge. PSPs maychargefor the additional or
more frequent provision of information requested by the customer, or where another means of
transmission from that agreed in the framework contract is requested by the customer, but
these charges must reasonably correspond to the actual cost to the PSP of providing the
information. PSPs must therefore be able to justifythelevelofanycharges.

Currency conversions(regulation57)

8.128 Payment transactions must be executed in the agreed currency. Where a currency conversion
serviceis offered before apaymenttransaction, atan ATM, atthe point of saleorbythepayee(i.e.
“dynamiccurrencyconversion”where,forexample,aUKshop could offer German customers the
facility to pay their bill in euro) the exchange rate to be used and all charges must be disclosed to the
customer before the transaction is agreed. It is the person offering the service who must
comply with the disclosure obligation — if that person is not a PSP then failure to make the
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disclosure risks committing a criminal offence underregulation 141 ofthe PSRs 2017.

Information on additional charges or reductions (regulation 58)
Ifapayee(typicallyashop, website operatororothermerchant)leviesanadditional charge oroffers a
reductionin costforusing a particular means of payment(e.g. anadditional charge forusinga
creditcard) thisinformation must be advised tothe customer before the start of the payment
transaction.

Similarly,ifaPSPoranyotherpartyinvolvedinatransaction chargesforthe use of particular payment
instrument, it mustinform the customer of such charges before the payment transaction is
initiated. A third party that fails to do so risks committing acriminaloffenceunderregulation 141
ofthe PSRs2017and mayalsobein breach of the ConsumerProtectionfromUnfair Trading
Regulations.

The customer is not obligated to pay the charges if they have not been informed of the full amount of
the chargesinaccordance with the requirements of regulation 58 of the PSRs 2017.

Wherepayeesarelevyingadditionalcharges,theyneedtobeawareoftheirobligations underother
legislation (e.g.the ConsumerRights (PaymentSurcharges)Regulations 2012).

Burden of proof (regulation 59)

The burden of proof is on the PSP to show that it has met the information requirements in Part 6
of the PSRs 2017. PSPs will need to ensure that they keep appropriate records to demonstrate
the provision of information to customers in the appropriate way. This provision also applies to
RAISPs.

Information requirements for RAISPs (regulation 60)
RAISPs do nothave to provide as much information to their customers as other PSPs.

RAISPsmustalwaysprovidedetailsofallchargespayablebythecustomertothe RAISP and, where
applicable, a breakdown of those charges.

RAISPs mustalsoprovideanyinformationspecifiedin Schedule 4 ofthe PSRs 2017 whichis
relevanttotheservice provided. Whatis ‘relevant’ willdepend onthe nature ofthe serviceandthe
circumstances. We consider, however, thatthe followingin particular will always be relevant
information:

* thename,addressandcontactdetailsoftheRAISP’shead office
o details of the RAISP’s regulators, including the RAISP’s registration number

¢ adescription of the main characteristics of the service. Due to the nature of the service
providedbyRAISPs,wewouldexpectadescriptionoftheservicetoinclude, asa minimum, details of
(i) howthe accountinformation service works alongside the customer’s accountand (ii) how the
RAISP accesses the customer’s account withthe ASPSP. Thisshould be presentedinaway
whichiseasyforcustomersto understand

¢ forcustomerswhoareeligible totake complaintstothe Financial Ombudsman Service,
notificationoftheavailabilityofthe Financial OmbudsmanService (or,for usersthatwouldnotbe
eligibletocomplaintotheFinancialOmbudsmanService, another dispute resolution service if
the PSP uses such services), any other alternative dispute resolution procedures available to
the customer {e-g—underthe-Online-Dispute Resolution-Regulations{EYU-524/2013}-and how
to access them).Seeparagraphs11.9to11.15on providinginformationaboutcomplaints
procedures.

® anycontractualclauseonthelawapplicabletotheframeworkcontractandthe competent
courts
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8.138

The burden of proof is on the RAISP to show that it has met the relevant information requirements.

RAISPsalsoneedtobeawareofanyobligationsunderdataprotectionlawwhichapply tothem,
including requirementsto be transparentabout how data will be used and to give customers
appropriate privacy noticeswhencollecting personal data.

Part II: Rights and obligations in relation to the provision of payment services

8.139

TheCOBprovisionsonrightsandobligationscontainruleson:
¢ charging

¢ authorisation of payment transactions

¢ access to payment accounts for AISPs and PISPs

¢ executionofpaymenttransactions

¢ executiontimeandvaluedate

liability

General (regulations 63-65)

8.140

8.141

8.142

8.143

These provisions apply to paymenttransactions underframework contracts andsingle
paymenttransactions. Theyapplytolowvalue paymentinstruments unless otherwise stated.
SeePartl,Section Aofthischapterforadefinition oflowvalue payment instruments.

Part7 ofthe PSRs 2017 alsoapplieswhere apaymentserviceis providedinrelation to payment
transactionsthat consist of the placing, transferring or withdrawal of fundscoveredbyacreditline
providedunderaregulatedagreement,althoughcertain provisions aredisapplied.

Regulation 64 ofthe PSRs2017setsouttheinteractionbetweenthe PSRs2017and the consumer
creditregimeinrelationtoPart 7 ofthe PSRs2017. It provides that:

regulations 71(2)-71(5) (limits on the use of paymentinstruments) do not apply where
section 98A(4) ofthe CCAapplies

® regulations76(1)-(4)and77(1)-(5)(rectificationofliabilityforunauthorised
transactions)donotapply

® regulation74asitappliesinrelationtoregulation76(PSP’sliabilityforunauthorised payment
transactions) does not apply. This means that the notification requirements under regulation
74 do not apply in respect of unauthorised transactions, but do apply to incorrectly executed
transactions in these circumstances

¢ regulation76(5)and77(6)appliesasif—
— inregulation 76(5), thereferencetoan unauthorised payment transaction were to a payment

transactioninitiated by use of a credit facility in the circumstances describedin section 83(1) of
the Consumer Credit Act 1974 (liability for misuse of credit facilities);

— thereferences to complying with regulation 76(1) were to compensating the payerfor
lossarisingasdescribedinsection83(1) ofthe Consumer CreditAct 1974.

We havesummarisedtherequirementsofregulation 64 ofthe PSRs2017and how, in ourview, itapplies
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toanycredit cardsand overdraftswhich are regulated by the CCA below.Thistable doesnotsetout
otherlegalrequirementswhichmayapply(e.g.under CONCorthe ConsumerRights Act2015).

Regulation of the PSRs 2017

(1) Regulation 71(2) to (5) -
limits on the use of payment
instruments

Do the PSRs 2017 apply?

Regulation 71(2)-(5) of
thePSRs2017appliesto
overdrafts. Thisisbecause
Regulation71(2)-(5)isonly
disapplied where s98A(4)
ofthe CCAapplies. Section
98A(4) ofthe CCA does not
applytooverdrafts.

Regulation71(2)-(5)doesnot
apply to credit cards. Section
98A(4)ofthe CCAapplies.

(2)Regulations76(1)-(4)and
77(1)-(5) - rectification of
and liability forunauthorised
transactions-andregulation
74 (asitappliestoregulation
76)

For current accounts with
overdrafts, the PSRs 2017
regimewillapplyinrelation

to transactions or parts of
transactions which occur
when the customer is in a
credit positionandthe CCA

in relation to transactions or
parts of transactions which
occur when the customer
isinadebitposition. Where
transactions occur when

the customerisin a debit
position, regulations 76(1)-(4)
and77(1)~(5)willnotapplyand
the notification requirements
underregulation 74will

also not apply in respect of
unauthorised transactions.
Where an unauthorised
transactiontakesanaccount
from a credit position to an
overdrawn position, both
regimes will apply (i.e. the
PSRs 2017 will apply to the
amount that was taken from
the credit position and the
consumer credit regime will
apply tothe amount that was
taken from the overdraft).

For credit cards, regulations
76(1)-(4)and 77(1)-(5)will
notapply andthe equivalent
regimeinthe CCAwiill

apply. The notification
requirementsinregulation 74
willalsonotapplyinrespectof
unauthorised transactions.
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Currentaccountwith an
overdraft regulated by
the CCA

Credit card regulated
by the CCA

Regulation of the PSRs 2017

(3) regulations 76(5) and 77(6)
- rectification of and liability
for unauthorised transactions

Do the PSRs 2017 apply?

Yes, theyapplyasif(i)
inregulation76(5),the
referencetoanunauthorised
paymenttransactionwere
to a payment transaction
initiated by use of a credit
facility inthe circumstances
described in section 83(1)
ofthe Consumer Credit Act
1974 (liability for misuse of
credit facilities) and (ii) the
references to complying
with regulation 76(1) were
to compensating the payer
forlossarisingasdescribed
in section 83(1) of the
Consumer CreditAct 1974

Yes, theyapplyasif(i)
inregulation76(5),the
referencetoanunauthorised
paymenttransactionwere
to a payment transaction
initiated by use of a credit
facility inthe circumstances
described in section 83(1)
ofthe Consumer Credit Act
1974 (liability for misuse of
credit facilities) and (ii) the
references to complying
with regulation 76(1) were
to compensating the payer
forlossarisingasdescribed
in section 83(1) of the
Consumer CreditAct 1974

Requirements for RAISPs (regulation 63(4))

8.144

The following regulations apply toRAISPs:

e regulation71(7)-71(10)(denialofaccesstoanAISP)

regulation 70 (access to paymentaccounts foraccountinformation services)

* regulation72(3)(paymentserviceuser’sobligationtokeeppersonalisedsecurity credentials

safe)

¢ regulation98(riskmanagement)

¢ regulation 99 (incidentreporting)

¢ regulation 100 (authentication)

RAISPs do not need to comply with any other provisions in Part 7 of the PSRs 2017.

Charges (regulation 66)

8.145

8.146

PSPs may only charge their customersforcarrying outtheirobligations assetout inPart7ofthe PSRs
2017(thoseconcerningrightsandobligations)wherethe PSRs 2017 specifically allowit. Those charges
mustbeagreed withthe customerand must reasonably correspondtoa provider’sactual costs. The
corporate optoutappliesto this provision (see under“General” atthe startof Partl).

Wherethepayer’'sPSPandthepayee’sPSP(ortheonlyPSP)arelocatedwithinthe EEAUK,
irrespective ofthe currencyofthetransaction or carrying out a Qualifying Area Transaction,

irrespectiveofthecurrencyofthetransaction, theruleonchargingisthat:



8.147

8.148

® payeesmustpayanychargesleviedbytheirPSP
® payersmustpayanychargesleviedbytheirPSP Thisisalso

known asa SHARE arrangement.

The effect of thisis that, for twelegtransactionsinanyecurreneythose types of transactions,
arrangements where the payerpaysboththeirownandthepayee’sPSPs’ charges(knowninSWIFT
terms as‘OUR’), orconverselywherethe payee paysboththeirownandthe payer’sPSPs’ charges
(knowninSWIFTtermsas‘BEN’)arenotpermitted.

Anychargeslevied will be subjecttothe agreementonchargesbetweenthe customer and the PSP, in
the framework contract or single payment service contract for the paymenttype concerned.

Charges or reductions for the use of a particular payment instrument (regulation 66(3))

8.149

8.150

Thepayee’s PSP maynotpreventthe payeefromrequesting paymentofachargeby the payerfor, or
offeringareduction tothe payerfor, orotherwise steering the payer towards, the use of a particular
paymentinstrument (e.g. credit card, debit card or pre-paid card).

Wherepayeesarelevyingadditionalcharges,theyneedtobeawareoftheirobligations underother
legislation (e.g.the ConsumerRights (PaymentSurcharges)Regulations 2012).

Authorisation of payment transactions

8.151

8.152

8.153

8.154

Consent (regulation 67) and revocation of consent (regulation 83)

The form and procedure for consent for execution of a transaction to be given by the payer must be
setoutinthe information provided before entering into aframework contract. This should cover
both individual transactions and a series of payment transactions(egastandingorder, directdebit
mandate orrecurringtransactionona paymentcard). ThePSRs2017allowthat, whereagreed withthe
customer, consent may be given afterthe paymenttransfer hasbeenexecuted. Otherwise it must be
giveninadvance.ConsentmaybegivenviathepayeeoraPISP.Theprocedure forgiving consent to
execute a paymenttransaction could bein writing, by using apaymentcardand PINnumber, througha
website, bytelephoneorbyuseofa password. Forconsenttobevalidit mustbeclear, specificand
informed. Regulation 100 of the PSRs 2017 setsrequirementsregardingthe application of strong
customer authentication in certain circumstances. Chapter 20 — Authentication provides
further information.

Regulation 83 sets out the rules on the point from which consent for a particular transaction (as
opposedtoaseriesoftransactions) maynotbe revoked bythe customer. This willdepend onthe
particular circumstances ofthe paymenttransaction inquestion (e.g. whetheritisaninstruction
forafuture dated paymentoranimmediate payment). For future dated transactions, up to the
agreed point, the customer has a right towithdraw consentto atransaction,

If consenthasbeengiventoaseriesof paymenttransactions(e.g.astandingorder, direct debit
mandate or recurring transaction on a payment card) the customer has theright, atanytime, to
withdraw consent for future transactionsinthe series. While the PSRs2017 donotspecifyhowsuch
withdrawal of consentshouldbegiven,inour view for payment orders originated by or through the
payee (directdebits or recurring transactions), withdrawal of consent notified to either the payer’s
PSPortothe payee is valid. The time limits for revocation setoutin regulation 83(3) to (5) of the
PSRs apply to any payment transaction due within thattime period.

Whereconsentwasgivenviathe payee,itisnotacceptableforthe payer’sPSPtoinsist thatconsent may
onlybewithdrawninthe same manner.Inourview, any notification to the payer's PSP that the
customer wishes to stop payments to a particular payee should be taken as withdrawal of
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8.156

8.157

8.158

8.159

8.160

8.161

consent to future payments. The PSP may seek clarification of the particular paymentsto be
stopped (ifthereis more than one tothe same payee) and request written confirmation if
appropriate, but consent must be taken to have been withdrawn from the time of first notification by
the customer.

Inaddition, inourview, the closure ofanaccountwillamounttowithdrawal of consent for any future
direct debits or recurring transactions on that account. While it is reasonable fora PSPtosayinits
termsand conditionsthatthe customerwill beliable for any “in flight” transactions (e.g. those that
have been pre-authorised) that are presented afterthe closure notification hasbeenreceived from
the customer, we can see nojustification fortermsthat purport toallow PSPstoeither effectively
keep open anaccountorre-open previously closed accounts to pay subsequenttransactionsin the
series.

Unlessthe PSP canshowthatconsenthasbeengiven,ithasnoauthorityto make the paymentorto
debit the customer’saccount and any such transaction must be regardedasunauthorised. Wherea
paymentordercanberevokedunderregulations 83(3)or83(4)ofthe PSRs2017,atransaction must
alsoberegardedasunauthorised afterconsenthasbeenwithdrawn.

Thecorporateoptoutappliestoregulations67(3)and(4) ofthe PSRs 2017, which relate tothe
withdrawal of consent (see under ‘General’ atthe startof Partll).

Confirmation of availability of funds for card-based payment transactions
(regulation 68)

Regulation68ofthe PSRs2017 providesamechanismwherebyPSPsthatissuecard- based payment
instruments that can be used toinitiate a payment transaction froma paymentaccountheldwith
anotherPSP(knownasthe ASPSP)canobtainconfirmation oftheavailabilityoffunds. Theseissuersare
knownascard-based paymentinstrument issuers (CBPIls).

Under regulation 68 of the PSRs 2017, CBPIIs can request confirmation from an ASPSPwhethera
customerhasfundsavailableinits paymentaccounttocomplete atransactionatagivenpointin
time.Regulation 68 ofthe PSRs2017,however, only governsthe confirmation process (i.e. where
the ASPSP confirmswhetherfunds are available). It does notgovernsubsequentsettlement of
thetransaction betweenthe payee,CBPIlandthepayer,whichmayvarybetweendifferentbusiness
models.CBPlIls are therefore free to agree with their customers whichever model of
settlement they choose.CBPIIswillrequire permissionforissuing paymentinstruments, and
further permissionsandauthorisationsmayberequireddependingonhowexactlytheservice is
structured.

CBPlIsareonly permitted torequestconfirmation of availability of fundsifthey meet three
conditions:

¢ Theyhave obtained explicit consent from the customer to request the confirmation. We provide
guidance on explicit consent in this context in Chapter 17 — Payment initiation and account
information services and confirmation of availability of funds.

® Thecustomerhasinitiated atransaction using the card-based paymentinstrument for theamount
in question. Consent toinitiate such atransaction willbe requiredin accordance withregulation
67 ofthePSRs2017.

¢ TheCBPllcomplieswiththerequirementsoftheTechnical Standards on Strong Customer
Authentication and Common and Secure Methods of Communication Instrument 2020 EBA’s

communication-(the SCA-RTS)(see Chapter 17 — Payment initiation and account
information services and confirmation of availability of funds for more details about the
regulatory technical standards and when they enter into force).

Onreceipt of arequest meeting the above requirements, the ASPSP is required to provideayesor
noanswer onthe availability of the amount of funds requested immediately. We consider
“immediately” in this contextto meanthatthe response should be sufficiently fast so as not to
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8.163

8.164

8.165

8.166

8.167

8.168

8.169

8.170

cause any material delay in the payment transaction,andthereforethisislikelytomeanreal
time.

Onrequest by the customer, the ASPSP must inform the customer of the identity of the PSPwhich
madetherequestforconfirmationandtheanswergiven.

Whenprovidingayesornoanswer,the ASPSPshoulddosobasedonwhetherfunds fortheexecution
ofthetransactionareavailable.Inourview, availablefundswould includefundscoveredbyan
agreedoverdraftfacility.

TheASPSPonlyhastoprovideconfirmationwhere:

® Theaccountisapaymentaccountwhichisaccessibleonlinewhenthe ASPSP receives the
request (see Chapter 17 — Payment initiation and account information services and
confirmation of availability of funds for more details);

e Before the first occasion on which a request is received, the customer has given their explicit
consenttothe ASPSP thatthey can provide confirmationinresponse to such requests from that
CBPII. As explicit consent is required before the first occasiononwhicharequestismade,inour
view, itisnotrequiredinrespectofeach individualrequestfromthe CBPIl. Theexplicitconsent
obtainedbythe ASPSPmust, however,relatetothespecificCBPlImakingrequests.Asaresult,inour
viewitwould not be sufficient to include wording in a framework contract to the effect that the
customerconsentstothe ASPSP confirmingavailabilityoffundswheneverrequests comeinfromany
CBPIl, norwouldanyform of “deemed” consent be acceptable. WhenaPSPreceivesarequestfor
confirmationofavailabilityof funds,itwillneedto ensurethattherequesthasbeen madebya CBPII
inrelationtowhichthe customer hasgiventheirexplicitconsent.

Regulation 68 of the PSRs 2017 does not apply to payment transactions initiated through
card-based paymentinstruments onwhich e-moneyis stored. Inourview, this only excludese-money
storedonthecarditself(e.g.agift cardforashoppingcentre). Account based e-money products
would not be excluded from regulation 68 of the PSRs 2017.

Access to payment accounts for payment initiation services (regulation 69)
See Chapter 17—Paymentinitiation and accountinformation servicesand
confirmation ofavailability of fundsforfurtherdetails.

Access to payment accounts for account information services (regulation 70)
See Chapter 17—-Paymentinitiation and accountinformation servicesand
confirmation ofavailability of fundsforfurtherdetails.

Limits on the use of payment instruments and access to payment accounts
(regulation 71)

Regulations 71(2) to (5) of the PSRs 2017 (which relate to stopping or blocking the payment
instrument and notification of this) do not apply where section 98A(4) of the CCAapplies.See
paragraph8.141forfurtherdetails.

Before blocking orstoppingapaymentinstrument (e.g.adebit card oran e-banking service), the PSP
must have agreedinthe framework contract thatitcan doso,and must contact the customer to
advise them of its intentions and its reason for doing so.

Stoppingorblockingapaymentinstrumentmustonlybedoneonreasonablegrounds relating to its
security, suspected unauthorised or fraudulent use of the payment instrument, or(wherethe
instrumenthasacreditline)asignificantlyincreasedriskthe payermaybeunabletopay.PSPsmayalso
wishtoincludewordingintheirframework contracts advising customers that the payment instrument
might be blocked or stoppedduetonatienaterEUthelegalobligationsofthe PSP.Ifthe PSPisunableto
contact the customer beforehand giving its reasons for blocking or stopping the payment
instrument, itmustdosoimmediately after, usingthe meansof communicationagreed in the
framework contract. If, however, providing this information would compromise reasonablesecurity
measures,orwouldbeunlawful(e.g.ifitwouldconstitute‘tippingoff’ underanti-moneylaundering
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8.175
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8.177
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8.179

8.180

legislation—seeguidanceatparagraph 19.20inChapter19 - Financial crime), this requirement
does not apply.

The PSP is required to unblock the payment instrument, or replace it with a new payment
instrument, assoonas practicable afterthe reasonsforblockingitceaseto apply.

Where a payment instrument is blocked pursuant to regulation 71(2) of the PSRs 2017,andaPISP
orAlISPcannotaccessthecustomer’spaymentaccountasaresult, this does notamounttoadenial
ofaccess underregulations 71(7)—(10) ofthe PSRs 2017. See Chapter 17 — Payment
initiation and account information services and confirmation of availability of funds for
further details regarding denial of access.

The parties can also agree to a spending limit on a specific payment instrument. This
does not affect the right of a PSP to apply other limits on payments in pursuit of compliance
with legislation relatingtoanti-moneylaundering, fraud, etc.if set out in the framework contract
that spending limits may apply. This also does not affect the PSPfromapplyinglimitsontypes
oftransaction (suchaslimitsimposedbythe relevantpayment scheme), if set outinthe framework
contractthatspending limits may apply.

Obligations of the customer in relation to payment instruments and personalised
security details(regulation72)

The customerisobligated bythe PSRs 2017toabide by the termsand conditionsfor the use of the
payment instrument. A customer does not, however, need to abide byanytermunlessitis
objective, non-discriminatoryand proportionate. Wewould considertermsand conditions which, for
example, require customerstoopenand destroyaPIN notificationimmediately or which prohibit
customersfromwritingdown or recording their PIN in any form not to be permitted.

Termsrequiring personalised security detailsto be keptsafeshould notbedraftedina waythat
preventsusersfromusing AlSorPIS, whetherexpressly orbyseekingtoshift liabilitytothe customer

wheresuchservicesareused.APSPcannotuseanyfailureby the customer to abide by such terms as a

justification for the customer’s liability for unauthorised transactions underregulation 77 ofthe
PSRs2017.Suchterms may also beunfairundertheCRAorUTTCRs.

Thecustomerisobligatedtonotifythe PSP,inthe agreed mannerand withoutundue delay, should
they discoverthatthe paymentinstrument hasbeenlost or stolen, or that someone else has used
(or attempted to use) the payment instrument without the customer’s authority.

The requirement to notify will not apply for low value payment instruments if the nature of the
instrument means that it is not possible for the PSP to stop it from beingused. (SeePartl, section
Aofthischapterforadefinition oflowvalue payment instruments.)

The PSRs2017also obligate the customertotakeall reasonable stepstokeepthe personalised
security credentials relating to a payment instrument or an account information service safe.
Thiswouldincludethe PIN or password forthe instrument or other piece of information known
only tothe issuing PSP and the customer. Itdoes notinclude, forexample, acreditcard number
itself, asthiswould be known toany businesswherethecardwasused.

What constitutes reasonable steps will depend on the circumstances, but PSPs must say what
steps they expect customers to take in their pre-contract disclosure information. Inline with our
view on “proportionate” contract terms (see paragraph 8.174), we consider that saying that the
customer must not write down or record a passwordorPINinanyformgoesbeyond“reasonable
steps”.

Obligations of the PSP in relation to payment instruments (regulation 73)
ThePSPissuingapaymentinstrument mustdothefollowing:

* makesurethatanypersonalisedsecuritycredentialscannotbeaccessedbyanyone other than the
customer involved
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® notsendanyunsolicited paymentinstrumentstothe customer, exceptasa replacement
for the existing paymentinstrument

* haveappropriatemeansavailableatalltimes(subjecttotheforcemajeureprovisions of regulation
96 of the PSRs 2017) to allow the customer to notify them if the paymentinstrumentislost,
stolen, misappropriated orhas been used without the customer’s authority, or to request that an
instrument be unblocked. This requirement will not apply for low value paymentinstruments if the
nature of the instrument means thatitis not possible for the PSP to stop it from being used (see Part
I, section Aofthis chapterforadefinition ofalowvalue paymentinstrument).

® be able to provide the customer on request with some way of proving that the customer has
made the notification under regulation 72(1)(b) of the PSRs 2017 for 18 months after it has
been made (e.g. this could be by means of providing a referenceand by confirmingreceiptin
writing). Thisrequirementwillnotapply for low value payment instruments if the nature of
the instrument means that itis not possible forthe PSP to stopitfrom being used (see Part|,
section Aofthis chapter foradefinition ofalowvalue paymentinstrument).

® providethe customer with a way to notify the PSP that a paymentinstrumentislost, stolen,
misappropriated orhasbeenused withoutthe consumer’sauthority whichis free of charge and it
must ensure that any costs charged for a replacement payment instrument are directly
attributable to replacement. This requirement will not apply for low value payment instruments
if the nature of the instrument means that it isnot possible for the PSP to stop it from being used
(see Partl, section Aofthis chapterforadefinition ofalowvalue paymentinstrument).

¢ preventalluse of the paymentinstrument after having been notified thatit has been lost, stolen or
misappropriated or used without the customer’s authority. Whereit is not practically possibleinthe
circumstancesto preventalluse of theinstrument, transactions generated through the use of the
payment instrument should not be debitedtothe underlyingaccount.

PSPs must maintain adequate security measuresto protect the confidentiality and integrity of
customers’ personalised security credentials inline with regulation 100(3) ofthe PSRs 2017
and SCA-RTS Article 22. SCA-RTS Articles 23 to 27 set specific requirements concerning the
creation and transmission of credentials and their secureassociationwiththe paymentserviceuser,
aswellasthedeliveryandrenewal of credentials, authentication devices and software and
subsequent destruction, deactivationorrevocation.Ifthe PSPsendsapaymentinstrument, PIN,
password, etc.tothe customer, anyriskinvolved in the sending of the item will remain with the PSP.
So,ifacardandpasswordwereintercepted beforetheywerereceivedbythe customer,anylosses
arisingfromtheir misusewouldliewiththe PSPratherthanthe customer.

Notification and rectification of unauthorised or incorrectly executed payment
transaction (regulation 74)

Thenotification requirements relatingtounauthorised transactionsinregulation 74 of the PSRs
2017 donotapply in circumstances where apaymentservice is provided in relation to payment
transactionsthat consistofthe placing, transferring or withdrawal offundscoveredbyacreditline
providedunderaregulatedagreement.Seeparagraph 8.141 for further details.

Ifacustomerbecomesawareofanunauthorised orincorrectly executed payment transaction, they
must notify the PSP concerned withoutundue delayandnolater than 13 months after the date of the
transaction, or else they will not be entitled to redress under the PSRs 2017.

Inlight ofthis,andinline with the obligation to provide information under paragraph 5(e) of Schedule
4ofthe PSRs2017,weexpect ASPSPsto makeitcleartocustomers thatnotificationshouldbemadeto
the ASPSPinallcircumstances(i.e.irrespective of whetheraPISPisinvolvedinthetransaction).Wherea
customernotifiesaPISPrather thanits ASPSP, the PISP may provide arefunddirectly tothe customerif
itwishesto doso. Ifitdoes not wish to provide arefund, we would expect the PISP to refer the
customertothe ASPSP.

Itshould be noted that PSPs have the ability to grant more favourable termstotheir customers,and
thereforetoofferalongerperiod (e.g.the UK Direct Debit Guarantee Scheme would notbe
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prevented from continuingto offeralonger period forrefunds).

8.186  Thetimelimitabovewillnotapply wherethe PSP hasfailed tocomplywith anyofthe information
requirements imposed by the PSRs 2017 in respect of the transaction concerned.

8.187  The corporate opt out applies to the time period for notification in this regulation (see under
‘General’ atthe startof Partll of this chapter).

Evidence on authentication and execution of payment transactions (regulation 75)
8.188  Wherethecustomerdeniesthattheyhaveauthorised apaymenttransaction (e.g. claims that a

card transaction was not made by them), or claims that a payment transaction hasnotbeen

correctly executed (e.g.iftheamountiswrongorhasbeen senttothe wrongplace), the obligation

lieswith the PSP to prove thatthe payment transaction was:

¢ authenticated
e accurately recorded
e enteredinits accounts

® notaffected byatechnicalbreakdownorsome otherdeficiencyintheservice providedby
thatPSP

8.189 WhereapaymenttransactionwasinitiatedthroughaPISP,itisforthatPISPto prove that, withinits
sphere of competence, the paymenttransaction was:

¢ authenticated
¢ accurately recorded

¢ notaffected byatechnical breakdown or some other deficiency linked tothe payment
initiation service

8.190  Weconsideranypartsofthetransaction overwhichthe PISP hascontroltobe within its “sphere of
competence”.

8.191 The PSRs 2017 specifically provide that, just because the customer’s payment instrument has been
recorded by the PSP (including a PISP, if applicable) as having been used, that in itself is not necessarily
sufficient to prove that the customer authorised the payment, hasacted fraudulently, orfailed,
withintentorgrossnegligence, tofulfil their obligationsin respect of the security of the payment
instrument concerned. In ourview, sinceuseisonlylikelytoberecordedifanypersonalisedsecurity
credentials have been used, thismeansthat providers cannot point to the security features (such as
ChipandPIN)aloneasincontestableproofofauthorisation,fraud, etc.

8.192 The effect of this is that, for all customers, other than businesses above micro- enterprise leveland
charities above small charity level (see Glossary of Terms) who areableand willingtoagree
otherwise, eachcase mustbetreated onits own merits. Blanket rules in terms and conditions to the
effect that the use of the payment instrument will be taken as proper authorisation in all
circumstances will not be an effective way of justifying that the customer authorised the payment,
or that the customerhasacted fraudulently, orfailed, withintent orgross negligence, tofulfil their
obligations in respect of the security of the payment instrument concerned. Such termsare
potentiallymisleadingand maybevoidunderregulation137(2) ofthe PSRs 2017 on the basis that they
purport to allocate the burden of proof to the customer.

8.193 Where a PSP (including a PISP, if applicable) claims that a customer has acted fraudulently or
failed with intent or gross negligence to comply with its obligations underregulation72 ofthe
PSRs2017,the PSP must provide supporting evidenceto the payer.The evidencetobe provided will
dependonthecircumstancesofthecase, butwill not requirethe PSP todisclose evidence or

information whichthe PSPis not permittedtodisclosebylawdueto,forexample,anti-money
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launderinglegislation.

Regulation750fthe PSRs 2017 appliesincircumstanceswhereapaymentserviceis providedin
relation to payment transactions that consist of the placing, transferring or withdrawal of funds
covered by a credit line provided under a regulated agreement and the PSP should also note the
provisions of section 171 ofthe CCA (onus of proofin various proceedings). Ourunderstanding
is thatthis means thatunless oruntilthe PSP can provide the evidence to show liability on the part
of the customer, the customer isnotliable, meaningthatnointerestshould becharged onthedisputed
amount, and the PSP is not entitled to demand repayment of that sum.

Under the Consumer Credit Act 1974, customers cannot be held liable for an unauthorised
transactiononthebasisofgrossnegligence.Assuch, referencesto grossnegligenceinregulation75
ofthe PSRs2017wouldnotbeapplicablewherea payment service is provided in relation to
payment transactions that consist of the placing,transferringorwithdrawaloffundscoveredby
acreditlineprovidedundera regulatedagreement.

Forlow value paymentinstruments, if the nature of the instrument is such thatitis not possible for
the PSPtoprovethatitwasauthorised (e.g.ifitwasused anonymously) thisprovisionwillnotapply.
(SeePartl, Section Aofthischapterforadefinition oflow value payment instrument.)

The corporate opt out applies to this provision (see under ‘General’ at the start of Part |l ofthis
chapter).

PSP’s liability for unauthorised transactions (regulation 76)
Ifapaymentserviceis providedinrelationtofunds covered byacreditline provided underan
agreementregulated bythe CCAthenregulations 76(1)—(4) of the PSRs 2017 willnotapplyand
consumercreditprovisionswillapplyinstead. See paragraph 8.141for furtherdetails.

For CCAregulated credit cards the PSP must apply the consumer creditregime to all
unauthorisedtransactionsinsteadofregulations74,76(1)-(4)and77(1)-(5)ofthe PSRs 2017 (although
regulation75applies). Forcurrentaccountswith overdrafts, the PSRs 2017 regime will apply in
relation to transactions or parts of transactions which occur when the customer is in a credit
position and the consumer credit regime in relation to transactions or parts of transactions which
occurwhenthe customerisin adebit position.

Where an unauthorised transaction takes an account from a credit position to an overdrawn
position,bothregimeswillapply(i.e.the PSRs2017willapplytotheamount that was taken from the
credit position and the consumer credit regime will apply to the amount that was taken from
the overdraft). In practice this means that PSPs may needtohave adifferentoperational
process forunauthorised transactions depending on whether the customer is in a credit or
debit position, or adopt a process that complieswiththe minimum standards of bothregimes.

If a payment transaction was not properly authorised by the customer, the PSP concerned must
refundtheamount ofthetransactiontothe payerand,ifapplicable, restore the relevant payment
account to the state it would have been in had the transaction not been made (i.e. refund any
charges and any interest which the customer has paid and/or creditinterest which the customer
haslost).

The PSP must also ensure that the credit value date is no later than the date on which the
unauthorised amount was debited. We take this to mean that, when the PSP is calculatingthe
amountofinterestthatshould berefunded, the calculationshould run from no later than the date the
unauthorised amount was debited from the customer’s account.

A transaction should be treated as unauthorised unless the PSP has the consent of the customeras
setoutinregulation 67 of the PSRs 2017. Where anamount has been deducted from a customer’s
accountbyaPSPin error, the customer did not consent to thisso thisshould be treated asan
unauthorised transaction forthe purposes of the PSRs 2017.
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Similarly, where consent has been withdrawn by the customer for either a specific payment
transaction or a series of payment transactions, including the payment transaction in question, it
should be treated as unauthorised. Unauthorised transactions,however,canbedistinguishedfrom
misdirectedtransactions,wherethe customer hasauthorised the transaction but the money has
been paid tothe wrong recipient. This could be due to the customer providing the incorrect unique
identifier (seeregulation90)oritcouldbethe PSP’serror(inwhich caseitshould betreatedas an
incorrectlyexecutedtransactionunderregulations91and92).

Theobligation to providearefundissubjecttoanyresponsibility which the customer may have for
theunauthorised transaction underregulation 77.

Arefund must be providedtothe customerassoonaspracticableandinanyeventby theendofthe
businessdayfollowingthe dayonwhichthe PSP becomesaware ofthe unauthorisedtransaction (i.e.
ifacustomernotifiesthe PSPon Mondaymorning, the refund mustbemadeassoonaspracticable
and,inanyevent,bytheendof Tuesday). The only exceptiontothisiswherethe PSP hasreasonable
groundsforsuspecting fraudulent behaviour by the customer and it has notified a person
mentioned in s333A(2) ofthe Proceeds of Crime Act 2002 (e.g.aconstable, an officerof HMRC, a
nominatedofficeroranauthorised National Crime Agency officer)inwriting.

The effect of this is that, in cases where PSPs do not have reasonable grounds to suspect
fraudulent behaviour by the customer (e.g. where the customer may have beengrosslynegligent),
PSPswillneverthelessneedtoprovidearefundbytheendof the next businessdayatthelatestand
continueanyinvestigation afterthe refund has been provided.

Itis not appropriate for the PSP to purport to make a refund for an unauthorised
transaction conditional onthe customersigningadeclaration.

If the results of an investigation enable it to prove either that the customer did authorise
thetransactionorwasotherwiseliable,thePSPcanreversetherefund. Where thisoccurs, we
would expectthe providertogive reasonable notice of thereversaltothe customer. Whatis
“reasonable” willdependontheparticular circumstances of the case.

WherethePSPhasreasonablegroundstosuspectfraudandhasmadeanotification toaperson
mentionedins333A(2) of the Proceeds of Crime Act 2002, there is still a balance to be struck between
acustomer’srightto be provided with arefund foran unauthorised payment transaction quickly,
and the need to determine whether the paymenttransactionwasfraudulent. WeexpectPSPsto
takeareasonableapproach tothis. Thisdoesnot, however, requireaPSPto providearefundwhereitis
prohibited from doing so by law or by anybody thatit has notified under section 333A(2) of the
Proceeds of Crime Act 2002.

Whereaninvestigationisjustified, itneedstobecarried outasquicklyaspossiblein light of the
circumstances. In no circumstances should the investigation be used to discouragethe customer
frompursuingtheclaim. Clearly, if suchaninvestigationis carried out and the customer is not found
to be at fault, animmediate refund must be made, andbackvalued sothatthe customerdoesnot
sufferanyloss.

Forlow value paymentinstruments, if the nature of the instrument is such thatitis not possible for
the PSPtoprovethatitwasauthorised (e.g.ifitwasused anonymously) this provision will notapply
(seePartl, section Aofthis chapterforadefinition of low valuepaymentinstrument).

Where an unauthorised, non-executed or defectively executed transaction is initiatedthrougha
PISP,itisthe ASPSP’sresponsibilitytoprovidearefundinlinewith regulation 76 and regulation 93
of the PSRs 2017 and this guidance. If the PISP is liableunderregulation76orregulation93of
thePSRs2017,the ASPSPcanthenseek compensation from the PISP which must, on request,
provide that compensation immediately. The amount of compensation should cover the full
amount which the ASPSPwasrequiredtorefundtothe customer. WenotethatPSPsmayputinplace
voluntaryarrangementsforthesettlementofsuchliabilities betweenthemselves.

WhereanASPSP hasbeenrequiredtocompensatethecustomerforanunauthorised transaction
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underregulation 76 of the PSRs 2017, but thatliabilityisattributableto an AISP, the ASPSP may exercise
itsrightofrecoursetoseekcompensationfromthe AISP (seeparagraph 8.331).

Where a customer experiences detriment, otherthaninrelationto an unauthorised or misdirected
payment,asaresultofaservice providedbyanAISP,the customershould, in the first instance,
complain to the AISP and escalate any issues to the Financial OmbudsmanService(SeeChapterll—
ComplaintHandling).

PSPs are at liberty to offer increased protections to customers in relation to unauthorised
transactions and other areas, e.g. through participation in industry schemessuchasthe Direct
Debit Guarantee Scheme. Any such protectionsapply inaddition to the minimum protections that
PSPsareobligated to provide underthe PSRs 2017.

Customer’s liability for unauthorised payment transactions (regulation 77)
Ifapaymentserviceis providedinrelationtofunds covered by acreditline provided underaregulated
agreementthenregulations 77(1)—(5)ofthe PSRs 2017 willnotapply and consumer credit
provisions will apply instead. See paragraph 8.141 for further details.

APSP may makeits customerliable forlosses up toamaximum of £35 resulting from unauthorised
transactions from the use of a lost or stolen payment instrument, or from the misappropriation of
the paymentinstrument. It should be noted that the £35 liabilitylimitisapplicable toeachinstance of
loss, theftormisappropriation,andnotto eachtransaction.Thisdoes,however,notapplyif:

® itwasnot possible for the customer to detect the loss, theft or misappropriation beforethe
paymentwasmade (unlessthecustomeractedfraudulently)

¢ thelosswascausedbyanemployee,agentorbranchofaPSPorofanentitywhich carried outthe
activitiesonbehalfofthe PSP,e.g.anoutsourced provider

The above will not apply for low value payment instruments if the nature of the payment
instrument is such that it is not possible for the PSP to prove that it was authorised(e.g.ifitwas
usedanonymously)(seePartl,Section Aofthischapterfora definition of low value payment
instrument).

Ifthe PSP canshowthatthe customerhasacted fraudulently, or hasintentionally, or with gross
negligence, notcomplied with theirobligationsunderregulation 72 ofthe PSRs 2017 regarding the
use of the paymentinstrument and keeping safe of personalisedsecuritycredentials,thecustomer
willbeliableforalllosses.Toavoid doubt, itis not sufficient for the PSP to assert thatthe customer “must
have” divulged the personalised security features of the payment instrument, and to effectively
require the customer to prove that he did not. The burden of proof lies with the PSP and if a claim that
a transaction is unauthorised is rejected, the rejection must be supported by sufficient evidence to
prove thatthe customeris guilty of fraud, gross negligence orintentional breachandthe reasonforthe
rejection mustbe explained to the customer. Regulation 137 of the PSRs 2017 provides
(amongst otherthings) that a contractual termis void if and to the extent that it relatestoa
transaction alleged tohave beenunauthorised ordefectively executedand purportstoimposeliability
to provide compensation on adifferent person from the personidentified inthe PSRs 2017, or
allocate the burden of proof to a different person from the personidentified in thePSRs 2017.

Each case willneedto be assessed onits meritstoascertain whetherthe customer hasactedwith
“grossnegligence”.InlinewiththerecitalstoPSD2,weinterpret“gross negligence” tobeahigher
standardthanthestandard of negligence undercommon law. The customerneedstohave shown
averysignificantdegree of carelessness.

Exceptwherethepayerhasactedfraudulently,thepayerisnotliableforanylosses:
* Arisingafterthey notified the PSP of the loss, theft or misappropriation (this will not apply for low

value payment instruments if the nature of the instrument means that itis not possible for the
PSP to provethatthetransaction was authorised —because, for example, it is used anonymously —
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or to stop the paymentinstrument from beingused. See Partl,Section Aofthischapterfora
definition oflowvalue payment instrument)

¢ ifthe PSP hasfailedtoprovidethe meansforthe payertomakethe notification (subjecttothe
force majeure provisionsof regulation 96 of the PSRs 2017)

¢ wheretheapplication of strong customerauthentication was required pursuantto regulation
1000fthe PSRs2017 butthe payer’sPSPdoesnotrequireit

® where the payment instrument has been used in connection with a distance contract other
than an excepted contract (asdefined in the Consumer Contracts (Information, Cancellation and
Additional Charges) Regulations 2013).

Whereregulation 100 of the PSRs 2017 requires the application of strong customer authenticationbut
thepayee(e.g.themerchant)orthe payee’sPSP (egthe merchant acquirer) does notacceptit, the
payeeorthe payee’s PSP,orboth (asthe case may be), mustcompensatethe payer’'sPSPforthelosses
incurredorsumspaidasa result of the payer’s PSP providing arefundtothe customer. We expectthe
payeeor payee’sPSPtoprovidetherefundwithinareasonableperiod.Thepayer'sPSPhasa right of
actionin respect of this refund (regulation 148(4) of the PSRs 2017). Chapter 20 -
Authentication provides further information regarding the application of strong customer
authentication.

The corporate opt out applies to this provision (see under “General” at the start of this
section).

Payment transactions where the transaction amountis not known in advance
(regulation 78)

This provision relates to card-based payment transactions where the amount of the transaction is
not specified at the point of authorisation. Examples of where this occurs are a credit or debit card
pre-authorisation for a hire car or hotel room, for short periods atcertain fuel dispensers and when
certain online payments are made. Inour view, a card-based payment transaction extends further
than transactions using a physicalcardandwouldinclude,forexample,anypaymenttransactionmade
bymeans ofacard, telecommunication, digital or IT device or software if this resultsinadebit card ora
credit card oran e-money card transaction.

For card-based paymenttransactions where the amount of the transactionis not specifiedatthe
pointthe payerauthorisesthe payment, PSPsmustnotblockfunds onthe customer’s payment
accountunlessthe customerhasauthorised the exact amount of funds to be blocked.

Oncethe PSP becomes aware of the amount of the transaction, it must release the funds without
unduedelayand, atthe latest,immediately after receipt of the payment order.

Weacknowledgethat,insomecircumstances,adifferentmeansofpaymentisusedto settlethe
transactionthanthecardonwhichthefundsareblocked(e.g.cashoranother paymentcard).Inourview,
theobligationtoreleasetheblockedfundsunderregulation 78(b)ofthe PSRs2017maynotariseinthis
situationifthePSPdoesnotbecomeaware of the amount of the payment transaction or receive a
payment order linked to the blocked funds. We still, however, expect PSPs to take a reasonable
approachtoreleasing fundsandtodosoassoonaspossible. Thismayinvolvereleasingfundsin
accordance withexistingindustrypracticeandthecardschemesrules.

WealsosuggestthatPSPsmake cleartocustomers(whetherthrough contractual documentation
orotherwise) the consequences of pre-authorisation.

Refunds for payment transactions initiated by or through the payee (regulation 79)
This provision relates to paymenttransactions that have beeninitiated by or through the payee (eg

debit or credit card transactions or direct debits), where the exact amountofthetransactionwas
notspecified atthe pointofauthorisation (egavariable amount direct debit or card-based

continuous payment authority, or a credit or debit card authorisation for a hire car or hotel room).
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If the amount of the payment transaction exceedstheamountthe payercouldreasonably have
expectedinallthe circumstances, the payeris entitled to arefund of the fullamount of the
transaction from their PSP. Those circumstances include the customer’s previous spending
pattern and the terms of the framework contract, but do not include fluctuations in thereference
exchangerate. Whenprovidingarefund, the PSP mustalsoensurethat the credit value date is no
later than the date on which the payment transaction was debited. In practice, we take thisto
meanthat, whenthe PSPisprovidingarefundto the customer of interest lost or paid, the calculation
should run fromno later than the datethe transaction was debited fromthe customer’saccount.

Itmay be agreedinthe framework contractthat, if the payer has given their consent directlyto
theirPSPand, ifapplicable, detailsoftheamount ofthetransaction have been provided ormade
availabletothem atleastfour weeks before the debit date, they will not have the rightto a
refund.

The corporate opt out applies to this provision (see under “General” at the start of Part Il).

For direct debit transactions which fall within the scope of the SEPA Regulation {EU}-260/2042(i.e.
SEPAdirectdebits), the payerisentitledtoanunconditionalrefundfrom its PSP of the fullamount of
anydirectdebittransaction.

PSPscanagreemorefavourabletermswiththeircustomers(e.g.underthe UKDirect Debit Scheme).

Requests for refunds for payment transactions initiated by or through a payee
(regulation 80)

The PSRs 2017 provide that to obtain the refund set out in “Refunds for payment transactions
initiated by or through the payee” above, the payer must make their requesttothe PSP within
eightweeks of the debit date. PSPs may, however, offer bettertermstotheir customersthanthose
specifiedinthe PSRs 2017.Forexample, this means that the UK Direct Debit Schemeis at liberty to
continue to offeralonger period torequest refunds.

Onreceiptofaclaimforarefund, the PSP mayrequestadditional information fromthe payer, ifitis
reasonably required to prove whetherthe conditions have been met. The PSP must either make the
refund, or justify refusal within the later of ten days of the claim, oroftheadditionalinformation
beingprovided. Refusalmustbeaccompanied by information on how to take the matter further if
the customer is not satisfied with the justification provided. Ifthe PSP hasrequested further

information, it must not refuse the refund until it has received the information from the customer.

The corporate opt out applies to this provision (see under “General” at the start of Part Il ofthis
chapter).

Execution of payment transactions

8.238

Receipt of payment orders (regulation 81)

The point in time of receipt of a payment order, from which the execution time requirements of
the PSRs2017 mustbe calculated, willgenerallybethetimeatwhich the paymentorderisreceived
(whetherdirectlyorindirectly) bythe payer’sPSP.The exceptionsareasfollows:

¢ ThattimeisnotonabusinessdayforthatPSPinrespectofthe particular payment service
concerned, in which case the payment order is deemed to have been receivedonthefollowing
businessday

¢ ThePSPhassetatimetowardstheendofthebusinessdayafterwhichanypayment orderreceived
willbedeemedtohavebeenreceived onthefollowingbusinessday (notice of this must be given to
the customer). Itis recognised that this cut-off time may be different, depending upon the
requirements of different payment products, butPSPsshouldtakeareasonableapproachinsetting
such cut-offtimes
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¢ Thecustomerhasagreedwiththe PSPthatthe paymentorderwill be executed:
— onaspecificdayinthefuture
— atthe end ofacertain period

— onthedaywhenthepayerprovidestherequiredfundstothe PSP

Whereoneoftheaboveapplies(i.e.forfuture dated payments), the agreed date (or, ifit isnota
businessdayforthe PSP, the nextbusiness day) willbe deemedtobethetime of receipt. This means
thatthe clock starts running for the purposes of the execution time provisionsonthe agreed date (or,
ifitisnotabusinessdayforthe PSP, the next business day).Toavoid doubt, itis not possible to “contract
out” of thisrequirement, with eitherbusinesscustomersorconsumers.

The aim ofthe provisionsinrespect of execution timesisto mandate and harmonise the speeding up of
payments, sothe maximumtime taken when neitherthe payernor the payeehasaccesstothefunds
shouldbeonebusinessday.Thismeans,inourview, thatingeneral where “earmarking” of funds takes
place, sothatthefundsremaininthe customer’saccountforvalue-dating purposesbutare
unavailable tothe customerto spend, the time of receipt for the purposes of calculating the execution
time must be the pointat whichthe funds become unavailable tothe customer (i.e. the clock starts
running for the purpose of the execution time provisions at the point funds become unavailable).

Inourview, anexceptiontothiscanbe madewhereapromise orguarantee of payment hasbeengiven
bythepayer’'sPSPtothe payee,e.g.inthecaseofpre-authorisation of card-based payment
transactions where the amount is not known in advance (seeregulation78ofthe PSRs2017).Insuch
casesitmaybeacceptable,onthebasis of recital 77 to PSD2 and provided the PSP has complied with
therequirements of regulation 78 of the PSRs 2017, for the funds to be earmarked pending receipt of
the actualpaymentorder.

Withoutsuchapromise orguaranteetothe payee (e.g.inthe case ofadirectdebit orstandingorder),
we canseenojustification forearmarking suchfundsanditis reasonable for the payertoassumethey
have accesstotheirfunds until the date they instructed the direct debit or standing order to be
actioned (e.g. the first of themonth).Similarly,ifwhensendingaBacscreditthebankearmarkedthe
fundsin the payer’saccountonthe daythe file was submitted but delayed the debit until the business
daybeforethefundsarecreditedtothe payee’sPSP’saccount, the execution time would be longer
than “next day” and therefore in breach of the requirements of regulation86(1)ofthe PSRs2017.

The payer’s PSP must not debit the customer’s payment account before the receipt of apayment
order.

Where the payee’s PSP is not reachable by a payment system which enables paymentstobemade
withinthe prescribed maximum executiontimes(suchasFaster Payments),theproviderwillneedto
makealternativearrangements,andclearlyexplain the position totheir customers. Possible options
include:

* making the payment through an alternative payment system (e.g. CHAPS) if available. Thismust
bewiththe agreement ofthe customer, whomustbe advised of (and agree to) any additional
charges involved

¢ UsingBacs, butdelayingthe debittothe customer’saccountuntil, atthe earliest, thebusinessday
beforetheBacspaymentwillbereceivedbythepayee’sPSP.This wouldbeclassedasa“futuredated
payment”andthe provisionsofregulation81(5) ofthe PSRs 2017 regarding customer
agreementwillapply. PSPsshould alsotake note of paragraphs 8.240and8.242inrespect
of“earmarking”.

In exceptional circumstances where, in spite of all efforts, it is not possible for the paymenttobe
made withinthe specified time limit, PSPs may feelit necessary to refuse the paymentorder
concerned. Therequirements of regulation 82 ofthe PSRs 2017 (as set outbelow) would needtobe
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metinthisregard,andwhereaprovider believesthatsuchrefusals maybenecessaryitwillneedto
ensureitsframework contractsallow refusalonthese grounds. We would notexpectthatanysuch
refusal would attractacharge.

Itisexpectedthat PSPswillhavemadethenecessaryarrangementstoenabletheir customers to
receive payments within the one business day timescale. Any PSP whose customeraccountsare
notreachable by Faster Payments, however, should consider howthey will explaintotheir
customersthedifficulties thattheyarelikelyto experienceinreceivingpaymentsfortheiraccounts
asaresult.

Refusal of payment orders (regulation 82)

APSP mayonlyrefusetoexecuteapaymentorderorinitiateapaymenttransaction if the conditionsin
the framework contract have not been met or execution would be unlawful(e.g.inline withanti-
moneylaunderinglegislation). Inlinewiththerecitalsto PSD2, customersshould beabletorelyon
the proper execution of the payment order unless the PSP has a contractual or statutory ground for
refusal. For ASPSPs, this appliesirrespective of whetherthe paymentorderisinitiated by the
customer, through aPISPorbyorthroughapayee.

Where a PSP refuses to execute a payment order or toinitiate a payment transaction, it must notify
the customer of the refusal, unless it is unlawful to do so (e.g. due to restrictions on tipping-off).
The notification must, if possible, include the reasons for the refusal. Whereitis possible to provide
reasonsforthe refusalandthose reasons relate to factual matters (e.g. if the customer has not
provided the required details to allow the payment to be processed or did not have available funds)
the notification must also include what the customer needs to do to correct any errors that led
to the refusal. The notification mustbe provided ormadeavailableinthe wayagreedinthe
framework contract (e.g. online) atthe earliest opportunity and no later than the end of the next
businessdayfollowingreceiptofthe paymentorder.

Notification need not be provided for low value payment instruments if the non- executionis
apparentfromthe context (e.g.the purchaseisrefused at point of sale) (see Part|, section Aofthis
chapterforadefinition oflowvalue paymentinstrument).

Iftherefusalisreasonablyjustified andtheframework contractsoallows, the PSP maylevyachargefor

the refusal (unless the circumstance set out in paragraph 8.245 applies). This charge must

reasonably correspond to the PSP’s actual costs. We believe this means that the provider must

separately identify any such charge for refusal in the framework contractand separately charge
this to the underlying account.

Recital 77 of the-PaymentServicesDirectivePSD2 states that, whereaframework contract provides
thatthe PSP maychargeafeeforrefusal, suchafeeshould beobjectively justified and should be kept

aslowaspossible. Whensettingthe level of the fee the PSP should take an evidence based approach
and:

¢ identifythoseactualcoststhatarereasonablyreferabletotherefusalof payments,

e setitschargeorchargesinamannercalculatedtoreasonablycorrespondtothose costs over an
appropriate time period having regard to the number and type of chargesitexpectstolevy,and

® notsettheirrefused paymentfeessoastoderive a profit

Thecostsreasonablyreferabletotherefusalofpaymentswillinclude:

o coststhataredirectlyattributable totherefusal of a particular paymentand would beavoidedif
the paymentwasnotrefused

¢ coststhatarisefromtherefusal of paymentsingeneral, including costs that would bewholly
avoidedifthePSPrefusednopayments
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Coststhataredirectlyattributable totherefusal ofa particular payment mayinclude itemssuchas:
¢ incremental payment system costs incurred in the process of refusing a payment

* thecostofprovidingalertsandnotifications, includingtextmessages,emailsand lettersin
respect of refusing a payment

* the costs of customer service contact initiated by the customer over the telephone, throughdigital
channelsandinbranchesasaresultofrefusingapayment

¢ the costs of handling a complaint arising out of refusing a payment

PSPs may take certain infrastructure costs into account when setting the levels of their refused
payment fees. A PSP should set its fees so as to recover investments in infrastructure over the
expected lifetime of the investment. Infrastructure costs should not be recovered through the
refused paymentfee unless:

¢ thosecostsarewhollyreferabletorefusal of payments(forexampleifadedicatedIT systemis
established toprocess notificationsrelatingtorefused payments); or

* thePSPcanshowareasonablebasisonwhichtoapportionashareofthosecosts totherefusal of
paymentsundernormalaccounting principles (forexample where an IT system hasfunctionality
thatisnecessarytoenablethe processingof refused payments, butthe same functionalityisalso
utilised for other purposes)

Where a PSP is unable to fully segregate the costs incurred as a result of refusing payments from
other costs, for example because the same staff handle customer complaintsinitiated asaresult
of arefused paymentand other customer contact, the PSP should notinclude those costsinthe
calculation ofrefused paymentfees unless it can demonstrate that it has made a fairand
reasonable apportionment of the costs between those referable to refused payments and those not
soreferable.

PSPs should not take into account costs associated with the general operation of their business
suchas:

¢ costs of refusing payments that fall outside the scope of the PaymentServices
RegulationsPSRs 2017, such as paper cheques

¢ frauddetectionand prevention (exceptinsofarasthisformspartofthe PSP’s decision
processinrelationtorefusal of payments)

¢ costs of complying with regulation (other than regulation in relation to refused
payments)

e collection, recoveries and impairments

¢ the provision of statements of account
® FSCSleviesandthe FOSgenerallevy (whereapplicable)

* generaloperationalandstaffexpenditure,includingthe operation ofbranchesor cash
machines

*  marketing

The accounting methods or principles used in estimating and apportioning costs shouldbe

consistentwiththoseusedbythe PSPinitsgeneralapproachtoaccounting or businessplanning.

APSPmayundertakethe costallocation exercise onaproduct-by-productbasis, or acrossmultiple
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productlines.Whereanaggregatedapproachistaken,thePSPshould be satisfied that the resulting
fee continues to reasonably correspond to the actual costs of refusing payments in each product
line.

A PSP thatchoosestosetafeebelowthe costreflective level fora particular product should not
recoverthe costsincurred asaresult of refusing payments by customers of that product from
customers of other products, if this would result in a fee that no longer reasonably corresponds to
the costs of refusing payments for that product.

Revocation of a payment order (regulation 83)
The basicruleisthatthe customercannotrevoke a paymentorder afterithasbeen receivedbythe
payer'sPSP.Thereare,however,someexceptionstothisrule:

® For direct debits including recurring transactions on a payment card (‘continuous payment
authorities’) the latest the payer may revoke the payment order is at the endofthe
businessday before the agreed date for the debit. Revocation can be by informingeitherthe
payer’sPSPorthe payee. The effectof withdrawal of consent (in line with regulation 67(4)) of the
PSRs 2017)isthatanyfuture paymenttransactions arenotregarded asauthorised. Itisan
absoluteright to withdraw consent fromthe PSP,and once withdrawnthe PSP hasnoauthorityto
debittheaccountinquestion.If the paymentorderisstill processed, the payer would have theright
underregulation 76 of the PSRs 2017 to an immediate refund from their PSP. It is best practice,
however, for the customer to be advised that notice of the withdrawal of consent should also
be given to the payee, because revocation of consent to the payment transaction does not
affectany continuing obligation of the payerto the payee. For the avoidance of doubt, it is not
acceptable for the PSP to purport to make withdrawalof consentdependentuponnotice having
beengiventothe payee.This does not affect refund rights after this point through, for example,
the Direct Debit Guarantee Scheme.

® For future-dated payments, the latest point at which the payer can revoke the payment
instructionisthe end of the business day before the day on which payment is due to be made, or if
the payment transaction is to be made when funds are available, end ofthe businessdaybefore
thosefundsbecomeavailable. Theuseof chip and PIN to pre-authorise a future payment where no
orderistransmitted to the cardissueratthetime of the PIN being entered would not, in our view,
affectthe payer’srighttowithdraw consent.

For other types of payments and for payment orders initiated by a PISP or by or throughthe
payee (e.g.acreditordebit card payment) the payer may not revoke the payment order after
giving their consent to the PISP to initiate it or to the payee to executeit(asapplicable).So,
afterenteringthe PINonaspecificcardtransactiondue forimmediate payment, the customer cannot
revoke the paymentorder.

Itis important to note that the definition of “payment transaction” in the PSRs 2017 includes
thewords “irrespective ofanyunderlying obligations betweenthe payer andthe payee.” The
existence, orotherwise, ofanyobligation of the payertomake payment to the payee does not
therefore affect the validity of the withdrawal of consent.

Inourview, wherethe underlying paymentaccount(e.g.creditcardaccount)hasbeen closed, thisisa
clearwithdrawal of consent forany future transactions that have not alreadybeenspecificallyadvised
andauthorised.Wecanthereforeseenojustification for the practice of keeping accounts open or
re-opening closed accounts to process recurringtransactionsreceivedaftertheaccounthasbeen
closed.

This will not affect any contractual refund rights the customer may have under the card

scheme’sownrules, or statutory rights under, forexample, section 75 of the Consumer Credit
Act.

For payment orders made direct by the payer to their PSP, revocation later than the limitssetoutin
regulation 83 ofthe PSRs2017 may be agreedwith therelevant PSP or providers. Forpaymentorders
initiatedbyorthroughthe payee(e.g.specificpayments forming a series of recurring transactions),
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the agreement of the payee will also be needed to cancel a specific payment where revocation is
sought after the end of the business day precedingthe day thatthe specific paymentis duetobe
taken (butsuch agreementis not needed to withdraw consentto later payments in the series).

Achargemaybe madeforrevocation,ifagreedinthe frameworkcontract.

The corporate opt out applies to this provision (see under “General” at the start of Part Il ofthis
chapter).

For low value payment instruments, the PSP can agree with the customer that the customer
cannot revoke the payment order after transmitting it or after giving consenttothe payee for
the paymenttransaction (see Part|, section A of this chapter for a definition of low value payment
instrument).

Amounts transferred and amounts received — deduction of charges (regulation 84)
Ingeneral, theruleisthatthe payerandthe payee musteach paythechargeslevied by theirown PSP
andthatnochargescanbedeductedfromtheamounttransferred.

The payee canagree withits PSP thatitcan deductits charges beforecreditingthe payee,aslongasthe
fullamount ofthe paymenttransactionand details of the charges deducted are clearly setoutin the
information provided to the payee. If other charges are deducted, responsibility for rectifying the
position and ensuring that the payee receivesthe correctsum, lieswith:

¢ thepayer’sPSP,forpaymentsinitiatedbythepayer

¢ thepayee’sPSP,forpaymentsinitiatedbyorthroughthepayee

Execution time and value date
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Applicability (regulation 85)

Theexecutiontimeandvaluedatingrequirementsapplytoall:

* paymentiransactionsineuroQualifying Area Transactions

® paymenttransactionsexecutedwhollywithinthe UKinsterling

® paymenttransactionsinvolvingonlyonecurrencyconversionbetweensterlingand eurowhere the
currency conversion is carried out in the UK and, for a cross-border transfer (thatis, a payment
transactionwherethe payer’sandthe payee’sPSPsare located in-different-memberstatesacross
the UK and EEA), the transferis denominatedineuro

Forallothertypesoftransactions, therequirementswillapplyunlessthe PSPandits customeragree
otherwise(butseealsoregulation86(3)ofthePSRs2017).Seealso the table of jurisdiction and
currency in Chapter 2 —Scope.

Payment transactions to a payment account —time limits for payment
transactions (regulation 86)

Thedefaultruleisthat paymentshavetobe credited tothe payee’s PSP’saccount (thatis the payee’s
PSP’s accountwith the payment system or where itdoes nothave directaccesstothe payment
system, itsownbank or PSP) by close of businessonthe businessdayfollowingthedaywhenthe
paymentorderwasreceived (orwasdeemed tohavebeenreceived—seeaboveunder ‘Receiptof
paymentorders’).

Anextradaymaybeaddedtotheabove period whenthe paymentorderisinitiatedin paper, rather
thanelectronicform.

Forpaymenttransactionswhicharetobeexecuted wholly withinthe EEA-UK (i.e. where boththe payer
andthepayee’sPSParelocatedinthe EEAUK) butwhichdonotfallwithin regulation85(1)(seetableat
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paragraph22#2.30),themaximumperiodthatmaybeagreed between the payer’s PSP and its
customer is the end of the fourth business day following the day on which the payment orderwas
received (i.e. ifthe payment order wasreceivedonMonday,the paymentwouldneedtoreachthe
payee’sPSPbytheend of Friday). Thismeans,forexample, thatforapaymentin Swedish kronersent
fremwithinthe UK+te-Sweden, the default positionis that the payment would need to be credited to
thepayee’sPSPbytheendofthefollowingbusinessday.The payer’sPSPcanagree with its customer a
different timescale although as the payment is to be executed wholly within the EEAUK, thiscannot
belongerthanthe end of the fourth business day following the time of receipt or deemed receipt of
the payment order.

Fordirectdebittransactions and other payments ordersinitiated by or through the payee, the
payee’s PSP should transmit the payment order within the time limits agreed betweenthe payee
andthePSPsoastoallowsettlementontheagreeddate.

Formerchantacquiringtransactionswehaveincludeddiagramsandanexplanatory note setting out
one model of how the time limit provisions might work for a four-party card schemein Annex4.

Whileothermodelsofacquiringmaybepossible,the PSRs2017definethe ‘acquiring of payment
transactions’ asapaymentservice “provided bya PSP contractingwitha payeetoacceptandprocess
paymenttransactions, whichresultsinatransferoffunds tothe payee,” and thisisin line with our
view that the contract between the merchant and the merchant acquirer to which the definition
refers involves the execution of paymenttransactions. Adoptionofaparticular businessmodel
should notdeprive PSD2 of its utility in achieving the protection of merchants who receive
transfers of fundsfromacquirers, asreferredtoinrecital 100f PSD2. Therefore acquirersshould
ensuretheircustomersreceivethe protectionenvisaged by PSD2—inparticularwith respectto
safeguardsinthe eventofthe acquirer’sinsolvency, executiontimesand informationrequirements.

Thepayee’sPSPmustvaluedateandcreditthe payee’saccountfollowingreceipt of the fundsinits own
accountatthe payment system (irrespective of settlement obligations) orif it does not have direct
accesstothe payment system, inits account withitsbankorPSPinaccordancewithregulation89ofthe
PSRs2017.Seeparagraphs 8.288 to 8.297 for further details.

For low value payment instruments, the PSP can agree with the customer that the executiontimes
inregulation 86 ofthe PSRs2017donotapply (see Partl, section Aof this chapter for a definition of
low value paymentinstrument).

Absence of payee’s payment account with the PSP (regulation 87)

Where the payee does not hold a payment account with the PSP (e.g. in money remittance
services) the PSP to which the payment has been sent must make the fundsavailableimmediately
aftertheyhavebeencreditedtoitsaccount.Thisprovision should notbeseenasrequiringbankswhich
receivefundsaddressedtoapayeefor whom they do not hold an account to hold funds pending
collection by the payee. In our view it is perfectly acceptable for these funds to be returned to the
payer’s PSP withtheexplanation,“Noaccountheld”.

For low value payment instruments, the PSP can agree with the customer that the executiontimes
inregulation 87 ofthe PSRs 2017 donotapply (see Partl, section A of this chapter for a definition of
low value paymentinstrument).

Cash placed on a payment account (regulation 88)

Cash placed byaconsumer, micro-enterprise or small charity (see Glossary of Terms) with a PSP for
credit to its payment account with that PSP must be credited to the account,valuedatedandmade
availableimmediatelyafterreceiptbythe PSP.For othercustomersan extra business dayisallowed.
Therequirementsinregulation 88 ofthe PSRs 2017 only apply ifthe accountis denominatedin
the same currency as the cash.

These time limits apply when cash is paid in at a branch or agent, and whether or not the branch or
agentwherethe cashispaidinistheaccountholding branch. They will therefore apply, forexample,
to cash paid in to settle a credit card bill where the card wasissuedbythebankwherethe payinwas
made.
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Note that where cash is paid to a PSP with instructions for it to be transferred to the customer’s
accountwith another PSP,and thefirst PSPis providingaservice tothe customeritself — rather than
acting as agent for the second PSP —the transaction would be subjecttothe normal execution
time provisionsunder regulation 86.Inthese circumstances, the use of the paper based credit
clearing for such payments would therefore allow an additional day for the credit of the cash to
the payee’s account.

Inourview, whenidentifying the pointintime at which the cashisdeemed to have been received,
similar principles to those used in identifying the ‘point in time of receipt’ forapaymentordermay
beused.Thismeansthat,aslongasthe PSP makes it clear to the customer, the pointat which cashiis
deemed tobereceived when not taken overthe counter byacashier(e.g.leftinanightsafe, orina
depositboxinthe branch(“adaysafe”))canbespecifiedinlinewithreasonablecustomerexpectations
asbeingthe pointatwhichtheboxisopened (e.g.the end of the businessday for a daysafe and next
business day for a nightsafe). In this regard, cash should be distinguished from othertypes of
payments. Forothertypes of payments, the pointin timethatpaymentsarereceived(triggeringthe
immediateavailabilityandvaluedating requirements)shouldbeconsideredinaccordancewith
regulation89ofthe PSRs2017.

Whereadiscrepancyinacashdepositisdiscoveredafterthefundshavebeencredited (e.g.
counterfeited notes, orthe cash hasbeen miscounted) corrections can be made, but corrected post-
transactioninformation will also need to be provided.

Value date and availability of funds (regulation 89)

The PSRs2017in effect prohibitvalue dating thatisdetrimentaltothe customer. This means that the
value date of a credit to a payment account can be no later than the business day on which the
payment transaction was credited to the payee’s PSP’s account.

There are also requirements to make funds available immediately in certain circumstances
dependingonwhetheracurrencyconversionisinvolved (seethetable below). Where the
requirement applies, the funds must be at the payee’s disposal immediatelyaftertheyhavebeen
creditedtothepayee’sPSP’saccount.

Type of transaction Requirement to give immediate availability

Transaction with no currency conversion Yes

Transactionwithacurrencyconversion Yes

betweeneuroandsterling

I ARSACHUC EE; SIS 5.555;. ; EI.E

sterling-and-another EEAcurrency)

Transaction only involving one PSP Yes

Any other type of transaction Norequirementtogiveimmediateavailability.
Weexpect,however, PSPstoactreasonably
in the time that it takes to make the funds
available.Whatisreasonablewilldependon
the currency of the payment that needs to be
converted as some currencies take longerto
convert thanothers.

Assoonasthefundsarereceivedinthe payee’sPSP’saccount, itmustmakesurethat the payee can
getaccesstothe fundsimmediately and credit value date them nolater thanthe businessdayon
whichthe PSP’saccountwascredited (whichincludesany accountinthe PSP’s name). Inpractice
this meansthat PSPs’ systems mustidentify the funds immediately they are received in their
own account and credit them to the payee’s account immediately.

Ifthetimethefundsarereceivedisnotonabusinessday, theaboverequirements willapply atthe
start of the next business day. A PSP cannot set a “cut-off” time for the receipt of funds thatisearlier
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thanthe end ofabusiness day. APSP mustalso not, whether by contractual terms or otherwise,
specify that a day that meets the definition ofbusinessdayisnottobetreatedasabusinessday.A
businessdayisany dayonwhichthe PSPisopenforbusinessasrequiredforthe executionofapayment
transaction. Whetheradayisabusinessday mustbe consideredfromthe customer’s point of view,
and will depend upon the individual circumstances of the PSP and is dependent upon the
service it provides toits customers.

Forexample, with respecttoacustomerwith online banking wherethe customer can makeandreceive
paymentsatanytimeusingFasterPayments,the PSPisinourview “openforbusiness”24hoursaday,
sevendaysaweek. Withrespecttoacustomerwith anaccountwhichcanonlybeaccessedduring
branchopeninghours,thoseopening hoursarelikelytorepresentthe“businessday”.

Itisrecognisedthatin practice some processing of the payment by the payee’s PSP may be needed
before the customer can access the funds. The requirement for “immediate” availability, however,
meansthatthe time takenforthis processingmust bekepttoaminimumandweseenoreasonwhy,in
normal circumstances, thisshould belongerthantwo hours. Forthe avoidance of doubt, unlessthe
paymentconcerned isreceived outofbusiness hours, “immediate” cannever meanthe nextbusiness
day (andwhetherthe paymentisreceived outside of business hours mustbe consideredin accordance
with paragraphs 8.290 — 8.292).

Paymenttransactionswhereboththe payer’'sandthe payee’saccountsarewiththe same PSP are
within the scope of the PSRs 2017, and as such the execution time provisionswillapply.This
includestransactionswherethe payerandthe payeearethe same person.

WhereaPSPisusingitsowninternal processestoexecutethetransfer(i.e.the PSP actsforboththe
payerand payee), we believethatthe principlesandaimsunderlying theexecutiontimeprovisionsin
PSD2andPSRs2017mustapply,thatis,theavoidance of “float” and the efficient processing of
payment transactions. We would therefore expectthatinsuchtransactionsvaluewillbegiventothe
payeeonthesamedayasthe payer’'saccountisdebitedandthatthe fundswillbe putatthedisposal of
the payee immediately.

Wherethe payee’saccountisnota“paymentaccount” andthe payee’sPSPisacredit institution, the
ruleinBCOBS5.1.13 willapply, sothatthetransaction mustbevalue datedonthebusinessdayreceived,
butavailabilitymustbewithinareasonableperiod.

Similarly, debit transactions must not be value dated before the date on which the amount of the
debit was debited to the payer’s account. For example, in a card transaction, the cardissuer cannot
value date the debit to the account before the date on whichitreceivesthe payment order throughthe
merchantacquiring process (see Annex4).

Incorrect unique identifiers (regulation 90)

As part oftheinformation the PSP isrequired to provide ahead of provision of the paymentservice, it
willspecify the ‘uniqueidentifier’, whichisthe keyinformation that will be used to route the payment
tothecorrectdestination and payee. For UK paymentsinsterling, thisislikelytobethe sort code
numberandaccountnumber ofthe payee’saccount.ForSEPApaymentsitwillbethe IBAN ofthe
payee.Other information, suchasthe payee’snameorinvoicenumber, maybeprovidedbythe payer,
butwillnotbepartoftheuniqueidentifier,unlessithasbeenspecifiedassuch bythePSP.

The PSRs 2017 provide that, aslongasthe PSPs process the paymenttransactionin accordance with
the unique identifier provided by the payment service user, they will not be liable under the non-
execution or defective execution provisions of the PSRs 2017 for incorrect execution if the unique
identifier providedisincorrect.

The effect of this is if the sort code and account number are quoted as the unique identifierand
the account numberisincorrect but the account name quoted is correct (sothatthe fundsgotothe
wrongaccount), the bank concerned willnotbeliable under those provisions.
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PSPsarerequiredtomakereasonableeffortstorecoverthefundsinvolvedevenwhere theyarenot
liable, butthey may, ifagreedintheframework contract, makeachargefor suchrecovery. The
payee’s PSP must co-operate with the payer's PSP inits efforts to recoverthefunds,inparticular
byprovidingallrelevantinformationtothe payer’sPSP. Thisco-operation between PSPscouldinvolve
participatinginindustryarrangements relating to the recovery of funds (such as the credit
paymentrecovery process).

Ifthe payer’sPSPisunabletorecoverthefundsandthe customerprovidesawritten request, the PSP
must, under regulation 90(4) of the PSRs 2017, provide to the customerallavailablerelevant
informationinorderforthe payertofilealegal claimfor repayment of the funds.

Wewould expecttherelevantinformation provided pursuanttoregulations90(3)and (4)ofthe PSRs
2017toinclude the payee’s name and anaddress atwhich documents can be effectively served
onthatperson. When providinginformation toits customers toensurefairandtransparentprocessing
of personaldata(eginaprivacy notice), as required by applicable data protection legislation, a PSP
should take account of its potentialobligationsunderregulations90(3)and(4)ofthePSRs2017.

Wewouldalsoconsideritbestpracticeforthe payer’s PSP, afterreceivingtherelevant information from
the payee’s PSP but before providing such information to the payer underregulation90(4) ofthe
PSRs2017,tonotify the payeethat thisinformation will be providedtothe payer.

Insome cases of ‘authorised push payment (APP) fraud’ the payerintends to transfer the
fundstoalegitimate payee, butisdeceivedinto providing the account number and sort code ofan
accountheld by adifferent person, and so transfers the funds to afraudster.Inourview, thisisalso
provisionofanincorrectuniqueidentifierand PSPs must cooperate and make reasonable efforts to
assist the payer in recovering the fundsasrequiredunderregulation90ofthe PSRs2017.

PSPsareunderanobligationtocomplywithlegal requirementstodeteranddetect financial
crime as detailed in Chapter 19 —-Financial Crime.

Non-execution or defective or late execution of payment transactions initiated by
thepayer(regulation91)

This provision covers situations where the payer has instructed their PSP to make a payment
andtheinstruction haseither notbeencarried out, orhasbeencarried out incorrectly.

Inthesecircumstances, the payer’sPSPwillbeliabletoitscustomerunlessitcanprove tothe payer(and,
whererelevant, tothe payee’s PSP), thatthe correctamount, and thebeneficiary’sdetailsasspecified
bythepayer,werereceivedbythepayee’sPSPon time.

If it could prove this, the failure to credit the intended payee would then lie with the payee’s PSP
rather than with itself. If the payer’s PSP is liable, it must refund the amount of the defective or
non-executed transaction (if such amount has been debited from the payer’s account) to the
payer without undue delay, and, where applicable, restore the debited payment account to the
state it would have been in hadthetransactionnotoccurredatall. Thismay, forexample, involve the
refunding of chargesand adjustment ofinterest. The PSP mustensurethatthe creditvalue dateis no
laterthanthe date on whichthe paymenttransaction wasdebited. In practice, we take thisto mean
that, whenthe PSPis providing a refund to the customer of interest lost or paid, the calculation must
runfromno later than the date the transaction was debited from the customer’s account.

The effect of this provisionisthatif, duetothe error of the payer’s PSP, the funds have beensenttothe
wrong place orthe wrongamounthasbeensent, asfarasthe payer is concerned the whole
transactionis cancelled. The PSP will either have to stand the loss orseek reimbursementfrom
the otherPSP.

Inline with recital 86 of PSD2, which referstothe PSP’sobligationto “correctthe payment
transaction” our view is that to avoid undue enrichment, where an over paymenthasbeenmade
andtheexcesscannotberecoveredfromthepayee’sPSP, it would be appropriate torefund the
excessincorrectly deducted from the payer’s account where thisis sufficientto avoid the payer

122



8.312

8.313

8.314

8.315

8.316

8.317

8.318

8.319

8.320

8.321

sufferingaloss.

Ifthe payer's PSP can prove that the payee’s PSP received the correctamountand beneficiary
details on time, the payee’s PSP is liable to its own customer. It must immediatelymakethefunds
availabletoitscustomerand, whereapplicable,creditthe amount to the customer’s payment
account.

The creditvalue date must be nolaterthan the date on which the amount would have beenvalue
datedifthetransaction had been executed correctly. In practice, we take this to mean that when the
PSP is providing a refund to the customer of interest lost or paid, the calculation must runfromno
laterthanthe date thattheamountwould have beenvaluedatedifthetransactionhadbeenexecuted
correctly.

Whereapaymenttransactionisexecutedlate,the payer’sPSPcanrequest,onbehalf ofthe payer,that
the payee’sPSPappliesacreditvalue dateforthe payee’spayment account whichis nolaterthanthe
date thattheamountwould have been value dated if the transaction had been executed correctly. In
ourview, the aim of thisrequirement istoensurethata payeeisinthe same position asthey would have
beenhadthe transaction been executed ontime (includinginrespect of charges) andsonoclaimfor
latepaymentwillariseagainstthe payer.Thepayee’sPSPcanseekrecoursefromthe payer’sPSPunder
regulation950fthePSRs2017.

Liability underthis provisionwill notapply if the failure giving rise toit wasdue to abnormaland
unforeseeablecircumstancesbeyondthecontroloftherelevantPSP, the consequences of which
would have been unavoidable despite all effortstothe contrary, orifitarosebecause ofthe PSP
havingtocomplywith otherEd-erUKlaw.

Regardless of liability, if the payer makes a request for information regarding the executionofa
paymenttransaction, its PSP must make immediate efforts to trace the transaction and notify the
customer of the outcome. The PSP cannot charge for this.

The corporate opt out applies to this provision (see under “General” at the start of Part Il ofthis
chapter).

Non-execution or defective or late execution of payment transactions initiated by
the payee (regulation 92)

This provision covers situations where the payment order has been initiated by the payee (e.g.
creditordebit card payments, ordirectdebits), and theinstruction has either not been carried out
orcarried outincorrectly.

Inthesecircumstancesthe payee’sPSPisliabletoits customerunlessitcanproveto the payee (and,
whererelevant, tothe payer’s PSP), thatithascarried outits end of the payment transaction properly.
Thatis, it has sentthe paymentinstruction (in the correctamountand within the agreed timescale),
andthe correctbeneficiary details to the payer’s PSP, so that the failure to receive the correctamount
of funds within the timescalelieswiththe payer's PSP ratherthanwithitself.

If it has failed to do this it must immediately re-transmit the payment order. The payee’s
PSP must also ensure that the transaction is handled in accordance with regulation 89 of
the PSRs 2017 so that the amount of the transaction is at the payee’s disposal immediately
after it is credited to the payee’s PSP’s account and the credit value dateisnolaterthanthe
date on whichthe amountwould have beenvalue dated if the transaction had been executed
correctly. In practice, we take this to mean that the payee’s PSP needsto providearefundtothe
customerofinterestlost or paidand, in doing so, it must ensure that the calculation runsfrom no later
than the date thatthe amountwouldhavebeenvaluedatedifthetransactionhadbeenexecuted
correctly.

Ifthe payee makes arequest forinformation regarding the execution of a payment transaction,
their PSP must make immediate efforts totrace the transaction and notify the customer of the
outcome. The PSP cannot charge for this.
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Ifthepayer’sPSPisliable, itsliabilityistoitsowncustomerratherthanthe payee,andit must,
immediately,andasappropriate:

¢ refund the payer the amount of the paymenttransaction (e.g. ifthe payer’s account has
beendebited and the fundssenttothe wrongplace);

* restorethedebited paymentaccounttothestateitwould have beeninhadthe transaction
notoccurred atall.

When it is restoring the payer’s payment account, the payer’s PSP must ensure that the credit value
date is no later than the date on which the amount was debited. In practice, we take thisto mean
the calculation must run from no later than the date that theamount was debited fromthe payer’s
account.

Ifthe payer's PSP can prove thatthe payee’s PSP received the amount ofthe payment
transaction, the payee’s PSP mustvalue datethe transaction nolaterthanthe dateit would havebeen
valued datedifithadbeenexecuted correctly. Asabove, inpractice we take this to mean that the
payee’s PSP must provide a refund to the customer of interest lost or paid and, in doing so, it must
ensurethatthe calculation runsfromno laterthanthe datethattheamount would have beenvalue
datedifthetransaction had beenexecutedcorrectly.

Aswithregulation91ofthe PSRs 2017,actionshortofafull refund maybeacceptable, if makingafull
refundwould resultin “undue enrichment” tothe customerconcerned, as long as the customer
does not suffer aloss due to the error.

This may involve the refunding of charges and adjustment of interest. The effect of this provisionis
thatif, duetotheerrorofthe PSP, the funds have been sentto the wrongplace orthe wrong
amounthasbeensent, asfar asthe payercustomeris concernedthe wholetransactionis
cancelled. The PSP will eitherhave tostandthe lossorseekreimbursementfromthe other PSP.

Liability under this provision will not apply if the failure giving rise to it was due to unavoidable
abnormal and unforeseeable circumstances beyond the control of the PSP,the consequencesof
whichwouldhavebeenunavoidable despitealleffortstothe contrary, orifitarose because of the PSP
havingtocomplywith otherEderUKIlaw.

Non-execution or defective or late execution of payment transactions initiated
throughapaymentinitiation service (regulation 93)
Whereapaymenttransactioninitiated throughapaymentinitiation service haseither notbeencarried
out,orhasbeencarriedoutincorrectly, itisthe ASPSP’sresponsibility to provide a refund of the
amount of the transaction to the customer and, where applicable, to restore the payment account
to the state it would have been in if the defective paymenttransaction had nottaken place.

IfthePISPisresponsible,onrequestfromthe ASPSP,itmustimmediatelycompensate the ASPSP forall
lossesincurred or sums paid as aresult of the refund to the customer. Inthisregard, the ASPSP has
arightofactionagainstthePISP (seeparagraph8.331 below). We note that PSPs may agree
arrangements for the settlement of such liabilities between themselves.

The burden of proof lies with the PISP to show that it was not responsible for the error. It needsto prove
thatthe paymentorderwasreceived by the customer’s ASPSP and, within the PISP’s sphere of
influence, the payment transaction was authenticated, accuratelyrecordedandnotaffectedbya
technicalbreakdown orotherdeficiency. We considerany parts of the transaction over which the PISP
has controltobe withinits sphereofinfluence.

Liability of PSP for charges and interest (regulation 94)

A PSP that is liable for non-execution, defective execution or late execution of a payment transaction
under the provisions detailed above will also be liable toits customer for any resulting charges and/or
interestincurred by the customer. For example, if a customer was making a payment to a credit card
account from their current account, and the provider of the current account was responsible for
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8.332

8.333

8.334

8.335

8.336

8.337

8.338

8.339

executing the payment transaction late, that customer would be entitled to a refund for any charges
and interest applied to their credit card account. This liability will not be incurredifthe circumstances
givingrisetoitwere duetoabnormaland unforeseeable circumstancesbeyondthe controlofthe PSP.

The corporate opt-out applies to this provision (see under “General” at the start of Part |l ofthis
chapter).

Right of recourse (regulation 95) and right of action (regulation 148)

IfaPSP hasincurred aloss orbeenrequiredto make a paymentwith respectto unauthorised
transactions, or the non-execution, defective execution, or late execution ofapayment
transaction, butthatliabilityisattributable toanother PSP oranintermediary, the other PSPor
intermediary mustcompensate thefirst PSP. This includes compensation where any of the
PSPs fail to use strong customer authenticationwhereitisrequired pursuanttoregulation
1000fthe PSRs2017.

Inthese circumstances, thefirst PSPalsohasarightofactionagainstthe other PSP. Thisentitlesthe
first PSPtobringanactionagainstthe other PSP forcompensation through the courts onthe basis of
the other PSP’sfailure to compensate the first PSP underregulation 95 ofthe PSRs 2017
(regulation 148(4)ofthe PSRs2017).

Force majeure (regulation 96)

Liability under the conduct of business requirements in Part 7 of the PSRs 2017 relating to rights
and obligations (but not to the information requirementsin Part 6 of thePSRs2017)willnotapply
wheretheliabilityisdueto:

® abnormalandunforeseencircumstancesbeyondtheperson’scontrol,wherethe consequences
wouldhavebeenunavoidabledespitealleffortstothecontrary

* obligationsunderotherprovisionsof EderratienatUK law (e.g.anti-moneylaundering legislation)

Consent for use of personal data (regulation 97)

Regulation97 of the PSRs 2017 statesthata PSP mustnotaccess, processorretain any personaldata
forthe provision of paymentservicesbyitunlessithasthe explicit consent of its customer to do so.
Data protection law, including the General-BData-ProtectionRegulation{ GDPRHEU2016/679), may
requireaPSPtoobtainadata subject’sexplicitconsent(orsatisfy anothercondition)toprocessany
personaldata classified as “sensitive personal data” under currentdata protectionlawora
“special category” under the GDPR.

Inrespectof contracts enteredinto before 13 January 2018, ifa PSP complies with its obligationsunder
dataprotectionlawincludingthe GDPR, wewould not,asamatterof course, considertakingregulatory
ordisciplinaryactionagainstthe PSPforbreachof regulation 97 ofthe PSRs2017alone. PSPsshould,
however, refertotheInformation Commissioner’s guidance for more information on
sensitive/special categories of personal data and the obligations under data protection law that
might apply when processing them.

Inourview, regulation97 ofthe PSRs2017doesnotpermitan ASPSPtorequire explicit consentwhereit
hasanobligationtodiscloseinformation under other provisions of the PSRs 2017. For example, the
ASPSP should not require explicit consent from its customer before it complies withits obligations
under regulations 69 and 70 (relating to giving payment account data to AISPs or PISPs) or from its
customer before complyingwithitsobligationsunderregulation90(3)ofthe PSRs2017(relatingto
misdirected payments).

Management of operational and security risks (regulation 98) and incident
reporting (regulation 99)

Under regulation 98 of the PSRs 2017, PSPs must establish a framework, with appropriate
mitigation measuresand controlmechanisms, tomanage the operational and security risks relating
tothe payment services they provide and must also provide theFCA, onatleastanannualbasis,
withanupdatedandcomprehensiveassessment ofthoserisks. As part of the framework, PSPs must
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8.340

8.341

establishand maintain effective incident management procedures, including for the detection and
classification of major operational and security incidents. Chapter 18 — Operational and security
risks and Chapter 13 — Reporting and notifications contain more information.

Authentication (regulation 100)
From14September2019,allPSPsmustcomplywith regulation 100ofthe PSRs 2017 and with SCA-
RTS.3* Chapter 20 — Authentication provides further information.

Under regulation 100(3) of the PSRs 2017, PSPs must maintain adequate security measures to
protect the confidentiality and integrity of payment service users’ personalisedsecurity
credentials.SCA-RTSArticles22to27specifytherequirements, whichinclude the creationand
transmission of credentials and their secure association with the payment service user, as well as
the delivery and renewal of credentials, authentication devices and software, and subsequent
destruction, deactivation or revocation.

Part Ill: Additional conduct of business requirements for e-money

issuers
8.342

8.343

8.344

Thissectionincludessomeadditionalconductofbusinessrulesapplicabletoall e-moneyissuers,
includingthoseauthorisedunderFSMA.Theyapplytotheissuance and redemption of e-money carried
onfromanestablishmentinthe UK.

Weareawarethatanumberofpre-paidcardshavebeenissuedinthe UKby “programme managers”
whichutilise e-moneyissued byacreditinstitution or e-moneyissuer.Underthesearrangements, the
programmemanager managesthe card andtakestransaction and otherfeesfromthe card user, butthe
underlying funds areheld bythe e-moneyissuinginstitution. Inourviewthe e-moneyissuerwill usually
be the PSP for the purposes of the PSRs 2017, given that the programme manager doesnotholdany
customerfunds.

The arrangement will fall under the outsourcing provision in regulation 26 of the EMRsor
underSYSC8forcreditinstitutionsissuinge-money,and may,depending onthebusinessmodel,
involveagencyordistributionarrangements.Inthesituation described, the e-moneyissueris
therefore responsible for ensuring thatthe conduct of business requirements set outinthis chapter
are complied with.

34 The Commissi Del d—Regulation—{EU)—2018/389 (the SCA-RTS)}—is ilable—hara httoc:-/laur-l uropa-eulleasl JENL
ol 3 3 =7 7 T U P T 14 e 7ENT

The conduct of business requirements in the EMRs

8.345

Part 5 of the EMRs sets out obligations thatapply tothe conduct of e-money business whereitis
carried outfroman establishment maintained by ane-moneyissuerorits agentordistributorinthe
UK. Thesearetypically referred toasconduct of business requirements. They relate to issuing and
redeeming e-money and the prohibition on the payment of interest or other benefits linked to the
length of time that e-money is held andareapplicable toalle-moneyissuers (see Chapter 2—Scope
forthe definition ofe-moneyissuers).

Issuing e-money

8.346

8.347

Regulation39ofthe EMRsrequirese-moneyissuerstoissue e-moneyatparvalue (the e-money
issued must be forthe sameamount asthe fundsreceived) when they receive the fundsand
withoutdelay.

Itisimportant torecognise thatif an agent of an e-money issuerreceives funds, the funds are

126


https://eur-lex.europa.eu/legal-content/EN

considered to have been received by the issuer itself. It is not, therefore, acceptable for an e-
money issuer to delay in enabling the customer to begin spendingthe e-moneybecausetheissuer
iswaitingtoreceive funds fromitsagentor distributor.

Redeeming e-money

8.348

8.349

8.350

Under the EMRs, e-money holders have the right to redeem the monetary value of their e-money
(i.e. the payment from the e-money issuer to the e-money holder of an amountequivalenttothe
remainingbalance)atanytimeandatparvalue (regulation39 ofthe EMRSs).

This meansthat, inourview, itis not acceptable to have atermina contract with an e-money holder
under which the e-money holder’s right to redeem the remaining balance ceasestoapply aftera
specified period of validity (although the contract can still provide for the e-money holder’s right
to use the e-money for the purpose of makingpaymenttransactionstoceaseafteraspecified
period).Thisisqualified byregulation43ofthe EMRswhichallowse-moneyissuerstorefusea
redemption request whenthe requestis made more than sixyears afterthe date ofterminationin the
contract.

The contract between the e-money issuerand the e-money holder must, clearly and prominently, set
outthe conditions of redemption (or part thereof), including any fees that maybe payable. E-money
holdersmustbeadvisedaboutthese conditions before theyare bound by the contract.

Redemption fees

8.351

8.352

8.353

8.354

8.355

8.356

Ifitisagreed and transparentinthe contract, e-moneyissuers may charge afee for redemptionin
thefollowingcircumstances:

¢ whereredemptionis requested before termination of the contract
* wherethe e-moneyholderterminatesthe contract before any agreed termination date
* whereredemptionisrequested more than one year after the date of termination of the contract

Forthese purposes, references to the termination of the contract refer to the pointin time when
the e-money holder’s right to use the e-money for the purpose of making payment
transactions ceases.

The effect of this is that no fee for redemption may be charged to the e-money holder on requesting
redemption at termination of the contract or up to one year after that date. Inthis chapter, we use
the phrase “dormant e-money” to describe e-money held more than one year after the
termination of the contract.

Anyfeethatischargedshould be proportionate andinline with the costsactually incurred by the e-
moneyissuer. In ourview, itisreasonableforthe calculation of a redemption fee to take account of
costs the issuer can show itactually incurs in retainingrecords ofand safeguardingdormante-
money (onthe basisthatanysuch costs mustrelatetoredemptionratherthan making payments). If
challenged, the e-moneyissuer must be able to justify the level of the fee charged by reference to
costs thatit hasincurred, eitherin the act of redeeming the dormant e-money, or in retaining
records of and safeguarding the dormante-money.

Inprinciple,wedonot considerthat it wouldbeobjectionableforanissuertodeduct from the proceeds of
redemption of dormant_e-money the amount_of any redemption fee (as longasthee-money
issuercandemonstratethat_theredemptionfeeisclearandprominent inthecontract andreflectsonly
validredemption-relatedcosts).So,iftheamount_of avalid redemptionfeeisgreaterthanthevalueof the
dormant_e-money, inpracticethe proceedsof anyredemptionbytheholderwouldbenil,afterthefeeis
deducted.

Inthesecircumstances, itwould bereasonable fortheissuerto ceasetosafeguard thosedormante-
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moneyfunds (asthereisnoutilityinrequiringissuerstosafeguard dormant e-money funds that can
no longer be spent or redeemed). The issuer would, however, havetobe abletoshowtothee-
money holderthatthisis howthe e-moneybalancehasbeenusedup,intheeventofthe e-money
holderlaterseeking redemption.

8.357  The above guidance on redemption does not apply to a person (other than a consumer) who
accepts e-money (e.g. a merchant who has accepted e-money in paymentforgoodsor

services).Forsuchpersons, redemptionrightswillbe subjectto the contractual agreementbetween
the parties.

Prohibition of interest

8.358 E-money issuers are not allowed to grant interest or any other benefits related to the length of time
the e-moneyisheld. In ourview this would not prohibit benefits related to spending levels.
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9 Capitalresourcesandrequirements

9.1

Thischaptersetsouthow authorised paymentinstitutions(Pls), authorised e-money institutions
(EMIs), and small EMIs should use their capital resources to meet their initial and ongoing capital
requirements. It is not relevant to small Pls or registered accountinformationservice providers
(RAISPs). The professionalindemnityinsurance (Pll)requirementsthatwillapplytofirmscarryingon
accountinformationservices(AIS) and paymentinitiation services (PIS) are covered in Chapter 3 -
Authorisation and registration. This chapter covers:
* Partl:CapitalrequirementsforauthorisedPls

— Introduction

— Initial capital requirements

— Ongoingcapitalrequirements
® Partll:CapitalrequirementsforauthorisedEMIsandsmallEMIs

— Introduction

— Initial capital requirements

— Ongoingcapitalrequirements

® Partlll Capital resources for authorised Pls, authorised EMIs and small EMIs

Part I: Capital requirements for authorisedPlIs

Introduction

9.2

9.3

9.4

9.5

ThePaymentServicesRegulations 2017 (PSRs2017)setoutinitialandongoingcapital
requirementsforauthorisedPls. Underthe PSRs2017,authorisedPlsarerequiredto holdaminimum
amountofcapital. Capitalisrequiredtobeheldasabuffer,absorbing both unexpected losses thatarise
while afirmisagoingconcernaswellasthefirst lossesifafirmiswoundup.

Regulations6(3),22,andSchedule 3 ofthe PSRs2017 covercapitalresourcesand requirements. We
havetomaintainarrangementssuchasmonitoringsothatwecan ascertainwhetherthecapital
requirementsarebeingcompliedwithasrequired. These are described in Chapter 12 — Supervision.

Theterm‘capitalresources’ describeswhatafirmholdsascapital.

The term ‘capital requirements’ refers to the amount of capital that must be held by the firm for
regulatory purposes. The PSRs 2017 establish: (i) initial capital requirements (which are a
condition of authorisation); and (ii) ongoing capital requirements. Anauthorised PImustatalltimes
holdthecapitalamountsrequired, inthe mannerspecified. The capitalrequirementssetoutinthe

PSRs2017are expressedineuro.Firmsshouldholdsufficient capitaltoensurethatthecapital

requirementsare met, eveninthe eventofexchange rate fluctuations.>®

35 Current and historical rates can be found on the European Commission’s InforEuro website.
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9.6

Authorised Pls can undertake activities that are unrelated to providing payment services.
Thesefirmsarecalled‘hybrid’firms.ThePSRs2017donotimposeanyinitial orongoing capital
requirementsin relation to business carried on by such firms that doesnotinvolve paymentservices.
Anyothercapital requirementsimposed because ofotherlegislationhavetobe metseparatelyand
cumulatively (e.g.iftheauthorised Pl isundertakinganactivity regulatedunderthe Financial
ServicesandMarkets Act2000 (FSMA)). Wheretheauthorised Plcarriesoutactivitiesotherthan
providing payment services, it must not include in its capital calculation any items used in carrying
out those otheractivities.

Initialcapitalrequirements

9.7

9.8

Theinitial capital requirementis one of the conditions to be met at the application stage in order for
the applicant to become authorised by us. The PSRs 2017 set outthattheinitial capitalrequirement
of authorised PIs will be €20,000, €50,000 or €125,000dependingonthebusinessactivitiesitcarries
out(seetablebelow).Where more than oneinitial capital requirementappliestothe authorised Pl, it
mustholdthe greateramount.

Theminimuminitialcapitalrequiredisasfollows:

Initial Capital
Payment Services Required
(see Schedule 1 of the PSRs 2017) (Minimum)
Money remittance (paragraph 1(f) of Part 1, Schedule 1 of the PSRs 2017) | €20,000
Paymentinitiation services (paragraph 1(g)of Part 1, Schedule 1 ofthe €50,000
PSRs 2017)
Accountinformation services (paragraph 1(h) of Part 1, Schedule 1 ofthe None
PSRs 2017)
Paymentinstitutions providing servicesin (paragraphs 1(a)to(e) of Part1, €125,000

Schedule10fthePSRs2017)

Ongoing capital (or ‘own funds’) requirements for Pls

9.9

9.10

Authorised Plsarerequiredtoholdatalltimesownfundsequaltoorinexcessofthe greater of:
¢ theamountofinitial capitalthatis requiredforits businessactivity; or

¢ theamountoftheownfundsrequirementcalculatedinaccordance withmethodA, BorC
(describedbelow),subjecttoanyadjustmentwerequire.

Theongoingcapital held mustnotfallbelowthe level of theinitial capital requirement fortheservices
provided.Thisdiffers, however,for:

¢ authorised Pls that are included within the consolidated supervision of a parent credit
institution pursuanttothe Part 6 of the Capital Requirements Regulations 2013€apitat
Req-u#ement—s—DiFeeti-ve%and where all of theconditionsspecifiedinArticle7(1)oftheCapital
Requirements Regulation?’@lhave beenmet;and

¢ authorisedPlsthatcarryonPISonly.

36 Regulation(EU)575/2013 ofthe European Parliamentandofthe Councilof26June2013onprudentialrequirementsforcredit
institutions and investment firms and amending Regulation (EU) No 648/2012, as on-shored by the European Union (Withdrawal) Act
2018 and amended by the Capital Requirements (Amendment) (EU Exit) Regulations 2018 (‘the Capital Requirements Regulation’).

130



Unlike otherauthorisedPls, these firmsaresimply required to continue tohold the amountofinitial
capitalrequiredfortheirbusinessactivitiesatalltimes.

Calculation of ongoing capital (or ‘own funds’) requirements for Pls

9.11

9.12

9.13

9.14

9.15

This section explainsthe three calculation methods for the differertown funds
requirements:methodsA, BandC.

Theapplicantwillbeasked,intheauthorisationapplication pack, toindicatewhich calculation
methoditwishestouse. Ultimately, however,wewilldirect whichmethod it must use. We will do this
based onourevaluation ofthe applicant firm, takinginto accountits preference as statedinthe
application pack.

Method A

MethodAisbasedonthefirm’sfixed overheads. The calculationisnormally 10%of thefirm’sfixed
overheadsinthepreviousfinancialyear.If,however,thereisamaterial changeinthefirm’sbusiness
sincethepreviousfinancialyear,wemaydecidethatthe requirementishigherorlowerthan 10%.
Examplesofamaterialchangeincludethe saleofpartsofthefirm,abusinessacquisitionandrapid
growth (typicallyofanew firm).

Fixed overheads are defined as including expenses that do not vary as a result of outputvolume
orsalesrevenue. Forexample, rent,insuranceand office expenses. Generalaccountingstandards
shouldbefollowedinvaluingthespecificexpensesto betakenintoaccount.Only expensesthatare
relatedtopaymentservicesshould be takenintoaccountwhencalculatingthe fixed overheads of
firmswhichalsoprovide servicesotherthanpaymentservices(hybridfirms).

Method B

Method B is based on a scaled amount representing the firm’s average monthly paymentvolume

andthen applying a scaling factor relevantto the type of payment servicescarried out(seethe
tableatparagraph9.18fortherelevantscalingfactor). Under this calculation method, the firm’s
ongoing capital requirement is the product of this scaling factor and the scaled average

monthly paymentvolume. The scaled average monthly payment volume is the total amount of

the firm’s payment transactionsexecutedinthe previousfinancialyeardivided bythe numberof
months inthatyearandscaledinthefollowingmanner:

* 4% oftheslice oftheaverage monthly paymentvolume up to€5 million;
* 2.5%oftheslice of theaverage monthly paymentvolumeabove€5millionupto€10 million;

* 1%oftheslice oftheaverage monthly paymentvolumeabove€10millionupto

€100 million;

® 0.5%oftheslice of theaverage monthly paymentvolume above €100 millionupto

€250 million; and

* 0.25%oftheaveragemonthlypaymentvolumeabove€250million.
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Method C

10-19.16 Method Cisbasedonthefirm’sincomeoverthe previousfinancial yearwithascaling factor applied.
The firm’s income is derived by applying a multiplication factor to incomedescribedasthe
‘relevantindicator’inthe PSRs2017.Thisisthe sumofthe firm’sinterestincome, interest expenses,
commissionandfeesreceivedaswellas otheroperatingincome,definedasfollows:

* ‘interestincome’:interestreceived bytheauthorised PIfromtheinvestmentsithas made
whether or not made from users’ funds

* ‘interestexpenses’:interest payablebytheauthorised Pltoitscreditorsorusers where the
funds stay onits payment accounts

¢ ‘commissionandfeesreceived’:theseshouldbeexpressedingross

® ‘other operating income’: any other kind of income which, in the case of a non-hybrid firm, may be
linked to payment services or ancillary services (as set out at regulation 32 of the PSRs 2017) —these

shouldbeexpressedingross
10:29.17 The multiplication factor applied to the relevantindicatoris the sum of:

e 10%ofincomeupto€2.5million;

8%ofincomebetween€2.5millionand €5 million;

6% ofincomebetween€5 millionand€25 million;

o 3%ofincomebetween€25millionand€50million;and

1.5%ofincomeabove€50million.

140-39.18 Thescalingfactorapplied tomethods Band Cisbased onthe type of service provided, andisthe greater

ofthe following:

Payment services Scaling
(from paragraph 1 of Schedule 1 of the PSRs 2017) Factor
Money remittance servicesonly (paragraph 1(f) of Part 1, Schedule 1 ofthe 0.5
PSRs 2017)

Anypaymentservice (asspecifiedinparagraphs 1(a)to(e)ofPart1,Schedule1 | 1.0
of the PSRs 2017)

140:49.19 When calculating the ongoing capital requirement, if the authorised Pl has not completed a
financial year of business, references to the figure for the preceding financialyearshouldbetaken
astheprojectedfigurewhichitusedinthebusinessplan submitted as part of itsapplication for
authorisation (subject toany adjustments that we may have required).

140-59.20 We may direct an authorised Pl to hold capital up to 20% higher or permit it to hold capital up to
20% lower than the outcome of its ongoing requirement calculation, based on our evaluation of
the firm. Our evaluation may take into account risk managementprocesses, risklossdatabaseor
internalcontrolmechanisms(ifavailable andasweconsiderappropriate). Wemaymakeareasonable
chargeforthisevaluation. The details are setoutin paragraphs 4 to 6 of Schedule 3 ofthe PSRs
2017.

Application of accounting standards

10:69.21 Where there is a reference to an asset, liability, equity or income statement, the authorised PI
mustrecognise thatitem and measureits value inaccordance with the following(asapplicable
totheauthorisedPlIforitsexternalfinancialreporting):

¢ FinancialReportingStandardsand StatementsofStandard AccountingPractice issued

132


https://10.69.21
https://10.59.20
https://10.49.19
https://10.39.18
https://10.29.17
https://10.19.16

oradoptedbyFinancialReportingCouncillLimited;

¢ StatementsofRecommendedPracticeissuedbyindustryorsectoralbodies recognisedfor
thispurposebyFinancialReportingCouncilLimited;

¢ International Financial Reporting Standards and International Accounting Standards issued
oradoptedbythelASB;

¢ International Standards on Auditing (UK and Ireland) issued by Financial Reporting CouncilLimited
orapredecessorbody;and

¢ the Companies Act2006.

10:-79.22 The exceptioniswhere the PSRs 2017 provide for adifferent method of recognition, measurement
orvaluation.

Part Il: Capital requirements for authorised EMIs and small EMIs
Introduction

10-89.23 The Electronic Money Regulations 2011 (EMRs) establish capital requirements for EMIsandsome
smallEMIs.UndertheEMRs,authorised EMIsandthosesmallEMIs whose average outstanding e-
money exceeds the relevant monetary threshold are requiredtoholdaminimumamountofcapital.
Capitalisrequiredtobeheldasabuffer, absorbingbothunexpectedlossesthatarise whilethebusiness
isagoingconcernas well as the firstlosses ifitis wound up. The parts of the EMRs that deal with
the capital resources and requirements are regulations 6(3), 13(5), 19 and Schedule 2. We will
monitor whether the capital requirements are being complied with as required. Our supervisory
approachisdescribedin Chapter 12—Supervision.

10-99.24 Theterm‘capitalresources’describeswhatabusinessholdsascapital.

10-169.25 The term ‘capital requirements’ refers to the amount of capital that must be held by the business
for regulatory purposes. The EMRs establish: (i) initial capital requirements (whichareacondition of
authorisationorregistration); and(ii)ongoing capital requirements. EMIsmustatalltimeshold the
capitalamountsrequired,inthe mannerspecified. Thecapitalrequirementssetoutinthe EMRsare
expressedineuro. EMIs should hold sufficient capital to ensure that the capital requirements are
met, even in the event of exchange rate fluctuations. Current and historical rates can be foundon
theEuropeanCommission’sInforEurowebsite.

10-119.26 EMIs can also provide payment services that are unrelated to the activity ofissuing e-
money. Thereareseparate capitalrequirementsforauthorised EMIsthat provide unrelatedpayment
services.ThiswillprimarilyberelevantwheretheauthorisedEMI provides paymentservicesthatare
independentfromitse-moneyproducts. Where anauthorised EMIsimplytransfersfundsfrome-
moneyaccounts,suchaswherea customer uses their e-money to paya utility bill, thispayment service
would relate to the activity ofissuing e-money.

10-129.27 Additionally, EMIscanundertakeactivitiesthatare unrelatedtoissuinge-moneyand providing
paymentservices. Thesefirmsarecalled ‘hybrid’ firms. The EMRsdonot imposeanyinitialorongoing
capitalrequirementsinrelationtothebusinesscarried on byahybrid firm thatdoes notinvolveissuing
e-money or providing paymentservices. Anyothercapital requirementsimposed by otherlegislation
havetobe metseparately andcumulatively(e.g.iftheEMlisundertakinganactivityregulated
underFSMA).

106-139.28 Forthe purposesofcalculatingthe capital requirements, EMIsthat provideunrelated payment
services or that are hybrid firms must treat each part of the business separately.
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Initial capital requirements for EMIs and small EMIs

10-149.29 Theinitial capital requirementis one of the conditions to be met at the application stage.
TheEMRsspecifythefollowinginitialcapitalrequirements:
e authorisedEMIsmustholdatleast€350,000;and

* smallEMIswhosebusinessactivitiesgenerate(orareprojectedtogenerate)average outstanding e-
money of €500,000 or more must hold an amount of initial capital at leastequalto 2% of their
averageoutstandinge-money.

106-159.30 ThereisnoinitialcapitalrequirementforsmallEMIswhosebusinessactivitiesgenerate (orare
projectedtogenerate)averageoutstandinge-moneylessthan€500,000.

10-169.31 If the applicant for small EMI status does not have a sufficient period of business historyto
calculateaverageoutstanding e-money, they may use projectedamountsas outlinedintheirbusiness
plan,subjecttoanyadjustmentsthatwemayrequire.

10-179.32 Theitems that may be used to meet the initial capital requirement are set outin part Il of this
chapter.

Ongoing capital (or ‘own funds’) requirements

E-money issuing business

10-189.33 Authorised EMIsareatalltimesrequiredtohold ownfundsequaltoorinexcessofthe greater of:

* theamountofinitialcapitalrequiredforits businessactivity(i.e.€350,000); or

® theamountofthe ownfundsrequirementcalculatedinaccordance with method D (as
described below) in respect of any activities carried on that consist of the issuance of e-
money and payment services related to the issuance of e-money (subjecttoany
adjustmentthatwemayrequire).

10-199.34 Theongoingcapitalheld mustnotfallbelowthe level of theinitial capital requirement forthe
services provided.

10-269.35 SmallEMIsthatare subjecttoaninitial 2% capital requirement must continue to meet thisonan
ongoingbasisunlesstheirlevelofbusinessfallsbelowthethreshold.

Unrelated payment services business

10-219.36 If an authorised EMI chooses to provide unrelated payment services (i.e. those not
related toits e-money issuing activities) it must meet separate and additional ongoing capital
requirementsforthis partofthebusiness. Theauthorised EMIdoes nothaveto meetanyadditional
initialcapitalrequirementsfortheunrelated paymentservices.

10-229.37 The ongoing capital requirements for unrelated payment services are laid out in paragraph
13(a)ofSchedule2 ofthe EMRsandcorrespondtomethodsA, BandCas detailed in paragraphs 9.11
-9.22.

106:239.38 Authorised EMIsthatprovide unrelated paymentservices are askedinthe application
packtoindicate which calculation method they wishto use. We will direct (based on our evaluation of
the firm) which method the firm must use, taking into account its preference asstatedinthe
application pack.
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10-249.39 Anauthorised EMIthatundertakesbusinessotherthanissuinge-moneyand providing related
paymentservices mustnotuse:

¢ initscalculationofownfundsinaccordancewithmethodsA, BorC,anyqualifying itemincludedin
itscalculation of ownfundsinaccordance withmethodD;

¢ initscalculationofownfundsinaccordance withmethodD,any qualifyingitem includedinits
calculationof ownfundsinaccordance withmethodsA, BorC;or

® initscalculationofownfundsinaccordancewithmethodsA, B, Cor Danyqualifying itemincludedin
its calculation of own funds to meet its capital requirement for any other regulated activity under
FSMA orany otherenactment.

106:259.40 Small EMIs are allowedto provide paymentservices unrelated tothe issuance of e-
moneyonthesamebasisasasmallPl.Therearenoinitialorongoingcapital requirements for
small EMls in relation to their unrelated payment services business.

Calculating ongoing capital (‘own funds’) requirements for e-money businesses
10:269.41 Descriptionsof methodsA, Band C(forthe unrelated paymentservicesbusiness)are set out
above. Adescription of method D (forthe e-money business) is set out below.

10-279.42 Authorised EMIs that have not completed sixmonths for the e-money business or a financial
yearforthe unrelated paymentservicesbusinessshould usethe projected figure submittedintheir
businessplanintheirapplicationforauthorisation (subjectto any adjustments we mayrequire).

10-289.43 We may direct an authorised EMI or small EMI to hold capital up to 20% higher or permit it
to hold capital up to 20% lower than the outcome of its ongoing requirement calculation for its e-
money business or its unrelated payment services activities (or both), based on our evaluation of
the firm. Our evaluation may take into account risk managementprocesses, risklossdatabaseor
internalcontrolmechanisms(ifavailable andasweconsiderappropriate).Wemaymakeareasonable
chargeforthisevaluation. The details are setoutin Schedule 2 ofthe EMRs.

Method D
10-299.44 Method Dis 2% ofthe average outstanding e-moneyissued by the EMI.

10:309.45 The “average outstanding e-money” for the purposes of Method D is the average total
amount offinancial liabilitiesrelatedtoe-moneyinissueatthe end of each calendar dayoverthe
precedingsixcalendarmonths. Thisfigure must be calculated onthe first calendar day of each
calendar month and applied for that calendar month (i.e. calculationsandadjustments must be
made monthly), assetoutinregulation 2 ofthe EMRs. Itis not sufficient for EMIs to calculate the
average outstanding e-money on a bi-annual basis.

10:319.46 EMIsthathave notcompleted a sufficiently long period of business to calculate the
amount of average outstanding e-money for these purposes should use the projected
figure submittedinthebusinessplanintheirapplicationforauthorisationor registration
(subjecttoanyadjustmentsthatwemayhaverequired).

10:329.47 Ifan authorised EMI provides payment services thatare unrelated toissuing e-money oris
ahybridfirmandtheamountofoutstanding e-moneyisnotknowninadvance, the authorised EMI may
calculate its own funds requirement on the basis of a representative portion being assumed as e-
money, aslongasarepresentativeportion can be reasonably estimated on the basis of historical data
and to our satisfaction. Where an authorised EMI has not completed a sufficiently long period of
businessto compile historical data adequate to make that calculation, it must make an estimate on the
basisof projected outstanding e-moneyasevidencedbyitsbusinessplan, subject toanyadjustmentsto
thatplanwhichare,ormayhavebeen, required by us.

Applying accounting standards
16:339.48 Wherethereisareferencetoanasset, liability, equity orincome statementitem, the
authorised EMImustrecognise thatitem and measureits value inaccordance with the
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following(assetoutinparagraph25ofSchedule2oftheEMRs):

¢ FinancialReportingStandardsand StatementsofStandard AccountingPractice issued
oradoptedbyFinancialReportingCouncillLimited;

¢ StatementsofRecommendedPractice,issuedbyindustryorsectoralbodies recognisedfor
thispurposebyFinancialReportingCouncilLimited;

¢ International Financial Reporting Standards and International Accounting Standards issued
oradoptedbythelASB;

® International Standards on Auditing (UK and Ireland) issued by Financial Reporting CouncilLimited
orapredecessorbody;and

¢ the Companies Act2006.

10-349.49 The exceptioniswherethe EMRs provide for adifferent method of recognition,

measurementorvaluation.

Part Ill: Capital resources for authorised Pls, authorised EMlIs, and smallEMIs

10-359.50 ThisPartisaboutwhichitems (knownas “capital resources”) canbe usedto meet capital

requirements.

Meeting initial capital requirements

10:369.51 Schedule3Part1(1)ofthe PSRs2017and Schedule 2 Part2 ofthe EMRs (asamended)

9.52

9.53

setouttheitemsthatcanbeusedbyauthorisedPls,authorised EMIsandsmallEMIs (asapplicable)to
meetinitialcapitalrequirements.Suchfirmsmayuseoneormore oftheitemsspecifiedinArticle
26(1)(a)to(e)oftheCapitalRequirementsRegulation. Theseitemsare:

¢ (Capital instruments (e.g. ordinary shares)

e Share premium accounts

¢ Retained earnings

¢ Othercomprehensiveincome

o Otherreserves

An authorised P, authorised EMI, or small EMI must not include in its capital calculations any
item alsoincludedinthe capital calculations of anotherauthorised PI,EMI, creditinstitution,
investmentfirm,assetmanagementcompanyorinsurance undertakingwithinthesamegroup.
Also,whereanauthorisedPl,authorised EMlor small EMI carries out activities other than
providing payment services, it must not includeinits capital calculationanyitemsusedin
carryingoutthe otheractivities.

As part of its stress testing and risk-management procedures, we consider it best practice for an

authorised PI, authorised EMI, or small EMI, which is a member of a group, to deduct any assets
representing intra-group receivables from its own funds, to reduce exposure to intra-group risk.
Intra-group receivables include amounts owed to the firm by another member of its group, which

are included as assets in the firm’s balance sheet. If there are legally enforceable netting
arrangements in place, the firm may deduct only the net amount receivable by it (i.e. after taking
into account any intra-group amounts payable by the firm covered by those netting
arrangements). An acceptable netting arrangement should set out the terms for netting of
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amounts owed under different agreements between the same parties, and be legally enforceable
in all relevant jurisdictions. In addition, where a firm chooses to apply this best practice, the
deduction of intra-group receivables from own funds should be reflected in the firm’s reporting of
its regulatory capital position to the FCA. The deducted amount should be included in the Capital
resources section - field ‘Deductions from CET1 items’ in the FSA056 or FINO60a return (as
applicable). This is designed to ensure an adequate level of financial resources within each
individual regulated entity at all times to absorb losses. It also reflects the risk that a
period of financial stress may affect the ability of other members of the firm’s group to
repay any amounts owed.®

16:379.54 An authorised PI, authorised EMI, or small EMI should carry out capital adequacy
assessments at least annually. They should also undertake them if there is a substantial
change in their business model or circumstances, that would result in a material increase
in capital required under the PSRs/EMRs.

‘Ownfunds’tomeetongoingcapitalrequirementsforauthorisedPls, authorisedEMIsand
smallEMls

10-389.55 The ongoingcapital requirementistobe metbytheauthorised PI,authorised EMI, or smallEMI’s
capitalresources, whichisformedofownfunds.Theongoingcapitalheld mustnotfallbelowthelevel
oftheinitial capital requirementforthe services provided.

10:399.56 Regulation 2 ofthe PSRs 2017 and regulation 2 of the EMRs set out that own funds has
thedefinitiongiveninArticle 4(1)(118)ofthe CapitalRequirementsRegulation.Own funds consist of
Tier1andTier2items. Tier 1isformed of Common Equity Tier 1and Additional Tier 1. Atleast 75% of
Tier 1 capital mustbe heldasCommon Equity Tier1 capitalandTier 2 capital mustbeequaltoorless
thanonethirdofTier 1capital.

10.409.57 Theprocessbelowshowshowownfundscanbecalculated. Weonlyincludethe relevantpartsof
the CapitalRequirementsRegulationthatapplytoauthorised Pls,authorised EMls,orsmallEMIs. We
excludethoseelementsoftheCapital RequirementsRegulationthatonlyapplytobanks(e.g.those
relatingtointernal ratings-basedmodels). Theflowchartshouldbeusedintandemwiththe Capital
Requirements Regulation and does not replace it-and-dees-nroetreplace-the-Capital-Reguirements
Regulation whic | hof beite.

5 Also see guidance on stress testing set out in paragraphs 3.67 —3.72.
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Figure 1 - Overview of ‘own funds’

Tier 2 capital
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Figure 2 - Common Equity Tier 1 (CET1) capital
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Figure3-AdditionalTier 1capital
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Figure 4 - Tier 2 capital
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Chapter 13

10.449.58 AdditionalsourcesofinformationabouttheCapitalRequirementsRegulationcanbe found at:

The FCA’'sCRD IV web page
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10 Safeguarding

Introduction

10.1 This chapter explains the safeguarding requirements for authorised payment institutions
(Authorised Pls), authorised e-money institutions (Authorised EMIs), small e-money institutions
(small EMIs) and creditunions thatissue e-money and theirresponsibilitytoensureappropriate
organisationalarrangementsareinplace to protect the safeguarded funds. These businesses are
reminded that adequate safeguarding measures are a pre-requisite for being granted and retaining
an authorisation for the provision of paymentand e- money services. This chapter also setsout
the obligationsthatsmall paymentinstitutions (small PIs) must comply with, if they chooseto
voluntarily safeguard.

10.2 The obligation to safeguard startsimmediately on receipt of funds (‘relevant funds’ see
paragraphs 10.44-18-10.4721).

Safeguarding funds from payment services under the Payment Services
Regulations 2017 (PSRs 2017)

10.3 Allauthorised Plsarerequiredtocomplywiththesafeguardingrequirementsin regulation23
ofthe PSRs 2017.
104 While small Pls are not required to safeguard customer funds under the PSRs

2017, Principle 10 of our Principles for Businesses requires all firms, including small
Pls to arrange adequate protection for clients' assets when they are responsible for
them. While this does not mean that small Pls must safeguard customer funds, they
must consider what protections would be adequate in relation to the business they

are conducting.

10.5 SmallPIscanchoosetocomplywiththesafeguardingrequirementsinthe PSRs2017 in order to offer
the same protections over customer funds as authorised Pls-must-provide-. We view this as
best practice and would encourage these institutions to consider safeguarding their
customers’ money voluntarily. IfasmallPldoes choosetosafeguarditwillneedtoapply the
samelevel of protectionsasare expected ofanauthorised Pl, asdescribed in this chapter. We expect
a small Pl to tell us if it is choosing to safeguard -funds, both in its application for registration and in
annual reporting returns.

140:410.6 If a small PI decides to begin safeguarding funds after it has been registered, or alternatively, ifa
smallPlwhichhasadvised usthatithaschosentosafeguardatthe time of registration decidesthatit
will cease doingso, itshould advise us ofthisas soon as possible through the Customer Contact
Centre.

10.7 If a small Pl has opted to protect its customers funds using an alternative method, it should be
prepared to provide a rationale for this decision. When complying with Principle 10 of our
Principles for Businesses small Pls, should keep a record of the customer funds that they hold.

Safeguarding funds received in exchange for e-money under the Electronic Money
Regulations2011 (EMRs)

10:510.8 AllauthorisedEMIsandsmallEMIsarerequiredbyregulation200fthe EMRsto safeguardfunds
receivedinexchangefore-moneythathasbeenissued.

10:610.9 Acreditunionthatissuese-moneywillhaveaPart4Apermissionunderthe Financial Services
and Markets Act 2000 (FSMA) toissue e-money butisrequiredunderthe EMRs to safeguard funds
received in exchange for e-money as if it were an EMI (regulation 20(5) of the EMRS).

Safeguarding funds from unrelated payment services under the EMRs
10-710.10 EMIs and credit unions thatissue e-money are also entitled to provide payment

services that are unrelated to the issuance of e-money (regulation 20(6) of the EMRs).
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10:810.11 Authorised EMIs that provide unrelated payment services are subject to the
safeguardingprovisions ofthe PSRs 2017 (regulation 23 ofthe PSRs 2017)as ifthey were
authorisedPls.

10.12 Small EMIsthat provide unrelated payment services are in the same position as small Plswith
respecttosafeguarding. They -are not required to safequard funds received for the
execution of payment transactions that are unrelated to the issuing of e-money, but under
Principle 10 of our Principles for Businesses they are required to arrange adequate
protection for clients' assets when they are responsible for them. Like small Underthe
PSRs2017small Pls tey-Underthe PSRs2047smallPls can choose to comply withthe
safeguardingrequirementsinthe PSRs 2017 forfundsreceived for payment services in order to offer
the same protection over customer funds as authorised EMIs and authorised Pls must
provide. We view this as best practice and would encourage these institutions to consider
safequarding their customers’ money voluntarily. Ifasmall EMIchooses to safeguard funds
received for unrelated payment services it will have to deliver the same level of protection as_is
expectedofanauthorisedEMlandauthorisedPl,asdescribedinthischapter.

16:910.13 We require businesses applying to become small EMIs that provide unrelated payment
services to tell us if they will safeguard these funds. If a small EMI decides to begin safeguarding
funds after it has been registered, or alternatively, if a small EMI which has advised us that it has
chosen to safeguard at the time of registration decides that it will cease doing so, it should advise
us of this as soon as possible through the Customer Contact Centre. Those that optto safeguard
funds receivedforunrelated paymentservices will haveto provide information abouttheir
safeguardingarrangementsinannualreportingreturns. If a small EMI that provides unrelated
payment services, has opted to protect its customers’ funds using an alternative method, it
should be prepared to provide a rationale for this decision. When complying with Principle
10 small EMIs should keep a record of the customer funds that they hold.

10-1010.14  cCreditunionsthatissue e-moneyand provide unrelated paymentservicesaresubject to
regulation23ofthePSRs2017onthesamebasisassmallEMIs, and accordingly our guidance in
paragraphs 10.12 and 10.13 relating to small EMIs also applies to credit unions.

16:4110.15 WerefertoauthorisedPls,authorised EMIs,smallEMIs, creditunionsthatissue e-money
andsmallPIs(whensubjecttovoluntarysafeguardingrequirements)as “institutions”
throughout this chapter.

Purpose of safeguarding

10-1210.16  The PSRs 2017 and EMRs impose safeguarding requirements to protect customers where
funds (see paragraphs 10.4418t010.3#21)are held byaninstitution. They do this by
ensuring that those funds are either placed in a separate account from the institution’s working
capitalandotherfunds, orarecovered byanappropriateinsurance policy or comparable guarantee.On
theinsolvencyofaninstitution, claimsof e-moneyholders or payment service users are paid from
the asset pool formed from these funds in priority to all other creditors (other than in respect of
the costs of distributing the asset pool).

Disclosing information on treatment of funds on insolvency to customers

16-4310.17 Institutions will need to be careful to avoid giving customers misleading impressions about
how much protection they will get from safeguarding requirements, for example, by implying that
customer protections arising from safeguarding extend to an institution’s non-regulated business.
Institutions should also avoid suggesting to customers that the relevant funds they hold for them
are protected by the Financial Services Compensation Scheme.

What funds need to be safeguarded?

10:-1410.18  Therequirementtosafeguardappliesto ‘relevantfunds’inboththe PSRs2017and EMRs.

143


https://10.1410.18
https://10.1310.17
https://comparableguarantee.On
https://10.1210.16
https://10.1110.15
https://10.1010.14
https://10.910.13
https://10.810.11

i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 13

16-1510.19 Underthe EMRs, relevantfundsarefundsthathavebeenreceivedinexchangefor e-moneythat
hasbeenissued.Relevantfundsreceivedintheformof paymentbya paymentinstrumentonly haveto
be safeguarded whentheyare credited tothe EMI’s or credit union’s paymentaccountorare otherwise
madeavailabletothe EMlorcredit union, subject tothe requirementthattheyare safeguarded by the
end of five business days after the date on which the e-money was issued. This relates to e-
money paid for by a paymentinstrument such asacredit or debit card and not e-money that is paid for
by cash.

10-3710.20  Authorised EMIs mustalso separately safeguard relevantfunds received inrelation to
unrelated paymentservices. Small EMIs and creditunions may choose to safeguard relevant
fundsreceivedinrelationto unrelated paymentservices. Regulation 23 ofthe PSRs2017
appliestothesefunds.

16-4810.21 Under the PSRs 2017, relevant funds are:

* sumsreceived from, orforthe benefit of, a payment service userforthe execution ofapayment
transaction;and

* sumsreceivedfromapaymentserviceprovider(PSP)forthe executionofapayment transactionon
behalfofapaymentserviceuser.

10:1910.22  Thismeansthat safeguarding extends to funds that are not received directly froma payment
serviceuser, butincludes,forexample, fundsreceived byaninstitutionfrom another PSP for the
institution’s payment service user. Some institutions receive fundsfromthe publicinrespect
of otherservices, see paragraph 10.25-28 forwhen the safeguarding requirements apply. Examples
include:

® an EMI with a foreign exchange business
¢ aforeignexchangebusinessthatalsoprovidesmoneytransmissionservices

® atelecommunications network operator which receives funds from the public both for the

provision of its own services (e.g. airtime) and for onward transmission to thirdparties.

10-2010.23 The EMRs and PSRs 2017 safeguarding requirements only apply to relevant funds. Sometimes,
however, such businesses will not know the precise portion of relevant funds and funds received
in relation to the non-payment service provided, or the amountmaybevariable.Inthese
circumstances,aninstitutionmaymakeareasonable estimate on the basis of relevant historical data
of the portion thatis attributable to e-money/the execution of the payment transaction and so
must be safeguarded. Theinstitution would, ifasked, need to supply us with evidence thatthe
proportion actuallysafeguardedwasareasonableestimate.Relevantdatamightincludethe portion
generally attributable to e-money or payment transactions by the customer in question or by
similar customers generally.

10.1 The EMR ae-PSRs2017 saf gu@@%ﬁeq"’" ments .ﬂl.’, pﬁl.’, to-relevantfunds:
SAanatin b aoawavar "§h=b" H™ willl nat kanaow th pv‘ H p@ﬁt: n-of ralovuant f—l#hd v\é
10:2210.24 __ In our view, an institution that is carrying out a foreign exchange transaction independently

fromits paymentservicesisnotrequiredbythe PSRs2017 orEMRsto safeguard funds received for
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the purpose of the foreign exchange transaction (see Q12inPERG 15.2).Indeed, wherean
institutionisusingthe segregation method of safeguarding(seebelow), theforeignexchange
transactionfundswillneedtobekept separatefromthe paymentservicetransactionfundsasthey
arenotrelevantfunds. Oncetheforeign exchangetransaction hastaken place, iftheinstitution pays
those fundsontoathird party on behalf ofits client, and thisamounts toapaymentservice, the
currency purchasedintheforeign exchangetransaction becomesrelevantfunds tobe safeguardedas
soonasitisreceived by theinstitution. Tobe clear, in ourview, in making a payment of currencytoits
customerinsettlement of aforeign exchange transaction, the FXproviderwillbeactingasprincipalin
purchasingtheothercurrency fromits customer. This does not constitute a paymentservice.

10:2310.25 It is possible that the FX transaction could be subject to regulation as a financial
instrument-the-secend-Markets-in-FinanciaHnstrumentsDirective(MiFIDH} (see Q31KinPERG 13).
Theinstitution would thereby have tocomply with the client money requirementsin CASS 7 of the
Handbook until the currency purchased in the FX transaction is received for the executionofa
| paymenttransaction.CASS clientmoneyshould besegregatedfrom relevant funds.

10:2410.26 Institutions combining payment and non-payment services will need to be clear in their
prior information to customers about whether, when and in what way, funds will be protected
and about precisely which services benefit fromthis protection, to avoid breaching the
Consumer Protection fromer Unfair Trading Regulations 2008 and/or Principle 7
(communications with clients).

10:2510.27  Institutions which operate outside the EuropeanEconomicArea{EEA)UK should note
that transactions where both the payer’s and the payee’s PSPs are outside the EEA-UK (e.g. a
transfer between PSPsinJapanand Hong Kong) are outside the scope of the safeguarding provisions
ofthe PSRs2017,andassuch, fundsrece|vedforthesetransact|onsshouId notbeincludedin
segregatedfunds,-W
isoutsideofseopeevenifone ofthe PSPs routes fundsthroughacorrespondentPSPmthe
EEAUK.

| 10.27  Itisimportantthatthe availabilityefanasset pool from which to pay the claims of

e-money holders or payment service users in priority to other creditors in the event of the
| insolvency of aninstitution is not undermined-bytheinstitutionimproperly mbdng-mixed with funds,
assetsorproceedsreceivedorheldfordifferent purposes. Forexample,ifan accountthat an
institution holds with an authorised credit institution is used not only for holding funds received
in exchange for e-money/for the execution of payment transactions butalsoforholding feesdueto
the business orfundsreceived for other activities (suchasforeignexchange), this may cause delays in
returnmg funds to e- monev holders or pavment service users m—followmg an insolvency event of

When does the obligation to safeguard start and end?

10.28 Thesafeguardingobligationstartsassoonastheinstitutionreceivesthefunds.Foran institution
acceptingcash, forexampleinthe provision of moneyremittance services, thefundswillbereceivedas
soonasthecashishandedover.Inourview, aninstitution willhave receivedfunds as soonasithas
anentitlementtothem. Thiscouldinclude an entitlementtofundsinabankaccountinthe
institution’sname, fundsinanaccountin the institutions name at another institution and funds
held on trust for the institution. See paragraphs 10.4519and 10.28-32 for more details
regardingwhenwe considerfundsto have been received.
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Under the EMRs, funds received in the form of payment by payment instrument need not be

10.30

10.31

10.32

safeguarded until they are credited to the institution’s payment account, or are otherwise made
available to the institution, provided that such funds must be safeguarded by the end of five
business days after the date on which the electronic money has been issued. Some institutions may
issue e-money, and allow customers to use that e-money to make payment transactions before the
customer’s funds are credited to the institution’s payment account, or are otherwise made
available to it. However, an institution should not treat relevant funds it is required to safeguard as
being available to meet its commitments to a card scheme or another third party to settle these
payment transactions.

Foraninstitution receivingfundsthrough apaymentsystem,iftheyarerequired, by therulesofthat
systemortheavailability provisioninregulation 89 ofthe PSRs 2017, to make funds available to the
payeefromaparticular pointintime, inourviewitis likely that the safeguarding obligation will start
no later than that point. We expect that this will generally be the same pointin time at which the
fundsare credited to the institution’s account with the payment system.

The general principle is that the safeguarding obligation remains in place until the fundsareno
longer held by theinstitution. Inpractice, this meansthat theinstitution should generally
continue to safeguard until funds are paid out to the payee orthe payee’sPSP.Ifachainof PSPsis
involved, aninstitution’ssafeguardingobligation continues while it holds the funds and ends
when it has transferred them to another PSP which holdsthefundsonbehalfofthe payment
serviceuser.Thefunds mustbe safeguarded by the institution for the benefit of the payer or payee;
itis notsufficient for the funds to be safeguarded for the benefit of another institution in the
payment chain.

Aninstitution may receive and hold funds through an agentor (in the case of EMIs and small
EMIs)adistributor. Theinstitution mustsafeguardthefundsassoonasfundsare received by the agent
or distributor and continue to safeguard until those funds are paid outtothe payee, the payee’s PSP
oranotherPSPinthe paymentchainthatisnot acting onbehalf of the institution. The obligationto
safeguardinsuch circumstances remains with the institution (not with the agent or distributor).
Institutions are responsible, to the same extent as if they had expressly permitted it, for anything
doneornotdonebytheiragentsordistributors (as perregulation 36inthe EMRs and regulation36in
thePSRs2017).

How must funds be safeguarded?

10.33

10.34

10.35

10.36

Therearetwowaysinwhichaninstitution maysafeguardrelevantfunds:
A. the segregationmethod

B. theinsuranceorcomparableguaranteemethod

An institution may safeguard certain relevant funds using the segregation method and the
remaining relevant funds using the insurance or comparable guarantee method. If an
institution chooses to use both methods of safeguarding, it should be clear from the
institution’s records which funds are safeguarded using each method.

We expectinstitutions to notify usif theyintend to change which method(s) they use to safeguard
fundsinline with their obligation to notify achangein circumstances underregulation 347 ofthe
EMRs orregulation 37 ofthe PSRs 2017.

A. Thesegregationmethod

The first method requires the institution to segregate the relevant funds (i.e. to keep them separate
fromallotherfundsitholds)and, ifthe funds are still held at the end of the business dayfollowingthe
dayonwhichtheywerereceived,todepositthefundsin a separate account with an authorised
credit institution or the Bank of England (references in this chapter to safeguarding with an
authorised credit institutions includesafeguardingwiththeBankofEngland, unlessthecontext
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requiresotherwise), ortoinvesttherelevantfundsinsuch secure, liquid assets as we mayapprove and
placethose assetsinaseparate accountwith an authorised custodian.

10.37

10.38

10.39

10.40

10.41

The FCA considers that payments and e-money firms utilising the segregation method act as
trustees of their customers’ funds. This is consistent with both the purpose and the wording of the
Electronic Money Directive 2009 and the Payment Services Directive 2015, both of which include
clear indications of customer ownership. They refer to keeping the ‘funds of electronic money
holders’ separate from ‘the funds of the electronic money institution’, and for ‘payment service
user funds to be kept separate from the payment institution’s funds’. For payment institutions, this
has been confirmed in the case of Supercapital (in administration) [2020] EWHC 1685 (Ch). The
Court found that “All the characteristics for [a statutory] trust being in existence are present.” While

the Court’s finding was in relation to the PSRs 2017, we consider that the same reasoning applies to
the safeguarding provisions in the EMRs.

Requirement to segregate

Institutions must segregate (i.e. keep relevant funds separate from other funds that they
hold)assoonasthosefundsare received. ltwould notbe sufficient to segregate fundsinthe
institution’sbooks orrecords;if held electronically, the funds mustbe held in a separate account at a
third party account provider, such as a credit institution. Fundsheldinbanknotesandcoinsmustbe
physicallysegregated.

There may be instances where, for customer convenience, the institution receives funds from
customers that include both relevant funds and fees owed to the institution. This, however,
increasesrisktorelevantfunds. Weexpectinstitutionsto segregatetherelevantfunds by moving
themintoasegregatedaccountasfrequently aspracticablethroughouttheday.Inthesameway,
whereacustomerincursfees and the institution has a valid right to deduct the fees from the
relevant funds it holds for that customer, any fees so deducted should be removed from the
segregated accountasfrequentlyaspracticable.Innocircumstancesshouldsuchfundsbekept
commingled overnight.

Where relevant funds are held on an institution’s behalf by agents or distributors, the institution
remains responsible for ensuringthat the agent or distributor segregates the funds.

Requirement to deposit relevant funds in a separate account with an authorised
credit institution or invest them in secure, liquid assets

Ifrelevantfunds continuetobe held atthe end of the business day following the day that the
institution (or its agent or distributor) received them, the institution must:

¢ deposittherelevantfundsinaseparate accountthatitholds with an authorised credit
institution or the Bank of England; or

® investtherelevantfundsinsecure,liquidassetsapprovedbyusandplacethose assetsina
separateaccountwith anauthorised custodian.

10.42 AnauthorisedcreditinstitutioninelsdesmeansaUKbanksaardbuildingsocietyiesauthorisedby usto

10.43

acceptdeposits (including UK branches of third country credit institutions)-and-EEAfirmsautherised
asereditinstitutionsbytheirhomestatecompetentauthorities-or an approved foreign credit

institution, other than a credit institution in the same group as the institution depositing the
funds.

An approved foreign credit institution includes the central bank of a state that is a member of

the Organisation for Economic Co-operation and Development (OECD), a credit institution
supervised by a central bank/banking regulator of an OECD state, or any other credit institution
that meets certain criteria. These criteria relate to both the legal and regulatory regime of that
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state (the institution must be subject to regulation by a banking regulator and required by law to
provide audited accounts) and the features of that specific institution (i.e. minimum assets,
revenue and annual report).

10.44 Authorised custodiansineludeare firmsauthorised by ustosafeguardandadminister investments

nd A m horisad nvactman ms-underh DHandwhich-holdinvestmentsunderthe

i . The meaning of authorised custodian” was amended by the
Electronic Money, Payment Services and Payment Systems (Amendment and Transitional
Provisions) (EU Exit) Regulations 2018 (the Exit Sl). However, this is a provision to which the
transitional directions made by the FCA under Part 7 of the Financial Services and Markets Act 2000
(Amendment) (EU Exit) Regulations 2019 (the Standstill Direction) applies. The effect of the
application of the Standstill Direction is that Pls and EMIs will not need to comply with changes to
certain regulatory obligations resulting from Brexit onshored legislation from the end of the
transition period (i.e. 11pm on 31 December 2020). Instead, they will generally be able to continue
to comply with the requirements as they had effect before the end of the transition period for a
limited time (until 31 March 2022). This means that Pls and EMIs can continue to meet their
safeguarding requirements by engaging a person authorised for the purposes of the 2000 Act to
safeguard and administer investments or authorised as an investment firm under Article 5 of
Directive 2014/65/EU of 15 May 2014 on markets in financial instruments and amending regulatory
standards at least equivalent to those set out under Article 16 of that Directive.

10:4210.45 The safeguarding account in which the relevant funds or equivalent assets are held mustbe
namedinawaythatshowsitisasafeguardingaccount(ratherthananaccount usedtohold money
belongingtotheinstitution) i.e. including the word “safeguarding”, “customer” or “client”. Ifitis not
possible foraparticular EEA-authorised credit institutiontoinstitution to make the necessary
designation evidentinthe name_of the account, we expect the institution to provide evidence
(e.g. a letter from the relevant credit institution) confirming the appropriate designation. The

accountmust beinthe name of the institution and not an agent or distributor.

10:43—Thesafeguardingaccountmustnotbeusedtohold anyotherfunds orassets(except in accordance with
the provisionsreferred toin paragraph 10.4250). Aninstitution may safeguard some relevant
funds using the segregation method, and other relevant fundsusingtheinsuranceorcomparable
guaranteemethods. Ifthisisdone,the same accountmaybeusedbothtohold properlysegregatedfunds
andtoreceiveandheldhehold the proceeds of the relevant insurance policy or comparable
guarantee, but must notbe usedtoholdanyotherfunds. For EMIsorcreditunionsthatare
safeguarding fundsreceivedfor both e-moneyand unrelated paymentservices, the fundsshould not
beheldinthesamesafeguardingaccount.Thiswillprimarilyberelevantwherean

10:4410.46 EMI provides payment services that are independent from its e-money products. The
requirementtoseparatelysafeguardfundswillnotapplywhereanEMlIsimplytransfers funds frome-
money accounts, such as where a customer uses their e-money to pay a utility bill.

10.47 _ As set out in paragraph 10.37 the safeguarded funds are held on trust for customers. Noone
otherthantheinstitution may have anyinterestin orright over the relevant funds orassetsinthe
safeguarding account, exceptas provided by regulation 21 ofthe EMRs and regulation 23 of the
PSRs2017.

10.48  Theinstitution should either havean acknowledgement Jetter from the authorised credit
institution or authorised custodian stating that they have no interest in (e.g. a charge), recourse
against, or right (e.g. a right of set off) over the relevant funds or assets in the safeguarding
account (except as provided by regulation 21 of the EMRs or regulation 23 of the PSRs 2017) or
otherwise be able to demonstrate thatthe authorised credit_institution orauthorised custodian

has no sudhrights {e-garightefsetoff}, recourseor interest {e-g{e-g—acharge}overfundsorassetsin
thatacecount.

10.48 The acknowledgement should be in the form of a letter from the institution acknowledging that the
institution holds the funds as trustee-. The letter should be; counter-signed by the authorised credit
institution or authorised custodian (see Annex 6 for an example). Institutions should clearly reference
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the safeguarding accounts in the letter. Alternatively, where institutions cannot get such an
acknowledgement letter, as explained in paragraph 10.47, they should still be able to demonstrate
that the authorised credit institution or custodian has no interest in, recourse against, or right over
the relevant funds or assets in the safeguarding account, and is aware that the funds are held by the
institution on trust. This should be clearly documented, and agreed by the relevant credit institution
or custodian, for example in the account terms and conditions. We may ask institutions for copies of
their documentation referred to in this paragraph.

10.49 Inourview, institutions cannot share safeguardingaccounts. This is one effect of the requirement
that no one other than the institution may have any interest in or right over the relevant funds or
assets in the safeguarding account, except as provided for in the regulations, thisisthatinstitutions
eannotsharesafeguardingaccounts. For example, a corporate group containing several institutions
cannot pool its respective relevantfunds orassetsin a single account. Each institution must
therefore haveitsownsafeguardingaccount.

10.50 Regulation23(9)ofthe PSRs2017andregulation21(4A)ofthe EMRs make provisions that are
relevant to the safeguarding of relevant funds by an authorised Pl or EMI thatis a participantina
system that is designated for the purposes of the Financial MarketsandInsolvency(Settlement
Finality)Regulations1999.Itispossibleforsuch participantstosafeguardrelevantfunds,inaccordance
withtheseprovisions,inan_accountwiththe Bankof Englandthattheauthorised PlorEMIholdsforthe
purposes of completing settlement in the designated system.

10.51  TheEMRsandPSRs2017donotpreventinstitutionsfromholdingmorethanone safeguarding
account.

10.52  The EMRs and PSRs 2017 also do not prohibit the same account being used to segregatefundsup
tothe end ofthe business dayfollowing receipt, and to continue to safeguard the funds from that
pointonwards, as long as the account meets the additionalrequirementsofthesafeguarding
account.

10.53  Weexpectthatalmostallinstitutions will, at some point, hold funds after the end of thebusinessday
followingreceipt.Evenifaninstitutiononlyholdsfundsinthiswayon anexceptionalbasis, those
institutionswillstillneedtoholdasafeguardingaccount. If an institution believes that, due to its
business model, it does not need to have a safeguarding account in place, the institution should
ensure that it has appropriate evidenceto provethatitwill neverholdrelevantfundsafterthe end of
the business day followingreceipt.

Secure, liguid assets the FCA may approve

10.54  Whereaninstitution choosestoinvestrelevantfundsintoassets, regulations 23(6)b of the PSRs 2017
and21(6)(b)ofthe EMRsrequirethatanysuchassetsareapprovedby usasbeingsecureandliquid. We
useacommonapproachforthe PSRs2017andthe EMRsinidentifyingsuitableassets. Wehaveapproved
theassetsreferredtobelowas liquid.Onthisbasis,theseassetsarebothsecureandliquid,and
institutionscaninvest in them and place them in a separate account with an authorised custodian
inorderto complywiththesafeguardingrequirement,iftheyare:

¢ items that fall into one of the categories set out in Article 114 of the Capital
RequirementsRegulation(E’575/2013}), as on-shored by the European Union (Withdrawal)
Act 2018 (EUWA)and amended by the Capital Requirements (Amendment) (EU Exit)
Regulations 2018, forwhichthespecificriskcapitalchargeis no higherthan 0%; or

® unitsinanundertakingforcollectiveinvestmentintransferablesecurities(UCITS), whichinvests
solelyintheassetsmentionedpreviously.

10:5310.55  Aninstitution mayrequestthat we approve other assets. We will make our decision on a case-
by-case basis, with the institution being required to demonstrate how the consumer protection
objectives of safeguarding willbe met by investinginthe assets in question.

16:5410.56 Wemay, inexceptionalcases, determinethatanassetthatwould otherwise be

describedassecureandliquidisnotinfactsuchanasset, providedthat:
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¢ such a determination is based on an evaluation of the risks associated with the asset,including
anyriskarisingfromthesecurity, maturity orvalue oftheasset; and

¢ thereisadequatejustificationforthe determination.

B. Theinsuranceorguarantee method

10:5510.57  Thesecond safeguarding method istoarrange for the relevant funds to be covered byan
insurancepolicywithanauthorisedinsurer,oracomparableguaranteegiven byanauthorisedinsurer
oranauthorisedcreditinstitution. Thepolicyorcomparable guaranteewillneedtocovereitherall
relevantfunds(notjustfundsheldbyan_institution atthe end of the business day following the day that
theywerereceived) or certainrelevantfunds(with the remainingrelevantfunds protected by the
segregation method, asabove).

10:5610.58 It is important that the insurance policy or comparable guarantee meets the requirements
oftheEMRs/PSRs2017.Inparticular,asuitableguaranteewouldnotbe a ‘guarantee’ in the way that
thisis often construed under English law (i.e. where the guarantor assumes a secondary liability
to see that the institution pays a specified debt or performs an obligation and becomes liable if
the institution defaults). The guarantor mustassumeaprimary liabilitytopayasumequaltothe
amountofrelevant funds upon the occurrence of an insolvency event (as defined in regulation
24 of the EMRsandregulation23 ofthe PSRs2017).Assuch,wedonotthinkitisappropriate or
desirabletouseatermsuchas “surety” todescribe the type of obligation assumed underthe
arrangements.

10:5710.59  There must be no other condition or restriction on the prompt paying out of the funds,
accepting that some form of certification as to the occurrence of an insolvency eventisapractical
necessity.Whererelevantfundsaresafeguardedbyinsurance orcomparable guarantee, itisimportant
thatthearrangementswillachieve, atthe earliest possible time afterthe Plissubjecttoaninsolvency
event, the same sum standing tothe credit of the designated account aswould be the case ifthe Plhad
segregatedthefundsallalong. This means that the insurance policy or comparable guarantee must
pay out the full amount of any claim (i.e. the difference between the claims of payment service
users or e-money holders and the amount of funds properly safeguarded under the segregation
method) of how the insolvency event occurs. This includes whether the insolvency event is caused
by any fraud or negligence on the part of the institution or any of its directors, employees or
agents. Even if the insolvency event is caused by something outside the control of the institution
we expect the insurance policy or comparable guarantee to pay out the full amount.

10.60 The proceeds of the insurance policy or comparable guarantee must be payable intoaseparate
safeguardingaccountheld bytheinstitution. Iftheinstitutionisusing theinsuranceorcomparable
guaranteemethodtosafeguardallrelevantfunds,the accountmustbe used only forholding such
proceeds. Ifaninstitution hasdecided to useacombination ofthetwo safeguarding methods, the
accountmayalsobe used forholding funds segregated in accordance with the segregation
methodedelmeodel. The requirements for the account are the same as for a safeguarding
account under the seqreqat|on method and the qwdance at paraqraphs 10.35 t0 10.53

10:5810.61 As funds must be received into a designated safeguarding account, in
practice, this will mean that an institution will need to maintain a designated
safeguarding account with a credit institution for the full term of the insurance
policy or comparable guarantee.

10:5910.62  The arrangements must ensure that the proceeds of the insurance policy or
comparable guarantee fall outside of the institution’s insolvent estate, so as to be protected from
creditors other than payment service users or e-money holders. In our view, oneway of
achievingthisisfortheinsurancepolicyorcomparableguaranteeto be written in trust for the
benefit of the payment service users or e-money holders from the outset. Once the proceeds of
the policy are received into the designated account, the FCA'’s view is that they will be
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held on a statutory trust for payment service users or e-money holders. -However institutions may
andteo also declare an express trust of the designated account.-andto-alsodeclare atrustof
the-designated-account.

16:6610.63 To ensure that an institution’s relevant funds remain adequately safeguarded:

e the amount of the insurance cover or comparable guarantee must at all times include reasonable
headroom to allow for any foreseeable variation in the amount of the safeguarded funds being protected
by the insurance policy or comparable guarantee;

e there should be no level below which the insurance policy or comparable guarantee does not pay out;

e theinsurance policy or comparable guarantee should provide cover for at least as long as the institution is
using insurance or a comparable guarantee to protect the safeguarded funds; and

e theinstitution must ensure that their insurer or guarantor understands that the circumstances that led to a
claim would provide no grounds to dispute their liability to pay it.

10:6110.64  We may ask institutions notifying us of their intention to rely on insurance or comparable
guarantee as a means to safeguard relevant funds to evidence how any change in approach
continues to satisfy the conditions for authorisation, or does not undermine their organisational
arrangements to minimise the risk of loss or diminution of customer funds. In particular, we may
ask institutions to explain the processes they have put in place to ensure that the amount of any
insurance cover or comparable guarantee at all times includes reasonable headroom to allow for
any foreseeable variation in the amount of the safeguarded funds being protected by the insurance
policy or comparable guarantee. We will expect institutions to document this clearly in their
reconciliation processes, which should be signed-off by their board in advance of implementation of
insurance cover. We may request an institution’s records of this daily reconciliation as part of our
supervisory engagement. Institutions should also include a risk assessment of their reconciliation
processes in their REP018 report.

106:6210.65 We may ask institutions to evidence how they have assessed and mitigated any increased
operational risk arising from their reliance on insurance, comparable guarantee, or any other
intended change to safeguarding arrangements. Potential risks to consider include:

e insurance cover or comparable guarantee not being extended or renewed, and in particular, the risk that
the institution cannot find an alternative insurer or guarantor, and does not have sufficient liquid assets to

safeguard using the segregation method; and

e inadequate control mechanisms to manage the risk of any restrictions on access to funds held outside a
safeguarding account adversely impacting the institution’s short-term liquidity, contrary to Regulation 6(5)
of the EMRs and 6(6) of the PSRs 2017.

10:6310.66  An institution should seek to extend its insurance policy or comparable guarantee in good
time before it expires. If an institution is unable to extend its cover, and the policy or guarantee
term has less than 3 months remaining, the institution should prepare to safeguard all its relevant
funds using the segregation method. If, in these circumstances (and 3 months ahead of the expiry
date), the institution is unable to demonstrate that it will be able to safeguard all its relevant funds
using the segregation method in good time before the end of the policy or guarantee term, it
should consider its financial position. Specifically, we would expect the institution to consider
whether it is appropriate to apply to the court to appoint administrators or to wind-up the
institution, so that a claim can be made under the policy or comparable guarantee before the cover
lapses. The institution should keep us informed at all stages so we can take any action that is
appropriate, which may include our making such an application to the court.
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10.67 IfEMIs or credit unions use thismethod for relevant funds received in exchange for e-money and
relevant funds received for unrelated payment services, they must ensurethattheinsurance
poIicy(ies)orcomparableguarantee(s)coverboth setsof fundsand provide forthemtobe paidinto
separateaccounts. An “authorised insurer’ means a person authorised for the purposes of
FSMAto effect and carry outa contractofgeneralinsurance as principalerotherwise
M#%WWMMM%M%W
non-lifeinsuranceactivitiesasreferredtoinArticle2{2)}ofthatDirective, otherthana personinthe

same group as the authorised institution.

10.68  The meaning of “authorised insurer” was amended by the Exit SI. However, this is a
provision to which the Standstill Direction applies. The effect of the application of the
Standstill Direction is that the definition of authorised insurer means a person authorised for the
purposes of the 2000 Act to effect and carry out a contract of insurance as principal or otherwise
authorised in accordance with Article 14 of Directive 2009/138/EC of the European Parliament and
of the Council of 25 November 2009 on the taking up and pursuit of the business of insurance and
Reinsurance (Solvency Il) to carry out non-life insurance activities as referred to in Article 2(2) of
that Directive, other than a person in the same group.

10:6810.69  Neitherthe authorised creditinstitution northe authorised insurer can be part of the
corporate group to which the institution belongs.

Systems and controls

10.70 _Institutions must maintain organisational arrangements that are sufficientto minimise the risk of
the loss or diminution of relevant funds or assets through fraud, misuse, negligence or poor
administration (regulation 24(3) ofthe EMRs and regulation 23(17) of the PSRs 2017). This
requirement is in addition to the conditions of authorisation for APls and EMIs which require them
to satisfy us that they have adequate internal control mechanisms, including sound administrative,
risk management and accounting procedures, effective risk management procedures and that they
have taken adequate measures to safeguard customer funds. It is also in addition to the general

requirements on institutions tohaveeffectiveriskmanagementprocedures, adeguateinternalecontrol
mechanismsandiomaintainrelevantrecords.
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10:6910.71 As part of satisfying us that an institution has such arrangements, we expect it to
arrange specific annual audits of its compliance with the safeguarding requirements under
the PSRs 2017 and /EMRSs, if it is required to arrange an audit of its annual accounts under
the Companies Act 2006.

10.72 These should be carried out by an audit firm, as referred to in regulation 24(2) of
the PSRs 2017 or regulation 25(2) of the EMRSs, or by another independent external
firm or consultant. We expect institutions to exercise due skill, care and diligence
in selecting and appointing auditors for this purpose. An institution should satisfy
itself that its proposed auditor has, or has access to, appropriate specialist skill in
auditing compliance with the safeguarding requirements under the PSRs 2017 and
EMRs, taking into account the nature and scale of the institution's business.

10.73  We expect the auditor to provide an opinion addressed to the institution on:
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e whether the institution has maintained organisational arrangements adequate to enable
it to meet the FCA’s expectations of its compliance with the safequarding provisions of
the EMRs/PSRs 2017 (as set out in this chapter), throughout the audit period, and

e whether the institution met those expectations as at the audit period end date.

We also expect these institutions to consider whether they should arrange an additional audit in line with

10.76

10.77

10.78

their conditions of authorisation if there are any changes to their business model which materially affect
their safeguarding arrangements. Examples include an EMI that begins providing payment services
unrelated to issuing e-money, or an institution using insurance as a method of safeguarding instead of, or
in addition to segregation.

An institution’s auditor is required to tell us if it has become aware in its capacity as an auditor that, in its
opinion, there is or has been, may be or may have been, a breach of any requirements imposed by or under the
PSRs 2017/EMRs that is of material significance to us (regulation 25 of the EMRs and regulation 24 of the PSRs
2017). This includes a breach of the safeguarding requirements and the organisational arrangements
requirement. For EMls, this may be in relation to either or both the issuing of e-money and the provision of
unrelated payment services. These requirements are not applicable for TA Firms.

It is essential that an appointed insolvency practitioner can identify which funds held by an institution are
relevant funds, and the payment service user or e-money holder to whom safeguarded funds are owed as quickly
as possible to minimise the costs of distribution of the asset pool and therefore the loss to customers.

Inourview,arrangementsthatinstitutionsshouldhaveinplaceincludethefollowing:

their compliancewithallaspectsoftheirsafeguardingobligations, and ensure that this information
is provided to the FCA in a timely manner as required either through reporting or upon request.
Thisshouldinclude adocumentedrationaleforeverydecisionthey makeregardingthe
safeguarding processandthe systemsand controlsthatthey haveinplace. Suchdecisions
should bereviewedregularly.

® Institutionsshould maintainclear and accurate recordsthatare sufficienttoshowand explain

¢ Institutions should ensure an appropriate individual within the institution has oversight
of, and responsibility for ensuring compliance with, allproceduresrelatingtosafeguardingand
responsibilityforensuring thatevery aspect of the safeguarding procedure is compliant.

® Institutionsshouldexercisealldueskill,careanddiligenceinselecting,appointing andperiodically
reviewingcreditinstitutions, custodiansandinsurersinvolvedin the institution’s safeguarding
arrangements. Institutions should carry out the periodic reviews of their third party providers
as often as appropriate. This means they should be carried out at least annually, and whenever
an institution might reasonably conclude that anything affecting their appointment decision
has materially changed. Institutions should take account of the expertise and market
reputation of the third party and any legal requirements or market practices related to the
holding of relevant funds or assets that_could adversely affect e-money holders’ or payment
service users’ rights or the protections afforded by regulation 20 of the EMRs and regulation 23 of
the PSRs 2017 (e.g. where the local law of a third country creditinstitution holdinga
safeguardingaccountwouldnotrecognisethe priorityafforded bythe EMRsand PSRs2017toe-
moneyholders/paymentserviceusersoninsolvency).Institutions shouldalsoconsider, together
withanyotherrelevantmatters:

— theneedfordiversification of risks;
— thecapitaland credit rating of the third party;

— theamountofrelevantfundsorassetsplaced,guaranteedorinsuredasa proportion
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of athird party’s capital and (in the case of a credit institution) deposits; and

— thelevelofrriskintheinvestmentandloan activities undertaken by the third party andits
affiliates (tothe extentthatinformationisavailable).

whenitmakesitsdecisiononappropriateness,aninstitutionshouldrecordthe groundsforthat
decision.

® Institutionsshould have arrangements to ensure that relevant funds held by persons actingontheir
behalf(suchasagentsordistributors)aresafeguardedinaccordance withregulation20 ofthe EMRs
andregulation 23 ofthe PSRs2017.

® Inordertoensureitisclearwhatfundshavebeensegregatedandinwhatway, institutions
must keep recordsofany:

— relevant funds segregated;
— relevantfundsplacedinanaccountwithanauthorisedcreditinstitution;and
— assetsplacedinacustodyaccount.

® Aninstitution’srecordsshouldenableit,atanytimeandwithoutdelay, including after the
occurrence of an insolvency event,todistinguish relevantfundsandassetsheld:

— foronee-money holder/payment service user from those held for any other e-money
holder/paymentserviceuser;and

— foronee-money holder/paymentservice user from its own money. The records should be
sufficienttoshowand explaintheinstitution’stransactions concerning relevant funds and
assets.

® In some cases, an institution may not be able to identify the customer entitled to the funds
it has received. Despite this, the institution may still be able to identify that these
unallocated funds have been received from a customer to execute a payment transaction
or in exchange for e-money (as opposed to being unable to identify why the funds have
been received). This could happen where funds are received with an incorrect unique
identifier (eg account name/number). In our view, these funds are relevant funds and
should be safeguarded accordingly. However, we expect institutions to use reasonable
endeavours to identify the customer to whom the funds relate. Pending allocation of the
funds to an individual customer, firms should record these funds in their books and
records as ‘unallocated customer funds’ and consider whether it would be appropriate to
return the money to the person who sent it or to the source from where it was received.

® Recordsandaccountsshouldbemaintainedinawaythatensuresaccuracyand correspondsto
theamountsheld fore-money holders/paymentservice users.
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Reconciliation

10.79 An institution should carry out internal reconciliations of records and accounts of the
entitlement of e-money holders/payment service users to relevant funds and assetswiththe records
andaccountsofamountssafeguarded. Thisshouldbedone asoftenasnecessary,andassoonas
reasonablypracticableafterthedatetowhich the reconciliation relates, to ensure the accuracy of the
institution’s records and accounts.Recordsshould be maintainedthatare sufficienttoshowandexplain
the methodofinternalreconciliationanditsadequacy.

10.80  Aninstitutionshouldregularlycarryoutreconciliationsbetweenitsinternalaccounts and records and
those of any third parties safeguarding relevant funds or assets. Reconciliations should be
performed as regularly as is necessary and as soon as reasonably practicable after the date to which
the reconciliation relates to ensure the accuracy of its internal accounts and records against those
of the third parties. Institutions should maintain records that are sufficient to show clearly to a
third party, the method of internal reconciliation and its adequacy. When determining whether the
frequency is adequate, the institution should considertheriskstowhichthebusinessisexposed,suchas

thenature,volumeand complexity ofthe business,and whereand withwhomtherelevantfundsand
assets are held.

16-7910.81 Certain permitted forms of safeguarding give rise to the potential for discrepancies
betweenthe amount safeguarded and the amount thatshould be safeguarded that areverydifficult
tocompletelyavoid. A few examplesofthisare:

¢ whererelevantfundsareinvestedinsecure,liquidassets;

¢ whererelevantfunds are held in a currency other than the currency of the payment
transaction;

* where payment service users do not pay sums for the execution of payment transactionsdirectly
intoasafeguardingaccount, outofwhich paymenttransactions are then executed, but rather the
institution ensures that a netamount equivalent to relevantfundsis segregated and (where
regulation23(6)ofthe PSRs 2017 applies) heldinasafeguardingaccount.

10.82 Wheresuchapotentialfordiscrepanciesexists, reconciliationshouldbecarried outas oftenasis
practicable_ -tnocircumstanceswoulditbeacceptableforreconciliationto-becarriedoutnot lessthan
onceduringeachbusinessday.

10:8210.83  FherReconciliationshouldresult intheamountoffundsorassetssafeguardedbeinsg:

® matching the institution’s internal records of the total sum of relevant funds it has
receivedsufficientto-covertheamountthattheinstitutionwould-needtosafeguard
nextreconciliation;and

® not exeessivebeing ecsgtominimiserisksarisingfromcommingling).
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10:8310.84  Theinstitution’sappreachtereconciliation processmust be supported byaclearexplanation and
must be signed off by the institution’s board of directors. The explanation should_also make clear
thatallfunds or assetsinthe segregated or safeguarded account (as applicable)areheldforthe
benefit of payment service users/e-money holders within the meaning of the PSRs 2017/EMRs (as
applicable).

10.85 Whererelevantfundsareheldinacurrency otherthan the currency of the payment transaction, the
reconciliation should be carried out using an appropriate exchange rate such as the previous day’s
closingspotexchangerate.

10.86 We consideranadequate method of reconciliationis foracomparisontobe made and any discrepancies
identified between:

¢ the total balance of relevant funds as recorded by the institution with the total balanceonall
safeguarding accounts as set out on the statement or other form of confirmation issued by the
authorised credit institution or custodian holding the account; and

¢ the total balance on the e-money holders’ payment service users’ transaction accountsas
recordedbytheinstitution, with the total balance onallsafeguarding accounts, as set outin the
statement or other form of confirmation issued by the authorised credit institution or
custodian that holds the account.

10.87 Wherediscrepanciesariseasaresultofreconciliations,institutionsshouldidentifythe reasonforthose
discrepanciesandcorrectthemassoonaspossible by payinginany shortfallorwithdrawingany
excess,unlessthediscrepancyarisesonlyduetotiming differences betweeninternaland external
accounting systems. Inno circumstances would it be acceptable for corrections to be made after the
end of the business day. Whereadiscrepancycannotbeimmediatelyresolved,institutionsshould
assumethat the records that show that a greater amount of relevant funds or assets should be
safeguardedarecorrect, untilthediscrepancyisresolved.Institutionsshouldbeable to demonstrate
that they are carrying out appropriate reconciliations and correcting discrepancies.

10.88 Institutionsshould notify usinwriting without delayifinany material respectthey have not complied
with or are unable to comply with the requirements in regulation 20 of the EMRsorregulation23 of
the PSRs2017,for example by not keeping up to date records of relevant funds and safeguarding
accounts, oriftheycannotresolveanyreconciliation discrepancies in the waydescribed_ in paragraph
10.87, or if they are unable to comply due to the decision by an authorised credit institution or
authorised custodian to close a safeguarding account.

Effect of an insolvency event

10.89 Ifaninsolvency event (listed in regulation 24 of the EMRs or regulation 23(18) of the PSRs2017,as
appropriate)occursinrelationtoaninstitutionthen, withoneexception, the claims of e-money
holders/paymentservices users will be paid fromthe relevant funds and assets that have been
segregated (the ‘asset pool’) in priority to all other creditors. The exceptionisthatexpensesofthe
insolvency proceedingstake priority sofarastheyareinrespectofthe costs of distributing the asset
pool.

10.90 No right of set-off or security right can be exercised in respect of the asset pool, excepttothe
extent thatit relates to the fees and expensesin relation to operating a safeguarding account.
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10.91 On 3 December 2020 the Treasury consulted on a special administration regime® for
payment institutions and e-money institutions (Pls and EMIs), which is expected to come
into force later in 2021. Some payment firms will be eligible for the pSAR, for example Pls
and EMIs safeguarding relevant funds. The Treasury also consulted on extending Part 24
powers of the Financial Services and Markets Act 2000 (FSMA) to Pls and EMIs. The
extension of these provisions would provide the FCA with specific powers to participate and
protect consumers in an insolvency process of an FCA authorised or registered Pl or EMI.
The scope of the proposed application of Part 24 FSMA powers would be to all Pls and
EMIs entering the standard insolvency process.

5 https://www.gov.uk/government/consultations/insolvency-changes-for-payment-and-electronic-money-institutions-consultation
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11.1 This chapter summarises the complaints handling requirements that apply to all payment service
providers (PSPs), including banks, building societies, payment institutions(Pls),e-moneymoney
institutions(EMls), registeredaccountinformation service providers (RAISPs) and e-money
issuers.

Introduction

11.2 Complaints handling covers three areas:

¢ howPSPsande-moneyissuers handle the complaints theyreceive from customers
(includingrecord keepingandreportingcomplaintstous)

® theroleoftheFinancialOmbudsmanServicedealingwithcomplaintswhere customersare
notsatisfiedwiththe PSP’s/e-moneyissuer’sresponse

¢ ourroleinhandlingcomplaints from customersand otherinterested parties about alleged

breachesofthePaymentServicesRegulations2017(PSRs2017)andthe Electronic Money
Regulations 2011 (EMRs), and about us

Handling complaints from customers

11.3 Itisimportantthatbusinesseshavetheirowncomplaintshandlingarrangements.
Those arrangements should resolve most complaints.

114 Therulesonhandlingcomplaintsfromeligiblecomplainantsarenotsetoutinthe PSRs 2017 orthe EMRs.
Theyaresetoutinthe Dispute Resolution: Complaints sourcebook (DISP)inourHandbook.DISPsetsout
themeaningofeligiblecomplainantsandwealso provide detailsinthis chapteratparagraph 11.36.

11.5 All PSPs and e-money issuers are subject to the dispute resolution rules in DISP, even if they are not
required to be authorised or registered by us. For guidance on the persons that are defined as PSPs
and e-money issuers see Chapter 2—Scope.

11.6 TherulesinDISPcoverarangeofissues,including:
® consumer awareness
¢ internal- complaint-handling procedures
¢ timeliness

® therequirementforafinal-response letter

¢ therules onreferral of complaints to others

® cooperationwiththeFinancialOmbudsmanService

11.7 Insome cases, the rulesin DISP are different tothe rulesthatapply to activities that are not payment
services activities orthe issuance of e-money. Thisincludes the rules relatingtoconsumer
awarenessandcomplaintshandlingtimelimits.
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Therulesforhandlingcomplaintsfromnon-eligiblecomplainantsaboutrightsand obligations
underParts 6and 7 ofthe PSRs 2017 are setoutinregulation 101 ofthe PSRs 2017.

Providing information about complaints procedures

11.9

11.10

11.11

11.12

11.13

11.14

11.15

ThePSRs2017require PSPstoprovideinformationabouttheavailability ofalternative dispute
resolution procedures for payment service users and how to access to them as partoftheirpre-
contractualinformation (seeregulations43and48and paragraph 7(b) of Schedule 4 tothe PSRs
2017). Thiswillalso apply tothe paymentservice element of an e-money issuer’s business.

Thismeansinformingusersabout:
¢ the PSP’s own complaints mechanism

¢ wheretheuserwillbeaneligiblecomplainant,theavailabilityoftheFinancial Ombudsman
Service

® where the userwould-notbean-eligible-complainantFinancial Ombudsman Service would

not be available, theavailabilityofanother disputeresolution provideroranexplanationthat
the PSPdoesnotusessuch services) and

¢ anyotheralternative disputeresolution procedures {such-asunderthe Online-Dispute
. ion Regulations (EL 524/2013

Usersmustbeinformedinthese ways:

¢ forsinglepaymenttransactions, thisinformation mustbe madeavailable ‘beforethe payment
serviceuserisboundbythesingle paymentservice contract’

¢ forframework contracts, thisinformation must be provided ‘in good time before the payment
serviceuserisboundbytheframeworkcontract’

Inboth cases, where the contractis concluded using distance meansthe information canbeprovided
immediatelyafterconclusionofthecontract—orimmediatelyafter theexecutionofthe
transactionforsinglepaymentservicecontracts —ifthemethod usedto concludethe contractdoes
notenable earlier provision.

PSPsande-moneyissuersarealsosubjecttotheconsumerawarenessrulesinDISP1.2 when dealing with
complaints from eligible complainants. The information required under the PSRs 2017 can be provided using
thesummary detailsrequiredunder DISP 1.2. DISP 1.2 is modified to take account of the information
requirements under the PSRs 2017.

The requirements for PSPs are therefore different in terms of content and timing fromthe
requirementsin DISP 1.2 forothertypesofbusiness. For paymentservices business, eligible
complainantsmustbereferredtotheavailability oftheinformation provided in accordance with
paragraph 11.10 above, and at the branch where the service is provided. For most other types of
business, the PSP or e-money issuer should refereligible complainantstotheavailability of these
summarydetailsator immediately after the point of sale. Where the activity does not involve a
sale, this obligation appliesatorimmediately afterthe pointwhen contactisfirst made withan
eligible complainant.

ThismeansPSPswhoalsoundertakeothertypesofbusinessthatweregulatehave to operate
different arrangements for payment service users and other customers. Ifthey wantto, PSPs
canapplytherequirementsfor paymentservice userstoall their customers, since they also satisfy
therequirementssetoutinDISP 1.2 forall customers.
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Complaints handling time limits

11.16

11.17

11.18

11.19

11.20

11.21

11.22

Article 101 of PSD2 sets out time limits for handling complaints. For eligible complainants,these
areimplementedbyourrulesinDISP.DISP1.6.2Arequires PSPsande-moneyissuerstosendafinal
responsetocomplaintsaboutrightsand obligationsarisingunderParts6and7ofthe PSRs2017(‘aPSD
complaint’)andPart5 oftheEMRs(‘anEMDcomplaint’)by:

® theendofl5businessdaysafterthedayonwhichitreceivedthe complaint; or

® inexceptionalcircumstances, wheretherespondentcannotsendafinalresponse withinthis period
oftime, for reasons beyond the control of the PSP, by the end of 35 businessdaysafterthedayon
whichitreceivedthecomplaint.

These time limits are different to those that apply to complaints about other aspects of the payment
service or e-money. They are also different to complaints about other typesofbusinessweregulate,
whicharesubjecttothetimelimitrequirementsin DISP 1.6.2.

Thedefinition of ‘business day’ forthe purpose of calculating responsetimelimits inDISP 1.6.2A
forPSD complaints and EMD complaintsreflects thatin PSD2 and thePSRs2017.When
calculatingresponsetimes,PSPsande-moneyissuersmust thereforeconsiderwhetherthis
definition of ‘businessday’includesmorecalendar daysthanthestandardHandbookdefinitionof
‘businessday’.

PSPsande-moneyissuersare, therefore, subjecttodifferentcomplaintstimelimits dependingon
whetherthe complaintis a PSD complaint or EMD complaint or not.

Iftheywantto,PSPsande-moneyissuerscanapplythe DISP1.6.2Atimelimitstoallof theircomplaints
from customers, since they satisfy the requirementssetoutin DISP
1.6 for other complaints.

The time limit rules in DISP 1.6 do not apply to a complaint resolved by close of businessonthe
thirdbusinessdayfollowingthedayonwhichitisreceived(see DISP 1.5).

ForPSDcomplaintsfromcomplainantsthatarenoteligiblecomplainants, regulation 101 of the PSRs
2017 requires PSPs to respond to complaints within 15 business daysor,inexceptionalcircumstances
beyondthePSP’scontrol,35businessdays. Regulation 101 of the PSRs 2017 also setsout theinformation
requirementsthatapply inthese circumstances.

Complaints recording and reporting

11.23

11.24

11.25

11.26

PSPs and e-money issuers mustkeep arecord of each complaintthey receive and the
measurestakenforitsresolution,andretainthatrecordforthreeyears—seeDISP1.9.

Creditinstitutions, Plsand EMIsmustprovideuswithanannualreportoncomplaints received about
payment services or e-money. See DISP 1.10B, the complaints reporting directions. Credit
institutions and Pls_and EMIs must follow the instructions on the GABRIELsystem (or
RegData system, as applicable) to submittheirreturnselectronically.

The complaints reporting directions apply to all complaints from payment service users,
whetherornottheyareeligible complainants (i.e. those within the scope of regulation 101 ofthe
PSRs 2017 aswellas DISP 1)and to complaints frome-money holders that are eligible
complainants.

The requirements in the complaints reporting directions are in addition to other complaints
reportingrequirementsthatapplytoFSMAauthorisedfirms. Firmsshould referto DISP 1.10for
further details.
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The role of the Financial Ombudsman Service in dealing with complaints

11.27

11.28

11.29

11.30

TheFinancial OmbudsmanService operatesthealternativedisputeresolution (ADR) procedure
forpaymentserviceusersande-moneyholdersthatareeligible complainants required by RSB2
and2EMBthe PSRs 2017 and EMRs.

TheFinancialOmbudsmanServiceisastatutory,informaldispute-resolutionservice, established
under FSMAandindependentofus. ltoperatesasanalternativetothe civilcourts. Itsroleistoresolve
disputesbetweeneligible complainantsandfinancial servicesfirmsquickly, withouttakingsidesand
with minimumformality, onthe basis of whatisfairandreasonableinthecircumstancesofeachcase.

IndecidingwhatisfairandreasonableinallthecircumstancesofacasetheFinancial Ombudsman
Servicewillconsidertherelevantlawsandregulations,theregulator’s rules,guidanceandstandards,
aswellascodesofpractice,and(whereappropriate) whatisconsideredto be good industry practice
attherelevanttime.

Where a PSP receives a complaint from a payment service user about rights and obligationsunder
Parts6and 7 ofthe PSRs2017,butthat paymentservice userisnot aneligible complainant,the PSPis
required, ifitusesdisputeresolutionservices, to informthe paymentservice userofatleastone
providerof suchserviceswhichisable to deal with its complaint (regulation 101 of the PSRs 2017).
As the paymentservice userwillnotbeabletomakeacomplainttothe Financial Ombudsman
Service, they willneed tobeinformed of adispute resolution service such asacommercial dispute
resolution service withwhichthe PSP has anagreement(ifany such dispute resolution services
are used).

Jurisdiction of the Financial Ombudsman Service

11.31

11.32

11.33

11.34

11.35

The Financial Ombudsman Service has two jurisdictions:

¢ Thecompulsoryjurisdiction(CJ)coversfinancialbusinessesregulatedbythe PRA and FCA, certain
other financial businesses registered with the FCA, activities specifiedinrulesmadebytheFCA,
andismainlyrestrictedtoservices providedinesfrom the UK or, in the case of a firm in a
Temporary Permissions Regime or a Supervised Run-off Regime (TA Firms), from an
EEA state with respect to services provided into the UK.

¢ Financial businesses that are not covered by the CJ may volunteer to join the voluntary
jurisdiction (VJ), which coversfinancial businessesthatvolunteertojoin it, activities specifiedin
rulesmadebytheFinancial OmbudsmanService withour approval,andservicesdirectedatthe UK
fromtheEEA,aswellasservicesprovided in or fromthe UK.

AlIPSPsande-moneyissuerswith UKestablishmentsare coveredbythe Clfor disputes
concerningthe provision of paymentservices, issuance of e-moneyand credit-relatedregulated
activities,andactivitiesancillarytothoseactivities. TA Firms operating from an EEA
establishment are also covered by the CJ with respect to services provided into the
UK.

Complaints can be made about PSPs and e-money issuers that no longer provide payment
servicesorissue e-money. Former PSPs andformere-moneyissuersremain in the CJ for
complaints about an act or omission that occurred when they provided paymentservicesorissued
e-money, aslongasthe CJrules atthetime the activity took place.

FurtherinformationabouttheFinancialOmbudsmanService’sprocessesforhandling complaints is
available on its website.

Thereisalsoinformationspecificallyforsmallerbusinesses.
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Eligible complainants

11.36 Thefulldetailsof whoiseligible tobringacomplaintaresetoutin DISP 2.7.Insummary, access to the
Financial Ombudsman Service is available to:

¢ consumers

* micro-enterprises (see paragraph 11.39) at the time the complainant refers the complaint to the
respondent (or, in relation to a complaint relating to payment services either at the time of conclusion
of the payment service contract or the time of referral)

¢ small charities with annual income under £46.5 million at the time of the complaint
¢ smalltrusts with net asset value under £45 million at the time of the complaint
¢ Consumer-buy-to-let(CBTL)consumers(inrelationtoCBTLbusiness)

®  small businesses at the time the complainant refers the complaint to the respondent (see paragraph 11.41)

® aguarantor

11.37 A business may not bring a complaint about an activity that it has permission to conduct itself.
This extends to complaints from e-money issuers about payment service provision,asalle-money
issuersarealsoentitledtoprovidepaymentservices.

11.38 IfaPSP ore-moneyissuerisinany doubtabout the eligibility ofacomplainant, it should treat the
complainantasifitwereeligible. If the complaintis referred tothe FinancialOmbudsmanService, it
willdetermineeligibilitybyreferencetoappropriate evidence, suchasaccountsorVATreturnsinthe
case of micro-enterprises_and small businesses.

11.39 Amicro-enterpriseisabusiness which both:
¢ employsfewerthan10people

¢ hasaturnoverorannualbalancesheetthatdoesnotexceed€2 million

1140 Whencalculatingturnoverorbalancesheetlevels,theEuropeanCommission’s monthly
accounting rate of the euro may be used.*®

1141 A small business is an enterprise which:
® is not a micro-enterprise;

e has an annual turnover of less than £6.5 million (or its equivalent in any other currency); and

(i) employs fewer than 50 persons; or

(ii) has a balance sheet total of less than £5 million (or its equivalent in any other currency).

Wihencaleulatingturnoverorbalancesheetievels theEuropeanCommissionsmonthiy
accountingratecithecuromaybeus 3;39

39 The European Commission provides a tool to calculate the monthly accounting rate of the Euro here: http://ec.europa.eu/budget/
contracts_grants/info_contracts/inforeuro/index_en.cfm
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11431142 Foracomplaintabout payment services or e-money, the complainant s eligible if it is a micro-
enterprise either at the point of concluding the contract or at the time of the complaint. The
point of this ‘dual test’ is to make it easier for firms to determinewhetherthecomplainantiseligible.
PSPsande-moneyissuersshould have arrangements in place to check whether their customers
are micro-enterprises at the time of conclusion of the contract. If this information is not easily
available, however, the dual test would allow a complainant instead to rely on its status at the
time of making the complaint.

11441143 ForotheractivitiescoveredbytheFinancial OmbudsmanService’sjurisdiction, the test for
eligibility is whether the complainant is a micro-enterprise “at the time the complainantrefers
the complainttotherespondent.” Thisisin line with the eligibility tests for small charities and
trusts.

114511.44 The dualtest meansthat where the complaintisaboutanumberofissues, including payment
services, the firm may only have to consider eligibility at the time the complaint was made. If,
however, the complainant was not eligible at the time the complaintwasmadeandthecase
appearstobeborderline,itwillalsobenecessaryto investigate the complainant’s status at the
point of concluding the contract.

Transitionalarrangementsforsmallbusinesscomplainants

114611.45 Until 1 November 2009, smallbusinesseswith agroupturnoverofunder £1million peryear
wereeligibletotakecomplaintstotheFinancialOmbudsmanService.The implementationof PSD1
resultedinachangetotheeligibility criteria, meaningthat some small businesses that until that
datehadbeeneligible totake complaintsto the Financial OmbudsmanService lostthatright from
1November2009. Inorder to protect the position of these small businesses, the old eligibility test
continues toapply, if necessary, forcomplaintsaboutany policy or contract taken outbefore 1
November2009wherethePSPwassubjecttotheFinancialOmbudsmanService’s jurisdiction
beforethatdate.

Territorial scope of the CJ for complaints against PSPs and e-money issuers

114711.46 The CJ coverscomplaintsaboutthe paymentservices, e-moneyandancillary activitiesof
afirmcarriedonfromanestablishmentintheUK or, in the case of a TA Firm, from an
establishment in the EEA with respect to services provided into the UK. Fhisincludes

Cross-border disputes

11:4811.47 TheFinancialOmbudsmanService co-operateswithdisputeresolutionservicesin other EEA
countriestoresolve cross-borderdisputes. The FinancialOmbudsman Serviceisan affiliate
memberof FIN-NET, thefinancial disputeresolutionnetwork of national out-of-court complaint
schemesinthe EEA.

The Voluntary Jurisdiction (VJ) of the Financial Ombudsman Service

114911.48 TheVlcoversfinancial businessesthatvolunteertojoinit, coversactivitiesspecified inrules
madebytheFinancial OmbudsmanService withourapproval,andcovers servicesdirected atthe UK
fromthe EEA or Gibraltar, aswellasservicesprovidedinorfromthe UK. Itis available to PSPs, e-
money issuers, and other financial businesses.

115011.49 Firms, PSPs, and e-money issuers can join the VJ to allow consumers to take complaintsto
theFinancialOmbudsmanServiceaboutactsoromissionsbeforethey joined the compulsory
jurisdiction.

163


https://11.5011.49
https://11.4911.48
https://11.4811.47
https://11.4711.46
https://11.4611.45
https://11.4511.44
https://11.4411.43
https://11.4311.42

i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 13

415111.50 FirmsthatwanttojointheVlshould contacttheFinancialOmbudsmanService(see
Annex 2 — Useful Contact Details).

Complaintsto the FCA

115211.51 Wearerequiredtomaintainarrangementstoenable paymentserviceusers,e-money holders
andotherinterested parties, including, forexample, consumerassociations and PSPs) to submit
complaints to us about PSPs’ or e-money issuers’ alleged breachesofthe PSRs2017or EMRs.
Informationabouthowtocomplaincanbefound onourwebsite.

115311.52 Our process fordealing with these complaints is in accordance with the Guidelines on
ProceduresforComplaintsofAllegedinfringementsofDirective (EU)2015/2366 issuedbytheEBA
underArticle100(6)ofPSD2.%

11541153 Thesecomplaintswillbeacknowledgedandused, whereappropriate, toinformour
regulatory activities — see Chapter 12 —Supervision. We do not operate a redress mechanism
forindividualcomplaintsandsoinreplyingtocomplainants, wewilltell them — where appropriate
— that they may be able to refer their complaint to the Financial OmbudsmanService.

Complaints about the FCA

Anyonedirectly affected by the way in which we have exercised our functions (other than its legislative functions) may lodge a
complaint. Todoso, please contactthe Complaints_Team by email or by telephone on 020 7066 9870.

40 https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-procedures-for-
complaints-of-alleged-infringements-of-the-psd2
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Thischapterdescribeshowwesupervisepaymentserviceproviders(PSPs)and e-moneyissuersunder
thePaymentServicesRegulations2017(PSRs2017)and Electronic Money Regulations 2011
(EMRs). We also summarise our supervisory approachundertheMoneyLaundering, TerroristFinancing
andTransferofFunds (Information on the Payer) Regulations2017 (MLRs).

Introduction

12212.1 AllPSPsande-moneyissuerswillbesupervisedinaccordancewith ourgeneral approachtosupervision.
Moreinformationisavailableon ourwebsite‘”,including details of how different types of firms are
supervised and our responsibilities for prudential supervision. The specific supervisory
measures thatwe decide touse willdependontheriskposedbyanindividualbusiness,acategoryof
businessorby the sectoras awhole. Our2017 Mission document42explainsourprioritiesinthe
regulation of the financial services sector. It provides the framework for the strategic decisions
we make, the reasoningbehind ourworkandthe waywechoosethetoolsto do it.

12312.2 Ourpreferenceistoworkinanopenand cooperative relationship withallPSPsand e-money
issuers.Weencourage PSPsande-moneyissuerstospeaktousatthe earliestopportunity ifthey
anticipate any challenges to theircompliance withthe PSRs 2017 orthe EMRs so thatwe can
discuss an appropriate way forward with them. PSPs and e-moneyissuers should note the ongoing
requirementtotellusofanysignificant changestotheirbusiness orconditions ofauthorisation or

registration.43

12412.3 We may instigate a closer supervisory relationship with any PSP or e-money issuer whose market
activity means thatany shortcomings or compliance failures could pose agreaterrisk.

12512.4 WemayalsoclassifyaPSPore-moneyissuerwithasignificantmarketpresence asa“fixed portfolio
firm”. Fixed portfolio firms are subject tothe highest level of supervisoryattention. We makeitclear
toaPSPore-moneyissuerifitfallswithinthe “fixed portfolio” category.

Supervising compliance
12612.5 WeareresponsibleforsupervisingPSPs’ande-moneyissuers’compliancewiththe following key
areas:

* theconductofbusinessrulesunderthe EMRsand PSRs2017 (assetoutin Chapter 8 — Conduct of

business requirements);

® FCA principles and rules

® authorisation and registration requirements for payment institutions (Pls), registeredaccount
informationserviceproviders(RAISPs),ande-moneyinstitutions (EMIs),whichincludeinitialand
ongoingcapitalrequirements,safeguardingandthe appointmentand registration of agents; and

¢ (forbusinessesthataresupervisedbyusforthesepurposes)moneylaunderingand counterterrorist

financingobligations; and

e (for firms in the Temporary Permissions Regime or the Financial Services Contracts Regime) the
additional requirements set out in Schedule 3 of the Electronic Money, Payment Services and
Payment Systems (Amendment and Transitional Provisions) (EU Exit) Regulations 2018.-

41 https://www.fca.org.uk/about/supervision

42 https://www.fca.org.uk/publication/corporate/our-mission-2017.pdf

43 Seeregulation37PSRs2017,regulation37EMRsandChapter4oftheApproachDocument(Changeincircumstancesof
authorisation).
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12712.6 WesuperviseandmonitorcompliancewiththePSRs2017andEMRsthrougha combinationof:

® periodicreporting;

* eventdrivennotifications;

® complaintsandotherintelligence;

¢ targetedinformationgatheringandinvestigationsusing ourstatutory powers;

® reportingfromauditors;and

thematic reviews.

12812.7 Theinformationwe receive (e.g.fromreports and notifications)is analysed and further

supervisory action may be considered where, for example, there is a breach of the requirementsin
thePSRs2017.Itislikelyinsuchcircumstancesthatwewillaskthe PSP ore-moneyissuerforan
explanation of whyitbreachedtherelevantrequirementsand thenagreeremedialaction. fwearenot
satisfied withtheresponse, we will consider enforcementaction,includingcancellingitsauthorisation

orregistration.

12:912.8 Further details of the reporting and notification requirements can be found in Chapter 13 —
Reporting and notifications and Chapter 4 — Changes in circumstances of
authorisation.

12:1612.9Wealso monitor compliancethroughintelligence receivedviacomplaints, whistle- blowers and
market developments. This approach helps us to identify risks in ongoingcompliance.Complaints
orotherinformationwereceiveaboutbreachesof the conduct of businessrules are anindicator of
whethera PSP or e-money issuer ismaintainingappropriatearrangementsinrelationtogovernance,
systemsand controls,andinternalcontrols. Our processfordealingwith complaintsaboutalleged
breachesofthePSRs2017takesintoconsiderationtheEuropeanBankingAuthority’s (EBA)Guidelines
onProceduresforComplaintsofAllegedInfringementsofDirective (EU) 2015/2366 developed under

Article 100(6) ofPSD2.%4

124112.10 Wherethemesarise from the analysis of information obtained by us thatindicate an industry-

wide problem, wemayundertakesupervisoryactionrelatingtothattheme, suchasvisiting PSPsor
e-moneyissuerstounderstand howtheyare managingthe risk(s)identified.Findingsfromthese

visitsmayleadtospecificactionbeingrequired bycertainPSPsore-moneyissuersandwiderguidance
beinggiventotheindustry.

purposes of section 404 of the Financial Services and Markets Act 2000 (FSMA)
(Consumerredress schemes). Section 404 of FSMA allows usin certain specified

circumstances relating to regular or systemic non-compliance with applicable requirements to
make rules requiring relevant firms to establish and operate a consumerredressscheme. More

information on consumerredressschemes can be foundinGuidance Note 10.4°

44 https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-procedures-for-
complaints-of-alleged-infringements-of-the-psd2.

45 https://www.fca.org.uk/publication/guidance-consultation/guidance10.pdf.
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Supervision of persons with temporary permission Supervision-of passpoerting EMisand-Pls

121412.12 We are responsible for supervising compliance with the conduct of business requirements
and, where relevant, anti-money laundering and counter-terrorist financingrequirementsof
EuropesnteonomicArealbEA authorisedEMis Plsand RAISPSTA Firmsinrelationtoservicesprovided
fromanestablishmentintheUk. Pleasereferto Chapter 6 — Passperting-Temporary Permission
Schemes for further details.]

Powerstorequireinformation, appoint personsto carry outinvestigations andcarryout
skilled personsreports

12:1612.13 Wehaveanumberofstatutory powersthatenable usto obtain information from PSPs ande-
moneyissuersforsupervisorypurposes.Theyinclude:

¢ thepowertorequire specifiedinformationinconnection with ourresponsibilities underthe
PSRs 2017 and EMRs;

* thepowertorequireareportfromaskilled person,nominated orapprovedbyus,on anymatter
thatwerequireinconnectionwithourresponsibilitiesunderthe PSRs 2017 and EMRs. Further
information onour policy onthe use of skilled persons and appointment and reporting
process is contained in the supervision section of our Handbook (SUP), specifically at SUP 5.3
and5.4;and

e ifthereisagoodreasonfordoingso, wecanappointcompetent personstoconduct aninvestigation
onourbehalf.

121712.14 Where, followinganyinvestigation, wearenotsatisfiedthataPSPore-moneyissuer hasdealt
appropriatelywith the causes ofthe non-compliance, we will discuss the matter with our
Enforcement division. Chapter 14 — Enforcement contains further details on our approach
to enforcement.

Information from auditors

121812.15 Statutoryauditorsandauditfirmsareobligatedunderthe PSRs2017and EMRsto reporttous
certain matters of which they have become aware in their capacity as auditorofanauthorised Pl,an
EMlorapersonwith close links*®to the authorised PlorEMI (this is not applicable to TA Firms
though there may be equivalent requirements in the home state).If,forexample,anauditorofan
authorisedPlreasonablybelievesthatthe authorised Plhascontravened anyoftherequirementsof
the PSRs2017,they must report the contravention to us under regulation 24 of the PSRs 2017
(there is an equivalentobligationonauditorsunderregulation250ftheEMRs).

46 ‘Closelinks’hasaspecificmeaninginthiscontext.Pleaserefertoregulation250ftheEMRsandregulation24ofthePSRs.
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121912.16 Wewillreviewanyinformationreceived fromauditorsand will follow up with the Plor EMI
and/ortheauditorsasappropriate.

Credit institutions and other FSMA-regulated firms

12:2012.17 Credit institutions and other FSMA-regulated firms that issue e-money or provide
payment services are supervised for compliance with the applicable conduct of businessrules
foundinthePSRs2017andEMRsinthemannersetoutinthisChapter.

Group Supervision

12241218  Theapproachtaken forthe supervision ofa Pl or EMI thatis part of alarge FSMA-
authorisedgroupisdeterminedonacase-by-casebasis.

SupervisionundertheMoneyLaunderingandTransferof Funds (Information on
the Payer) Regulations 2017

12:2212.19  TheMLRsapplytoallPSPsande-moneyissuers.

12.2312.20 PSPsande-moneyissuers mustalso note their obligations under the Terrorism Act 2000, the
ProceedsofCrimeAct2002and, whererelevant,anyrequirementsimposed by HM Treasury under the
Counter-Terrorism Act 2008. Chapter 19 — Financial Crime contains further detail on our
approach to financial crime.

12:2412.21 Wearethedesignatedsupervisoryauthority underthe MLRsforthe following types of PSP and
e-moneyissuer:

¢ creditinstitutionsand other FSMA-regulated financial institutions otherthan “excluded

money service businesses";47

°* EMls;

¢ Pls otherthan those that have authorisation to provide money remittance payment services
(see below);and

* RAISPs.

32:2512.22  Pis,including “bill paymentservice providers”*8thatare authorised to provide money
remittanceservices49onIy,aresupervisedforcompliancewiththeMLRsbyHMRCand needto
registerwithHMRCaccordineg.50Pls(includingbillpaymentservice providers) with permissionto
carryonmoneyremittanceandother,additional paymentservices maybesupervisedunderthe MLRs
byeitherusorHMRC,dependingonthenature oftheregulated paymentservicesactivity carried out.
Inthese cases,weandHMRC will considerthe businessactivitiesand scopeoftheauthorisationona
case-by-case basistodetermine whichsupervisoryauthorityisbestplacedtosupervisethePl’s
compliancewiththeMLRs.

12:2612.23 ThereisnoneedforPlsorEMIssupervised byusunderthe MLRstoregisterseparately asan Annex
1Financialnstitution. Ifyouarecurrentlyregistered withusasan Annex1 Financial Institution you
canapplytoustoderegistertoavoid additionalfees.

122712.24  We have a risk-based approach to financial crime supervision. You can find more details
aboutourapproachtoanti-moneylaundering (AML)supervisioninourannual AML reports. Firms
that we supervise should be prepared to provide us on request with information about the
operation and effectiveness of their AML and counter- terroristfinancing policiesand procedures
thattheyarerequiredtohaveinplaceunder regulations19(1)to(5)ofthe MLRs. We mayincludeany PSP
ore-moneyissuerinour thematic reviews.
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122812.25  Allfirmsthatwe supervise canfind helpful guidance on howto preventfinancial crime in
ourFinancialCrime:AGuideforFirms.

47 An‘excludedmoneyservicebusiness’isamoneyservicebusinesswithpermissionunderFSMArelatingtoorconnectedwithcredit agreements
and contracts for hire of goods but does not have permission to carry on any other kind of regulated activity (see regulation7ofthe MLRs).

48 Asdefinedinregulation3(1)oftheMLRs.
38 Theacti\(i&}llistedat aragraph1(f)ofPart1,SchedulelofthePSRs2017.
hepdHAVMRIEBaR/ e |aarivesing ish i

ibhe gnEl-veeisidusiness-registration.
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13.1 Paymentserviceproviders(PSPs),e-moneyissuersandotherbusinessesarerequired underthe
PaymentServicesRegulations2017(PSRs2017)andtheElectronic Money Regulations 2011
(EMRs)to provide certain dataandinformationto us either periodically orunderspecified
circumstances. Insome caseswe mustprovide thisinformationinturntoHMTreasury;Eurepean

omm on opeanBankincAuthoritv{EBA)g opbeanlean

13.2 Chapter 4 — Changes in circumstances of authorisation or registration covers the
notifications that payment institutions (PIs), e-money institutions (EMls) and registered
accountinformation service providers (RAISPs) must providetouswhen
thereis (oris likely to be) a significant change in circumstances whichis relevantto their
authorisation orthe information previously provided to us. This includes, forexample,
changes to standing data, control of the business, outsourcing arrangements and the
people responsible for management. Chapter 4 also covers the notice requirements
that apply to the persons proposing to increase or reduce their control of the
authorised PI, or EMI.

13.3 Partlofthischapterdealswiththe periodicreportsthatarerequiredunderthe PSRs 2017and EMRs.
Partllicoversthe event-drivennotificationrequirementsunderthe PSRs 2017;andthe SCA-

RTS’ and Electronic Money, Payment Services and Payment Systems (Amendment and
Transitional Provisions) (EU Exit) Regulations 2018.%* italsocoversthenotificationsthatare

" ”

13:313.4 Part Ill coversthenotificationsthatarerequiredfrom “excluded providers” under regulations 38
(Notification of use of limited network exclusion (LNE))and 39 (Notification ofuse ofelectronic
communicationsexclusion (ECE))ofthe PSRs 2017.

13:413.5 This chapteris therefore relevant to PSPs (including ASPSPs, AISPs and PISPs), e-moneyissuersand
excludedproviders.

7 Technical Standards on Strong Customer Authentication and Common and Secure Methods of Communication Instrument 2020
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Part |: Regular reporting

13-513.6 Asummaryoftheregularreporting requirementsfor PSPsand e-moneyissuersis showninthe
tablesbelow.

Reportrequired—FSA056 (Authorised PaymentInstitution Capital Adequacy Return)
Required to submit: Authorised Pls and RAISPs
Frequency: Annual

Submission date: Within 30businessdays ofthe authorised PI’'sor RAISP’saccountingreference date (notethere
are sometransitional provisionsfor thefirst reporting period following 13January 2018 —see SUP TP 1.11).

Method of submission: Gabriel / RegData (as applicable)

Handbook references: SUP 16.13 (Reporting under the Payment Services Regulations), SUP 16 Annex 27AD
(Authorised PaymentInstitution Capital AdequacyReturn),SUPAnnex27B(NotesonCompleting FSA056), GEN
2.2.36(9)-(13)

Content and purpose

The information requested in this report helps us discharge our supervisory functions by providing us with
information on the authorised PI’s or RAISP’s business and whether it meets its authorisation and prudential
requirements. The authorised Pl or RAISP will only be expected to answer the questions that are relevanttothe
regulatedactivitiesitcarriesout. Forexample, RAISPswillneedtoprovideinformation on the value and volume of
the AIS activity, but are not expected to answer the questions on capital resources,safeguardingorpayment
transactions.

In this report, an authorised Pl is asked to provide the following information:

® whetheritis included in the consolidated supervision of a parent credit institution (to allow us to
supervise groups efficiently)

® ahighlevelincome statement covering regulated payment services and non-regulated activities (to
giveusanoverviewofthesizeofthe paymentservicesbusiness)

® jtscapitalrequirementcalculationanddetails of its capital resources (to determine whether the capital
requirementisbeingmet)

® detailsofitssafeguardingmethods (toconfirmthatappropriatearrangementsareinplace)

® the numberofagentsappointed (to verify the information on our public register on our website)

® how itaccesses payment systems (to help us understand the wider payments infrastructure that it
relies on)

® thevolumeandvalue of paymenttransactionsexecuted (including through agents)and the number of
payment services customers (to understand the scale of the payment services activity)

® whererelevant,informationonthevolumeofaccountinformationservice (AlS) or paymentinitiation
service (PIS) activity, the calculated minimum monetary amount of the professional indemnity

insurance (Pll)and whetherthe terms ofthe insurance policy held have changedin any materialway
sinceauthorisation(toassessthecontinuedsuitabilityofthe Plicover)

RAISPs are asked only to provide the following information:

® ahighlevelincome statement covering regulated payment services and non-regulated activities (to
giveusanoverviewofthesizeofthe paymentservicesbusiness)

¢ information on the volume of AlS activity, the calculated minimum monetary amount of the
professionalindemnity insurance and whether the terms ofthe Pll policy held have changedinany
materialwaysinceauthorisation (toassessthe continuedsuitability ofthe Plicover)

Process

Authorised Pls and RAISPs should follow the instructions on the Gabriel online system or RegData online
system (as appicable) to submit their returns electronically. Gabriel/RegData can also be used to view a tailored
scheduleofaparticularauthorisedPlor RAISP’s reporting requirements.

Reportrequired: FSA057 (PaymentServices Directive Transactions)
Required to submit: Small Pls

Frequency: Annual report covering 1 January to 31 December Submission
date: To be submitted by the end of the following January Method of
submission: Gabriel/RegData
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Handbook references: SUP 16.13 (Reportingunderthe PaymentServices Regulations), SUP 16 Annex 28C (Small
Payment Institution Return), SUP Annex 28D (Notes on completing FSA057), GEN 2.2.36(9)-(13)

Content and purpose

The information requested in this report helps us discharge our supervisory functions by providing us with

information onthe small PI’s business and whetherit continues to meet the conditions of its registration.

In this report, the small Pl is asked to provide the following information:

® ahighlevelincome statement covering regulated payment services and non-regulated activities (to
giveusanoverviewofthesizeofthe paymentservicesbusiness)

¢ thevolumeandvalueof paymenttransactionsexecuted bythe smallPl,includingthroughitsagents inthe
UK (toenable usto provide HM Treasury with the necessary information sethatitcantreportthe totalvalue
ofsmallPlpaymentiransactionstothe EuropeanCommissionand further to assess whether the

small Pl has continued to meet the conditions for registration)

® the number of new paymentservices customers (to understand the scale of the payment services
activity)

® wherevoluntarilyadopted, the details of its safeguarding methods (to confirm that appropriate
arrangements are in place)

® the numberofagentsappointed (to verify the information on our public register on our website)

® how itaccesses payment systems (to help us understand the wider payments infrastructure that the
small Pl relies on)

Process

Small Pls should follow the instructions on the Gabriel online system or RegData online system (as
applicable) to submit their returns electronically.Gabriel/RegDatacanalsobeusedtoviewatailoredscheduleofa
particularsmallPl’sreporting requirements.

Report required: FINO60a & FINO60b (EMI and SEMI Annual Return)

Required to submit: Authorised and small EMIs

Frequency: Annual

Submission date: Within 30 business days of the EMI’s accounting reference date
(Notetherearesometransitional provisions forthefirstreporting period following 13January 2018 —see SUP TP 1.11)
Method of submission: EmailGabriel/RegData

Handbook references: SUP 16.15 (Reporting under the Electronic Money Regulations), SUP 16 Annex 30H (FINO60 EMI
Questionnaire), SUP 16 Annex 30l (Notesoncompletingtheauthorisedelectronicmoneyinstitution questionnaire),SUP16Annex

30J(FINO60SEMIQuestionnaire), SUP 16 Annex30K(Notesoncompletingthesmall electronic money institution questionnaire),
GEN 2.2.36(9)-(13)

Content and purpose

The information requested in this report helps us discharge our supervisory functions by providing us with
information on the authorised or small EMI’s business and (where relevant) whether it meets its prudential
requirements.

The information that must be provided depends on whether the business is an authorised EMI or a small EMI. The
authorised EMlisaskedtoprovidethefollowinginformation:

® ahighlevelincomestatementcoveringe-moneyissuanceand, whererelevant,unrelatedpaymentservices;(to
give us an overview of the size of the e-money and unrelated payment services business)

® the amount of e-money outstanding and the number of accounts open the end of the reporting period; (to
understandthe overall size of the market, the authorised EMI’s market share andits growth overthe reporting period)

® whererelevant, thevolumeandvalue of paymenttransactions carried out thatare unrelated to theissuance of e-
money (tounderstandthesize of the paymentservices element ofthe authorised EMI’s business)

® jtscapitalrequirementcalculationanddetails of its capital resources (to determine whetherthe capital
requirementisbeingmet)

® detailsofitssafeguardingmethods (toconfirmthatappropriatearrangementsarein place)

® the numberofagentsappointed (to verify the information on our public register on our website)

® howitaccesses paymentsystems (to help us understand the wider payments infrastructure thatthe EMlI relies
on)

® whererelevant,information onthe volume of AIS/PIS activity, the calculated minimum monetary amountofthe
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professionalindemnity insurance and whether the terms of the professionalindemnity insurance policy have
changedinanymaterialwaysinceauthorisation (toassessthe continuedsuitabilityoftheinsurancecover)

The small EMI is asked to provide the following information:

® ahighlevelincomestatementcoveringe-moneyissuanceand, whererelevant,unrelated paymentservices(to giveusan
overviewofthesizeofthee-moneyandunrelated paymentservicesbusiness)

® the amount of e-money outstanding and the number of accounts open at the end of the reporting period (to
understandthe overallsize ofthe market, the smallEMI’smarketshareanditsgrowth overthereporting period)

® whererelevant, thevolumeandvalue of paymenttransactions carried outthatare unrelated totheissuance of e-
money (tounderstandthesize ofthe paymentserviceselementofthe small EMI’sbusiness)

¢ the average outstanding e-money as at the end of the reporting period and whether the small EMI has continued
to meet the conditions of registration as a small EMI relating to the limits on the average monthly value of
e-money and unrelated payment services

® whetherthesmallEMlhasgenerated average outstanding e-money of €500,000 or more duringthe reporting period
(todetermine whetherthe capitalrequirementsapply)

® (whereapplicable)itscapitalrequirementcalculationanddetailsofitscapitalresources(todeterminewhether the
capitalrequirementisappropriately calculatedand whetheritisbeingmet)

® detailsofitssafeguardingmethods (toconfirmthatappropriatearrangementsareinplace);

® the numberof agentsappointed (to verify the information on our public register on our website)

® howitaccesses paymentsystems (to help us understand the wider payments infrastructure that the small EMI
relies on)

Process

Authorised andsmaltand srd EMIs_should_dewnleadsubmit the applicable EMI_returns_through Gabriel/RegData. online
system (as applicable)avat i i ite:

Reportrequired: FSA065 Total outstanding e-money at 31 Dec

Businesses required to submit: Small EMIs

Frequency: Annual

Submission date: Within 1 month ofthe reportingend date (the reporting period runsfrom 1January— 31
December)

Method of submission: EmailGabriel/RegData

Handbook references: SUP 16.15 (Reporting under the Electronic Money Regulations) and SUP 16
Annex30G(SEMItotaloutstandinge-moneyreturn), GEN 2.2.36(9)-(13).-

Content and purpose

blieation o isiteinf . MT

Process
Small EMIs should submit thedewnlead form FSA065 available_through Gabriel/RegData online system (as
applicable). ompleteitele onicatlyin elbahd enditto-usbyemailteregulatory-reports@fca-orag-uk-

Report required: Average outstanding e-money
Required to submit: e-moneyissuers thatare not creditinstitutions or EMIs, which under the EMRs, includes:the
Post Office Limited; the Bank of England;the ECBandthenationalcentratbanksof

Frequency: Annual
Submission date: Within 1 month ofthe reportingend date (the reporting period runsfrom 1January— 31
December)

Method of submission: EmailGabriel/RegData
Handbook references: SUP 16.15 (Reporting under the Electronic Money Regulations), GEN 2.2.36(9)-(13)
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Content and purpose
If any of the entities permitted to issue e-money under regulation 63 of the EMRs (that are not credit
institutions or;EMIserEEAautherisedEMIs) begintoissuee-moneyinthe UK, theywillhavetoreporttheir average

outstanding e-money on a yearly basis so we can have more complete information on the size of the e-money
market.

Process

E-money issuers submitting information on average outstanding e-money should__submit this through Gabriel.

onts M-aueries@ org eg on/reports@ org ormorein
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Report required — DISP 1 Annex 1AD Payment services and electronic money complaints
report

Required to submit: All PSPs (credit institutions, Pls, EMIs and RAISPs)

Frequency: Annual

Submission date: Within 30 business days ofafirm’s accounting reference date (ARD). If the firm does nothave
anaccounting reference date, within 30 business days of 31 December. Please note, the first relevantreporting
periodfollowing13January2018isdifferent—seeDISP1.10B.

Method of submission: Gabriel/RegData {emat-if-EMY

Handbook references: DISP 1.10B (Payment servicesand electronicmoney complaintsreporting), DISP 1 Annex
1AD (theelectronicmoneyand paymentservices complaintsreturnform), GEN 2.2.36(9)-(13)

Content and purpose

To enable us to monitor complaints received by payment service users, including persons who are eligible to
complain to the Financial Ombudsman Service about the provision of payment services across the payment
services marketand to monitor compliance with DISP 1 and regulation 101 ofthe PSRs 2017.

Process

AllPSPs andexeeptEMIsshouldfollowtheinstructions onthe Gabrielonline system or RegData online system (as
applicable) tosubmittheirreturns electronically. Gabriel/RegData online system (as applicable)canalsobeused

toviewatailoredscheduleofyourreportingrequirements.

Reportrequired—REP017 PaymentsFraud Report

Required to submit: All PSPs (credit institutions, Pls, EMIs, RAISPs)

Frequency: SPIs, SEMIs and RAISPs report annually, all other PSPs report twice yearly.

Submission date: Within 2 monthsofthereportingend date (thereportingperiodrunsfrom1January— 30

Juneandfrom 1July-31December)

Method of submission: Gabriel/RegData-{email-if-ENMI-or-SEME}

Handbook references: SUP 16.13 (Reporting under the Payment Services Regulations), SUP 16 Annex 27ED
(REPO17PaymentsFraudReport),SUP 16Annex27F(NotesoncompletingREP017Payments Fraud Report), GEN
2.2.36(9)-(13).

Content and purpose

PSPs are required to provide us, at least annually, with statistical data on fraud relating to different means of
payment under regulation 109(4) of the PSRs 2017. We-arerequiredinturntoprovide these datato-the EBAand
ECB-inaggregated-form—PSPs are required to make every effort to comply with the EBA Guidelines on fraud
reportingunderthe PaymentServices Directive 2 (PSD2)* whichspecify thedata

to be reported to the FCA. We have implemented these Guidelines in the form of the ‘REP017 Payments Fraud
Report’. AllPSPsshouldcompletethisforminordertocomplywiththe EBAGuidelines.

This information will help us understand whether PSPs have appropriate systems and controls to
adequately protect users against fraud and financial crime and to understand the security risks faced by the
industryasawhole.

Process

AlIPSPsandexeeptEMIsshouldfollowtheinstructionsonthe Gabrielonline systemor RegData online system (as
applicable)tosubmittheirreturns electronically. Gabriel/RegData online system (as applicable)canalsobeused

toviewatailoredscheduleofyourreportingrequirements.

52 The EBA Guidelines on fraud reporting are available here: https://www.eba.europa.eu/documents/10180/2281937/Guidelines+on+fr
aud+reporting+under+Article+96%286%29%20PSD2+%28EBA-GL-2018-05%29.pdf
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Reports required — REP018 Operational and Security Risk reporting form

Requiredtosubmit: AlIPSPs(creditinstitutions,Pls,EMIswhenofferingpaymentservices,andRAISPs). Frequency:
PSPs must report to us at least once per calendar year. PSPs may report up to once per quarter, butno
more frequently. If PSPs choose not to submit a report in a particular quarter they should access the form and
answer “No”toquestion1.WhereaPSPsubmitslessthanfourreportsperyear,a

“nil return” for the quarters during which a PSP is not reporting can be submitted at the same time as the
completed report issubmitted.

Method of submission: Gabriel/RegData; exceptEMis{pleasesee“Process” below)
Handbook references: SUP 16.13.9 to 16.13.17 and SUP 16.13.18 to 16.13.21 and SUP16 Annex 27H, GEN 2.2.36(9)-(13)

Content and purpose

Thisnotificationisrequired underRegulation 98 ofthe PSRs 2017.Each paymentservice provider mustprovide

us with anupdated and comprehensive assessment of the operational and security risks

relating to the payment services it provides and on the adequacy of the mitigation measures and control
mechanismsimplementedinresponsetothoserisks.

Requiring PSPs to submit this report helps us discharge our supervisory functions effectively. This report will
strengthen our understanding of the operational and security risks encountered by PSPs in the payment
services they offerand whether PSPs have appropriate systems and controls in place to address operational
and security risks.

The operational and security risk report should include the results of the latest assessment of the
operational and security risks related to the payment services provided by the PSP and an assessment of the
adequacy of the mitigation measures and control mechanisms implemented in response to those risks. REP018
contains further details of what the risk assessment and assessment of the adequacy of mitigation measures
shouldinclude.

We also use the information submitted in this report to assess whether PSPs relying on the SCA-RTS Article 17
exemption (“corporate payment exemption”) from strong customer authentication have in place processes
and protocols that guarantee at least equivalent levels of security to those provided for bythe Payment Services

Regulations 2017 PSB2(seeSUP 16.13.18).PSPsrelyingonthisexemption mustsubmittherequiredinformationin
this reportatleast 3 monthsin advance of the date of intended use of the exemption.

Process
Operational and Security Risk Report (REP018) — PSD2 is available at SUP 16 Annex 27G.
AllPSPsandexeeptEMIsshouldfollowtheinstructionsonthe Gabrielonline systemor RegData online system (as

applicable)tosubmittheirreturns electronically. Gabriel/RegDatacanalsobe used toviewatailored schedule of
yourreportingrequirements (it

It isthe firm’s responsibility to comply with their reporting requirements. The scheduleis forindicative purposes
only).
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Reportrequired—REP020 Statisticsontheavailabilityand performanceofadedicatedinterface
Required to submit: ASPSPs that opt to provide a dedicated interface under SCA-RTS Atrticle 31
Frequency: Quarterly

Submission date: Within 1 month of every publication on the ASPSP’s website of the statistics required to be
published under SCA-RTS Article 32(4)

Although the SCA-RTS does not give details of what quarterly means in terms of publication of the statistics, we would
expect publication to be aligned to standard calendar quarters. This means the first publication would be a partial
quarterinrespectof14Septemberto30September,andpublicationwould align with each full quarterthereafter.

Method of submission: Gabriel/RegData (as applicable) {emai-if-EMI-or-SEMI}
Handbook references: SUP 16.13.22 to 16.13.24 and SUP16 Annex 46AD, GEN 2.2.36(9)-(13)

Content and purpose

Inthis report, the ASPSP is asked to provide the same statistics that it has published on its website under SCA-RTS
Article 32(4). The published and reported statistics should_apply-eet the requirements of the EBA Guidelines on

the conditions to be met to benefit from an exemption from the contingency mechanism underSCA-RTSArticle
33(6). This includes key performance indicators on the availability and performance of the dedicated interface in
accordancewithEBAGuideline2.

The purpose of this reportis to ensure that we receive information relevant to our ongoing assessment of
whetheran ASPSP continues to meet the conditions for exemption from the contingency mechanism,

under SCA-RTS Article 33(6) and more generally to understand the availability and performance of ASPSPs’ dedicated
interfaces.

Process
ASPSPs andexeept EMIs should follow the instructions on the Gabriel/ online system (as applicable) to submit

REP020 electronically. Gabriel/RegData —can also be used to view a tailored schedule of your reporting
requirements.

Reports required — REP002 Annual controllers report and REPO01 annual close links report
Required to submit: authorised EMIs and authorised Pls. Note that credit institutions and other FSMA—
regulated firms have an equivalent obligation under SUP 16.4 and SUP 16.5.

Frequency: Annual

Submission date: Within 4 months of the authorised EMI or authorised PI’s accounting reference date.

Method of submission: Gabriel/RegData {ermai-fEMH}
Handbook references: SUP 16.15.5 D (for authorised EMIs) and SUP 16.13.3-A D (for authorised Pls), GEN

2.2.36(9)-(13).

Content and purpose
Controllers report

UndertheEMRsandthe PSRs2017,personsacquiringordisposingofaqualifyingholdingintherelevant institution
must seek our approval for the change in control. We expect authorised Pls and authorised EMIs to understand
who owns their business and, in accordance with regulation 37 of the EMRs and regulation 37 of the PSRs 2017,
notifyusofanychangeincircumstance.

The controllers report asks for information on the current control structure and will allow us to verify that
the authorised Pls and authorised EMIs (as well as the persons thatcontrolthem)are providing us with the
appropriateinformationinaccordance withtheir obligations.

Close links report

Ifanauthorised Plorauthorised EMIhasclose links, thenwe must be satisfied thatthose linksare not likely to
preventour effective supervision of the relevantinstitution. In the close links report the institutionis asked

to provide information oniits close links (including a group organisation chart) and to confirm whether
there have beenany material changestotheinstitution’s close links since the

submission of the last report (or application for authorisation). The information provided will allow us to confirm
therelevantinstitution’s ongoing compliance with its conditions of authorisation.

Process
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AlIPSPsexceptEMIsshouldfollowtheinstructionsonthe Gabrielonlinesystemor -RegData online system (as
applicable) tosubmitthereturn REP002 electronically. Moreinformationaboutannual controllersreporting
canbefoundat: https:// www.fca.org.uk/firms/regulatory-reporting/annual-controllers-reporting

Al PSPs except EMIs should follow the instructions onthe Gabriel online system or RegData online system

(as_applicable) to submitthe return REPOO1 electronically. More information about close links reporting
can be found at: https://www.fca.org.uk/firms/regulatory-reporting/close-links

EMiIsshould_complete the dewnleoad REPOO1via Gabriel/RegData online system (as applicable). avaitablehere

ompleteitelectron A elandsend ousbyemai-o—reg ory-reporis@

Report required — REP-CRIM Annual financial crime report

Required to submit: EMIs that have reported total revenue of £5 million or more as at its last accounting
reference date. Note that creditinstitutions and other FSMA—regulated firms have an equivalent obligation under
SUP16.23.

Frequency: Annual

Submission date: Within 60 business days of the EMI’s accounting reference date.
Method of submission: Online survey

Handbook references: SUP

16.15.5A, GEN  2.2.36(9)-(13)

Content and purpose

In this report, the EMI is asked to provide information on:

® thejurisdictionsinwhichitoperates

® thenumberofcustomersincertain highrisk categories customers

® thenumberofcustomersinthecertaingeographicalareas

® compliancewithfinancialcrimelegislationincludingsuspiciousactivityreportsfiled

® thenumber ofstaff occupyingfinancial crimeroles

® sanctions screening

¢ the top three most prevalent types of fraud

The purpose of this report is to ensure that we receive regular and comprehensive information about the firm’s
systems and controls in preventing financial crime and to assess the nature of financial crime risks within the
industry.

Process

Electronic money institutions are not currently reporting through Gabriel/RegData online system (as

applicable), our regulatory reporting system. We have therefore made alternative arrangementsforcompletion
ofthereturnviaanonline survey.

Credit institutions that offer e-money

13:613.7 Creditinstitutions that issue e-money are expected to report the amount of their e-money liabilities
on a periodic basis. The frequency and form of this reporting will depend on the type of regulated
activitiesundertaken bythe creditinstitutionandits group structure. More informationcanbefound
on our website: https://www.fca.org. uk/firms/electronic-money-reporting-requirements

Accounting information for payment services and e-money issuance

‘ 13-713.8 UnderWhere regulation 24 of the PSRs 2017 is applicable, authorised Pls that carry on activity
other thanthe provision of paymentservicesarerequiredto provide separateaccounting
information to us in respect of the provision of payment services. Such information mustbe
subject, whererelevant,toanauditor’sreport. Authorised EMlIsthatcarry on activity other than
the issuance of e-money and the provision of payment services haveanequivalentobligation
wnderwhereregulation250ftheEMRs applies.
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13-813.9 Ifthe accountsare audited and filed with Companies House they should be sent to us atthe sametime.
If,assmallfirms, theyare not required tofile audited accounts with CompaniesHouseweexpectthe
‘paymentservicesbusinessonly’ accountstobesent to us within nine months ofthe PlorEMI’s
Accounting Reference Date (ARD).

13:913.10 Information required under regulation 24 of the PSRs 2017 and regulation 25 of the EMRs
shouldbeprovided through Gabriel/RegData online system (as applicable).irelectronicform

Late submission of returns

13-1013.11  AllPSPsande-moneyissuers mustcomply with the deadlines for sending regulatory
data to us. Our normal data collection processes will apply so PSPs and e-money issuers
failingtomeetthereportingdeadlineswill beremindedtodosoandbesubject to an administrative
charge of £250. This is in common with reporting by all FCA- authorised orregistered firms, whichis
received and processedinthe same way as returnsandreportsrequiredundertheEMRsandPSRs2017
willbe.

Part Il: Notifications

13-131413.12  Asummaryofthenotificationrequirementsfor PSPsand e-moneyissuersisshownin thetables
below.

Notification required —NOT002 Payment Account Service rejections or withdrawals
Required to notify: Credit institutions

When to notify: A credit institution must submit the notification in line with SUP 15.14.6 D

Method of submission: Connect

Handbook reference: SUP 15.14 (Notifications under the Payment Services Regulations), SUP 15 Annex 9(Form
NOT002PaymentAccountServicerejectionsorwithdrawals), GEN 2.2.36(9)-(13)

Content and purpose

Under regulation 105(3) of the PSRs 2017, a credit institution that refuses a PSP’s request to access payment
accountservices must provide duly motivated reasons for the refusal to us. We will use the information provided
inthis notification for the purposes of supervising compliance with regulation 105 of the PSRs 2017 (jointly with
the PSR). Please refer to Chapter 16 — Payment service providers’ access to payment account services for
more information.

Process

Credit institutions should follow the instructions on the Connect online system to submit their
notification electronically.

Notification required—NOTO003 AIS/PIS denial

Required to notify: account servicing payment service providers (ASPSPs)

When to notify: The ASPSP must notify us immediately in line with SUP 15.14.12 D
Method of submission: Connect

Handbook reference: SUP 15.14(Notificationsunderthe PaymentServices Regulations), SUP 15 Annex 10 (Form
NOT003 AIS/PISdenial), GEN 2.2.36(9)-(13)-

Content and purpose

Under regulation 71(8)(c) of the PSRs 2017, an ASPSP that denies a PISP or AISP access to payment service users’
payment accounts must submit a notification to us. The notification must include the details of the case and
the reasons for taking action. Please refer to Chapter 17 — Payment initiation and account information
services and confirmation of availability of funds for more information.

Process

ASPSPs should follow the instructions on the Connect online system to submit their notification
electronically.
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Notification required — NOT004 Notification that a fraud rate has been exceeded (SCA-RTS
Article20)

Required to notify: PSPs making use of the transactional risk analysis exemption When
to notify: A PSP must submit the notification in line with SUP 15.14.34 Method of
submission: Connect

Handbookreference: SUP15.14.29t015.14.37 (Notificationthatafraudratehasbeenexceeded (SCA- RTS Article
20),SUP 15 Annex 12 (Form NOT004), GEN 2.2.36(9)-(13)

Content and purpose

Article 18 of the SCA-RTS permits PSPs not to apply strong customer authentication where the payer
initiates a remote electronic payment transaction identified by the PSP as posing a low level of risk according
to the transaction monitoring mechanism referred to in Article 2 and where certain other conditions
setoutinArticle 18 of the SCA-RTS are met. One of these conditions requires that the fraud rate for that type of
transaction and amount, calculated in accordance with Article 19 of the SCA-RTS, is equivalent to or lowerthan
thereference fraud rateindicated in the Annexto the SCA-RTS. Where a PSP’smonitoredfraudrate exceedsthe
applicable reference fraud rate, Article 20(1) of the SCA-RTS requires it to immediately report to the FCA,
providing a description of the measures that it intends to adopt to restore compliance with the reference
fraud rates.

See also, Chapter 20 — Authentication for more information.

Process

PSPs should follow the instructions on the Connect online system to submit their notification
electronically.

Notification required — NOTOO5 Problems with a dedicated interface (SCA-RTS Article
33(3))

Required to notify: ASPSPs, AISPs, PISPs and CBPIls

Whentonotify: The ASPSP,AISP,PISP or CBPlImustnotifyuswithoutunduedelayinlinewithSUP 15.14.38
Method of submission: Connect

Handbook reference: SUP 15.14.38 (Notifying problems with a dedicated interface (Article 33(3) of the SCA-
RTS), SUP 15 Annex 9 (Form NOT005 in SUP 16 Annex 13), GEN 2.2.36(9)-(13)

Content and purpose

Under SCA-RTS Article 33(3), ASPSPs, AISPs, PISPs and CBPIIs are required to report problems with dedicated
interfaces without undue delay. Please refer to Chapter 17— Payment initiation and account information
services and confirmation of availability of funds for more information.

Process

ASPSPs,and PSPscarryingoutAlS,PISand CBPII,shouldfollowtheinstructionsonthe Connectonline _system to
submit their notification electronically.

Notification required — Credit institutions providing (or intending to provide) account
information or payment initiation services
Required to notify: Credit institutions

When to notify: Before the credit institution begins providing such services
Method of submission: Email
Handbook reference: SUP 15.8.12 D — SUP 15.8.15D and SUP 15.7.1, GEN 2.2.36(9)-(13)

Content and purpose

The credit institution is required to provide a description of the AlS or PIS activity. We require this information
in order to improve our understanding of the providers in this new and emerging market. This willhelpus
measure potentialriskstoconsumers, aswellasindicate how competitionisworkinginthe sector.

Process

Creditinstitutions should use the form at SUP 15 Annex4 and return by emailto an address for the firm’s usual
supervisory contactatthe FCA.
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Notification required — Notification of major operational or security incidents — PSD2

Required to notify: All PSPs are required to notify us without undue delay if they become aware of a major

operationalorsecurityincident.SUP15.14.20Drequires PSPstocomplywiththe EBAGuidelines onmajorincident

reportingunder PSD2. These Guidelines specify the criteriaa PSP should use to assess whether an operational or

security incident is major and needs to be reported to us. These Guidelines also specify the format for the

notificationandthe proceduresthe PSPshouldfollow. PSPsarerequired tosubmitaninitial,intermediate andfinal

notification.

When to notify: The notification channel is usually available at all times.

The initial notification should be submitted to us within the first four hours from the moment the incident
was detected, or, if the notification channel is not available or operational at that time, as soon as_itbecomes

availableoroperationalagain.

We may direct PSPs to submit initial notifications at times other than those specified above.

An intermediate report should be submitted, using the same method, every time there is a relevant status
update to theincident. Asa minimum, it should be submitted by the date indicated in the previous report (either
the initial report or the previous intermediate report).

Afinal report must be submitted when the root cause analysis has taken place (regardless of whether mitigation

measures have already beenimplemented orthe final root-cause has beenidentified) and thereareactualfigures

availabletoreplaceanyearlierestimates.

Method of submission: Connect
Handbook references: SUP 15.14.16 to 15.14.22 and SUP 15 Annex 11D, GEN 2.2.36(9)-(13)

Content and purpose

ThisnotificationisrequiredunderRegulation 99 ofthe PSRs 2017.Thenotification mustincludethe information set

outinthetemplate formcitedin SUP 15 Annex 11D and must bein writing.

Requiring PSPs to notify us of majoroperational orsecurity incidents helps us discharge oursupervisory functions

by providing us with information onthe most serious operationaland securityincidents.

Process

Businesses should follow the instructions on Connect to submit their notifications electronically

Part lll: Notifications of use of limited network and electronic communication exclusions

The Limited Network Exclusion (LNE) applies to monetary value and services based on specific
payment instruments that can be used only in a limited way. Chapter 15, Q-40 of in PERG provides
more information about the exclusion and types of activities that may fall under each limb of the
exclusion.

Businesses that rely on limbs (i)-(iii) of the LNE must notify the FCA where the total value of
payment transactions executed through such services or made with the monetary value issued
exceeds 1 million euros in any 12--month period. The form and content of the notification is set
out in a direction, and summarized below.

The Electronic Communication Exclusion (ECE) applies to payment transactions resulting from
services provided by a provider of electronic communications networks or services, and monetary
value use to make such transactions. It applies where the service is provided in addition to
electronic communications services for a subscriber to the network or service and the payment is
charged to the related bill, but only applies to payment transactions for certain services and up to
certain value limits. Chapter 15, Q41A of PERG provides more information on the exclusion and
how businesses may be able to benefit from it.

Where a business provides or intends to provide services that fall under the ECE, it must notify the
FCA. It must also provide an annual auditor’s report testifying that the payment transactions do not
exceed the value limits (£40 per single payment transaction or £240 cumulative value of payment
transactions for an individual subscriber per month).
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The ECE notification requirements are set out in a direction and summarized below.

Notification required — Regulation 38 Notification of services carried out under the limited
networkexclusion

Required tonotify: A provider of services falling within paragraph 2(k)(i) to (iii) of Schedule 1 ofthe PSRs
2017 (activities involving limited network payment instruments which do not constitute payment
services), where the total value of the payment transactions executed through such servicesinany periodof12
monthsexceeds€1million.

When to notify: Service providers must notify as directed here:

ttps://www.fca.org.uk/publication/documents/limited-network-

exclusion-direction.pdf

Method of submission: Connect

Content and purpose

This notification is required under regulation 38 of the PSRs 2017. The notification must include a description
oftheserviceandtheexclusionbyvirtue of whichtheservicesare not paymentservices. In the notification form
we haveaskedaseriesof questionsdesignedtoillicitsufficientinformationabout the productorservicetoallow
ustodetermine whetherthe limited networkexemptionisapplicable.

We encourage you to provide us with detailed information on the product and basis for relying on the

exemption. For example, it is helpful to include a flow of funds diagram and the terms and conditions for the

relevant payment instrument.

For more information on the scope of the limited network exemption please see PERG 15 Q.40.

Process
Businesses should follow the instructions on Connect to submit their notification electronically. More

detailsareavailableonourwebsite: https://www.fca.org.uk/firms/limited-network-exclusion

Notification required —Regulation 39 Notification of services carried out under the electronic
communications exclusion

Required to notify: A provider (or proposed provider) of services for payment transactions falling within
paragraph?2(l)of Schedule 1 ofthe PSRs 2017 (activities involving electroniccommunications networks or
services which do not constitute payment services) and Regulation 3B(b) of the EMRs (asamended by paragraph
5(3B)ofSchedule8tothePSRs2017).

When to notify: Service provides must notify as directed here: https:/
Awww.fca.org.uk/firms/electronic-communications-

exclusionhttps://www.fca.org.uk/publication/documents/electronic-

communications-exclusion-direction.pdf

A service provider is also required to provide an audit opinion. The timing of the audit opinion depends on
the service providers’ accounting reference date. See direction for more details.

Method of submission: Connect

Content and purpose

This notification is required under regulation 39 of the PSRs 2017 and regulation 3B of the EMRs. A person who
provides or intends to provide a service falling within the electronic communications exclusion must
submittous:(a)anotificationincludingadescription ofthatservice (PSRs 2017) ora descriptionofthetransactions
forwhichthe monetaryvalueisintended to be used (EMRs); and (b) an annual audit opinion testifying that the
transactions for which the services is provided comply with the applicablefinanciallimits.

We encourage you to provide us with detailed information on the product and basis for relying on the

exemption. For example, it is helpful to include a flow-offundsdiagram-and-theterms and conditions for

the relevant service.

Formoreinformationonthescope oftheelectroniccommunicationsexclusionpleaseseePERG 15 Q41A.

Process
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Businesses should follow the instructions on Connect to submit their notification and auditor’s report
electronically.

Moredetailsareavailable on ourwebsite: https://www.fca.org.uk/firms/electronic-communications- exclusion
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14 Enforcement

14.1

This chapterdescribes ourenforcementapproach. Itis relevantto paymentservice providers(PSPs)
ande-moneyinstitutions(EMIs)andpersonswhoaresubjecttoour enforcementactionunderthe
PaymentServices Regulations 2017 (PSRs2017)orthe Electronic Money Regulations 2011
(EMRs).%®

Our enforcement approach

14.2

14.3

14.4

Ourapproachtoenforcingthe PSRs 2017,ardEMRs and requirements applicable to the
firms with temporary permissions set out in the Electronic Money, Payment Services and
Payment Systems (Amendment and Transitional Provisions) (EU Exit) Regulations 2018 (the Exit Sl).
mirrors our general approach to enforcementunderthe Financial Services and Markets Act
2000 (FSMA).**Itis setout in Chapter2ofthe Enforcement Guide (EG).

We seek to exercise our enforcement powers in a manner that is transparent, proportionate,
responsivetotheissueandconsistentwith ourpublicly stated policies. We also seek to ensure fair
treatment when exercising our enforcement powers. Finally, we aimto:

¢ changethebehaviourofthe person whoisthe subject of the action;

o deterfuture non-compliance by others;

¢ eliminateanyfinancialgainorbenefitfromnon-compliance;and

® whereappropriate,remedytheharmcausedbythenon-compliance.

Our approach for selecting cases for formal enforcement action in respect of
unauthorised activity follows our approach setoutin EG 2.4 and covers provision of
paymentservices by personsthatarenotPSPsorissuance ofe-moneybypersons thatare not
EMis.

How cases are referred to the Enforcement division

14.5

14.6

Whenwe consider whethertoreferacase (whetherunder FSMA, the PSRs 2017 or EMRs)toour
Enforcementdivisionforinvestigation, wetakeanumberofcriteriainto account. We have framedthe
criteriaasasetofquestions. Theytakeintoaccountour statutoryobjectives, businessprioritiesand
otherissues, suchastheresponse ofthe persontothe issues we are considering for referral.

Not all the criteria will be relevant to every case and there may be other considerations which are not
listed belowthatarerelevanttoaparticular case. Stafffromthe referring department, the Enforcement
division and, in some cases, from other areas of the FCA work together to decide whether to refer a
case forinvestigation. The referral criteria include the following:

53 Notethatthedefinitionof “paymentserviceprovider”includesagentsof paymentservice providersand excluded providersforthe
purposesofPart9 (the Authority)and Schedule 6 (applicationand modification of legislation) ofthe PSRs 2017.
54 Any breaches of DISP will be enforced using the normal FSMA procedures.
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® |sthereactual or potential consumerloss/detriment?

® Isthereevidenceoffinancialcrimeorriskoffinancialcrime?

® Arethereissuesthatindicateawidespreadproblemorweaknessatthebusiness?

* |sthereevidencethatthe business/person has profited from the action or potential breach(es)?
® Hasthebusinessfailed to bringthe actions or potential breachesto ourattention?

* Whatwasthereactionofthe business/persontothebreach?

14.7 The criteria may change from time to time; more information can be found on our website.

What tools will we use when investigating breaches?

14.8 The PSRs 2017 and EMRs allow us to use many of the powers of investigation we have under
FSMA.TheregulatorypowersprovidedtousbythePSRs2017andEMRsinclude thefollowing:

¢ Information requirements: we may require information by serving written notice on any person.

¢ Interviews: wemayrequireindividualsconnectedtothe PSPorEMIorconnectedto the
investigationtoattendaninterviewandanswerquestions.

e Search warrants: we may apply to the court for a search warrant to allow for the entry
andsearching of premisesandthe obtaining of documents.

Sanctions for breaches of the PSRs 2017 and EMRs

14.9 ThePSRs2017andEMRsallowustoimpose penaltiesandcensuresforbreachesof their requirements,
and to instigate criminal prosecutions, including against those persons who provide or claimto
provide payment services or who provide or claim to issue e-moneybutare notauthorised or
registeredtodo so (orare otherwise exempt). Wecanalsoorder PSPsorEMls,agentsandexcluded
providerstoproviderestitution to their customers.

14.10 Wecancancel,varyorplacerequirementsonaPl,RAISPorEMI’sauthorisation orregistrationwhere
certaincriteria,outlinedinthe PSRs2017,areEMRs _or Schedule 3 of the Exit SI,are met.Inadditionto
seriousbreachesofthe PSRs2017and EMRs, orfailureto meetthe minimum standards to remain
authorised orregistered, examples of the circumstanceswherewemaycancelanauthorisation,er
registration_or temporary authorisationinclude, butare notlimited to, persistent non-payment of
feesand levies owed to us, non-submission of an annual return and failing to provide us with
currentcontactinformation.

14.11  Wehaveanadditionalpowerunderregulation52 ofthe EMRsthatallowsustosuspend an EMI’s
authorisation or registration (as applicable) or impose limitations or other restrictionsonits
paymentservices ore-money businessactivities foramaximum of 12 months as we consider
appropriate.

1412  WhenweinformanEMIthatwearetakingsuchaction, wewillincludedetailsofthe periodfor
whichthesuspension, limitation orrestriction ofactivity mayapply.

14.13 Ourpolicyinrelationtohowweimpose penalties on PSPs and EMIs and other persons who
breachourrulesortherequirementsofthe PSRs2017and EMRscanbefound inChapter 19of EG, where
weexplainthatwewillhaveregardto Chapter6 of our Decision Procedure and Penalties Manual
(DEPP).
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14.14  We will have regard to the relevant factors in DEPP 6.2 in deciding whether to take action or not,
and DEPP 6.4 in deciding whether such action should be a financial penalty.Ifwedecidethata
financialpenaltyisappropriate,wewillhaveregardtoDEPP 6.5—6.5D, which sets out the factors we
will take into accountin setting the level of penalty.

Under Schedule 3 of the Exit SI, we can also impose requirements on TA firms where certain
conditions were met before IP Completion Day (as defined in the European Union (Withdrawal
Agreement) Act 2020).

The process when imposing penalties or censures

141614.15 Beforeimposingapenalty, wewillinformthe personorbusinessthatweintendtodo so. We will also
tell them the reasons for imposing a penalty or censure and, where relevant, its amount. They will
have at least 28 days to make representations to us, should they wish to do so. After this, we will
make a decision whether or not to take action. If we decide to proceed, andif the decisionis
contested, thereisarighttorefer themattertothe UpperTribunal (FinancialServices), whichisan
independentjudicial body.AswithcasesunderFSMA,wemaysettleormediateappropriatecases
involving civilbreachesofthe PSRs2017andEMRs.BothDEPP6.7and EG5 containfurther information
on our settlement process and settlement discount scheme.

141714.16  WemaypublishenforcementinformationaboutapersonorbusinessontheFinancial Services
Register if we consideritappropriate todo so.

Removal of agents from the Financial Services Register

14:1814.17  ThePSRs2017andEMRsallowustoremoveanagentofaPlorEMIfromtheFinancial Services
Register in specified circumstances, which include the following:

* wherewearenotsatisfied thatthedirectorsand personsresponsible forthe management
oftheagentarefitand proper persons;

® theremovalisdesirableto protecttheinterests of consumers;or
¢ iftheagent’sprovisionof paymentservicesis otherwise unlawful.

141914.18 _ Ifweproposetoremoveanagentfromthe Financial Services Registerotherthanat therequest
ofthe Plor EMI, we willinformthe Plor EMIthat we intend to do so and give them a warning notice
that sets out our reasons for the proposed removal and specifies the period inwhichthe Plor
EMI can make representations for us to consider. Afterthis, we will make our decision on whether
ornottotakethe proposedaction.

14:2614.19 If we decide to proceed, and the decision is contested, the Pl or EMI can refer the mattertothe
Upper Tribunal (Taxand Chancery Chamber). Ifthe matteris notreferred to the Tribunal within 28
days we will remove the agent from the Financial Services Register.

1421414.20 Ifthewarningnoticeidentifiesanotherperson(athird party)and,inouropinion, is prejudicialtothat
personthensection393of FSMA (third partyrights)applies. Wewill also give a copy of that notice to
the third party, and they also have the right to make representations and refer the notice tothe
Tribunal if we decide to proceed and take the proposed action.®®
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Where can | find moreinformation?

142214.21 EG 19 sets out more detail on the use of our non-FSMA enforcement powers (e.g. in
relationtothePSRs2017,andtheEMRsandtheMoneylLaundering, TerroristFinancing andTransferof
Funds(InformationonthePayer)Regulations2017).Annexes1and2 of Chapter 2 of DEPP setoutwho
will make the decisions to use our disciplinary and enforcementpowersunderthe EMRsand
PSRs2017.0Ourwebsitealsoincludesfurther details.

55 Third party rights also apply to proposed action to cancel an authorisation or registration, to take disciplinary measures or to require
restitution.
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Introduction

15.1

15.2

15.3

Fees: Pls,

15.4

15.5

15.6

All payment service providers (PSPs), including providers of account information services (AlS)

and payment initiation services (PIS), and e-money issuers are subject to fees that we are able to
levy to recover the costs of meeting our regulatory responsibilities under the Payment Services
Regulations 2017 (PSRs 2017) and Electronic Money Regulations 2011 (EMRs). This chapter
covers fees payable specifically by paymentinstitutions(Pls),registered account information service
providers (RAISPs)and e-moneyinstitutions(EMIs)andfees applicabletoPSPsande-moneyissuers
whichwecollectonbehalfoftheFinancial Ombudsman Service.

Since we receive nosubsidies from othersources butarefunded entirely by the firms we regulate, our
fees are intended to recover our costs in a way that is as fair and efficient as possible. Totarget the
recovery of our regulatory costs, we group fee- payersinto ‘fee-blocks.” Theseenable ustolink
togetherfirmswith similar permissions and allocate our costs to them. We then recover our costs
through periodic fees (variableannualfees),basedonametricknownasa‘tariffbase’.

Weconsultonregulatoryfeesandlevieseachyear.Intheautumn, wepublishpolicy proposalsfor
regulatoryfeesandlevies. Thisisfollowedin spring with aconsultation paper(CP)onthe
periodicfeeratestobechargedforthefollowingyear. Theseare finalisedinaPolicyStatement(PS),
whichweissueinJuneorluly.Firmsareinvoiced fromJuly.Allofthesepublicationsarelikelytocontain
proposalsaffectingPSPsand e-moneyissuers, who should look out forthem on our website so they
cansend us their comments.

EMlIs and RAISPs

PlsandEMIIs fallintothe‘G’fee-block.ThefeesofauthorisedPls,authorisedEMIsand registeredaceount

informationserviceproviders{RAISPs}are based onincome.Small Pls and small EMIs pay aflat fee.
Fees for firms in the Temporary Permissions Regime or Supervised Run-Off Regime (TA
Firms) are calculated using the same designations.

SeetheFeesManual (FEES)oftheHandbookforfurtherinformationonfees:

¢ Informationonapplicationfeesiscontainedin FEES3 Annex8andinFEES3Annex 10 for Pls and
EMls, respectively; and

*_FEES4Annex11Rprovidesinformationonperiodicfees:

e FEES 4A provides information on periodic fees for TA firms.

Inaddition, moreinformationisavailableonthefollowingwebpages:

* Feesandlevies: https://www.fca.org.uk/firms/fees
o Howwedecide https://www.fca.org.uk/firms/fees/how-we-decide-rates-annual-fees ratesfor
annual fees:

® Fees publications: https://www.fca.org.uk/firms/fees/publications

® Feescalculator: https://www.fca.org.uk/firms/calculate-your-annual-fee/fee-calculator

189


https://www.fca.org.uk/firms/calculate-your-annual-fee/fee-calculator
https://www.fca.org.uk/firms/fees/publications
https://www.fca.org.uk/firms/fees/how-we-decide-rates-annual-fees
https://www.fca.org.uk/firms/fees

i The FCA'srole under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 16

o FCAfeesmanual: https://www.handbook.fca.org.uk/handbook/FEES.pdf

Payment services fees preposalfor the Financial Ombudsman Service

15.7 PSPs,anrde-moneyissuers and TA Firms aresubjecttothejurisdictionoftheFinancialOmbudsman
Service. The Financial Ombudsman Service charges an annual levy to firms in its compulsory
jurisdiction, whichwecollectonits behalf.Acasefeeispayableforevery chargeablecase, butis
collectedbytheFinancialOmbudsmanServiceonceithas closed a chargeablecase.
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16.1

16.2

16.3

16.4

16.5
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Both the FCA and the Payment Systems Regulator are responsible for monitoring compliancewith
regulation 1050fthe PaymentServices Regulations 2017 (PSRs2017). Inthis chapter, unless
stated otherwise, referencesto ‘we’ or ‘us’mean the FCAand the Payment Systems Regulator
together. This chapteralso appears as chapter 3 of the PaymentSystemsRegulator's Approach

Document.%®

This chapter sets out our guidance on how we will apply the provisions of regulation 105ofthe
PSRs2017,whichdealswith PSPs’accesstopaymentaccountservices. It isrelevantto credit
institutions andto PSPs and prospective PSPswhowishto access these services inorderto
provide their own payment services. Forthe purposes of regulation1050fthePSRs2017andthis
chapter,“PSPs” means:

¢ authorised Pls

¢ smallPls

e RAISPs

s+ EEA-autherisedPls

+EEARAISPs

* EMis

Regulation 105 of the PSRs 2017 does not cover the provision of paymentaccount services
toothercreditinstitutions or other types of PSP not listed above.

The regulation also covers a person who has made an application to the FCA ertherelevant
competentauthorityinitshomeEuropeantconomicArea{EEA)State;tobe authorised orregistered

asanyofthePSPslistedabove.ReferencestoPSPsinthis chapterinclude prospective PSPsinthis
category.

Inline with HM Treasury’sinterpretation (putforward as part of its consultation on theimplementation
of PSD2)weconsider‘paymentaccountservices’ provided by creditinstitutions to include the
provision of payment accounts used for the purposes of making payment transactions on behalf
of clients, safeguarding accounts and operational accounts. As per regulation 105(2) of the
PSRs 2017 access to these services mustbesufficiently extensivetoallowthe PSPtoprovide
paymentservicesto its own customersinan unhindered and efficientmanner.

56 https://www.psr.org.uk
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The requirements of regulation 105

16.6

16.7

Regulation1050fthe PSRs2017requiresthatcreditinstitutionsmustgrantPSPs access to
payment account services on a proportionate, objective and non- discriminatory(POND)
basis.Theregulationalsorequirescreditinstitutionsto:

¢ provide PSPs that enquire about access to payment account services with the criteriathatthe
creditinstitutionapplieswhen consideringrequestsforsuch access;

* maintainarrangementstoensurethose criteria are appliedin a mannerwhich ensures
thataccesstopaymentaccountservicesisgrantedonaPONDbasis;

® ensurethat,whereaccessisprovided,itissufficientlyextensivetoallowthe PSPto provide
paymentservicesinanunhinderedandefficientmanner;and

¢ notifythe FCA ofthe reasonswhere accessis refused orwithdrawn.

Weprovideguidanceoneachoftheserequirementsbelow.

Granting PSPs access to payment account services on a POND basis

16.8

16.9

16.10

16.11

HM Treasury states in its consultation paper that “the regulation does not impose an absolute
obligation for creditinstitutionstograntaccess. The decisionto workwith a given paymentinstitution
isstillacommercial one, with creditinstitutions able totake into account costand risk.”

We agree with this statement. In our view, the effect of regulation 105 of the PSRs 2017 is to
ensure that credit institutions should consider applications from PSPs individuallyandon
theirownmerits.Theyshouldnothavepoliciesbasedonrestricting accesstothoseservicesforcertain
categoriesortypesof PSPs, without considering the specificrisks posed bythe businessand waysin
whichanindividual PSP might mitigate therisks.

This approach means that credit institutions should not deal generically with whole
categories of customers or potential customers. Instead, we expect creditinstitutions to recognise
that the costs, risks and potential revenues associated with different businessrelationshipsina
singlebroadcategorywillvary,andtomanagethose differences appropriately. Regulation 105 of
the PSRs 2017 reinforces the need todetermineapplicationsforbankingservicesbyPSPsnot
simplybyreferenceto membership ofaparticularcategoryofbusiness, buttakingaccountofthe
individual circumstancesofthespecificapplicant. Thisalignswiththeexpectationsthe FCAhas set out
for an effective risk-based approach to managing money-laundering risk by credit institutions.

Anon-exhaustivelistofthe factors we may consider when assessingwhetheracredit institutionis
grantingaccessonaPONDbasisincludesthefollowing (notallof which will necessarily be relevant to all
cases):

® Does the credit institution offer the payment account service that the PSP or prospective PSP
hasrequested?Howmuchcostandriskwoulditneedtoincurin ordertodoso?

® Hasthecreditinstitutionconsideredtheapplicant’sindividualcircumstances, includingthe
specificcosts, risksandrevenuesitmaypresent?

® Hasthecreditinstitution applied the same criteria or offered the applicant similar terms and
conditions to other PSPs that engage in comparable transactions or haveasimilar profile, taking
risk considerationsintoaccount(in otherwords, isit actinginanon-discriminatoryway)? Wemay
askthecreditinstitutiontoexplainany differences.

¢ Canthecreditinstitution objectively justify adecision nottograntaccess? Ifacredit institution has
not given a sound justification for its decision, we may require it to providefurtherreasons.See
paragraph16.36belowon “Providingduly motivated reasonstothe FCA”.
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® Isthecreditinstitution’sdecision nottograntaccesstoanapplicant proportionate? We mayassess
whetherthe criteria applied by the creditinstitutiontotheindividual applicant, or the information
and evidence required to support the application, go beyondwhatisreasonablynecessaryto
identifyandaddressanyconcernsthecredit institution mighthaveinrelationtograntingthe PSP
access.

¢ Couldthecreditinstitution’sconcernsbeaddressedinawaythatislessonerous thanrefusingor
withdrawingaccess,butequallyeffective(e.g.bychargingahigher priceorrequiringadditional
reportingasopposedtorestrictingaccessentirely)?

Factorsrelatingtotheprocessbywhichthedecisionwasreachedwillalsoberelevant toour
assessment,e.g.:

® Has the credit institution provided an opportunity to discuss the application and/ orthecriteria
meaningfullyand constructivelywiththeapplicant? Hasthe applicant been givenameaningful
opportunity toaddressany concernsthe creditinstitution mayhave?

® Has the applicant responded to any requests for information or evidence from the credit
institution within appropriate timescales? Has the applicant taken concrete and timely steps to
addressthecreditinstitution’sconcerns?

Providing criteria to potential applicants

16.13

16.14

16.15

16.16

16.17

16.18

WhenaPSPorprospective PSPisseekingaccesstopaymentaccountservicesforthe purpose of
providing paymentservices (referredtohereasa“potentialapplicant”), itis important that credit
institutions are transparent about the requirements the potential applicant will need to meet in
order to be granted access i.e. the credit institution’s ‘criteria’. Regulation 105 of the PSRs 2017
requirescreditinstitutionstoprovidethese criteriainresponsetoaccessenquiriesfrompotential
applicants.

Asapreliminarypoint,wewouldgenerallyexpectcreditinstitutionstoclearlysignpost thechannels
throughwhich potentialapplicantscanmakeenquiriesaboutaccessto paymentaccountservices
(e.g.adedicatedemailaddressortelephoneline). Through these channels information should
be readily available about the payment account services offered by the credit institution, how to
apply and the estimated timeframe fordecisionstobemadeonapplications.

Whereenquiriesare made, creditinstitutionsshould provide theircriteriatothe potential
applicantinwrittenform,or,whereitismadepubliclyavailable,e.g.ona website, direct the
enquiring party tothe relevantinformation.

The information that credit institutions provide should be clear and sufficiently comprehensive
so that an applicant could reasonably understand what they are expected to do when making
an application. This does not, however, extend to disclosingcommercially sensitiveinformation
aboutthecreditinstitution’sbusiness strategies orrisk appetites.

Wewould expect creditinstitutionstobeable toobjectively justify and explain how thecriteria,
includinganyminimumeligibility requirementsorexclusions, providedto the potentialapplicantare
necessarytoachievethe creditinstitution’sobjectivesand toaddresstherisksithastomitigate, i.e.
we would expect the criteriatobe based on POND principles.

As a minimum, we would expect the information provided to the potential applicant to cover all
areas against which the credit institution will assess the applicant and its business. For
example, thiscouldincludesettingoutforthepotentialapplicant:

¢ information about the payment account services the credit institution offers;

¢ anyexclusionsorminimumeligibility requirementsthat mustbe met; or
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¢ the information and evidence the credit institution will require from the potential applicantin
support of the application in order to make a decision on whether or not to provide payment
accountservices.

Wewouldalsoexpectcreditinstitutionstokeeptheircriteriaunderreviewand update them from
time to time in light of experience.

Maintaining arrangements to ensure criteria are applied on a POND basis

16.20

16.21

16.22

Creditinstitutionsarerequired to maintain arrangementsto ensure their criteriaare appliedina
manner which ensures access to paymentaccountservicesis grantedon aPONDbasis. These
arrangementsshouldensuretheconsistentapplicationofthose criteriainpracticetoevery
individualapplication.

Sucharrangements might cover, forexample, how clearaccountability fordecisions isachieved, how
relevantstaffaretrainedandhowcomplianceismonitoredinternally. It will be up to each credit
institution, however, to be able to demonstrate that it is maintaining appropriate arrangements.

Wewould expect creditinstitutionstomaintainarecord ofthesearrangementsand the
governance for setting and making changes to the criteria or their application.

Granting sufficiently extensive access

16.23

16.24

16.25

16.26

Regulation 1050fthe PSRs2017requiresthataccesstopaymentaccountservicesis sufficiently
extensivetoallowthePSPtoprovidepaymentservicesinanunhindered andefficientmanner.

Inassessingwhethercreditinstitutionsare meetingthisrequirement, we will consider whether PSPs
are able to access the services that are essential to their business activities.Inmostcasesthisis
likelytoinclude,asaminimum,apaymentaccount(that canbe usedtoexecutetransactionsonbehalf
ofthe PSP’susers); abusinesscurrent account(forholdingsalaries, workingcapital, etc.);anda
safeguardingaccount.For somePSPs,additionalproductsorservicesmayalsobeessentialtosupport
thePSP’s specificbusinessactivities(e.g.theabilitytomakecashdepositsmaybeessential toabusiness
operatingwithinacashheavymodel). Wewould alsoexpectthecredit institutiontograntaccessto
suchadditionalservicesonaPOND basisinaccordance withregulation 105 ofthe PSRs 2017 and
this chapter.

Regulation 105 of the PSRs 2017 does notrequire creditinstitutions to provide types of productsand
servicesthattheydonotalready provide. Wewould, however, expect credit institutions to provide
clear information to potential applicants on the products andservicesthatareavailable(including
thetermsandconditionsthatapply)aswellas the criteria that the credit institution will apply when
deciding whether to grant access tosuchservices.

Similarly, a credit institution may withdraw certain payment account services (or related services)
from a PSP or prospective PSP ifitcan demonstrate thatthe decision has been made on a POND
basis. If any aspect of the payment account service is withdrawn which preventsorobstructsthe
PSP orprospective PSP from providingits intended paymentservices, thisshould betreatedasa
withdrawal ofaccessandthe FCAshould benotifiedinaccordancewithregulation 105(3) of the PSRs
2017andthe following section.

Notifying the FCA where access is refused or withdrawn

16.27

Regulation 105(3) of the PSRs 2017 requires a credit institution to provide the FCA withduly
motivatedreasonswhereit:(i)refusesaPSPoraprospective PSP’srequest foraccesstopayment
accountservices;or(ii)withdrawssuchaccess.Thisincludes refusalswherethe reason forrefusalis
becausethe creditinstitution does not provide the paymentaccountservicerequested. Under
regulation 105(3) ofthe PSRs 2017, the FCA will share notifications with the Payment Systems
Regulator. There is no requirement under regulation 105 of the PSRs 2017 for credit institutions
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to provide theduly motivatedreasonstothe PSP orprospective PSP.Weexpectthatinpractice, credit
institutions will tell the PSP or prospective PSPs their decision except to the extentitis unlawful to
doso(e.g.duetorestrictions on ‘tipping off’- see guidance at paragraph 19.20 in Chapter 19 -
Financial crime).

Refusal and withdrawal

16.28

16.29

16.30

16.31

Ourviewisthatarefusalofarequestforaccesswould coverasituationwhereacredit institution
refused to grant access following consideration of an application and where the credit
institution prevented a potential applicant who wanted to make an application for payment
accountservicesfromdoing so.

It may be the case that a potential applicant has been provided with the relevant information and
criteriabyacreditinstitutionand wishestoapply toaccess payment account services, but has been
tolditisnoteligible to dosoor has not been permitted toprogressitsapplicationinatimelymanner.
Wewouldregardthisasarefusal and expect it to be notified to the FCA with duly motivated
reasons for the refusal. However,anotificationisnotrequiredifapotentialapplicanthasenquired
andhasthe opportunity toapply, but decides ofits own volition nottoapply.

Similarly,arefusaltograntaccessfollowingconsiderationofanapplicationshouldbe notified tothe
FCAwith duly motivatedreasons.

OnceaPSPorpotential PSP hasbeengrantedaccesstothe paymentaccount servicesitapplied
for,anywithdrawal orcancellationofthisaccessbythecredit institution should be notified to
the FCAwith duly motivatedreasons.

When the FCA should be notified of refusal or withdrawal

16.32

16.33

16.34

16.35

Regulation 105(3) of the PSRs 2017 requiresacreditinstitution to provide the FCA with duly
motivatedreasonsifitrefusesarequestforaccessorwithdrawsaccessto paymentaccountservices.
Creditinstitutionsare notrequired to provide separate or duplicate notificationtothe Payment
SystemsRegulator.

UnderSUP15.14.6 werequirethe creditinstitution tonotify the FCAofthereasons atthe sametimeas
itinformsthe applicant ofits refusal. If, forany reason, the credit institution does not notify the
applicant of its refusal, the credit institution must submit the notification to the FCA immediately
following the decision to refuse access in accordancewithSUP15.14.7.Thisalsoappliesinthecase

ofapotentialapplicantbeing denied accesstotheapplication process, whichwetreatasarefusalforthe

purposes ofregulation 105(3) ofthe PSRs 2017.

Notifications of withdrawal of access should be made to the FCA at the point that the credit
institution gives notice to the PSP or potential PSP that it will terminate the contract for the
provision of the whole or part of the payment account services.

Where a credit institution intends to withdraw access from all customers of a particular payment
account service, for example, if it intends to discontinue a particular product, or withdraw from
providing services altogether, we would expect it to contact the FCA to discuss this rather than
submitting a notification to the FCAfor each PSP under SUP 15.14.3.The FCAwill advise whetherandin

whatformdulymotivatedreasonsaretobe provided.
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Providing duly motivated reasons to the FCA

16.36

16.37

Inthe eventofarefusal orwithdrawal, a creditinstitution must submit the notification form
NOTO002 Payment Account Service rejections or withdrawals, completed in accordancewith
thenotificationruleSUP15.14.3D.

Wewillexpect “duly motivatedreasons” giveninthenotificationtorelatespecifically totheindividual
circumstancesofthe PSP orprospective PSP.We are unlikelyto considerblanketorgenericstatements
toconstitute ‘duly motivated reasons’. For example, where a PSP or prospective PSP falls ‘outside a
credit institution’s commercial appetite,’ the creditinstitution should explain the factors that
contributed tothisassessment. Wherea PSP or potential PSP falls ‘outside a creditinstitution’s risk
appetite,’thecreditinstitutionshould explainwhatelementsofthe PSP’sbusiness presenttoo greata
risk.

Monitoring compliance

16.38

16.39

16.40

TheFCAandPaymentSystemsRegulatormusteachmaintainarrangementsdesigned to
enablepaymentserviceusersandotherinterestedparties(suchasPSPs)tosubmit complaintsto
themaboutallegedinfringements of the PSRs 2017 (see Chapter 11 — Complaints Handling). This
includes complaints where a requirement imposed by orunder regulation 105 of the PSRs 2017
mighthave beenbreachedbyacredit institution. Wewillconsidercomplaintsfromindividualsthat
allegeinfringementsof regulation 105 ofthe PSRs 2017, togetherwith, andinlight of, information we
receivein notificationsunderregulation 105(3)ofthe PSRs 2017.

A decision on whether the Payment Systems Regulator, FCA or both regulators should
investigateandtakeactioninrelationtopotentialinfringementsindicated by notifications,
complaintsorboth, willbe made onacase-by-case basis, takinginto account the nature of the
information received and the roles and responsibilities of each regulator.

Eachregulatorinits capacity as competent authority will use its own procedures inorderto
carry outits dutiesunderthe PSRs 2017.Forthe FCA’s procedures and processes as competent
authority under the PSRs 2017, please refer to Chapter 14 —Enforcement. The Payment
Systems Regulator’s procedures and processes as competentauthority underthe PSRs 2017
areincludedinits PSRs 2017 powers and proceduresguidance, whichcanbefoundatAppendix 1 of
itsApproachDocument.
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17 Paymentinitiationandaccount informationservicesand

confirmation ofavailabilityoffunds

Introduction

171 Accountinformationservices (AlS)and paymentinitiation services (PIS)arenowinthe scope of
the Payment Services Regulations 2017 (PSRs 2017). Chapter 2—Scope and PERG 15 contain
further detailsand examplesofthe types of services thatfall within the descriptionof AISandPIS.

17.2 Thepaymentservice provider (PSP)providingand maintainingthe paymentaccount for the
payer is referred to in the PSRs 2017 as the ‘account servicing payment service provider’
(ASPSP) provided the account is accessible online. ASPSPs include businessesthatprovide‘payment
accounts’suchasbanks, buildingsocieties,payment institutions(Pls),e-moneyissuersandcreditcard
providers.

173 The institution providing the account information or payment initiation service is referredto
asan ‘accountinformation service provider’ (AISP) ora‘paymentinitiation serviceprovider’
(PISP).Theterms‘AISP’and‘PISP’inthisguidancerefertoproviders of AISand PISwhoare
authorised orregistered (asrelevant)to provide those services orare otherwise PSPs
providing those services underthe PSRs 2017. Any PSP providing these servicesisan AISP or
PISP whetherornotitalso provides other payment services under the PSRs 2017 or
activities regulated under the Financial ServicesandMarketsAct2000(FSMA).Forexample,ifa
creditinstitutionprovidesPIS orAlS, they will be covered by the terms PISPor AISPinrelationtotheir
provision of thatservice.

174 ThePSRs2017alsocreateaframeworkenablingaPSPthathasissuedacard-based paymentinstrument
toapayertoobtain confirmation froman ASPSP which holdsan account for that payer whether the
amount necessary for a payment transaction is availableonthataccount, therebyallowingthe
card-based paymentinstrumentissuer to better manage and reduce its credit risk. The institution
issuing the card-based paymentinstrumentisreferredtoasa‘card-basedpaymentinstrumentissuer’
(CcBPII). Further guidance on this is given in Chapter 8 — Conduct of business requirements.

+7/5—Also of relevance to ASPSPs, AISPs, PISPs and CBPIls are the Regulatery-Technical Standards on
strong customer authentication and common and secure_methods of communication (the
‘SCA-RTS’).made by the FCA under regulation 106A of the PSRs 2017 .%* The-security
measuresreferred-to-inregulations 68{3He)l-692 1o} 693 He 70RO B e FHA e} 776}
and-100-of the PSRs 2017 {securecommunicationandauthentication)andtheassociatedSCA-
RTSwillapply-tefirmsfrom14September2019.The SCA-RTS replaced EU Regulatory
Technical Standards (EU-RTS) which came into force on 14 March 2018, and
applied (in full) from 14 September 2019. TheEuropeanBanking Authority (EBA) hasissued a
series of ;;Hﬁ}OpinionsontheimplementationoftheF_USGA—RTS—(-t-lrwail%B#rOﬁH’ﬂieﬂ'—)—58 which provides
cIarltyoncertamrequwements and WhICh we consider relevant to the SCA-RTS.FheSCA-RTSand

2 4 apter-GuidanceontheSCA-

RTS requirements concerning strong customer authentication is given in Chapter 20 -
Authentication.

#6175

TheC ission-Del d-Reaulation{EU}-2018/389 {the SCA-RTSHs ilablehara httos:/lauyr-l urona-eullecal tant/EN/
3 5 =7 U T T P77 g A=) TENS
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1£717.6 Having effective control mechanisms in place to manage operational and security risksisakey
elementoftheregimecreated by RSB2the PSRs 2017. Forexample, theinformation thatwe
assess as partof anapplication forauthorisation orregistration to provide AlS or
authorisation to provide PIS includes a statement of the applicant’s security policy. This
coversadescriptionoftheapplicant’ssecurity controland mitigation measures, whichare
intended to provide adequate protectiontousers, and how these measures ensureahighlevel of
technicalsecurityanddataprotection,includinginrelationto ITsystemsusedbytheapplicant.
Regulation98ofthe PSRs2017explicitlyrequires aPSPtoestablishaframeworkwithappropriate
mitigation measuresand control mechanisms to manage the operational and security risks
relating to the payment services it provides, once authorised or registered. Chapter 18 —
Operational and security risks contains further information.

17£817.7 WhereanAISPoraPISPoutsourcesanyoperationalfunctionrelatingtoitsprovision of AISorPIS, the
AISPorPISPneedstoensurethatithasarrangementsthatallow itto fulfil the conditions of
registration orauthorisation, and will need to provide us with this information to demonstrate this
when applying, as we set out in Chapter3 — Authorisation and Registration. Changes in outsourcing
arrangements must be notified to us as detailed in Chapter 4 — Changes in circumstances of
authorisation and registration.

17917.8 Many other requirements applicable to PISPs and AISPs are set out in Chapter 8 — Conduct of
business requirements. PISPs will be subject to the majority of these requirementsand must

followthemtothe extentthattheyareapplicabletothe PISP’s businessmodelandthe waythatthe
PISPinteractswithitscustomers.

17£1017.9 ForAISPs,whichconductofbusinessrequirementsapplywilldependonwhetherthey areprovidingany
paymentservicesotherthanAlS. Abusinessoffering AISandno other payment service can apply to
us to become a registered account information service provider (RAISP) instead of seeking full
authorisation. RAISPs are subject to a more limited number of conduct of business requirements
than other PSPs. Otherwise, AISPs that are notsubject toreduced requirements mustfollow all of the
conduct ofbusiness requirementstothe extentthattheyareapplicable tothe AISP’s businessmodel
andthewaythatthe AISPinteractswithits customers.

1+#1117.10 Thischapteroutlinesand providesguidanceinrelationtothe requirementsintroduced inthe
PSRs2017thatrelatetoAlSandPIS.Thischapterissplitintothirteen parts:

® scopeofaccountssubjecttothe requirements
® requirements onASPSPs

® requirementsonPISPs,AISPsandCBPIls

e other requirements applicable to PISPs

® otherrequirementsapplicabletoAISPs

® requirementsonASPSPs, CBPIls, PISPsand AISPs when communicating and interacting with
their customers in relation to these services

+transitionabarangementsbefore the SCA-RTS becomes—applicable
® requirementsonallASPSPsforsecurecommunication

® requirements on ASPSPs providing access via a dedicated interface
¢ exemptionfromthe contingency mechanism

¢ exemptioncriteriaand FCAinformationrequirements

® revoking exemptions
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® reporting problemswiththe dedicatedinterface

Scope of accounts subject to the requirements
173121711 PERG 15 providesfurtherguidance onthe activities thatconstitute AISand PIS.

1A1317.12 Regulations68,69and 70ofthe PSRs2017onlyapplyto‘paymentaccounts’whichare ‘accessible
online’.

17141713 A ‘paymentaccount’ means ‘an account held in the name of one or more payment
service userswhichisusedforthe execution of paymenttransactions.’ We provide guidanceonthe
definition of paymentaccountinPERG 15.3.Underthisguidance, a payment account can include,
but is not limited to, current accounts, e-money accounts, flexible savingsaccounts, creditcard
accountsandcurrentaccount
mortgages.

171517.14 Themeaningof‘accessibleonline’isnotdefined underthe PSRs2017.Inourview, anaccountis
accessibleonlineifthe ASPSPoffersonlinebankingservicesinrelation to that account. Online banking
services may be provided through websites or applications,andmaybeaccessible usingadesktop
computer,mobilephone,tablet or any other such device. Whether an account is accessible online
should not be dependentonwhetheraparticularcustomerhaschosentoactivate online banking
serviceswiththe ASPSP.Asaresult,anASPSPshouldnotdenyanAISPorPISP accesstoacustomer’s
accountorrefusetogive confirmation of availability of funds toa CBPllonthe basisthatthe customer
hasnotregisteredforonlinebanking. The customermay,however,needtoactivateonlinebanking
servicesbeforetheycanuse AlSorPIS,iftheydonotalreadyhavethesecurity credentialsforuseinthe
ASPSP’s authentication- procedures.

173617.15  Thepurposesforwhichthe specificaccountcanbeaccessedonlinealsoneedsto be
consideredwhendeterminingwhetheranaccountis‘accessibleonline’.Whether regulations68, 69 and
700fthe PSRs 2017 apply toapaymentaccountwill partly depend on what the account holding
customer could do with that account online. In ourview,anaccountwhichisavailableonlineona
‘viewonly’basis, butwithoutany paymentfunctionality, would notbe ‘accessibleonline’forthe
purposesofPIS.Itwould, however, be ‘accessibleonline’ forthe purposesof AISand confirmation of
availability offundstoaCBPII.

1731717.16 Theeffectofanaccountbeinga‘paymentaccount’ whichis ‘accessible online’ isthat payment
serviceusershavearighttousetheservicesof CPBIls,AISPsandPISPsin relationtotheseaccounts.
ASPSPs,CBPlIs,AlSPsandPISPsbecomesubjecttoa numberofrequirementsandwe provideguidance
onthesebelow.

Requirements on ASPSPs

When requirements on ASPSPs apply (regulations 68(4), 69(2) and 70(2))
1A1817.17 WhenanASPSP’scustomer usesanAlSorgives explicit consentforapaymentto bemade
throughaPISinaccordancewithregulation67ofthe PSRs2017,the ASPSP mustcomply with certain
obligations. Thisconsentcanbe provided directlytothe ASPSPorprovidedviaaPISP(e.g.where
thePISPtransmitsthe personalisedsecurity credentials)orviathepayee.

141917.18 Asperregulation68(55)(b)ofthePSRs2017,whenanASPSP’scustomerhasgiventhe ASPSP
explicitconsenttoprovideconfirmationonavailability offundstoaCBPII, the ASPSPmustimmediately
providesuchconfirmationupontherequestofthatCBPII.

1£2017.19 Guidanceisgivenatparagraph17.53onthemeaningof‘explicitconsent’.

59 Whether access is via a dedicated interface or by allowing PISPs, AISPs, CBPIls to use the interface used for authentication and
communication with the ASPSP’s payment service users.
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Communication with CBPIIs, PISPs and AISPs (regulations 68(3)(c) 69(2)(a)
and 70(2)(a)

> -aAn ASPSP must com

Vi

—aA municate with CBPIIs, PISPs and AISPs (including with their
agents or outsourcers where providing relevant aspects of theirservice)inaccordancewith
the SCA-RTS (inparticular SCA-RTS Articles 30to 36).Insummary,theSCA-RTSwiltrequires
ASPSPstocommunicatesecurelyandto offeramethodofaccesstoAlSPs,PISPsand CBPlIswhich
complieswithanumber of minimumstandards,includingrequirementsforidentification, traceability
of transactions(inlinewithSCA-RTSArticle29),thesecurityofcommunicationsessions anddata
exchange.Wherean ASPSP provides multiple securemethodsofaccess, at least one of those methods

of access®® must meetallofthe ASPSP’s obligations under the PSRs 2017 (including the SCA-RTS).

Confirmation of the availability of funds (regulation 68(4)) — CBPII

1£2317.21 If the ASPSP receives a request that meets the requirements of regulation 68(2) of the PSRs
2017, and in accordance with SCA-RTS Article 36(1)(c), the ASPSP must immediatelyprovidea ‘yes’or
‘no’answerontheavailabilityoftheamountnecessary forthe execution of the card-based payment
transaction. We consider ‘immediately’ in this context to mean that the response should be
sufficiently fast so as not to cause any material delay inthe paymenttransaction, andthereforethisis
likelytomeanthe answermustbeprovidedassoonastherequestisreceived.

1£2417.22 InlinewiththeJune 2018 EBAOpinion, whendeterminingwhethertogivea‘yes’or‘no’ response
totherequest for confirmation of the availability of funds from a card-based payment instrument
issuer,the ASPSPisrequiredtotakeintoaccount,atthetimetherequest isreceived, the same
informationitwould considerifthe customer was executing apaymenttransactiondirectlywiththe
ASPSP.Suchinformation mayinclude, for example,theavailablebalance,anyagreedoverdraftandany
incomingoroutgoing paymentsthatwillaffectthefundsavailable.

Confirmation of the availability of funds — PISP

17£2517.23 The EBA Opinion clarifies that Article 36(1)(c) applies to PSPs, rather than solely CBPIls.
This means the requirement for ASPSPs to provide the ‘yes’ or ‘no’ confirmation of
the availability of funds response also applies torequests received from PISPs. The
EBA notesthatthe ‘yes’ or ‘no’ confirmation will help PISPs to manage the risk of non-
execution. PISPs should only make arequestforthe ‘yes’ or ‘no’ confirmation, when
they intend to initiate a payment.

1£2617.24 WhendeterminingitsresponsetoaPISP’s‘yes’or‘no’request,the ASPSPshouldtake into
account,atthetimetherequestisreceived, the sameinformation (e.g.available balance, agreed
overdraft, incoming and outgoing funds) it would consider if the customerwasexecutingapayment
transactiondirectlywiththe ASPSP.The ASPSP should provide a ‘yes’ responseifitwould, inthe
circumstances, execute apayment instructiongiven byacustomerdirectly.

21725 The EBAOpinion also sets out that where an ASPSP does not have a systemthat enablesitto
adequatelyrespondtothe confirmationrequestsentbyaPISP,itshould be possible foraPISPto
requestinformation related to the availability of sufficient funds.TheASPSPshouldprovideormake
availabletothePISPthesameinformation the ASPSPwould useitselftodetermine the ‘yes’or
‘no’response.

172817.26 WhereaPISPintendstomake sucharequest, we expectthe PISPto obtainthe payer’s explicit
consent in advance, in line with regulation 97 of the PSRs 2017 rather than on a transaction-by-
transactionbasis. Inourview, thereisnorequirementforthe PISP to have additional authorisation
orregistration as an AISP for this purpose or forthe ASPSPtocheckthatthe PISPhasobtainedthe
customer’sexplicitconsent.
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Information on the initiation of the payment transaction (regulation 69(2)(b))

1£2917.27 Thisisonlyapplicable topaymentinitiation services. As part ofthe paymentinitiation process,a
PISPwilltransmitapaymentordertothe ASPSPforprocessing.Immediately after receipt of this payment
order,the ASPSP must provide or make availabletothe PISP ‘all information on the initiation of the
payment transaction and all information accessibletothe ASPSPregardingthe execution ofthe
paymenttransaction’. Thisis likely to take place duringthe communication sessioninwhichthe
paymentisinitiated.

173017.28 In our view, the requirement to provide or make available ‘all information on the initiation
of the payment transaction and all information accessible to the ASPSP regardingthe execution of
the paymenttransaction’ wouldinclude,asaminimum,the information, asspecifiedinregulation45
ofthe PSRs 2017, thatwould be provided or made available tothe customerdirectly ifthe customer
initiated a payment. Itwould thereforeinclude:

® the name of the payer

¢ areferenceenablingthepayertoidentifythe paymenttransactionand, where appropriate,
informationrelatingtothepayee

¢ the amount of the payment transaction in the currency used in the payment order

¢ theamountofanychargesforthe paymenttransaction payable by the payer (tothe payer’sPSP)
and,whereapplicable,abreakdownoftheamountsofsuchcharges

* whereanexchangerateisusedinthe paymenttransaction(bythe payer’sPSP) and the actualrate
usedinthe paymenttransaction differsfromtherate provided inaccordancewithregulation
43(2)(d)ofthePSRs2017,theactualrateusedor areference toit, and the amount of the payment
transaction after that currency conversion

¢ thedate onwhichthe PSP received the paymentorder

173117.29 Additionally, underregulation 44 ofthe PSRs2017,aPISPisrequired to provide the payer certain
additional information after the initiation of the payment order. This includes confirmation of
the successfulinitiation of the payment order with the payer’s ASPSP. It is necessary, therefore,
for the ASPSP to provide this confirmation to the PISP,inorderforthe PISPtoprovideittothe payer.
The ASPSP mustalso provideany other information on the initiation and execution of the payment
transaction that it would otherwise provide directly to the payment service user pursuant to
SCA-RTS Article 36(2).

Treatment of data requests and payment orders (regulations 69(2)(c) and 70(2)(b))
1£3217.30 Thoughtheymayprovidefactualinformationexplaining AlSandPIS,ASPSPsmust not prohibit
ordiscourage customersfromusing AlSor PIS (egby communicating to customersthattheywill be

responsible forunauthorised transactionsiftheyshare their personalised security credentials
with AISPs and PISPs).

1£3317.31 An ASPSP must treat data requests and payment orders from AISPs and PISPs the same as
those that comedirectly fromits customers unlessit has objective reasonsto treatthem differently.
Inourview, thereferencesto “objective reasons” inregulations 69(2)(c)and70(2)(b) ofthe PSRs2017
wouldgenerallyhavethesamemeaningasin regulation71(7)ofthePSRs2017,asobjectiveandduly
evidencedreasonsrelating tofraudulentorunauthorisedaccessbythatAISPorPISPcanpotentially
justify differential treatment.

AlS data requests
173417.32 ForAlS, weexpectASPSPstomakethesameinformationavailabletoacustomervia anAlSPas
wouldbeavailabletothe customeriftheyaccessedtheiraccountonline directly withthe ASPSP,
providedthisdoesnotincludesensitive paymentdata(see section 17.63 on sensitive payments data
below). Theamount ofinformation which is required to be made available will, therefore, differ
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across ASPSPs and across accounts.InlinewiththeEBAOpinion,ASPSPsshouldmakeavailablethe
maximum amountofinformationthatwould beavailable tothe customeracrossthe channels the
customer usestoaccesstheir paymentaccountdirectly. Forexample, if there are more dataavailable
tothe customerdirectly through the web browser channelthan the mobile app, itisthe amount of
dataavailable throughthe web browserthatshould bemadeavailableviatheAISP.Togivesome
examples,wewouldexpectthefollowing sortsofinformationtobemadeavailableviaanAISP:

¢ informationrelatingtotheaccount,includingthe name(s)oftheaccountholder(s) andthe
accountnumber; combined with

® transactiondata, whichshouldbeprovidedtothesamelevel ofgranularityand coverthesametime
periodsasisavailabletothe customerwhentheyaccess theiraccountdirectly.Inourviewthisdoes
not, however, extend to analysis of any transactiondatawhichanASPSPprovidesormakesavailable
toitscustomers,such asanadditional paidforservice.

17£3517.33 Asidefromtheabove,inlinewiththeEBAOpinion,theinformationASPSPsarerequired toprovideor
makeavailabletoaPISPoranAlSPdoesnotincludeinformationconcerning theidentity of the customer
(forexample, address, date of birth ornationalinsurance number)assuchinformationisnotspecifically
requiredfortheprovisionofPISorAlIS. However,thePSRs2017donotprohibitPISPsorAlSPsand ASPSPs
fromagreeingto sharesuchinformation(aslongasdataprotectionlegislationiscompliedwith).

173617.34 PERGQ25A providesguidance onwhatthe consolidated information providedtothe customer
mustinclude forthe service to require regulation as an accountinformation service.

PIS payment orders
1£3717.35 ForPIS,ASPSPsarerequiredtotreatthepaymentorderinthesameway,inparticular in terms of
timing, priority or charges, as a payment orderinitiated by the customer directly.

173817.36 Inordertomeetthisrequirement,andinlinewiththe EBAOpinion, weexpect ASPSPs to allow
each customer to initiate a payment via a PISP to the same level of functionality that is
available to a customer if they initiate a payment directly with their ASPSP.Ifthe customerisableto
initiate, forexample, international payments, recurringtransactionsorabatchfile of payments
online, theyshouldalsobeableto dosoviaaPISP,irrespectiveofthechannelthecustomerhasusedto
accessthePISP. ASPSPsarenot,however,requiredtoprovidefunctionalityviaaPISPthatexceedsthe
functionality they offer to their customers directly. An ASPSP does not need to allow
customersaccessviaaPISPtoanyonline functionality otherthaninitiatingpayments (e.g.
orderingachequebookorcancellingadirectdebit).

1£3917.37 Wewould notexpectan ASPSPtotreatdatarequestsorpaymentordersdifferently on the basis
ofthe cost of processing the request being higher wheniitis made through a PISPorAISPthanwhenitis
madedirectlybythecustomer.

174017.38 Togive furtherexamples, the following practices would be inconsistent with the
requirementtotreatdatarequestsand paymentordersinthe same way asthose received from
customers:

® processingpaymentsmadedirectlybythecustomerwiththe ASPSPasahigher prioritythan
thosewhichareinitiatedviaaPISP;

¢ limitingthepaymenttypeswhichcanbeinitiatedviaaPISP(consideringthetypes whichcanbe
initiated onlinedirectly by the customer);

® sharinglessdatawith AISPsthanthe customercandirectlyaccessonline (except wherethe customer
has not consented to that data being made available orthe data areonlyavailabletothe customer
forafee);

o ifanASPSPchargescustomerstoexecuteparticulartransactions,chargingdifferent amountsfor
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paymentsinitiated bythe customerdirectlyandviaaPISP;

® requiring that AISPs or PISPs satisfy and evidence particular standards of compliance with legal or
regulatory requirements (e.g. data protection or anti-money laundering) in order to gain access to
paymentaccounts;and

¢ imposingdifferentvaluelimitsonPISPsinthe contextofpaymentsschemes(e.g. the Faster
Paymentsscheme or Bacs) thanwould be applicableifthe customer placedapaymentorder
directlythroughthe ASPSP.

Contractual arrangements (regulations 69(2)(d) and 70(2)(c))

H417.39 AnASPSPis prohibited fromrequiringaPISPoran AlSPtoenterintoacontractwith itbefore
complyingwithitsobligationsunderregulations69and 70ofthe PSRs2017 andunderthe SCA-RTS. In
ourview, thismeansthataccessshould notdepend onthe AISP orPISP agreeingtoany specific
arrangements withthe ASPSP (e.g. paymentor liability arrangements). Similarly, ASPSPs requiring or
suggesting to AISPs or PISPs that acontractualarrangementisrequired would notbe permitted.

17421740 In our view, this does not, however, prohibit the parties from putting contractual
arrangements, orarrangementstoaddressliability betweenthem, inplaceiftheyboth wish to do so
(provided this is not a pre-condition of access set by the ASPSP). For example, AISPsand/orPISPsmay
wishtoenterintocontractualarrangementswithan ASPSPforaccess:

* onmorefavourabletermsthanrequired underthePSRs2017andtheSCA-RTS (e.g.enteringintoa
contracttoallowagreaterfrequency of accesstothe payment accountthanprescribedintheSCA-
RTS);or

¢ todataorfunctionalitywhicharenotcoveredbythescopeofthe PSRs2017(e.g. access to
information on non-payment accounts).

Denying access to providers of account information services or payment initiation
servicestopaymentaccounts(regulations71(7)and71(8))

17431741 The regulations and this guidance do not apply to ASPSPs’ decisions in relation to
payment orders oraccessrequests to payment account data from businesses thatare notauthorised
orregistered providersofAlSorPIS,andarenototherwise PSPsunder the PSRs 2017. See
paragraphs 2.23 —2.24 of Chapter 2—Scope and 3.9 of Chapter 3 —Authorisation and
registration for further details on our Register and its role in establishing which businesses are
authorised or registered.

1£4417.42 AnASPSPmaydenyaPISPorAlSPaccesstoapaymentaccountforreasonably justifiedandduly

evidencedreasonsrelatingtounauthorisedorfraudulentaccess tothe paymentaccountbythatAISP or
PISP.Thisincludesthe unauthorised or fraudulentinitiation ofapaymenttransaction. Thisdoes not
diminishan ASPSP’s abilitytorefuse paymentordersorinformation requests madethrough AISPsor
PISPs for legitimate reasons whichwould have led themto refuse those orders orrequests fromthe
customerthemselves(inlinewithregulation69(2)(c)andregulation70(2)(b) of the PSRs2017;seealso
regulation82(5)ofthe PSRs2017onwhenanASPSPmaynot refusetoexecuteanauthorised payment
order).

174517.43 This means access to AISPs and PISPs must not be denied for reasons that do not relate to
unauthorised or fraudulent access to the payment account. In our view, an ASPSPmaydenyaccess
toanAISPorPISPwhentheysuspect,forreasonablyjustified andduly evidencedreasons, thattherehas
beenorwillbeunauthorisedorfraudulent accesstothe paymentaccountbythat AISPorPISP.Thefact
thatacustomeris usinganAISPorPISPdoesnotbyitselfgivegroundsforsuspicionofunauthorisedor
fraudulent activity.

17461744 ASPSPsshould notdenyaccesstoanAISPor PISPsolelyonthebasisthatitisa memberofa
particularcategoryofAISPorPISP.TheASPSPmusthaveanobjective justification for,andappropriate
evidencetosupport,asuspicionthatfraudulent or unauthorisedaccessbyeachindividual AISPorPISP
inthatcategoryhasoccurred orwilloccur.ASPSPsmay,insomecircumstances,decidetodenya
particularAISP orPISPaccessonlytoaspecificpaymentaccount.Inourview,however,inother
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circumstancesanASPSPmayijustifiablydenyallrequestsforaccesstoitscustomers’ payment
accountsfromaparticular AISP or PISP while the reasons for that denial of access continueto
exist.

174717.45 Authorisation orregistrationasanAISP or PISP doesnotallowabusinesstoaccess customer
account data or payments functionality where no AIS or PIS is being provided.EachtimeanAISPor
PISPusesitsregulatorystatus,ortheelDAScertificate itisissued (see 17.60below), toaccess a
customeraccount, it must be for the purpose of providingan AlS or PIS to that customer.

174817.46 Before denyingaccessthe ASPSP must attemptto contact the paymentservice user, orusers, to
advisethem ofitsintentionsandthe reasonfordenyingaccess. If the ASPSPisunabletocontactthe
paymentservice user(s) beforehand,itmustdo soimmediatelyafter, usingthe meansof
communicationagreedintheframework contract.If,however, providingthisinformationwould
compromisereasonablesecurity measures, or would be unlawful (e.g. if it would constitute ‘tipping
off’ under anti- moneylaunderinglegislation)thisrequirementdoesnotapply.Formoredetailsseethe
guidance atparagraph 19.20in Chapter 19—Financial crime).

17491747 The ASPSP mustrestore accesstothe AISP or PISP as soonasthe reasons fordenying
accessnolongerexist.

1£5017.48 Underregulation71(8)ofthe PSRs2017,wheneveranASPSPdeniesanAlSPora PISP accesstoa
payment account (or payment accounts) for reasons relating to unauthorised orfraudulent
access it mustnotify usimmediately. This notification requirementdoesnotapply where payment
orders orinformation requests made through AISPsorPISPsarerefusedforlegitimatereasons
whichwouldhaveledthe ASPSPsto refusethose ordersorrequestsfromthe customerthemselves (as
set outinparagraph 17.42). Wewould expectthe ASPSPtocompleteand submitthe notificationas
quicklyaspossible. Detailsofthenotificationrequirementscanbe foundinSUP 15.14.8.The
notification requirementisalsosummarisedin Chapter 13— Reporting and notifications.

Requirements on PISPs, AISPs and CBPlIIs

1£5117.49 Many of the requirements on AISPs and PISPs are similar. We set out below the
requirementsthatarecommontoboth AISPsandPISPs, followed byanyrequirements thatare specific
toeachofthose providers. We setout requirements on CBPIls where relevant (further guidance is
provided in Chapter 8 — Conduct of business requirements).

Use of security credentials (regulations 69(3)(b) and 70(3)(b))

1£5217.50 AISPsandPISPsarerequiredtoensurethatthecustomer’spersonalisedsecurity credentials
are not accessible to other parties (other than the issuer of the personalisedsecurity
credentials, whichislikelytobethe ASPSP)andthattheyare transmitted through safe and efficient
channels. Weprovidefurtherguidance on AISPs’andPISPs’ obligationsinrelationtosensitive
paymentdata(whichinclude personalised security credentials) in paragraphs 17.62 — 17.65.

14531751 We are aware that customers’ personalised security credentials can apply to both payment
accounts and non-payment accounts. Where a PISP or AISP uses these credentialstoaccess
accountswhicharenon-paymentaccounts(andare, therefore, notgovernedbythe PSRs2017in
respectofregulations69and70), wewouldexpect aPISP or AISP to apply the same standards of
protectiontothe personalised security credentials (e.g. transmitting them through safe and
efficient channels) as they would when transmitting them in respect of payment accounts.
Without this, the personalised security credentials which are used toaccess payment
accountswould notbenefitfromthe protectionsunderthe PSRs2017andthe SCA-RTS. Businesses
must also comply with other legal or regulatory requirements relating to data protection.

Explicit consent (regulations 68(3)(a), 68(5)(b), 69(2), 69(3)(c) and 70(3)(a))
1£5417.52 AISPs mustnot provide AlISwithoutthe customer’s ‘explicit consent’ todo so. Similarly, a
customer’s ‘explicit consent’ is required for the execution of a payment transaction through a PISP.
PISPs must not pass information to any person except a payee and then only with the payer’s
‘explicit consent’. CBPIls must have obtained the ‘explicit consent’ of the customer before they
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begintorequest confirmation of availability offunds.WeexpectCBPIls,PISPsandAISPstobeableto
evidencetheircustomers’ explicit consent.

+£5517.53 The requirement to obtain ‘explicit consent’ under regulations 68, 69 and 70 of the PSRs
2017isdistinctfromanyobligationsaPSPhasunderdataprotectionlaw.A PSP must ensurethatit
meetsitsobligationsunderboththe PSRs2017and data protection law cumulatively. See
paragraphs 8.52 —8.56 in Chapter 8 —Conduct of business requirements for further
details regarding data protection law.

174561754 In order to enable customers to give ‘explicit consent’ in accordance with the PSRs 2017,inour
viewAISPsandCBPlIsshouldmakeavailabletocustomerstheinformation needed to make an
informed decision and understand what they are consenting to (e.g.they mustbeableto
understand the nature of the service being provided tothem) andthe consentshouldbeclearand
specific. For AISPs, asidefromanyrequirements of data protection legislation, we consider this to
include information about how the customer’s payment account information will be used and
whether any other parties willhaveaccesstothatinformation. Itisthe AISP’sor CBPIl’sresponsibility to
ensure thatthe customer hasreceived sufficientinformationin orderto give explicit consent.

+£5717.55 Inthe case of PIS, explicit consent for the execution of the payment transaction s givenin
accordance with regulation 67 of the PSRs 2017 (furtherinformation can befoundinparagraphs
8.54—8.55).Inourview, whereacustomergivesthisexplicit consentthroughaPISP, thiswillalso be
sufficientevidence of the customer’sexplicit requestforthe PISPtoprovidethe paymentinitiation
service, asrequired by regulation 69(3)(g) of the PSRs 2017.

175817.56 Whereapaymentorderrequiresauthentication by morethanoneparty (forexample, inthecase
ofabusinesswhere paymentsaboveacertainamountneedtobeapproved byasecondormoresenior
employee),thesamelegalobligationsapply.Collectionof themultipleauthenticationelementsmaybe
undertakenbythePISPwhereitisfeasible to do so, or by the ASPSP. Any redirection to the ASPSP
must be for the purpose of authenticationonly(seeparagraphs17.125and17.126below),i.e.to
confirmthat theappropriatepartiesauthorisethepaymentorder. TreASPSPmaynotallowany
authenticatingpartytochangethepaymentorderwithoutgoingthroughthe PISP.

1£5917.57 In line with the EBA Opinion, ASPSPs are not required to check the terms of the consent
provided bythe customertoAISPs, PISPsorCBPlls. Nor,inourview, are they able to seek proof, or
confirmation from the customer, of that consent as a prerequisitetofulfillingtheirobligationsto
provideaccesstoAISPs,PISPsorCPBIls. Where an ASPSP is involved in authentication of an AlS
request or PISP initiated payment, itshould ensurethatitsinvolvementdoesnotdirectly orindirectly
dissuade customersfromusingtheservicesofPISPs,AlISPsorCBPIIs.ASPSPshaveaseparate obligation to
obtain the customer’s ‘explicit consent’ before responding to CBPIl requests for confirmation of
availability of funds (see paragraph 8.164 of Chapter 8— Conduct of business requirements for
further details).

Identification and communication with the ASPSP (regulations 68(3) (c), 69(3)(d)
and 70(3)(c))

17£6017.58 Regulation68(3)(c),69(3)(d)and70(3)(c)ofthePSRs2017applyfrom14September 2019.0ncethis
happens,inaccordancewithSCA-RTSArticle30(1)(a)bothAISPs and PISPsmustidentifythemselvesto
the ASPSPeachtimetheyinitiateapayment orderorforeachcommunicationsession(seealsosection
17.90t017.96).CBPlIsmust identify themselvestowardsthe ASPSP before each confirmationrequest.
Thereisno requirementforthe ASPSPtoidentifyitselftowardsthe CBPII,PISPorAISP.However, we
encourage mutualauthenticationtotake placeaspart ofasecurecommunication session.

1£6117.59 SCA-RTSArticle34requiresCBPIls,PISPsandAlSPstoidentifythemselvestowards the ASPSPusing
qualifiedcertificatesissuedbyQualified TrustService Providers_or an alternative form of
identification. SCA-RTSArticle30(1)(a)requiresASPSPstohaveinplaceatleastoneinterfacethat
enablesthisidentificationtotakeplace.CBPllIs, PISPsand AISPsmustensurethat the gualified
certificates, used for identification for the purpose of the payment service provided, accurately
reflectthat PSP’sreleandauthorisationorregistration statusatalltimes.ASPSPsshouldaccept
guatifiedcertificatespresentedbyagents oroutsourceprovidersactingonbehalf of AISPs, PISPsand
CBPllIs, providedthat the ASPSPisinapositiontounequivocallyidentifytheprincipal PSPinthe
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presented certificate.Additionalclarification_on the use of qualified certificates-isprovidedinthe
EBAOpinionontheuseofelDAS certificates under the SCA-RTS.%° ASPSPs should meet the
contingency mechanism requirementtoensureidentification (SCA-RTSArticle33(5))through
accepting qualified certificates.

1+£6217.60 CBPIIs, PISPsand AlSPsarealsoobligatedtocommunicateinaccordancewiththe SCA-RTS. SCA-
RTSArticles28to36 containanumberofrequirementsinrelationto the method ofcommunication
usedbytheCBPII, PISPand AISP,aswellassecurity measures thatthey mustapply wheneverthey
communicate with ASPSPs and with thecustomer.InrelationtowhichevermethodofaccessAlISPs,
PISPsandCBPlIsuse, they must be able to meetall ofthe requirementsinthe PSRs 2017 and the SCA-
RTS (e.g.AISPs mustaccessinformationonly fromdesignated paymentaccounts). Further
guidanceonAlSPs’,PISPs’andCBPIIs’obligationsbeforetheSCA-RTSapplycanbe found in paragraphs
17.80-17.85.

Sensitive payment data (regulations 69(3)(e) and 70(3)(e))
176317.61 PISPs are not permitted to store sensitive payment data of the customer. AISPs are not
permitted to request sensitive payment data linked to the payment accounts they access.

176417.62 Sensitivepaymentdataaredefinedas“information,includingpersonalisedsecurity
credentials, which couldbe usedtocarryoutfraud.” InrelationtoAlISand PIS, theydo notincludethe
nameofanaccountholderoranaccountnumber.

17£6517.63 ForAlISPs, inourview:

¢ wewouldnotgenerally expectthis prohibition tolimitthe ability of AISPsto provide consolidated
accountinformation toacustomer;

¢ where use ofthe customer’s personalised security credentialsis necessary forthe AISPto
provideAlS,theAISPcanstorethepersonalisedsecuritycredentialsifthe AISP has obtained them
directly fromthe customer, ratherthan requestingthem from the ASPSP.

176617.64 ForPISPs,inourview:

¢ thisprohibitionprimarilymeansthatPISPsmustnotstoreacustomer’spersonalised security
credentials once they have used them for the purposes of initiating a paymenttransaction;

¢ the prohibition has no effect where the PISP legitimately holds the sensitive paymentdatain
question by virtue of providing the payer withanother payment service,e.g.whereanASPSPis
alsoanAlISPorPISP.ThePISPisnot,however, permitted to use sensitive payment data obtained or
held for the purposes of the otherpaymentservice (including AlS)whenitis providingthe
PIS.

Using, accessing and storing information (regulations 68(8)(a), 69(3)(g) and 70(3)(f))
146717.65 PISPs and AISPs are not permitted to use, access or store any information for any purpose

except for the provision of the account information or payment initiation service explicitly

requestedbythecustomer.

176817.66 Under SCA-RTS Article 36(3), AISPs must have in place suitable and effective mechanisms
to prevent access to information other than from designated payment accountsand
associated paymenttransactions,inaccordancewiththeuser’sexplicit consent. Thismeansthat
whereacustomeronly providesexplicitconsenttothe AISP for a sub-set of their account data to be
accessed (e.g. their currentaccount but not theircreditcardaccount),onlythisshouldbeaccessedby

theAlISP.
60 See https://eba.europa.eu/documents/10180/2137845/EBA+Opinion+on+the+use+of+elDAS+certificates+under+the+RTS+on+S
CACSC.pdf
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146917.67 The PSRs 2017 do not prohibit PISPs from using and storing the payment service user’s
accountnumberandsort code forthe purpose of providinga paymentinitiation service, withthe
customer’sexplicitconsent.

147017.68 PISPsareabletoprovideinformationto payees, butitis notthe role of PISPstoaccess account
information. WherePISPspassinformationto payeesaboutpayers, wetake thisto meaninformation
whichwould usually be givenas part ofasimilartransaction (e.g.confirmationthatthe paymenthas
beenmade)madedirectlybythepayer.

1~A17.69 ForAISPsinparticular, thiswilldepend onthe nature oftheservice.Forexample, anAISP
providingdetailedanalyticsofacustomer’sspendinghabitswouldneedto accessmoreinformation
thananAISPprovidingaservicewhichfrequentlyupdated thecustomerontheirbalancesonvarious
accounts.

#72217.70 Generallyspeaking, itisourviewthatAlSandPISshould be offeredinawaywhich ensures that
customers benefit from high standards of data security and in full conformitywithanyrelevant
rules,includingtheSCA-RTS,applicabledataprotection law,SYSCandothersystemsandcontrol
requirements.

1~A317.71 CBPllsarenotpermitted tostoreanyconfirmation received fromthe ASPSP or useiit forany
purpose otherthan for the execution of the card-based payment transaction.

Other requirements applicable to PISPs

Holding funds of a payer (regulation 69(3)(a))
177417.72 APISP mustnothold the payer’s funds in connection with the provision of the PIS at
any time.

Requesting information (regulation 69(3)(f))

1~7A517.73 PISPs are not permitted to request any information from the payer exceptinformation required
toprovidethe paymentinitiationservice.Asageneral principle, we take this to meanthat PISPsshould
notrequest moreinformationthanisabsolutely necessary to provide the specific service that they
offer to their customers. For example, we would notexpectPISPsactingonbehalfofmerchantsfor
single paymenttransactions to need information on a customer’s othertransactions or balance. The
exceptionto this,inlinewiththe EBAOpinion, isthatthe PISPmayrequestcertaininformation, in
certaincircumstances,tomanageexecutionrisk.Seesection17.24above.

Not changing the payment order (regulation 69(3)(h))

147617.74 A PISP must not “change the amount, the payee or any other feature of the transaction.”
We take this to mean that PISPs must not change any details of a transaction as presented and
explicitly consentedto by the customer. Thisdoes not, however, prevent PISPsfrom pre-populating
the paymentorderforthe customer.

Other requirements applicable to AISPs

Access to information (regulation 70(3)(d))

775 AISPs must not access any information other than information from designated
paymentaccountsandassociated paymenttransactionsandarerequiredtohave inplacesuitable
andeffective mechanismstoensurethisisthe caseinaccordance with SCA-RTS Article 36(3).
Thisisintended to give customers control overwhatis being accessed by an AISP. This
requirement does not prohibit AISPs from accessing accounts which are out of scope of the
PSRs 2017 ie non-payment accounts (for example, some savingsaccounts. See PERG 15.3Q.16).

17.76 AsstatedinSCA-RTSArticle 36(5), AISPsarepermitted toaccessaccountinformation from designated
payment accounts whenever the payment service user actively requestssuchinformation.In
ourview, inlinewiththe EBAOpinion, anactiverequest requires the payment service user to be
actively viewing the data or executing an action torefresh the datato be displayed. Inthe absence of
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the activeinvolvement of the paymentservice user,accessis restricted tono more than fourtimesa
dayunless more frequent access is agreed between the AISP and ASPSP, with the customer’s
consent.Suchabilateralarrangementcouldalsoinvolveanagreementwherebythe ASPSPwill push
informationtotheAISP,subjecttothe customer’sconsent.

1AA817.77 Where an AISP accesses account information without the customer actively requesting it,
under SCA-RTS 36(6), the AISP must confirm with the payment service user, at least every 90 days,
that the payment service user continues to consent to such access.

RequirementsonASPSPs,CBPIls,PISPsandAlISPswhencommunicatingand interacting with their
customers in relation to these services

1#£7917.78 In Chapter 8 — Conduct of business requirements we have included guidance on our
expectationsonASPSPs,CBPIIs,AISPsandPISPsinrelationtotheprovisionof information to
customers. Insummary,inaddition tocompliance with the guidance above, we expect:

e (CBPlIs, AISPs and PISPs to provide or make available clear information to customers about the way
that their service works, how information will be used, and how to make a complaint — see
paragraph 8.117 of Chapter 8 — Conduct of business requirements;

® PISPsandASPSPstomakeavailabletocustomersclearinformationaboutthe notification process
where the customer becomesaware of an unauthorised or incorrectly executed transaction —
see paragraph 8.81 of Chapter 8 — Conduct of business requirements.

1£8017.79 ASPSPs, CBPIIs, AISPsand PISPsalso need tobe aware of their obligations under data protectionlaw
(seeparagraphs 8.52—8.56 of Chapter 8—Conductof business requirements) and under
consumer protection law, such as the Consumer Protection fromUnfairTradingRegulations2008which
prohibitunfair,misleadingandaggressive practices (see paragraphs 8.34—8.45of Chapter8—
Conductofbusinessrequirements).
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Requirements on all ASPSPs for secure communication

178317.80 From14September2019,alAlIASPSPsmustcomplywithrequirementsinthe SCA-RTS forsecure

17.81

communicationwith AISPs, PISPsandCBPlls. Therequirementsconcern howASPSPsandAISPs,PISPs
andCBPlIsshouldcommunicatewithoneanothervia the ASPSP’s ‘access interface’.

SCA-RTS Article 31 specifies when an ASPSP must put in place a ‘dedicated interface’, and when an ASPSP can chose

whether to put in place a dedicated interface, or allow the use by AISPs, PISPs and CBPIIs of the interfaces used for
authentication and communication with the ASPSP’s customers (a ‘modified customer interface’). Where an ASPSP provides
payment accounts as defined in regulation 2(1) of the Payment Accounts Regulations 2015, similar types of accounts
operated for SMEs, or credit card accounts operated for consumers or SMEs, it must provide access via a dedicated
interface. This requirement applies unless the ASPSP is a small EMI, small Pl or deemed to be authorised under paragraph 1,

12B, 14(2(a)(i) or 24(4)(a)(i) of Schedule 3 of the Electronic Money, Payment Services and Payment Systems (Amendment

and Transitional Provisions) (EU Exit) Regulations 2018 or regulation 8, 11, 28 or 34 of the EEA Passport Rights (Amendment,

etc., and Transitional Provisions) (EU Exit) Regulations 2018. For all other ASPSPs, and for all other types of payment

account, an ASPSP can chose whether to enable access by means of a ‘dedicated interface’ or a ‘modified customer

interface’.
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+__via-a-dedicatedinterface’

148417.82 We encourage ASPSPs to make use of application programminginterfaces (APIs)in ordertoprovide
dedicatedinterfaces. Asweconfirmedinourjointstatementwith HM Treasury, we support
implementation of RSB2the PSRs 2017 using such APls. Where developed according to common standards
and using secure common infrastructure, APIs can supportinnovationbyreducingbarrierstoentry—as
thirdpartieswillnothavetointegrate with differenttechnologyonafirm-by-firmbasis—andcan
enhancesecurityacrossthe industry. That said, ASPSPs are not required to follow particular common
standards. Furthermore, itis for individual ASPSPs to ensure theirimplementation of particular API
standardsenablesthemtomeettherequirementofRSB2the PSRs 2017andtheSCA-RTS.

1748517.83 Regardlessofwhichaccessinterfaceeptionischosen an ASPSP puts in place,PSPs(ASPSPs,PISPs,
AISPs and CBPIls)arerequiredtocomplywiththerelevantobligationssetoutin SCA-RTS Articles 30
(generalobligationsforaccessinterfaces), 34 (certificates), 35 (security of communication session) and
36 (dataexchanges).

1748617.84 Itisimportantto note thatall ASPSPs must meet the requirements set outin SCA-RTS Article30to

makeavailable bothtechnical specificationsregardingtheirinterface,and testingfacilities byt4Mareh

2049by the market launch of the access interface.

Allowingtheuse by AISPs, PISPsand CBPIIs of the interfaces used for authentication

and communication with the ASPSP’s customers (‘the modified customer interface’)
17871785 An—Some ASPSPs can choose to provide access via the interfaces used for

authentication andcommunicationwiththe ASPSP’scustomers.However,thisinterfacewillneed

to be modified to meet SCA-RTS requirements. The ‘modified customer interface’ must meet

requirementsin SCA-RTSArticle 30. Thisincludes, butisnotlimitedto:

e identification, secure communication and allowing AISPs and PISPs to rely on all the
authenticationproceduresprovidedbythe ASPSPtothe customer.

178817.86 The ‘modified customer interface’ must also comply with SCA-RTS Articles 34
(certificates),35(securityofcommunicationsession)and36(dataexchanges).

Requirements on ASPSPs providing access via a dedicated interface

Contingency measures under SCA-RTS Article 33

178917.87 WhereanASPSP choosestoprovideaccessviaadedicatedinterface, itmusthave contingency
measures in place that come into effect when the conditions in SCA-RTS Article33(1)aremet.
The conditionsincludethat:

¢ theinterface does not performin compliance with Article 32
¢ thereisunplannedunavailabilityoftheinterfaceorasystemsbreakdown

179017.88 Unplanned unavailability or a systems breakdown may be presumed to have arisen when
five consecutive requests for access toinformation for the provision of payment initiation services
oraccountinformation services are notreplied to within 30 seconds. Thisshould bedistinguished
fromasituation whereaccountaccessisblocked due to consecutive failed authentication attempts
inaccordancewith SCA-RTSArticle 4(3) (see Chapeter 20 — Authentication section 20.31). In the
latter scenario, we expect ASPSPstocommunicatetoAlSPsandPISPsthereasonwhyaccesshasbeen
blocked. ASPSPs must notify the payment service user of the denial of access (see 17.42to
17.49).Furthermore, Article 4(4)requiresthe ASPSPtoalertthe paymentservice user iftheblockis
madepermanent.

63 The joint statement is available here: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/630135/Expectations_for_the_third_party_access_provisions_in_PSDII.pdf

64 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/630135/Expectations_for_the_third_party_
access_provisions_in_PSDIl.pdf

i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 18
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179117.89 Thecontingencymeasurescover:

¢ havingastrategy and plans in place for when the dedicated interface stops complying
withtherequirementsof SCA-RTSArticle 32, orthereisunplanned unavailability of the
interface or a systems breakdown (SCA-RTS Article 33(1))

¢ having communication plans (SCA-RTS Article 33(2))

¢ having a ‘contingency mechanism’ in place (SCA-RTS Article 33(4).and (5)).

Thecontingency mechanism

17921790 Broadly, the contingency mechanism requirementsareintended to ensure thatifan AISP or
PISP cannotaccessacustomer’s paymentaccountviathe dedicatedinterface (due to
unavailability), it can, instead, access through the online interface(s) the customerhaswiththeir
ASPSP.Relianceonthecontingency mechanismshouldbea temporary measure, until the dedicated
interfaceisrestoredtotherequiredlevel of availabilityandperformance(seeSCA-RTSArticle32)orthe
ASPSPhasimplemented the modified customer interface.

1£9317.91 Wherethe contingency mechanismisrelied upon, the ASPSP mustensureitmeets the
requirementsinSCA-RTSArticle33.ThisincludesprovidingameansfortheAISP or PISP to beidentified
(thismust be through the use of certificates—see section 17.60on certificates)and ensuringthe
AISPor PISP canrely onthe authentication proceduresprovidedbythe ASPSPtothecustomer.
ASPSPs should have in place the contingency mechanism, as described in Articles 33(4)
and 33(5), no later than six months after the date of the market launch of the interface.

Exemption from the contingency mechanism

1£9417.92 The SCA-RTS allows competentautheritiesthe FCAtoexempt ASPSPsfromthe obligation to
provide a contingency mechanism. It should be noted that this does not exempt ASPSPsfromthe
broadercontingencymeasuresinSCA-RTSArticle33(1)and33(2).

17£9517.93 UnderSCA-RTS Article 33(6) the FCA;afterconsultationwiththe EBA;isrequiredto exempt
ASPSPs from the requirement to provide a contingency mechanism if the ASPSP can
demonstrate to the FCA thatit has met certain conditions. The FCA will seet-consider this
requirement in line with the EBA’s Guidelines on the conditions to benefit fromanexemptionfrom
the contingency mechanismunderArticle 33(6) of Regulation (EU) 2018/389 (“the EBA
Guidelines”).65 The table below sets out how the EBA GuidelinesrelatetotheSCA-RTSArticle33(6)
requirementsforexemption:

SCA-RTS critiera Relevant EBA Guideline(s)

Article 33(6)(a)

The dedicated interface complies with all the
obligations for dedicated interfaces as setoutin
Article 32

EBA Guidelines 2: Service level, availability and
performance

EBA Guideline 3: Publication of statistics
EBA Guideline 4: Stress testing
EBA Guideline 5: Obstacles

Article 33(6)(b)

Thededicatedinterface has beendesignedand
tested in accordance with Article 30(5) to the
satisfaction of the payment service providers
referred totherein

EBAGuideline 6: Designandtestingtothe
satisfaction of PSPs

Article 33(6)(c)

The dedicated interface has beenwidely used for
atleast 3 months by payment service providers

to offer account information services, payment
initiation services and to provide confirmation on
the availability of funds forcard-based payments;

EBA Guideline 7: Wide usage of the interface
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Article 33(6)(d) EBA Guideline 8: Resolution of problems

Any problem related to the dedicated interface has
beenresolvedwithoutunduedelay.

17.94 An EEA ASPSP that has obtained an exemption from its home state regulator and holds a temporary
authorisation to carry out activities in the UK will not need to apply to the FCA for the exemption
while it is within the relevant temporary permissions regime. In these circumstances, a firm is
deemed to have been exempted by the FCA as a result of Article 33(6A). This does not affect our
supervisory powers. This means that where we identify issues with interface of a -firm with
temporary permission we may decide to use our supervisory tools and powers as appropriate.

1£9617.95 If thean EEA ASPSP applies to the FCA or the PRA for full authorisation, and does not wish to
build a contingency mechanism, it will need to apply to the FCA for an exemption.

Requesting exemption from the contingency mechanism under SCA-RTS
Article 33(6)

17971796 ASPSPswishingtorequestexemptionfromthe contingency mechanismrequirement need to
complete an exemption request form and submit it to us. Exemption request forms are available
after registering on Connect. There is no fee associated with submitting this form. The form can

be viewed in SUP 15C Annex 1. AR-ASRSP-that-wishes-te-passpert-whetherby-establishinga

O 5 cHE-S4 PO d < o

17£9817.97 WhereagroupofASPSPsorasingle ASPSPoperatesanumberofdifferentdedicated interfaces,
e.g.inrespectofdifferentbankingbrands,subsidiariesorproducts, we require separaterequestsin
respect of eachdifferentdedicatedinterface forwhich anASPSPisseekinganexemption.Wherea
groupof ASPSPsoperatesthesame dedicatedinterfaceacrossdifferentbankingbrands, werequirea
singlerequestfor thatdedicated interface.

17.98 An ASPSP thatintends to provide access to some of its online payment accounts via its
dedicatedinterface, and intends to modify the customerinterface forits remaining online payment
accounts, maystill seekexemptionforitsdedicatedinterface. All of its onlinepaymentaccountsmust

beaccessibleinanSCA-RTScompliantmanner.

Information to be provided and EBA guidelines

17.99 TheEBAGuidelines,addressedtocompetentauthoritiesandtoPSPs, clarifythe conditionswhich
the FCAshould assessas having been metinordertoexempt ASPSPs.

17.100  Fromsection 17.432104onwardswe provideguidance onthe information we will require from
ASPSPsin orderto make an assessmentof whetherthe criteriainthe SCA-RTS and
eonditionsguidanceintheEBAGuidelineshavebeenmet.

Processing exemption requests

17.101  Wewillacknowledgethatwehavereceivedanexemptionrequest. Wewillassessthe information
provided against the conditions set out in the EBA Guidelines. Where exemptionrequestsare
incomplete (whentheydonotincludeallthe information we need),wewillaskformoreinformation.
Decision making process

173102 Once wearesatisfied thatall the information required as part of an exemption request hasbeen
provided (ietherequestiscomplete), wewillaimto determine whether tograntthe exemption within
onecalendar month. Wewill notify the ASPSP of the exemptiondecisioninwriting.

17103 Where an ASPSP’s dedicated interface does not meet a small number of the legal requirements
necessary for an exemption at the point the exemption request is submitted, we maynevertheless
indicatethatweare ‘mindedtoexempt’ifthe ASPSP has clear and credible plans to meet these
requirements by the time the obligation to put in place a contingency mechanism applies to the
firm. Wewillconfirmthe exemption oncewe havereceivedinformationthatsatisfies usthatall

applicablerequirementsaremet.
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voding . (o UPSD2requ _

Exemption criteria and FCA information requirements

17£10517.103  Inordertoassess whetherthe conditions ofthe EBA Guidelinesare met, we require ASPSPsto
providetheinformationsetoutbelowusingForm Aand FormBspecifiedin SUP 15CAnnex 1.Each
information requirementin Form Ahasaquestionnumber (e.g. Q1).FormBisspecifictoEBAGuideline
6andthedesignoftheinterface.

Service level, availability and performance (EBA Guideline 2)

17/10617.104  EBA Guideline 2 concerns the conditions for meeting the requirement that the dedicated
interfacehasthesameorbetterlevelsofavailabilityand performanceas the interface(s) that
customers use to access their payment accounts directly. This mustbemeasurable,sotheEBA
GuidelinessetoutwhatASPSPsshouldmeasurefor availability and performance, and how availability
indicators should be calculated. To assess whether the criteria are met, we require the following
information:

Q1: Confirmation that the ASPSP has defined service level
targets for out of hours support, monitoring, contingency plansand
maintenance of its dedicated interface thatare atleastas stringentas
thosefortheinterface(s) used byits own payment service users. We may
ask ASPSPs to provide supporting evidence.

Q2: Confirmationthatthe ASPSP has putin place measuresto
calculate and record performance and availability indicators inlinewithEBA
Guidelines2.2-2.4.

Publication of statistics (EBA Guideline 3)

1£16717.105 _EBAGuideline3 concernstherequirementforpublication of quarterly statisticsonthe
availabilityand performance ofthededicatedinterface. The EBAGuidelinesset out what ASPSPs
should providetothe FCA, inorderforustoassesswhetherthiscriterion ismet. Werequire the following
information:
Q3: Aplanforthe quarterly publication of daily statistics required
under SCA-RTS Atrticle 32(4) and in line with EBA Guideline 3.

17416817.106 _ This plan shouldinclude:

* confirmationthatthepublicationeachquarterwillpresentdailyavailabilityand performance
statistics(measuredandcalculatedasperEBAGuideline2)

¢ theplanneddateofthefirstpublication(althoughthe SCA-RTS doesnot give details of what
quarterly means in terms of publication of the statistics, we would expect thepublicationtoalign
tostandardcalendarquarters)

¢ abriefdescriptionofwherethestatisticswillbe published onthe ASPSP’swebsite (including the
URL)

® a brief description of how the publication will enable the comparison of the availability and
performance of the dedicated interface with that of each of the interfacesmadeavailablebythe
ASPSPtoitspaymentserviceusersonadailybasis.

17£10917.107 _ Thestatisticsshouldbepublishedinaclearandunderstandableformat.Weagree with the
EBAS® that publishing in a line chart format to display both statistics of the dedicated interface
and customer interfacesinthe same chart may facilitate comparison betweenthe dedicated
interfaceandthe customerinterface. However, we note thatthe underlying statistics should be
availabletovisitorstothe website (for example,availabletodownloadorview). Wealsoencourage
ASPSPstolocatethese statistics in an accessible part of the website, and in close proximity to
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webpages covering service metrics required under BCOBS 7 (information on current account
services)67wheretheseservice metricrulesapply.

+7/11017.108  ASPSPs should note that we have required all ASPSPs to report these quarterly published
statistics tothe FCA. More information about how to submitthisreporting can be found in Chapter
13 —Reporting and notifications and SUP 16.

Stress testing (EBA Guideline 4)

1£11117.109 _EBAGuideline 4 concernsthe conditions for meeting stresstesting requirements. ASPSPsshould
haveinplaceprocessestoestablishandassesshowthededicated interface performs when subjected to
anextremely high number of requests from PISPs, AISPs and CBPIIs, in terms of the impact that such
stresses have on the availabilityandperformanceofthededicatedinterfaceandthedefinedservice
level targets.EBAGuideline4.2 a-dsetsoutthecapabilitiesthatshould be testedasa minimum.

+£11217.110  Weareprimarilyconcernedthatonceinoperationwith AISPs, PISPsand CBPIIs, the ASPSP’s
dedicatedinterfacewillbeabletohandlelargevolumesofrequests(of differingcomplexity)byAISPs,
PISPsandCBPlIs.Thestresstestingshouldbeableto demonstrate that performance and availability of
theinterface will notbe adversely affected by eventsthat create stresses onthe system. ASPSPs’
stresstesting may take into account the relative size of the firms likely to access accounts and
the likely numberoftheircustomers.WeencourageASPSPstoengagewithAlSPs,PISPsand CBPlIsto
understand and forecastwhen peakusage or otherstressesmayoccurin ordertoundertake adequate
stresstesting

+£11317.111  Inordertoassesswhether this criterionis met, we require the following information:
Q4: A summary of the results of stress tests undertaken as per
EBAGuideline4.

1£11417.112  Thissummaryshouldcover,asaminimum:
¢ resultsofthestresstesting of the capabilitiessetoutin EBA Guideline4.2 a-d

® theassumptionsusedasabasisforstresstestingeach ofthese capabilities (for example, how
the ASPSP came to define what an extremely large number of requestswouldbe)

* howanyissuesidentifiedduringstresstestinghavebeenaddressed
Obstacles (EBA Guideline 5)
1/11517.113  EBAGuideline5concernsthe conditionsforassessingthatan ASPSP’sdedicated interface does
not create obstacles to the provision of paymentinitiation and account information services.
1£11617.114 InordertoassesswhetheranASPSP’sdedicatedinterfacecreatesanysuchobstacles, werequire
anASPSPtoprovidethefollowinginformation:
Q5: Adescription of the method(s) of carrying outthe
authentication procedure(s) ofthe customerthatare supported by
thededicatedinterface.

/13717115  Foreachmethod of carrying outthe authentication procedure, this should comprise of:
¢ asummary of the authentication procedure
® anexplanation of whytheauthentication procedure doesnotcreate obstacles

® supportingevidence suchasscreenshots, walkthroughs orvideos ofthe customer journeyand
evidenceconcerning,forexample,usageoftheinterface(e.g.successful calls on APl)and customer
drop-outrates

65 https://eba.europa.eu/documents/10180/2250578/Final+Report+on+Guidelines+on+the+exemption+to+the+fall+back.pdf

66 FinalReport: GuidelinesontheconditionstobenefitfromanexemptionfromthecontingencymechanismunderArticle 33(6) of
Regulation (EU) 2018/389 (RTS on SCA & CSC) feedback table row 39
67 https://www.fca.org.uk/publication/policy/ps17-26.pdf
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Guidance on the information to be provided for Q5 —‘summary of the
authentication procedure(s)’

1711817.116  TheEBA’sOpinion®® describesdifferent methodsof carrying outauthentication
procedure(s), including ‘redirection’, ‘decoupled’ and ‘embedded’ methods.

$721917.117  ‘Redirection’ hasbeendescribedbythe EBA®®as‘aprocesswherebyonceconsenthas been given
tothe AISP or PISPto access a customer’s account for the purpose of an AlSorPIS,thecustomeris‘re-
directedautomaticallytothe ASPSP’sdomain(webpage or application) for the purpose of entering
the ASPSP-issued credentials to complete authentication. The customeristhen directed backto
the AISP/PISP domain forthe completion of the process’.

1£12017.118 TheFCA’sunderstandingof‘decoupled’ (alsoknownasout-of-bandauthentication) is that it
allows the customer to complete the authentication procedure on a separate devicetothe
deviceonwhichtheAISPorPISP’sapporwebsiteisbeingused.For example,ifpayingonlineviaaPISP
usingadesktopbrowser,decoupledauthentication wouldallowacustomertoauthenticateusinga
bankingapponamobilephone.This isaform ofredirection becausethe customerisbeing redirected
totheir ASPSP’s domain (onanotherdevice)in ordertoauthenticate.

1£32417.119  The FCA’s understanding of ‘embedded’ authentication is that it allows for a
customer’sASPSP-issuedcredentialstobegivendirectlytothe AISPorPISP.The customer does
notinteract with its ASPSP to complete authentication where the ASPSPoffersthe
embeddedaccessmethod.

1A12217.120  The summary of the authentication procedure for Q5 should specify which of the
above described authentication methods best describes the method(s) chosen and include a
description of the flow of authentication data (credentials) from the customer tothe ASPSP
and,whererelevant,atwhichpoint, ifatall, the AISPor PISPcomesinto possession of the
authentication data orcredentials.

Guidance on information to be provided for Q5 —‘explanation of why the methods
of carrying out the authentication procedure do not create obstacles’

1£12317.121  Foreachaccess method provided, we require an explanation ofthe reasonswhythe methodis
notanobstacle.Weprovideguidancebelowoneachofthefourobstacles described in SCA-RTS Article
32(3):

® preventing the use by payment service providers referred to in Article 30(1) of the credentials
issued by account servicing payment service providers to their customers

® imposing redirection to the account servicing payment service provider’s authentication or other
functions

® requiring additional authorisations and registrations in addition to those provided for in Articles
11, 14 and 15 of PSD2

* requiring additional checks of the consent given by payment service users to providers of
payment initiation and account information services.

17312417.122  Underregulation100(4)ofthePSRs2017,anASPSPmustallowaPISPorAISPtorely onthe
authenticationproceduresprovided bythe ASPSPtoacustomer.

1712517.123  ASPSPsshouldconsiderallcustomercredentialsand authentication proceduresand
the combinationsofthose credentialsand proceduresinwhichthe ASPSP permits customers to
authenticate themselves and consider how the customer experience ismanagedforcustomers
whenaccessingpaymentaccountsviaan AISPorPISP.For example,ifacustomercan
authenticateusingfingerprintbiometricswhenaccessing theiraccountdirectly, thisshould be
availableasanauthentication method whenthe customerisaccessingtheiraccountthroughan
AISPorPISP.

68 EBA Opinion section48

69 EBAConsultation paper: Draft Guidelinesonthe conditionstobe mettobenefitfromanexemptionfrom contingency measures under
Article 33(6) of Regulation (EU) 2018/389 (RTS on SCA & CSC) https://www.eba.europa.eu/regulation-and-policy/payment- services-and-
electronic-money/guidelines-on-the-conditions-to-be-met-to-benefit-from-an-exemption-from-contingency- measures-under-article-
33-6-of-regulation-eu-2018/389-rts-on-sca-csc-

i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 18
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17£312617.124 Anexplanationshould begivenwhencompleting Q5, ifauthentication methodsthat the
customercanusewhendirectlyaccessingtheiraccountarenotavailabletothe customerwhen
accessingtheirpaymentaccountthroughan AISP orusingaPISP.

1A12717.125  Inourviewwhere aninterface redirects the paymentservice userto the ASPSP for
authentication,anAISPorPISPisnot prevented fromrelyingonthe ASPSP- issuedcredentials.Thisis
becausetheAlSPorPISPisabletorelyuponthe ASPSP authenticationprocedures,whichincludetheuse
ofthe ASPSP-issuedcredentialsby the paymentservice user, whentheyareredirected tothe ASPSP.
Furthermore, the AISPorPISPisnotrequiredtoissueitsowncredentialsorauthenticationprocedures.

1A12817.126  Inourview,inlinewiththe EBAOpinion, the SCA-RTS do notstate thatredirection per seisan
obstacleforAISPsandPISPsto provideservicestotheircustomers.Instead, the SCA-RTS statesthatit
“may” beso,ifthe ASPSPimplementsitinamannerwhich isrestrictiveorobstructiveforAISPsorPISPs.

1£312917.127 AISPsandPISPsmustbeabletorelyonalloftheauthenticationproceduresprovided by the
account provider to the customer, without the addition of any unnecessary steps that might
cause delay. Any steps arising fromthe ASPSP’s implementation of redirection, whichgo
beyondwhatisrequiredforRSB2the PSRs 2017 andthe SCA-RTS,shouldbe specificallyjustifiedwhen
completingtheexplanationinQ5.

1713017.128 ASPSPsimplementing redirection should note thatwe are notaware of any reason for
ASPSPs to request strong customer authentication more than once when facilitating
authentication for a single session of access to accountinformation or asinglepayment
initiation.ForPIS,obtainingstrongcustomerauthenticationonce iscompatiblewithdynamic
linkingrequirements.TheASPSPshouldgeneratethe authentication code based onthe amount
and payeetransmitted securely to the ASPSPbythePISP,whichwillhavebeenconsentedtobythe

payer.

1£13117.129  In the context of redirection, the functionality provided directly to the customer via
different channels (e.g. mobile app or desktop browser) should not determine the method of
authenticationavailabletoacustomerwhenusinganAISP or PISP. For example,thefactthata
customercannotsetupanew payee usingthe ASPSP mobile app, should notpreventappbased
authenticationwhenaPISPisusedi.e.tosetupa new payee.

+7£13217.130 _ Onceauthorisedorregistered, AISPsand PISPshavearighttoaccesscustomer paymentaccounts,
withthe customer’sexplicitconsent. UnderPSB2the PSRs 2017 andthe SCA-RTS, the ability to access
a customer’s payment account should not be contingentonanythingotherthanthe AISPorPISP
havingbeenauthorisedor registered by the FCA oranothercompetentauthority (acknowledging that
the AISP or PISPmustidentifyitselftothe ASPSPsothiscanbeconfirmed).

17£13317.131 SomeinitiativesinvolvecertainstepsbeingtakenbyPISPs, AISPsand CBPlIs,in order forthem
touse standardised APIs to access payment accounts via dedicated interfaces, suchas
enrolmentinan APlprogramme (egthatrunbythe OpenBanking ImplementationEntity(OBIE)inthe
UK).Inourview,theSCA-RTSdoesnotpreclude thepossibilityforanASPSPtorequirePISPs,AlSPsor
CBPlIstocompletesuchsteps, aslongassuchstepsareinlinewiththeaboveguidance.

1£13417.132  UnderQ5,ASPSPsshouldexplainanyadditionalauthorisationorregistrationsteps imposedon
AISPs,PISPsorCBPIIs,oranyAPlenrolmentsteps,withanexplanationof whatthose stepsentailand
whythose steps donotimpose obstacles.

+£13517.133  ASPSPs are not required to check the terms of the consent provided by the customer toAISPs,
PISPsorCBPIls.Nor,inourview,aretheyabletoseekproof,orconfirmation from the customer, of that
consent as a prerequisite to fulfilling their obligations toprovideaccesstoAlISPs,PISPsorCPBIIs.The
FCAwill notgrant an exemption in respect of interfaces that include such additional steps. An
ASPSPaskingthe customertoconfirmthattheyagreetosharedatawithanAISPwillbe considered
an example ofan additional consent step. The FCA will carefully scrutinise any aspect of an ASPSP’s
dedicatedinterfacethatgivesriseto messagingorstepsthatgobeyond facilitatingauthenticationor
specificlegislativeorregulatoryrequirements.

17£13617.134 Where an ASPSP’s dedicated interface provides for redirection this should be for
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authenticationpurposesonly.Redirectionfromthe AlSPtothe ASPSPshouldnotbe usedbythe
ASPSPasanopportunitytogatheradditional consentorauthorisation from the customer in order
to allow the AISP access to the payment account for the purpose of providing AIS. We
encourage ASPSPs to make sure redirection to the ASPSPisacoherentpart ofthe customer
journeywhichwill beginand end with a customerinteractingwithan AISPorPISP.

1743717135 Similarly,intheFCA’sview, whereexplicitconsenthasbeengiventoaPISPtoinitiatea payment
order with respect to a payment account held at another PSP the customer doesnotneedto
confirmthat consenthasbeengiventothe PISPin orderfor PISto be provided.

1713817.136 _In cases where a customer has more than one account with an ASPSP, account selection may
be carried out betweenthe customerand AISP orthe PISP, or, if not feasible,withthe ASPSP.IfthePISPor
AISPcaninformthe ASPSPwhichaccount(s) have been selected, together with the payment initiation
or account information request, the ASPSP should not require the customer to select the account
again beforeexecutingthePISP’srequest.If, however,theaccountselectioncanonlytake placeinthe
ASPSP’sdomain, thiswillnotamounttoanobstacletothe provision of AlS orPIS.

+£13917.137 It should be noted that consent for the purposes of authorisation of a payment transaction
canbegivenviathePISP(regulation67(2)(c)ofthePSRs2017).Thiswillbe the case where thereisno
redirection.

Guidance on evidencing that the dedicated interface does not dissuade customers
through unnecessary delays or friction

17/14017.138 Under EBA Guideline 5, ASPSPs should also provide evidence that the dedicated interface
does notgiverise tounnecessary delay, friction orany other attributes that would meanthat
customers are directly orindirectly dissuaded from using the services of PISPs, AISPs and CBPIIs.

+A14117.139  In our view, customers may be dissuaded, for example, if they are accustomed to
authenticatingusingbiometricsviathebankingapplication(‘app’)onamobilephone, butare prevented
from doing this as part of the authentication journey when accessing accounts via an AlS or PIS.
Customers may also be dissuaded if the customer journey is cumbersome, for example, if they are
required to provide strong customer authentication multiple times in a single session of access to
account information or a single payment initiation. We are not aware of any reasons for ASPSPs to
request strong customer authentication more than once when facilitating authentication for a
single session of access to account information or a single payment initiation.

1714217.140  ASPSPsshouldsubmitsupportingevidenceofcustomerjourneys, foreachaccess method, in
the form of screenshots, walkthroughs orvideos of the customer journey andevidence concerning,
forexample, usage oftheinterface (e.g.successful calls on API) and customer drop-out rates.
Evidence of consumer testing or alignment to marketinitiative specificationsthathave hadthe
input of consumerswill also be a relevantconsiderationinourassessment.

Design and testing to the satisfaction of PSPs (EBA Guideline 6)

1714317.141 EBAGuideline6concernsrequirementsforthe design andtestingofthe dedicated interface

to the satisfaction of the payment service providers.

Design

1714417.142  UnderEBAGuideline6.1,ASPSPsneedtoprovideevidencethatthededicatedinterface meetsthe
legalrequirementsforaccessanddatainPSB2the PSRs 2017 andthe SCA-RTS.Forthis purpose,wehave
provided‘FormB’inSUP15CAnnex1basedonthemainrequirements fordedicatedinterfacesandAPI
initiativessetoutinTable1linthe EBAOpinion.Against each of the main requirements for access interfaces,
ASPSPs should provide:
* adescriptionofthefunctionalandtechnical specificationsthatthe ASPSP has implemented

® asummary of howtheimplementation of these specifications fulfils the
requirements in RSB2-the PSRs 2017 and the SCA-RTS
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17.143  Where certain requirements are not being met when the exemption request is submitted,an
ASPSPshould providethedatebywhentherelevantfunctionality willbeimplemented.Asnotedin
17.8,wemayneverthelessindicatethatweare ‘minded to exempt’ if the account provider has clear
and credible plans to meet these requirementsby the time the requirement to have a contingency
mechanism applies to the firm. The exemptionwillonly be confirmed once wearesatisfiedthatthe
legalrequirementsandcriteriahave been met.

17314617.144 EBAGuideline6.2setsoutthatan ASPSPmayprovideinformationaboutstandards ithas
implementedthathavebeendevelopedbyamarketinitiative. AnASPSPshould provide this
information, where relevant, in Form B as part of its description of the functionalandtechnical
specifications,andhowthesemeetRPSB2the PSRs 2017standards.

17314717.145 We expect that in the development of API standards, initiatives such as the Open Banking
ImplementationEntity (OBIE) willhaveundertakenextensiveengagement with different market
participants towards ensuring APIs work well. We also expect extensive work to have been
undertaken to ensure the standards are aligned with RSB2the legalrequirements.Nonetheless, it
remainstheASPSP’sresponsibilitytoensure thisisthe case with respecttoanystandards used. We note
thatas part of their work, initiatives’® may facilitate conformance testing (alsoknown as
compliancetesting) ofdedicatedinterfaces againsttheirspecified APIstandards aswellas
againstPSDB2 the- legalrequirements. Information aboutthe results ofany conformance testing, and
any deviationfromtheinitiativestandardshouldbeprovidedusingFormB.

1£14817.146 _InadditiontoFormB,underEBAGuideline6,werequireASPSPstoprovide:

Q6: Informationonwhether,andifsohow,the ASPSPhas
engaged with PISPs, AISPsand CBPlIsinthe designand testing ofthe
dedicatedinterface.

Testing

ahexemption-ASPSPs should make available the testing facility no later than the date of the market

launch of the access interface. EBAGuideline6.5setsoutthe7areas(a-g) ofconnectionandfunctional

testingthatneedtobeavailableinthetestingfacility.

17.148  ThepurposeoftestingfacilitiesistoallowAlSPs, PISPsand CBPIls,including AISPs and PISPs that are not
yet authorised but are seeking authorisation, to undertake connection and functional testing of
their software and applications used for offering apaymentservicetocustomers.Facilitiesshould
allowAlISPs,PISPsandCBPlIstotest theirsoftware and applications beforetheylaunch their productsto
customers. Notall payment account products need to be reachable through the testing facility to
meet the testing criteria.

1£15017.149  While the testing facility only needs to be made available by the market launch of the
interface, we encourage firms to make it available as soon as possible so that AISPs,
PISPs and CBPllIs can carry out their testing. Doing so might also lead to favourable
feedback from AISPs, PISPs and CBPIIs, which in turn might assist a firm in its application
for an exemption from the contingency mechanism.

+/£15117.150 Inorderto assess whetheran ASPSP’s dedicated interface meets the criteria setoutin
EBAGuideline6,werequirethefollowinginformation:

Q7: Thedatefromwhichthe ASPSPhasmadeavailable,atno
charge, uponrequest, the documentation of the technical specification
of any of the interfaces specifying a set of routines, protocols, and tools
needed by AISPs, PISPs and CBPlIstointeroperatewiththesystems of
the ASPSP.

Q8: Thedateonwhichthe ASPSP publishedasummary ofthe
dedicatedinterface onits website. An ASPSP willneed to provideaweb
link(URL)tothewebpagewherethetechnical specifications are
provided. The published technical specifications must meet the
requirements of SCA-RTS Article 30(3).

Qo9: Thedateonwhichthetestingfacilitybecameavailable for
use by AISPs, PISPs and CBPlIlIs to test the dedicated interface inrelation
topointsa-gin Guideline 6.5.
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Q10: The number of different PISPs, CBPIIs, AISPs that have
used the testing facility.
Q11: A summary of the results of the testing that has been

undertaken using the available testing facilities.

70 WhileOBIEwasestablishedunderanorderofthe Competitionand MarketsAuthority,othersimilarmarketinitiativesexist,suchas the Berlin
Group in Germany https://www.berlin-group.org/psd2-access-to-bank-accounts

+A15217.151  Wedonotneedtheresultsoftestingwithindividual AISPs,PISPsandCBPIls.However, the
summary of testingresultsshouldinclude:

¢ asummary of the feedback received from PISPs, AISPs and CBPIIs
® asummaryofanyissuesidentified
® adescriptionofhowanyproblemsorissueshavebeenaddressed

+7£15317.152  Not all testing needs to have been completed by the time we receive the exemption request,
aslongastheavailabletestingfacilitiesmeetGuideline6.5andArticle33(6)(b) of the SCA-RTS.

Testing certificates (EBA Guideline 6.5(b))

17£15417.153  Under EBA Guideline 6.5(b), ASPSPs must make facilities available that enable AISPs PISPsand
CBPlIstotesttheabilitytoexchangetherelevantcertificatesreferredtoin Article 34 of the SCA-RTS.
Inourview, prierted4September2019;whencertificates mustcomplywithArticle 34 ofthe SCA-RTS,
whereanauthorisedorregistered AISP, PISP or CBPII does not yet have the relevant qualified
certificate, this should not prevent them from making use of the testing facility.

Testing authentication procedures (EBA Guideline 6.5(g))
17£315517.154  Under EBAGuideline 6.5(g), the ASPSP’s testing facility must enable AISPs and PISPs torely onall
theauthentication procedures provided bythe ASPSPtoits customers. WherearASRSRis

edace i A ion

a4 Sa <, S > Wed
B 7

readyfortestingbyMareh2019Howeverthe-The testingfacility shouldenable AISPsand PISPsto
testthe plannedstrongcustomer authentication scenarios so that they can be accommodated in
their software and applications.

17£315617.155 UnderEBAGuideline6.7,whenassessingwhetherthededicatedinterfacehasbeen designed
and tested to the satisfaction of PSPs, we may take into account any problemsreported to us by
PISPs, AISPs and CBPIls.

Wide usage of the interface (EBA Guideline 7)

17£315717.156  UnderSCA-RTSArticle33(6)(c),inordertoexemptanASPSP’sdedicatedinterface, we mustbe
satisfied thatithasbeen widely usedfor atleast 3 months by PSPs to offer accountinformation
services, paymentinitiation servicesandto provide confirmation ontheavailability offundsforcard-
basedpayments.

17£15817.157  AsperEBAGuideline7.1,inordertoassesswhetherthisrequirementismet, wewill requirean
ASPSPtoprovidethefollowinginformation:
Q12: A description of the usage of the dedicated interface in a three-
month (orlonger) period prior to submission of the exemption request.

+/£15917.158  Thisdescriptionshouldinclude, butisnotlimitedto providing: the numberof PISPs, AlSPsand
CBPlIsthathaveusedtheinterfacetoprovideservicestocustomers;and thenumberofrequestssent
bythosePISPs,AISPsandCBPlIstothe ASPSPviathe dedicatedinterfacethathavebeenrepliedtoby
the ASPSP.
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17£16117.159  Wealso note that the results of some conformance testing can help to demonstrate thatan
ASPSP’sdedicatedinterfaceisreadyforuse,wherethe ASPSPhasnotbeen abletodemonstrateusage
ofaspectsoftheinterfacebyAISPs,PISPsandCBPlIs.

17£16217.160  The ASPSPmustalso provide evidencethatithasmadeallreasonableeffortsto ensure
wide usage of the dedicated interface. In orderto assess whetherthis is thecase,inline
withEBAGuideline7.2(b),anASPSPshouldprovidethefollowing information:
Q13: Adescriptionofthe measuresundertakentoensure
wide usage of the dedicated interface, including by communicating
itsavailabilityviaappropriatechannels, including where relevant the
website of the ASPSP, social media, industry trade bodies,
conferences and direct engagementwithknownmarketactors.

1716317.161  As per Article 33, the requirement for contingency mechanism applies from 6 months after
the market launch of the interface. This means that firms can run the testing period and wide
usage period concurrently, while also offering their services to customers. However, we
encourage firms to put in place testing facilities as soon as practicable, and we note that this may
assist them with their application for an exemption, as it will give more time for AISP, PISP and
CBPIl feedback to be considered and addressed by the ASPSP.

Resolution of problems (EBA Guideline 8)

17/16517.163  AsperEBAGuideline8,inordertoexemptanASPSP,wewillneed evidencethatan ASPSPhas
systemsandprocessesinplacetoresolveproblemswithoutunduedelay (asrequiredbySCA-RTS
Article33(6)(d)).AnASPSPshould providethefollowing information, as per EBA Guideline 8.1:

Q14: Information onthe systems orproceduresin place for
tracking, resolving and closing problems, particularly those reportedby
PISPs,AISPsandCBPIls.

Q15: An explanation of the problems, particularly those reported
by PISPs, AISPs and CBPIIs, that have not been resolved in accordance
with the service level targets set out in Guideline 2.1.

1716617.164 ASPSPsshouldinclude adescription of problemsreported during bothtestingand operational
use(‘production’)ofthededicatedinterface. Wewilltakeintoaccount,as part of our assessment,
problems reported by AISPs, PISPs and CBPIIs.

Revokingexemptions
1£316717.165 UnderSCA-RTSArticle33(7)the FCAisrequiredtorevokeanexemptionwherethe conditions(a)
and(d)of SCA-RTSArticle 33(6)arenotmetbythe ASPSPformorethan 2consecutivecalendarweeks.
Followinganexemptionbeingrevoked,wearerequired to ensure that the ASPSP establishes, within
the shortest possible time and at the latest within 2 months, the contingency mechanism referred
to in SCA-RTS Article 33(4).
17£16817.166  As noted in section 17.101, where the contingency mechanism is relied upon the ASPSP
mustensurethe customer’sonlinebanking portal meetstherequirementsof SCA-RTSArticle33.This
includesprovidingameansfortheAISP,PISPorCBPIlItobe identified and ensuring the AISP or PISP
canrely onthe authentication procedures providedbythe ASPSPtothe customer.
17/16917.167 _Relianceonthecontingencymechanismshouldbeatemporarymeasure.Wherean exemption is
revoked, we will expect the ASPSP to work towards providing access either:
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* viathemodified customerinterface, which, inadditiontogeneralobligationsfor access
interfaces, mustalsocomplywithSCA-RTSArticles34(certificates),35 (securityof
communicationsession)and36(dataexchanges),or

¢ viathe dedicated interface which meets conditions (a) and (d) of SCA-RTS Article 33(6).

Reporting problems with the dedicated interface

1417017.168  CA-RTS Article 33(3) requires ASPSPs, AISPs, PISPs and CBPIIs to report problems with the
dedicated interface to their respective national competent authorities withoutunduedelay.
Theseproblemsare,asdescribedinSCA-RTSArticle33(1):

i. Theinterfacedoesnotcomplywithrequirementsin SCA-RTSArticle 32
ii. Thereisunplannedunavailabilityoftheinterfaceorasystemsbreakdown.

1A1A17.169  Wewillusethereportrequiredunder SCA-RTSArticle 33(3)aspartof ourmonitoring of
whether ASPSPsare complying withtheirobligationsinrespectoftheinterfaces thattheyputin
place,inlinewithArticle 30(6).

1A17217.170  WhereASPSPshavebeengrantedanexemptionunderSCA-RTSArticle33(5),we will also use the
report to inform a decision whether it is appropriate to revoke the exemption.UnderSCA-RTS
Article33(7)wearerequiredtorevokeanexemptionfrom the contingency mechanism granted under
SCA-RTS Article 33(6) where, for more than2consecutivecalendarweeks,either:

® anASPSPfailstocomplywithalltheobligationsinSCA-RTSArticle32,or
* problemsrelatedtothe dedicatedinterface have notbeenresolved withoutundue delay.

1717317.171 _ Problems with dedicated interfaces should also be separately assessed against the criteria in
the EBA Guidelines on major incident reporting under PSD2 to determine whetherthey qualifyasa
majorincident (see Chapter 13 —Reporting and notifications).

Howtoreport
1£17417.172  Detailsofhowtoreport using Form NOT005 can be foundin Chapter 13andSUP 15.14.38

What to report

/17517173 Thereporting form will allow a reporting ASPSP, AISP, PISP or CBPII to select which of the two
categoriesits reportisabout. The following sections provide detail about the information to provide
for each category.

Article 32requirements

1£317617.174 Where an ASPSP, AISP, PISP or CBPII believes that an ASPSP’s interface is not performingin
compliance with SCA-RTS Article 32, it mustsubmitreportusing Form NOTO005 (availableviaConnect)
andincludeashortsummaryofthereasonsitbelieves SCA-RTSArticle 32 requirementsarenotbeing
met. Anon-exhaustive listof reasons thatcouldbegiveninclude:

¢ TheuptimeofthededicatedinterfaceasmeasuredbytheKPIsdescribedin EBA Guidelines2.2and
2.4,fallsbelowtheuptimeoftheinterfaceusedbythe ASPSP’s customers.

® Thereisnotthesamelevel of supportofferedtoAISPs, PISPsand CBPlIsusingthe ASPSP’sdedicated
interface,incomparisontothecustomerinterface.lnourview, supportcouldinclude,forexample,
servicedesks,orhotlinestodealwithissues.

® The dedicated interface poses obstacles to the provision of payment initiation and account
informationservices(seeSCA-RTSArticle32andtheEBAGuidelinesand Opinion).

Unplanned unavailability of the interface or a systems breakdown

1£37717.175  UnderSCA-RTSArticle33(1),unplannedunavailabilityorasystemsbreakdownmay be presumed

tohavearisenwhen five consecutive requests foraccesstoinformation for the provision of payment
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initiation services or account information services are notrepliedtowithin30seconds.TheFCA
encouragesAlSPs,PISPsandCBPIIsto submitareportconcerningunplannedavailability orsystems
breakdownonlyafterthis thresholdhasbeenpassedinrespectofrequestsmadebythatAISPorPISP.
PISPsand CBPlIscanalsousetheformtoreportthatthe ASPSP hasfailedtoprovide tothe CBPIlortothe
PISPa‘yes’ or ‘no’ confirmationinaccordance with articleregulation 658(43) of PSD2the PSRs 2017
and article 36(1)(c) of the SCARTS.

17£17817.176 _ The information that a PISP can request (and an ASPSP must provide) is set out in regulation
69(2)(b)ofthePSRs2017andSCA-RTSArticle36(1)(b)and(c).Treatmentof datarequestsbyAlSPsisset
outinregulation70(2)(b)ofthe PSRs2017andSCA-RTS Article 36(1)(a). These provisionsshould beread
inconjunctionwith ourguidancein sections17.29-30and 17.33 of thischapter. The FCAwillnotacton
reportsdescribing afailureofan ASPSPtoprovideinformationthatthe ASPSPisnotobligedtoprovide.

1£317917.177 We agree with the EBA’s Opinion that an ASPSP is obliged to provide immediate
confirmation, in a ‘yes’ or ‘no’ format, of whether there are funds available at the requestofaPISP
underSCA-RTSArticle31(1)(c).PISPsarenotgenerallyentitledto know the balance of funds or
transaction history in order to manage execution risk. However, wherean ASPSP’s system doesnot
enableittoprovidesucha‘yes’ or‘no’ answer, the ASPSPshould give PISPsthe possibility ofaccessing
anydatathatthe ASPSP usestodetermine whether or notto execute a customer payment, forinstance
anyincoming/outgoing payments that will affect the balance or overdraft (see section 17.26).

1£18017.178 WheretheASPSPdoesnotprovidesucha‘yes’or‘no’answerandafterfiveconsecutive requests
does not provide the information required for a PISP to manage execution risk,thePISPcanreport
underArticle33(1)usingthe‘otherunplannedunavailabilityor systems breakdown’ option in NOT005,
and providing a brief description.

1718117.179  ThereportwillaskanAlISP,PISP,CBPllorASPSPtoconfirmthatthereportisinrelation to
unplanned availability or systems breakdown and to provide a brief description. Examples of the
brief descriptions an AISP, PISP or ASPSP can select include:

¢ Unavailability after 5 consecutive requests of information on the initiation of the payment
transactionandallinformationaccessibletothe ASPSPregardingthe execution of the payment
transaction.

¢ Unavailabilityafter5consecutiverequestsofinformationfrom designated payment accounts and
associated payment transactions made available to the customer when directly requesting
access to the account information excluding sensitive payments data.”

® Failuretoprovidetothecardbasedpaymentinstrumentissuer(CBPIl)ortothePISPa‘yes/ no’confirmationin
accordancewithartieleregulation 658(34)ofRSB2the PSRs 2017andarticle36(1)(c)oftheSBRTS.

® Other unplanned unavailability or systems breakdown.
1£18217.180  Thereporting AISP, PISP, CBPII or ASPSP should also confirm using the specified part of the form
whetheravailability hasbeenrestored at the time of reporting.
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Introduction

18.1

18.2

18.3

18.4

18.5

18.6

Agents
18.7

AllPSPsarerequiredbyregulation98 ofthe PSRs2017toestablish aframework with appropriate
mitigation measures and control mechanisms to manage the operational and security
risks relating to the payment services they provide. As part ofthatframework they must
establishand maintain effectiveincident management procedures, including forthe detectionand
classification of majoroperationaland security incidents.

All PSPs must provide the FCA, on at least an annual basis, with an updated and comprehensive
assessment of the operational and security risks relating to the paymentservicesthey
provide. Thismustincludeanassessmentoftheadequacy of the mitigation measures and control
mechanisms implemented in response to those risks. Chapter 13 — Reporting and
notifications contains more information.

In accordance with SUP16.13.12, PSPs are directed to comply with the European BankingAuthority
Guidelinesonsecuritymeasuresforoperationalandsecurityrisksof paymentservicesunderPSD2(the
EBAGuideIines),asissuedon12December2017.72

This chapterdoesnotgive guidance onspecific provisions, orthe application, ofthe EBAGuidelines.
Rather, itexplainssomeofthefactorsthatweexpect PSPstotakeinto accountwhendeveloping,
reviewingormaintainingtheiroperationalandsecurityrisk management framework. This guidance
must be read alongside the EBA Guidelines.

ThischapterisrelevanttoallPSPs. FSMA authorised firms should also comply with relevant
provisionsoftheSeniorManagementArrangements,SystemsandControls (SYSC) module of the FCA
Handbook.

A PSP’s approach to operational and security risk management should be proportionate to its size
and the nature, scope, complexity and riskiness of its operatingmodel,andofthepaymentservices
itoffers. The FCAwillsupervisePSPsin accordancewithitsgeneralapproachtosupervision.

Aspartofidentifyingoperationalandsecurityrisks, PSPsshouldconsiderhowtheuse ofagents
introducesoperationalorsecurityrisks.WheneveraPSPhasaskedanother partytocarryouta
paymentservice onits behalf, we would expect the PSP to have considered where any operational
and security risk mightlie when complying withiits obligations under the Guidelines. For example, in
establishing its risk management frameworkandestablishingandimplementingpreventivesecurity
measures(asset outinGuidelines2and4oftheEBAGuidelines).

72 European Banking Authority Guidelines on the security measures for operational and security risks of payment services under Directive (EU)
2015/2366 (PSD2) (12 December 2017) http://www.eba.europa.eu/-/eba-publishes-final-guidelines-on-security- measures-under-psd2
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18.8 Inthesecircumstances, itisthe responsibility of the PSPto ensure thatallidentified risks including
those arising from, or related to, agents are mitigated. Regulated firmsretainfull responsibility
andaccountabilityfordischargingalltheirregulatory responsibilities, even when certain activities
are carried out by third parties. We remind PSPsoftheirobligationsunderregulations6,34and 37
ofthePSRs2017and underotherrelevantEBAGuidelines(e.g.theEBAGuidelinesonAuthorisation
and Registration under PSD2).

Outsourcing

18.9 Chapter 4 — Changes in circumstances of authorisation or registration provides more
information about requirements when PSPsintend to enterinto outsourcing contractsifthey will
berelyingonathird party to provide an operational function relating to the provision of
payment services or electronic money services (“outsourcing”).73

18.10 Where a PSP outsources functions relevant to the payment services it offers, its operational
and security risk framework should set out mitigation measures or controls to account for any
operational and security risks identified from the outsourcing ofthose functions. Theserisks
may arisefromtherelationship betweenaPSPand the party offering outsourced services, orthey
may relate to how the PSP monitors risks relating to these activities. The PSP should
demonstrate that it has monitored and soughtassurance onthe compliance of outsourcers with
security objectives, measuresandperformancetargets.

18.11 Whererelevant, PSPsmustalsoconsiderrequirementsunder FSMA, the FCA Handbook
(especiallySYSC8)andotherregimes, including the EBA’s Guidelines on Outsourcing
Arrangements®. AnyPSPwishingtooutsource activities to the cloud or other third-party IT

services should considerthe FCA’s guidance in FG16/5./

18.12 Although outsourced service providers may not fall within the FCA’s regulatory perimeter,
all PSPs should bear in mind that they retain full responsibility and accountability fordischargingall
oftheirregulatoryresponsibilities. Theymustcomply withtheobligationssetoutinregulation 25ofthe
PSRs2017.Thisincludeswhere anAlSorPISprovidermakesuse ofotherbusinessestoaccessand/or
consolidate paymentaccountinformation.

18.13 Firms cannot delegate their regulatory responsibility or their responsibility to their payment
service userstoanotherparty. Arelevantact oromission by another party to whichaPSPhas
outsourcedactivitieswillbeconsideredanactoromissionbythePSP. Any outsourcing willbearelevant
considerationinthe contextofriskassessments, required under Guideline 3 of the EBA Guidelines.

Risk assessments

18.14  Guideline 3 of the EBA Guidelines sets out the requirements on PSPs when undertaking risk
assessments. PSPs should take into accountallthe factors that couldaffecttheriskassessments
theycarryout.Forexample, wewould expectan AlS or PIS provider to assess and identify risks
related to the method thatis used to access paymentaccounts, andto demonstrate how they
mitigate anyidentified risks.Consequently,whereanAlSorPISproviderdoesnotaccesspayment
accounts throughdedicatedinterfaces, forexample, byaccessing paymentaccountsdirectly itself or
by usingathird party, we would expect the risk assessment to demonstrate how the provider
mitigates any identified risks related to its method of access.

18.15 PSPs are reminded that they must comply with all relevant data protection law, sysc’?and
othersystemsandcontrolrequirements.Moreinformationisavailable in Chapter 17 — Payment
initiation and account information services and confirmation of availability of funds.76

73 Seespecifically4.54t04.58 of Chapter4—Changesincircumstances ofauthorisation orregistration.

74 FinalisedGuidanceFG16/5‘Guidanceforfirmsoutsourcingtothe’cloud’anotherthird-partylTservices’ (July2016). Available at
https://www.fca.org.uk/publication/finalised-guidance/fg16-5.pdf

75 Following the UK’s exit from the EU we continue to expect the firms we regulate to apply the EBA guidelines to the extent that they remain relevant. See our
approach to EU non-legislative materials: https://www.fca.org.uk/publication/corporate/brexit-our-approach-to-eu-non-legislative-materials.pdf
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18.16

The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 19

PSPs that choose not to apply strong customer authentication under Article 17 of the
technical standards on strong customer authentication and common and secure methods
of communication eemmssmn;elegafeedae%aﬁen{-guﬂe%sgﬂ(the SCA-RTS)must
address the corporate payment processes and protocols not subject to strong customer
authenticationintheriskassessment, whichshouldincludeabriefdescription ofthe paymentservice
andhowequivalentlevelsofsecurityhavebeenachieved.Firms intending to operate under this
exemptionwill need toensurethatthey have provided us with thisinformation byincludingitinan
assessment submitted at least 3 months in advance of the date of intended use. Chapter 20 —
Authentication (section 20.57 — 20.63) providesfurtherinformation.

Best practicestandards

18.17

PSPs should review our joint statement with HM Treasury on third party access provisionsin
PSD2."%w i initiat

relevant.”®

75 https://www.handbook.fca.org.uk/handbook/SYSC/ 76
Seefrom17.51t017.59

The SCA-RTS .

77 SeeourjointstatementwithHMT ‘Expectationsforthethird partyaccessprovisionsinPaymentServicesDirectivell’ (July2017) available at
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/630135/Expectations_for_the_third_
party_access_provisions_in_PSDII.pdf

78 Forexample, the voluntary guidelines published jointly by UK Finance, the Financial Data and Technology Association (FDATA), the
Electronic Money Association (EMA) and techUK “Voluntary guidelines and encouraged market behaviours under PSD2 in the ‘transitional
period”” available at https://www.ukfinance.org.uk/wp-content/uploads/2018/01/Voluntary-Guidelines-and- Encouraged-Market-
Behaviours-Under-PSD2-FINAL.pdf (14 May2018).
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i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 19

Introduction

19.1 Allpaymentservice providers (PSPs)and e-moneyissuers mustcomply withlegal
requirementstodeteranddetectfinancialcrime, whichincludesmoneylaundering andterrorist
financing.

19.2 Relevant legislationincludes:

¢ theMoneyLlaundering, TerroristFinancingand Transferof Funds(Informationonthe Payer)
Regulations2017 as amended by the Money Laundering and Transfer of Funds (Information)
(Amendment) (EU Exit) Regulations 2019 (MLRs)

¢ the EU-Funds TransferRegulation_as on-shored by the European Union (Withdrawal) Act 2018 and

amended by the Money Laundering and Transfer of Funds (Information) (Amendment) (EU Exit)
Regulations 2019%

e section 21A of the Terrorism Act 2000
¢ the Proceeds of Crime Act 2002

¢ therelevantfinancialcrime provisionsofthe PaymentServices Regulations2017 (PSRs 2017)
and Electronic Money Regulations 2011 (EMRs) (including those relating to the
management of security risks and the application of strong customer authentication)

e Schedule 7 to the Counter-Terrorism Act 2008

19.3 PSPsande-moneyissuersarealsosubjecttothevariouspiecesoflegislationthat implementthe
UK’sfinanciaIsanctionsregime.81

19.4 Creditinstitutions that provide paymentservices orissue e-money are subject to additionallegal
requirementsandrelevantprovisionsinourHandbook, including the provisionsrelatingto
financialcrimeinourSeniorManagementArrangements, Systemsand Controls (SYSC) sourcebook
inSYSC6.1.1RandSYSC6.3.

80 EURegulati 84742015 I h haryl irat £, i ] toutinEYRegulati A1781/2006

{=) L ¥
8480 More detail on the UK’s financial sanctions regime is available from the Office for Financial Sanctions Implementation (OFSI)
https://www.gov.uk/government/organisations/office-of-financial-sanctions-implementation.
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Application to become a Pl or EMI

19:719.5 Chapter 3 — Authorisation and registration outlines the authorisation and registration
requirements relating to financial crime for authorised payment institutions (-Pls), electronic
money institutions (EMIs) and registered account information service providers (RAISPs).

Systems andcontrols

19:819.6 We expect all PSPs and e-money issuers to establish and maintain systems and controls to comply
with their legal obligations relating to financial crime under the PSRs2017,theEMRsand(wherewe
arethesupervisoryauthority)underthelegislation referredtoabove. These systemsand controls
include appropriate andrisk-sensitive policies and procedures to deter and detect financial
crime and an organisational structurewhereresponsibilitytopreventfinancialcrimeisclearly
allocated.

19:919.7 Wehaveproducedguidanceonpreventingfinancialcrime—FinancialCrime:aguide for firms that will
berelevantfor PSPsande-moneyissuers. For Plswhoaresubject tosupervisionbyHMRCunderthe
MLRs,HMRChasalsoprovidedguidance—Anti- moneylaunderingguidance formoneyservice
businesses. Chapter 12 —Supervision providesamoredetailed outline of oursupervisoryroleand
thatofHMRCinrelationto Plsregisteredwithitunderthe MLRs.

Policies and procedures

19:1819.8Underthe MLRs, PSPsand e-moneyissuersarerequired todemonstrate thatthey establishand
maintainpolicies,controlsandprocedurestomitigateandmanage effectively the risks of money
laundering andterroristfinancing. Appropriate policies and proceduresare proportionatetothe
nature, scaleandcomplexity ofthe PSP’s activitiesand enableittoidentify, assess, monitorand
effectivelymanagefinancial crimerisktowhichitisexposed.

19:31+19.9Inidentifyingitsfinancialcrimerisk,aPSPore-moneyissuershouldconsiderarange effactersoffxas
including(wheretheyarerelevant):

¢ itscustomer, productandactivity profiles;

e jtsdistributionchannels;

* thetype, complexity and volume of permitted transactions;
® itsprocessesandsystems;and

¢ jtsoperatingenvironment.

194219.10  Aspartoftheirriskassessmentand to mitigate the risk of their products being used formoney
launderingorterroristfinancingpurposes, weexpectPSPsand e-money issuers to:

¢ whereapplicable,applyongoingduediligencetocustomersonarisk-sensitivebasis inaccordance
withtheirobligationsundertheMLRs;and

i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 19
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i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 19

¢ putinplaceandenforcepoliciestodeterminetheacceptable use of their products.

19:4319.11 PSPs and e-money issuers that provide payment or e-money services to merchants
should considerwhetherany special risk mitigation measures are necessary forthese
customers. Thisisbecause merchantscanbeinvolvedinactivitiesthatareassociated withan
increasedriskofmoneylaundering.PSPsande-moneyissuersshouldalso bealerttothe
possibility that merchants may abuse their products to furtherillegal activity, suchasthe sale of child
abuseimagesorthesale ofage-restrictedgoodsto minors.

19:1419.12 PSPs and e-money issuers should carry out regular assessments of their anti- money
laundering policies and procedures to ensure thatthey remain relevantand appropriate.Aspart
ofthis, PSPsande-moneyissuersshouldbealerttoanychange in their operating environment that will
have animpact on the way thatthey conduct theirbusiness. Forexample, we expect PSPsand e-
moneyissuerstobealerttothe publicationofanyinformationonfinancialcrimerisksandthreats
associatedwith e-money products or paymentservices, suchastypology reportsfromthe Financial
ActionTaskForceorotherrelevantdomesticandinternationalbodies,andincorporate this
informationinto their risk assessmentas appropriate.

Agents, branches and outsourced providers

19-1519.13 Underregulation360ofthe EMRsandregulation36ofthe PSRs2017,EMIsandPlsare ultimately
responsibleforanythingdoneoromitted byanyoftheiremployees, agents (anddistributorsinthe
case of EMIs), branches or outsourced providerstothe same extentasifthey have expressly permitted
it. Thisincludesafailure totakeadequate measures to prevent money laundering and terrorist
financing, as well as failure to complywiththe UK’sfinancialsanctionsregime.EMIsandPlsmustbe
awareofthis risk and take measures to manage it effectively. Thisincludes taking steps to
satisfy themselvesofemployees’,agents’, distributors’andthird parties’ ongoingcompliance with
theirfinancialcrimeobligations.

191619.14  Chapter 5 — Appointment of agents contains further detail on the responsibility of EMIs
andPlIsfortheiragentsanddistributors.

Internal organisation

19:1719.15 Weexpect PSPsand e-moneyissuerstoestablishaclearorganisationalstructure where
responsibilityforthe establishmentand maintenance of effective policiesand proceduresto
preventfinancialcrimeisclearlyallocated.

19:1819.16 Regulation 21(1)(a) of the MLRs requires PSPs and e-money issuers (where appropriate) to appoint
anindividual who is a member of the board of directors (or equivalent) as the officer responsible for
compliance with the MLRs. Regulation 21(7) of the MLRs specifically requires PSPs and e-money
issuers to appoint an individual to monitor and manage compliance with, and the internal
communicationof,thepolicies, procedures and controlsrelatingtothe mattersreferredtoinregulation
19(3)(a)to (e) of the MLRs. The person appointed under either of these regulations may be the same
person who is the officer nominated under the Proceeds of Crime Act 2002. We expect the individual
appointed to have the knowledge, experience and training as well as a level of authority and
independence within the PSP or e-money issuer and sufficient access to resources and
informationto enable him/hertocarry outthatresponsibility.

Industry guidance

191919.17 Whenconsideringwhetherabreachofapplicablelegislationinrelationtoanti-money
laundering and counter-terrorist financing has occurred in relation to a firm that we supervise
foranti-moneylaunderingpurposes,wewillconsiderwhetheraPSPor e-money issuer has followed
relevant provisionsinthe guidance forthe UK financial sector issued by the Joint Money
Laundering Steering Group (JMLSG). PSPs are reminded thatthe JMLSG does notintend its guidance
to beapplied without thought, as a checklist of stepsto take. PSPs and e-money issuers should


https://19.1919.17
https://19.1819.16
https://19.1719.15
https://19.1619.14
https://19.1519.13
https://19.1419.12
https://19.1319.11

i The FCA's role under the Payment Services Regulations 2017 and the Electronic Money Regulations 2011 Chapter 19
alsohaveregardto ourguidanceonthetreatmentofpolitically exposed persons (PEPs) when
meeting their anti-money laundering- obligations.83

Communications with customers

19:2019.18  APSP’slegalandregulatoryobligationstocommunicate with customersandthird parties
will not constitute ‘tipping off’ under section 333A of the Proceeds of Crime Act2002)unless:

¢ thePSPoranotherpersonhasmadealawfuldisclosure(e.g.aSuspiciousActivity Report
madetothe National Crime Agency); or

¢ the PSP oranother persondiscloses thataninvestigation into allegations thatan offence
relatingto moneylaunderingisbeingcontemplatedorisbeingcarriedout;

* andtherelevantcommunicationislikely to prejudiceanyinvestigation thatmightbe conducted
followingthe disclosure.

Enforcement
19:2419.19 Under the EMRs, PSRs 2017 and MLRs, we have powers to take appropriate enforcement

action, which may include cancelling, suspending or varying an authorisation orregistration

where aninstitution fails to meetits obligation to putin place effective proceduresinrelationto
financial crime.

19:2219.20 We may censure or impose a penalty on EMIs, Pls and RAISPs that contravene requirements
imposedbyorundertheEMRsandthe PSRs2017(asapplicable). We mayalsoenforceotherfinancial

crimeobligationsunderotherlegislation,includingthe FinancialServicesand Markets Act 2000, the
MLRsandSchedule 7tothe Counter- Terrorism Act2008.

19:2319.21 See Chapter 14 — Enforcement for more details about our enforcement approach.

83 https://www.fca.org.uk/publication/finalised-guidance/fg17-06.pdf
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20.1

20.2

20.3

20.4

20.5

Thischapterdescribesthe authenticationandsecurity measuresthatapplytoall payment
serviceproviders(PSPs)subjecttothe PSRs2017—includinge-money institutions (EMk)\when
providing paymentservices and registered accountinformation serviceproviders
(RAISPs).

Althoughexemptfromthe PSRs2017,creditunionsshould alsoconsiderreadingthis chapter.Under
BCOBS5.1.10A, thesefirms must considertheriskoffraud and putin place appropriate procedures
andtechnical safeguardstoensure thatsuch payments canbecarriedoutinasafeandsecure
manner.Aspartofthis,suchfirmsmaywish

to consider the adoption of ‘strong customer authentication’ as specified in the
RegulatoryTtechnical Standards-standards on strong customer authentication and
commonand secure methods of communication®(the‘'SCA-RTS’)anddiscussedin
thischapter.

Authenticationis a procedure which allows a PSP to verify the identity of a customerpayment
service-useror the validity of the use of a specific paymentinstrument. The purpose isto
ensure thatthe customerpaymentserviceuseris the legitimate user and has given their
consent for the transfer of funds or access to their account information.

From 14 September 2019, all PSPs must-were required to comply with regulation 100 of the PSRs
2017 and with the EU Regulatory Technical Standards for strong customer authentication and
common and secure open standards of communication SEA-RFS-published in the form of a
Commission Delegated Regulation. On 31 December 2020, these standards were replaced by the

SCA--RTS made bv the FCA}. -

‘EBA Opinien Htob

a&peet&ef—the%eq-wement—s—The European Banking Authorltv (EBA) has publlshed a series of
opinions and Q&As on the implementation of the EU-RTS which we consider remain relevant.

molemen ha A-R ha

The SCA-RTSspecifies:

* requirementsforPSPstoputinplacetransaction monitoringmechanismsandto conduct
regularsecurityreviews

* requirements for the application of strong customer authentication
¢ conditionswhere exemptionsfrom strong customerauthentication maybe applied

® requirementsto protect the confidentiality and integrity of the_customer-paymentservice
user’s personalised security credentials®

® requirementsforcommonandsecure openstandards of communication.

Tha jeci Del tad Raaulati nlcll\‘)mqlzg,olfh SCA-RTS)ic dablaharahttnc:-//aye | uropna-aullaaal tant /[EN/
=3 15) A} U 7 A T P TT - Lid 1) T T

8584 PersonallsedsecurltycredentlaIsarepersonallsedfeatu resprovidedbyaPSPtoapaymentserviceusercustomerforthepurposesof

authenticationasdefinedinregulation2ofthe PSRs2017.
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General provisions

20.6 AlIPSPsarerequiredtoestablishtransactionmonitoringmechanisms(specifiedin SCA-RTS Article 2)
to enable them to detect unauthorised or fraudulent payment transactions. Whilenotrequired, we
encouragePSPstoconsideradoptingareal-time riskanalysisapproachonasimilarbasistothat
describedinSCA-RTSArticle 18(2)(c) forthe purpose of meeting the requirement of SCA-RTS Article 2.

20.7 AsstatedinSCA-RTSArticle3,PSPsarerequiredtodocument, periodicallytest, evaluate and auditthe
security measures implemented in compliance with the SCA-RTS.Firmsshouldbepreparedto
provideuswithsuchevaluationandaudit reports upon our request. A payment institution’s or e-
money institution’s auditor is requiredtotellusifithasbecomeawareinits capacity asanauditorthat,
inits opinion, thereisorhasbeen, maybeormayhavebeen, acontravention ofanyrequirements
imposedbyorunderthe PSRs2017orElectronicMoneyRegulations(EMRs)thatisof material
significance to us (where regulation 25 ofthe EMRs and regulation 24 of the PSRs 2017 apply).
Banksandbuilding societies, and theirauditors, are subject todifferentaudit requirementsunderSUP3
oftheFCAHandbook.

Strong customerauthentication

20.8 Regulation 100(1) ofthe PSRs 2017 states thata PSP mustapply strong customer
authenticationwhereapaymentserviceusercustomer:

® accessestheirpaymentaccountonline, whetherdirectly orthroughanaccount information
service provider

® initiatesanelectronicpaymenttransaction,or

¢ carries outany action through a remote channel which may imply arisk of payment fraudor
otherabuses.

20.9 The requirements for strong customer authentication apply to all electronic payment transactions
initiated by the payerandto card paymenttransactionsinitiated through the payee. Electronic
payment transactions that are initiated by the payee are not subject to strong customer
authentication, provided that an action of the payer is not needed to trigger their initiation
by the payee. This includes what is commonly referred to as ‘merchant initiated
transactions’ where the payer has given a mandate authorising the payee to initiate a
transaction (or a series of transactions), based on an agreement for the provision of
products or services. Where the mandate is provided through a remote channel, the
setting up of such a mandate is subject to strong customer authentication, as this may
imply a risk of payment fraud or other abuses within the meaning of regulation 100(1)(c) of
the PSRs 2017.

20.10  They strong customer authentication requirements alse-apply regardless of whether the

payment-service-usecustomerr is a consumerorabusiness.

20.11  Asclarified by the EBA%lnlinewiththe EBAOpinion{paragraph36), strongeustomer

authentieationstrong customer authentication isrequired both to access payment account
information and to initiate a payment transaction. Where a paymentserviceusercustomerwishesto
initiate a paymentwithin asessionin which strong customer authentication was performed to access
online data, application of strongcustomerauthenticationwillberequiredagainforthe payment
initiation, unless the ASPSP choosestoapply one of the exemptions permitted underregulation 100(5)

9 EBA opinion on the implementation of the SCA-RTS, June 2018, paragraph 36 https://eba.europa.eu/sites/default/documents/files/documents/10180/2137845/0f525dc7-0f97-

4be7-9ad7-800723365b8e/Opinion%200n%20the%20implementation%200f%20the%20RTS%200n%20SCA%20and%20CSC%20(EBA-2018-0p-04).pdf
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ofthePSRs2017. However, and as explained in the EBA Q&A 414110, “when initiating a payment,
strong customer authentication may be performed when one of the elements used at the time the
customer accessed its payment account online (including via a mobile app) is reused in compliance
with Article 4 SCA-RTS, and the other element of strong customer authentication is carried out at
the time the payment is initiated, provided that the dynamic linking element required under 100(2)
PSRs and detailed under Article 5 SCA-RTS is present and linked to that latter element”.

20.12  SCA-RTSRecital 8 clarifies that payments made throughthe useefusinganonymous
paymentinstruments (such as certain pre-paid gift cards) are not subject tothe obligation of
strong customerauthentication. Inourview, inline with Recital 95 of PSD2, telephonebanking
(egwherecustomerscontacttheirbanktocheck theirbalance orto paytheir credit card bill
overthe phone), paper-based payment transactions (including writteninstructions givenbya
customertosetupaseriesof recurring payments), mail ordersandtelephone ordersare out of
scope of regulation 100 of the PSRs 2017.Nonetheless, we expect firmsto putin place
procedures and safeguards to protect customers using such channels from the risk of
fraud. PSPs may wish to consider extending the authentication requirements to these
channels on a voluntary basis. In addition, PSPs may be subject to other requirements to
combat fraudandfinancialcrimeunderlegislation,includingFSMA,the MoneyLaundering,
TerroristFinancing and Transferof Funds (Informationtothe payer) Regulations 2017
(MLRs)andthe FCAHandbook.

20.13  Regulation 63 of the PSRs 2017 defines the territorial scope of regulation 100 of the PSRs2017.
Asacknowledgedinby theEBALOpinionparagraph32,inthecaseofcross-border transactionswhere
enlythepayersPSPorthepayee’sPSRislocatedwithintheEEA, there may be limitations on the
extent to which the requirements can be applied beyonda ‘bestefforts’ basis. Forexample,wherea
UKcardholdermakesapurchase withamerchantwhosePSP(cardacquirer)islocatedinajurisdiction
notlegallysubject tothe PSRs 2017 PSB2,the UKPSP (cardissuer)should makeeveryreasonableeffort
todetermine the legitimate use of the paymentinstrument_and make its own assessment
whether to block the payment or be subject to the liability requirements under Regulation
76 PSRs 2017 in relation to the payer in the event that the payment was unauthorised.

20.14  SCA-RTS Articles 4 to 9 specify the security requirements for strong customer authentication.In
accordancewithregulation 100(3)ofthe PSRs2017and SCA-RTS Articles22t027,PSPsmust
maintainadequatesecurity measuresto protect the confidentiality and integrity of

asbme’spaymentserviceusers’ personalised security credentials.

Use of multiple authentication factors

20.15  Strong customer authentication is intended to enhance the security of payments. It enablesa

PSP to have greater certainty that a asomebaymentserviceuser wishing to make a payment, or to
accesstheiraccount, isalegitimate astomerpaymentserviceuserand nota fraudster.

20.16  Under the PSRs 2017, strong customer authentication®” means authentication based onthe
use of two or moreindependent elements (factors) from the following categories:

¢ something known only to the paymentserviceusercustomer (knowledge)
¢ somethingheldonlybythecustomerpaymentserviceuser(possession)

J somethinginherenttothecustomerpaymen%sewieeﬁser(inherencesg).

87 Strong customerauthenticationis definedinregulation2 ofthe PSRs 2017
88 Anexampleofinherenceisabiometriccharacteristicsuchasanirisscanorfingerprintbutcanalsoincludebehaviouralbiometrics provided
theycomplywiththerequirementsunderSCA-RTSArticle8.

10 https://eba.europa.eu/single-rule-book-qa/-/ana/view/publicld/2018 4141
11 EBA opinion on the implementation of the SCA-RTS, June 2018, paragraph 32, and EBA Q&A 4233, https://eba.europa.eu/single-rule-book-ga/-/qna/view/publicld/2018 4233

232


https://eba.europa.eu/single-rule-book-qa/-/qna/view/publicId/2018_4233
https://eba.europa.eu/single-rule-book-qa/-/qna/view/publicId/2018_4141

20.17 When designing the authentication method, the PSP must ensure the factors are
independent(SCA-RTSArticle9).Therefore,thebreachofonefactorshould not compromise
the reliability of any other factor, and the confidentiality of the authentication datashould be
protected.

20.18 Independentfactors maybehosted onthe same device. However, whereany of the factors or the
authentication code itself is used through a multi-purpose device (such asatablet or mobile
phone, whichcanbeusedtoinitiatethetransactionandcanplay aroleintheauthentication process),
PSPs mustadoptsecurity measurestomitigate againsttherisk of compromise of thatdevice. SCA-RTS
Articles 6,7 and 8 setoutthe requirements the factors from each category must meet.

20.19 Foranyapplication of strong customerauthentication,asaminimumthe factors used must derive
from at least two out of the three categories. For example, a password (knowledge)andafingerprint
(inherence)wouldmeettherequirementsbutapassword andapersonalidentificationnumber (PIN)
wouldnot,asbothareknowledgefactors. As clarified by the EBA?, Where-certainstatic information
is displayed on a payment card, such as the card verification number (CVV), the long, primary
account number (PAN) and the expiry date, cannot be used as a knowledge ora Qossessmn factor.

Use ofa dynamic CVV (wherea CVV code is dlsplayed electronlcally onapayment mstrument

and changes penodmally)wtsstrengerewdence eipossesswn ofa payment cardyasit

, .Useofacard
reader can also validate that apaymentcardisinthe possession of the legitimate
customerpaymentserviceuser and where the payment user enters a PIN to use the card
reader, the PIN may count as a -knowledge element.

20.20 Foruseofadevice (suchasamobile phone)tobe consideredas possession, there needstobeareliable
meansto confirm the deviceis in the customerpaymentservice-user’s possession through the
generation orreceipt of adynamic validation element on the device. This couldinclude, butis not
limited to, use of atoken generator, or receipt of aone-time password sentvia SMSwhich canbe usedto
validate possession of the SIM-cardassociated with the customer’smobile phonenumber (provided
thatitsuse is ‘subjecttomeasures designed to preventreplication of the elements’ as required under
SCA-RTS Article 7(2))._Possession does not solely refer to physical possession but may refer to
something that is not physical (such as an app). In our view-er mobile apps, web browsers or the
exchange of (public and private) keys may aise-be evidence of possession, provided that they
include a device-binding process that ensures a unique connection between the customersPSY-s
app, browser or key and the device.

20.21 Inherence, which includes biological and behavioural biometrics, relates to physical properties of
body parts, physiological characteristics and behavioural processes created by the body, and any
combination of these. Biometriccredentialsassociated withthe customerpaymentserviceusercanbe
used asinherencefactors,evenwhenhostedatdevicelevel(egusingfingerprint authentication or
retina and iris scanning on amobilephone), providedappropriaterisk-mitigationmeasures have been
takentolinkthe device securelytothe customer. Similarly, behavioural biometrics, such as keystroke
dynamics (identifying the specific authorised user by the way they type) may also be used as
inherence factors. It is the extent to which an inherence based approach prevents the unauthorised
use of the elements that will determine whether or not it constitutes a valid inherence element.

20-2120.22  The June 2019 EBA opinion provides further detail on what would constitute a valid strong
customer authentication element.

20:2220.23  We expect firms to develop strong customer authentication S€A-solutions that work for all
groups of consumers and We-we encourage firms to consider the impact of strong customer
authentication solutions on different groups of customers, in particular those with protected
characteristics, aspart ofthe design process. Additionatylt maybe necessaryfora PSP to provide
different methods of authentication, to comply with their obligation to apply strong customer
authenticationinline with regulation 100 ofthe PSRs 2017.For example, notall

12 EBA opinion on the elements of strong customer authentication under PSD2, June 2019,

https://eba.europa.eu/sites/default/documents/files/documents/10180/2622242/4bf4e536-69a5-44a5-a685-
de42e292ef78/EBA%200pinion%200n%20SCA%20elements%20under%20PSD2%20.pdf?retry=1
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customerspaymentserviceusers -will possessamobile phone orsmart phone and payments may be
made in areas without mobile phone reception. PSPs must provideaviable meanstostrongly
authenticate customersinthesesituations.

Application of strong customer authenticationinthe context of payment initiation
servicesandaccountinformationservices

20:2320.24  Under regulation 100(4) of the PSRs 2017, an account servicing payment service provider
(ASPSP)mustallowapaymentinitiationservice provider(PISP)oranaccount information
service provider (AISP)torely onthe authentication procedures provided bythe ASPSPtothe

customerpaymentserviceuser.

20:2420.25 Recital 30 of PSD2 clarifies that the personalised security credentials used for strong
customer authentication are usually those issued by the ASPSP to the customer. paymentservice
user-Regulations69(3)(b)and70(3)(b)requireaPISPoranAlSPtoensurethat the credentialsare not
accessibletootherparties (excepttheissuerof the credentials) andaretransmittedsecurely. AnAISPor
PISPcanstillrelyonthecredentialsissuedby the ASPSPifthe AISP or PISP’s customer payment
service-userisredirected tothe ASPSP for the purpose of authentication (see section 17.1330n
redirection).

20:2520.26  Asnotedinbythe EBAOpinion, itispossibleforaPISPandanAlSPtoissuetheirown credentialsto
be usedbythecustomer paymentserviceusertoaccessthe PISP’sorAlSP’sown platform(suchasan
applicationorwebsite). However, onlythecredentialsissued by the ASPSP can be used to meet the
requirement for strong customer authentication. Itisopentothe ASPSPtoallowaPISP,anAISPor
anotherparty(suchasamerchantor mobilewalletprovider)toapplystrongcustomerauthentication
onthe ASPSP’sbehalf as part of abilateral contractorarrangement. We would expect the partiesto
ensure thatthe contractaddressestheallocation of liability betweenthe parties.

20:2620.27  Wheninitiatingapaymentusinga PISP, a customer_paymentserviceusermight needtoselect
theaccountwithinthe ASPSP’sdomain.The ASPSPmayshowtheaccountbalances aspartofthis.Inour
view, strong customerauthentication need only beapplied once in this paymentinitiation process.

Authentication code

20:2720.28  InaccordancewithSCA-RTSArticle4,application of strongcustomerauthentication based ontwo
or more authentication factors must generate an authentication code. The SCA-RTS does not
specify howtoimplementthe authentication code. However, SCA-RTSRecital 4 refersto
authenticationcodesbasedonsolutions suchasgeneratingandvalidatingone-timepasswords, digital
signaturesorother cryptographicallyunderpinnedvalidityassertionsusingkeysorcryptographic
material storedinthe authentication elements, provided the security requirements are met.

20:2820.29  Theauthentication code mustonly be accepted once by the PSPin relation tothe payer
accessingits paymentaccountonline, initiatingan electronictransactionor carrying outany

action through aremote channelwhich mayimply arisk of payment fraud or otherabuses.
Thereisnospecificrequirementforthe authentication code to be visible to the customer

paymentservice-useror for the customerpaymentserviceusertoinput it themselves.However, it
mustmeettherequirementsdetailedinSCA-RTSArticle4.
20:2920.30 __InlinewithSCA-RTSArticle4(2),PSPsmustensurethat:

¢ noinformationaboutanyofthe factorscan be derived fromdisclosure of the
authentication code

¢ knowledgeofpreviouslygeneratedcodescannotenableanewauthenticationcode to begenerated

¢ theauthentication code cannot be forged
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20:3620.31 _InlinewithSCA-RTSArticle4(3)(a),PSPsmustensurethatwhereauthenticationfails togenerate an
authentication code, it shallnot be possible toidentify which of the authentication factors was
incorrect. This means thatany failure message should not disclosewhichauthenticationelement
wasincorrect. However, thisdoesnotpreventa PSP from prompting a customer to re-attempt or
re-start the authentication process.

20:3120.32 _ Inaccordancewithregulation100(3)ofthe PSRs2017andSCA-RTSArticle 22, PSPs must maintain
adequate security measuresto protect the confidentiality and integrity of customerpaymentservice
users’ personalised security credentials. Thisincludes protection of authentication codes
duringallphasesofthe authentication.

20:3220.33  Under SCA-RTS Article 4(3)(b), the number of consecutive failed authentication attempts is
limited to no more than five within a given period of time. In the FCA'’s view, afailed
authenticationattemptcouldincludeinstanceswherethe PSP doesnot recognise the authentication
code provided to be valid, or to match the code that was generated. Where therearefive consecutive
failed attempts, the PSP mustblock the relevant action (i.e. the customer’s access to the payment
accountorinitiation of an electronicpaymenttransaction). Wheretheblockistemporary, the
durationshouldbe inaccordancewith SCA-RTSArticle 4(4). Wheretheblockispermanent, the
customer paymentserviceusermustbenotifiedinadvanceoftheblockandasecure procedure must
be establishedtoallowthe payertoregain use ofthe blocked electronic payment instruments(eg.a
secureprocedureforbeingsentanewpaymentcard).

20:3320.34 _ Inaddition, SCA-RTS Article 4(3)(d) statesthat the maximumtime withoutactivity of the
payerafterauthentication shall notexceed 5 minutes. In ourview, thismeansthat a
customerpaymentservice-user, after successfully authenticating to access their payment
account, shouldnolongerhave accesstothe paymentaccountafternomorethan 5 minutes of
inactivity has elapsed. Ifa customer paymentserviceuserwishestoaccessits account
again, the PSP must perform strong customerauthentication unless one ofthe exemptionsis
available.Thisrequirementonlyappliestoscenarioswhere strongcustomerauthenticationwas
applied bythe PSP. Where strong customer authenticationisnotapplied (egbecauseaPSPchooses
toapplyanexemption), we encourage PSPs to consider setting their own session
inactivity rule as a security measure. We encourage firms to considerthe impact of strong
customer authentication solutions ondifferent groups of customers, in particular those with
protected characteristics, as part of the design process.

Dynamic linking

20:3420.35  Regulation100(2)ofthe PSRs2017andSCA-RTSArticle5requirethatforelectronic remote
payment transactions, PSPs must apply strong customer authentication thatincludes elements
which dynamically link the transaction to a specificamount andaspecificpayee.Inotherwords,
PSPsmustensuretheauthenticationcode generated and accepted by the PSPisspecifictoanamount
andtotheidentity ofthe payee(forexamplethe payee’stradingname)agreedtobythe payerwhen
initiating the transaction. Accordingly, any change to the amount or the payee’s name must
invalidatetheauthenticationcodegeneratedinlinewithSCA-RTS Article 5(1)(d).

20:3520.36 _ As described in Recital 95 of PSD2, the requirement applies to payment services offered via
internet or other at-distance channels, the functioning of which does not depend on where the device
usedtoinitiate the paymenttransaction, orthe payment instrumentused, are physicallylocated.
Examplesofanelectronicremote payment includewhere acustomer apaymentserviceuseris
transferringfundsusingonlinebankingora mobilebankingapplication,ormakingapurchaseonlineviaa
merchant’swebsiteusing acard-basedpaymentorapaymentinitiationservice.Inourview, where
paymentscan beinitiated atan ATM, suchpaymentsdonot qualifyasremoteand dynamiclinkingis not
required.

20:3620.37 __In relation to remote card-based transactions initiated through a payee where the amountis

notknownin advancegg(seesection 8.225—8.229),the authentication code willstillneed tospecify
anamountthathasbeenauthorised by the customerpaymentservice-user.
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26:3720.38  The payee has the option to either charge the customer for the value of the goods or
services atthetimethe orderis placed, or obtain the customer’sauthorisation for an indicative
maximum-amount at that time but charge the customer the final amount onceitis known.
® If charging the customer at the time the order is placed, in the event the final amount is lower,
the payee would refund the difference in accordance with its legal obligations. If the final
amount is higher (e.g. due to substituted goods), the payee could obtainthe payer’sauthorisation
forafurther payment(whichwould be subject tostrongcustomerauthenticationunlessan
exemptionapplied).

® Ifchargingthecustomeroncethefinalamountisknown, and the actual amount is different to the
indicative amount authorised by the customer, the payer’sPSP (thecard issuer) does not have
to mustre-apply strong customer authentication-in-the-event-that-the-actual-ameuntis

notheed-to-bere-applied, provided that the actual amount is within the customer’s reasonable
expectations. Where the final amount is higher than the indicative amount authorised by the
customer, the merchant must specify that the price could vary upwards, and customer must
have agreed to that possibility. The extent to which a transaction can vary will depend on the
circumstances. However, in our view, an increase of more than 20% of the indicative amount is
very unlikely to be within a customer’s reasonable expectations. As such, we expect that firms
will always need to re-apply strong customer authentication where a transaction increases by

more than this amount.

20.39  similarlyiWhen obtaining the customer’s authorisation the merchant could optionally request the
fundsto beblocked. Inthisscenario, the authentication codeis required to be specificto the exact
amountthatthe payerhasconsentedtobeblocked, inaccordance with regulation 78 ofthe PSRs
2017 and SCA-RTS Article 5(3)(a). Ifthe merchantdoes notrequest an amount of funds to be
blocked, the customer must still authorise an indicativeamount.

20:3820.40  Incaseswhereapayergivesconsenttoexecuteabatchof remote electronic payments to one or
several payees, the authentication code must be specific to the totalamountofthe batchandthe
specified payees. Forexample, inthe case of split shipments, the code should specify the totalamount
tocover multiple purchasesfrom amerchantwherethegoodspurchasedareshipped,andrelated
individualpayments are taken, at different times. This also applies in the travel industry where an
online travelagentobtainsthe customer’sauthorisation for the total value ofanitineraryand there

aremultipleunderlyingtravelproviderpayees(e.g. airline,hotelandexcursions).

Exemptions from strong customer authentication

20:3920.41  Regulation 100(5) of the PSRs 2017 refers to exemptions from strong customer
authenticationprovidedforinthe SCA-RTS.These have beendefined onthebasisof thelevelofrisk,
amount, recurrenceandthe paymentchannelusedforthe execution ofthe paymenttransactionin
accordance with Article- 98(3}efPSD2requlation 106A of the PSRs 2017. This section sets
outourviewsoneachexemption.

89 Examplesincludeonlinegroceryshoppingwherethecustomermayadditemsorthemerchantmaysubstituteitems;hotelbillsand car hire
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20:4020.42  SCA-RTS Articles 10to 18 specify the conditions underwhichthe PSP is allowed not to
apply strong customerauthenticationinrelationto:

¢ accesstopaymentaccountinformation (SCA-RTSArticle 10)

¢ contactless paymentsatpointofsale (SCA-RTS Article 11)

¢ unattendedterminalsfortransportfaresandparkingfees (SCA-RTS Article 12)

o trusted beneficiaries (SCA-RTS Article 13)

¢ recurring transactions (SCA-RTS Article 14)

¢ credittransfersbetweenaccountsheldbythesamenaturalorlegalperson(SCA- RTS Article 15)
¢ low-value transactions (SCA-RTS Article 16)

* securecorporatepaymentprocessesandprotocols (SCA-RTSArticle17)

¢ transaction risk analysis (SCA-RTS Article 18)

20:4120.43  Thepayer's PSP (egthe ASPSP orcardissuer) has the rightto decide notto apply strong
customer authentication where the conditions for exemption are met, in linewithSCA-RTSRecital
17.Equally,thepayer’'sPSPmaychoosenottousesome orall of the exemptionsand, instead, apply
strongcustomerauthenticationforall transactions. PSPsthat make use ofany ofthe exemptionsare
permitted, atanytime during the course of the action or payment transaction, to choose to apply
strong customer authentication.

20:4220.44 _ The exemptions are separate and independent from one another. Where a payment
transaction may qualify foranexemptionunderseveral different categories (egalow- value

transactionatanunattendedcarparkterminal)thePSPmaychoosewhich,ifany, relevantexemptionto

apply. PSPs should note that forthe purpose of reporting fraud under regulation 109 of the PSRs 2017
and the EBA Guidelines on fraud reporting, fraudulent transactions should be assigned to a specific
exemption and reported underoneexemptiononly.

20:4320.45  Ultimately, it is the payer’s PSP that decides whether or not to apply one of the

permitted exemptionsandnotthe payee’s. Inline with the EBAOpinien, incertain circumstances,
inthe contextof card paymenttransactions, the payee’s PSP (the cardacquirer) mayapplyan
exemption. Itisourview, however, thateveninsuch cases, the payer’sPSP (the cardissuer)retains
therighttorequirestrongcustomer authentication.Regulation77(6)ofthe PSRs2017addresses
thesubjectofliability in the event that the payee or the payee’s PSP does not accept strong
customer authentication (see 8.223). In line with the European Commission’s clarification in
the EBA Q&A 4042, where the payee (or its PSP) request the use of an exemption and no strong
customer authentication is carried out, in the event of an unauthorised or fraudulent
transaction, the payee, -the payee’s PSP, or both (as the case may be), must compensate the
payer’s PSP in accordance with regulation 77(6)- PSRs 2017. When deciding whether to require
strong customer authenticationortoapplyanappropriateexemption, ASPSPsarereminded of
their obligationtotreatpaymentordersreceivedfromPISPsinthe samewayasapayment order
receiveddirectlyfromthe payer, unlessthe ASPSP hasobjective reasonsfor treating the payment
orderdifferently (see 17.31).
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Payment account information (SCA-RTS Articles 10 and 10A)

20:4420.46 _ Article 10 applies where a customer is accessing account information directly. In other
words, where the customer is not using a AISP. Under SCA-RTS Article 10(1), the PSP may allow
access to payment account information (the accountbalance oralist of payment transactions
executedinthelast 90 days or both) without requiring strong customer authentication. Ifthe
customeris accessing historicaltransactioninformation coveringtransactions executed over 90 days
ago, strongcustomerauthenticationwillberequired.

20.47  SCA-RTSArticle 10(2) statesthatthe PSP cannotapply the exemption where either the customer is
accessing the payment account information online for the first time or itis more than 90 days
since the customer accessed the online information and strong customerauthenticationwas
applied.

20:4520.48  Article 10A applies where a customer is accessing account information through an
AISP. This exemption allows a PSP not to apply strong customer authentication where a
customer uses an AISP to access their account balance or a list of payment transactions
executed in the last 90 days or both. In order to rely on this exemption, the PSP must have
applied strong customer authentication on at least one previous occasion where the
customer accessed their account information through the AISP. In practice, this means that
a PSP must apply strong customer authentication whenever a customer uses an AISP for

the first time.

Contactlesspaymentsatpointofsaleandlow-valuetransactions (SCA-RTS
Articles11and16)

20-5020.53  Inthecontextof contactless paymentsat point of sale (SCA-RTS Article 11)and low-value
transactions(SCA-RTSArticle 16),inadditiontothe monetarylimit of £1000n theindividual
transaction,PSPscanapplyeitherthecumulativemonetaryamount of £200 orthe limitonthe

number of consecutive transactions but not both. It may be preferableforPSPstodecidewhich

oneofthesemeasurestouseinallcasestoavoid confusing paymentserviceusercustomer’s. We
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20:5420.54  In relation to the contactless exemption (article 11), firms may monitor their compliance
with the cumulative thresholds using different methods. For example, firms may rely on a host-
based solution; or a chip-based solution where the payment instrument contains a ‘chip’ that
calculates when the relevant threshold is met. Whichever method is chosen, firms should
consider the risk of unauthorised or non-compliant contactless transactions being made and
monitor the implementation of their solution.

Unattendedterminalsfortransportfaresandparking fees(SCA-RTS Article12)

20:5220.55 PSPsareallowed notto apply strong customerauthentication where a payerinitiates an
electronic payment transaction to pay a transport fare or parking fee at an unattended
paymentterminal, subjecttocompliancewiththe generalauthentication requirements set out in
SCA-RTS Article 2. Where unattended terminals enable contactless paymentsbutthe PSP chooses
toapplythetransportexemption (SCA-RTS Article 12), such activity does not count towards the
value and volume limitssetbythecontactlessexemption (SCA-RTSArticle 11)sinceallexemptionsare
separate and independent.

Trusted beneficiaries (SCA-RTS Article 13)

20:5320.56  Subjecttocompliancewiththegeneralauthenticationrequirements(SCA-RTSArticle 2), the PSP
can choose not to apply strong customer authentication where a payer initiates a payment
transaction (credit transfer or card payment through the payer’s PSP,uponthepayer’s
confirmation)toapayeeincludedinalistoftrustedbeneficiaries setupbythe payer.Subjectto
technicalfeasibility, application ofthe exemptionisnot limited to remote transactions.

20:5420.57  The exemption can be applied where the list of trusted beneficiaries was created priorto 14
September2019.Strong customerauthenticationisrequired whena payer requests its PSP to create
or amend a list of trusted beneficiaries. The creation or amendmentofsuchalistmayonly bedone
through the ASPSP and not through the services of a PISP oran AISP.

Recurring transactions (SCA-RTS Article 14)

20:5520.58  Whenapayercreates,amends orinitiates for the first time a series of recurring
transactions with the same amount and with the same payee (eg a standing order)
strong customerauthenticationisrequired.Subject tocompliance with the transaction
monitoringrequirements (SCA-RTSArticle 2),PSPsarenotrequiredto apply strong customer
authentication for the initiation of all subsequent payment transactionsinthe series. A
series of recurring paymenttransactions created priorto 14September2019 will only require
application of strong customer authentication if thepayersubsequentlyamendsit.

208:5620.59  Whereapayersetsupa card-based continuous payment authority, strong customer
authenticationwillonly berequiredifthe payerinitiatesthefirst paymentwithits PSP, directly or
through the payee (for example, where the firstin the series of payments istakenimmediately).

autherityarealtmerchant-initiated-Examplesof paymentswhere continuous payment authorities
may be used include subscriptions (eg for gym membership or digital services),conditionalfees
(suchashotelcancellationandvehiclerentalextended hire fees), utility bill payments and monthly
or annual insurance premiums. We encourage merchants to ensure that the continuous
payment authority agreement setsoutclearlytheamountthatwillbetakenineachtransaction.
Wealsoencourage merchantstogivetherange within whichtheamount mayvary, ifthatisa
possibility. Regulation 79 of the PSRs 2017 provides certain protections for the payer (see
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section 8.230 of Chapter 8 — Conduct of business requirements). Such remote card
payments remain subject to monitoring for the purposes of fraud reporting under the PSRs 2017.

208:5720.60  Directdebitsare outof scope of the SCA-RTS, as they are purely payee-initiated. The exceptionis
wherethe payer’s consentis given inthe form of an electronic mandate with the involvement ofthe
payer's PSPgo(forexample,thisis anoptionwithinthe Core SEPADirectDebitScheme91).Strong
customerauthenticationwouldonlybeneeded for the firstin a series of transactions set upin this
way.

Credittransfersbetweenaccountsheldbythesamenaturalorlegal person (SCA-RTS
Article 15)

20:5820.61  PSPs can choose not to apply strong customer authentication to credit transfers
between accounts held by the same payment-service-usercustomers with the same ASPSP,
whetherthatuserisaconsumerorabusiness.

Secure corporate payment process and protocols (SCA-RTS Article 17)

20:-5920.62  Under SCA-RTS Article 17, PSPs are allowed not to apply strong customer authentication
for payments made by payers who are not consumers. This is only the case where the
payments areinitiated electronically through dedicated payment processesor protocols that
arenotavailabletoconsumers. Furthermore, the FCA must be satisfied that those processes or
protocols guarantee at least equivalent levelsofsecurity tothose provided forbythe PSRs2017.We
havesetoutbelowhow we expect the exemption to be applied and how we intend to monitor its
use. This intendstoclarify whatshould meetthe level of satisfaction sought by Article 17.

20:6020.63  Theexemptionmayonlybeapplied wherethe payerusingthe dedicated payment processes
orprotocolsisalegal person.Inourview, thismeansthe payermustbean incorporatedentity, which
wouldincludecompaniesandlimitedliabilitypartnerships and other entities with legal personality
such as NHS Trusts and corporate cooperatives.

20:6120.64 Itisalso ourview that, for example, the use of proprietary automated host-to-host
(machine-to-machine) restricted networks®, as well as the use of, lodged®®, physical or
virtual® corporate cards where used in a secure corporate payment process, such-asthese
used(e.q. within-an access-controlled corporate travel managementor corporate
purchasing system), wouldpetentiatlybe within scope of thisexemption. The use of corporate
cards issued to employees for business expenditureincircumstanceswhereasecurededicated
paymentprocessand protocol isnotused (e.g.whereonline purchasesare madeviaapublic
website) would notfall within the scope of this exemption.

206:6220.65  Itis also our view and as clarified by the EBA, that only the payer’s PSP may decide on the
application of this exemption. tr-eurview-the-use-of physical-corporate-cardsissued-te-employ

20:6320.66 _ Regulation980ofthe PSRs2017requiresaPSPtoprovideuswithregular,updated and
comprehensive assessments of the operational and security risks relating to the payment
servicesitprovidesand onthe adequacy of the mitigation measures and control mechanisms
implemented in response to those risks (see Chapter 18 — Operational and security risks).
PSPs not applying strong customer authentication under SCA-RTS Article 17 must ensure the
processesand protocols notsubject to strong customer authentication are specifically
included in this assessment. This shouldincorporate abrief description of the paymentservice,
anassessmentofthe levelsofsecurity achieved and astatement by the PSP thatthose levels of
security areequivalenttothose provided for byRSB2the PSRs 2017.Firmsintendingtooperate
underthis exemption must provide us with this information by including it in an assessment
submitted at least 3 months before relying on the exemption. See Chapter 13 — Reporting and
notifications for more detail.
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92 Such networks often employ Public Key Infrastructure-based (‘PKI’) security systems and may involve a dynamic connection
betweenacompanyanditsbankingpartnerstoenabletheautomatedtransferofdatatoexecutepayments.

93 Lodgedcardsarecorporatecards‘lodged’securelywithacompany-approvedsupplier(eganofficesuppliesfirm)orthird-party(eg acorporate
travelmanagementcompanyresponsibleforbookingbusinesstravelonthecompany’sbehalfwithmerchantssuchas hotels and airlines) for
ongoing business purchases and expenses.

20:6420.67  Toguarantee at least equivalent levels of security to those provided for by PSB2the PSRs
2017, the dedicated payment processes or protocols must be subject tothe application of
transactionmonitoring(inline SCA-RTSArticle 21),fraud prevention, securityand encryption
measures®. These should enable the securetransmission of dataand ensure the confidentiality
andintegrity ofthe customerpaymentservice-user’'s personalized security credentials, the
identification, verificationand authentication ofthe user,and non-repudiation of the transaction.
PSPs should ensure that this is addressed inthe above-mentioned assessmentsentto us. We
expect PSPsto demonstrate that where payments are initiated through use of dedicated payment
processes and protocols, theirfraudrate,asmonitoredatleastonaquarterly basisinline with SCA-
RTSArticle 21 and calculated in accordance with SCA-RTS Article 19, is equivalent to, or lower
than, thereference fraud rate for the sametype of paymenttransactionindicated in theAnnex
AppendixtotheSCA-RTS.

20:6520.68  WhereaPSPchoosestoapply thisexemption, one option would be to obtain an annual
independentauditofthe dedicated payment processes or protocols which demonstrates
PSD2-equivalentlevels of security to the PSRs 2017, andanannualcertified record ofthe
associated fraud rates. Tomitigate against the risk of disruption of services to customers, we
encourage PSPstospeaktousatthe earliest opportunity ifthey anticipate any challengesto their
compliance sothatwe candiscuss anappropriate way forward with them (see Chapter 12 -
Supervision).

Transactionriskanalysisandcalculationoffraudrates (SCA-RTSArticles 18 and19)
206-6620.69

20-6720.70  Subjecttothe conditionsset outin SCA-RTS Article 18, the PSP may choose not to apply
strong customer authentication to remote electronic payments identified asposingalow
fraudriskhavingusedtransactionriskanalysisasreferredtoin SCA-RTS Article 2andreal-
timeriskanalysisreferredtoin Article 18(2)(c). Inline withSCA-RTSArticle 18(3),asaminimum
PSPswillneedtotakeintoaccountdata about the customer’s spending patterns and transaction
history and be able to identifyanyabnormalpaymentpatterns.WherethePSPhasprovidedthe
access device orsoftware, dataconcerningthelocation of the payerand payee mustalso be
considered.

20:6820.71  One of the conditions for application of the exemption is that the fraud rate for that
typeoftransaction, calculatedinaccordance with SCA-RTSArticle 19and monitored in accordance
with SCA-RTS Article 21 (see section 20.72 below on monitoring), must be equivalenttoor
belowthe appropriate reference fraud rate specified inthe SCA-RTS-Arrex Appendix. In
addition, the amount of the transaction must not exceed the relevant exemption threshold
value (‘ETV’) specified in the table in the SCA-RTS AnnexAppendix. Forexample,ifaPSPhasa
fraud rate of 0.10% forremoteelectronic card- based payments, that PSP would only be able to
apply the exemption to remote electroniccard-based paymentswheretheamountwas
(equivalentto)€3808£85orless. Ifits fraud rate was 0.05% for that type of transaction, it could
apply the exemption to transactionamountsupto€258£220.SCA-RTSArticle 19(1)requiresPSPs
tore-calculate their fraud rate once every 90 days, in relation to payment transactions
executed duringthatperiod.

20:6920.72  The June 2018 EBA Opinion clarifies that the calculation of the fraud rate should use the

sametwo categoriesoffraud datathataredefinedinthe EBAGuidelinesonfraud reporting.96 This
includes:

¢ unauthorised paymenttransactions made, includingasaresultoftheloss, theft or
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misappropriation of sensitive payment data ora paymentinstrument, whether detectable or
not to the payer prior to a payment and whether or not caused by gross negligence ofthe payer
orexecutedinthe absence of consent by the payer (‘unauthorised -payment transactions’)

Asnotedinparagraph13oftheEBAfinalreporfonthedraft
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9594  Forexample, using public key infrastructure, the latest Transport Layer Security and hardware security modules, applying digital signing and
signature verification techniques, single use virtual account numbers (VANs) and restricted VAN parameters.

® paymenttransactions madeasaresult of the payerbeing manipulated by the fraudster to
issue apaymentorder, or to give the instruction to do so to the PSP, in good-faith, to a
payment account it believes belongs to a legitimate payee (‘manipulationofthe payer’).

20-7020.73  Transactionswherethe payeracted fraudulently are notincluded in the calculation of
fraudrates, inlinewiththeapproachtakenintheEBAGuidelinesonfraud reporting.97

20.74  The calculation of the fraud rate for the TRA exemption however differs from the calculation of the
fraud rate for the fraud reporting under REP017 to the extent that the PSP should only include the
fraudulent transactions for which it is solely liable (excluding the fraudulent transactions where
another PSP was liable). It should also exclude fraudulent transactions for transactions that are
outside of the scope of strong customer authentication. For instance payee-initiated transactions
such as merchant-initiated transactions should not be included in the calculation.

20-7120.75  WhilethefraudrateshouldbecalculatedataPSP(legalentity)level,aPSPmaychoose toapplythe
SCA-RTSArticle 18 exemptiononlytospecificlowriskbrands, products andschemes.Inscenarioswhere
processinginvolvesmorethanonePSP,suchas card payments, a given PSP’s fraud rate should be
calculated on the basis of both unauthorisedtransactionsandtransactionsinvolving
manipulationofthe payerwhich have notbeen prevented bythat PSP.However, the fraudrate
calculation doesnot needtotakeintoaccountfraudulenttransactions for which anotherPSP has

borne soleliability (inaccordancewith regulation 77(3)(c)andregulation 77(6) of the PSRs 201 7).98

20-7220.76 __ While a PSP, such as a card acquirer, may contractually agree to ‘outsource’ its transaction
riskmonitoring,e.g.topayees(merchants),ggwalletprovidersorgateway providers,onlythepayee’s
PSP(acquirer)orthepayer’sPSP(cardissuer)maydecide whethertoapplythe exemption,basedontheir
ownfraudrate(seealso20.42).

20-7320.77 _ Thelune 2018 EBA Opinionalsoclarifies thatthe fraud rate, which determines whetherornota
PSPisentitledtousethetransactionriskanalysisexemption,iscalculatedonthebasis of that PSP’s total
remote electronic credit transfers or card-based payments rather thanthe type of payee orthe
paymentchannel used. The calculation and application of the exemption cannot be limited to
the total remote electronic credit transfers or card-basedpaymentsrelatingtoanindividual payee
(eg.aspecificmerchant,evenif the cardacquirerhascontractuallyagreedto ‘outsource’itstransaction
riskanalysis monitoring tothat merchant) orforaspecificchannel (suchasanapplication orweb
interface).Inotherwords,evenifaspecificonlinemerchanthasalowfraudrate,if the PSP’sfraud rate
forthattransactiontype exceedsthe referencefraudrate,the PSPcannotapplythe SCA-RTSArticle 18
exemptiontotransactionsinvolvingthat merchant.

20-7420.78  AsspecifiedinSCA-RTSArticles3(2)and19,themethodologyandanymodelusedfor the
calculation offraud ratesand resulting figures mustbe documented and audited. Firms should be
preparedto provide uswith thisinformation upon ourrequest.

Cessation ofexemptionsbased ontransactionriskanalysis (SCA-RTS Article20)
20-7520.79 _ PSPs that use the transaction risk analysis exemption are required to report to us
immediately where one of their monitored fraud rates for remote electronic card- based
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payments or remote electronic credit transfers exceeds the applicable referencefraudrateasset
outinthe SCA-RTSAnnexAppendix. SCA-RTSArticle 20(2) setsout the conditions around cessation and
recommencement of use of the exemption. For example,ifaPSPhasbeenapplyingthetransactionrisk
analysisexemptiontoremote electronic card-based payments between €256£220 and €588£440
and the PSP’s fraud rate movesabove 0.01%, it will berequired to notify us. If the monitoredfraudrate
exceeds 0.01%fortwo consecutive quarters, the PSP must cease toapply the exemptionto remote
electroniccard-based paymentsinthatvaluerange (ieabove€2508£220)untiltheir calculatedfraud
rateequalsorfallsbelowthereferencefraudrateapplicableforone quarter. Untilthathappens,
providedtheirfraudrateremainsbelow0.06%, the PSP may continue toapply the exemption only to
remote electronic card-based payments up to€256£220. Details of the notification requirementscan
befoundinSUP15.14.29to 15.14.37.The notification requirementis also summarised in Chapter 13—
Reporting and notifications.

96 https://eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-fraud-reporting-under-psd2

97 EBA Guidelinesonfraud reporting, page 7, paragraph 17
98 EBAOpinion paragraph46
99 EBAOpinion paragraph47

Monitoring (SCA-RTS Article 21)

20-7620.80  PSPsthat choose to make use of the exemptions set outin SCA-RTS Articles 10to 18 must record
and monitor, on atleasta quarterly basis, the following data for each type of payment transaction and
according to whether it is remote or non-remote:

¢ Thetotal value of unauthorised orfraudulent paymenttransactionsin accordance with
regulation67(2)(b)and(c)ofthePSRs2017.

¢ Thetotalvalueofallpaymenttransactionsandtheresultingfraudrate,including a breakdown
of payment transactions initiated through strong customer authenticationand undereach of
the exemptions.

® The average transaction value, including a breakdown of payment transactions initiated through
strong customer authentication and under each of the exemptions.

¢ Thenumberofpaymenttransactionswhereeachofthe exemptionswasapplied and their
percentageinrespect of the total number of payment transactions.

20-7720.81  AsspecifiedinSCA-RTSArticle21(2),PSPsshouldbepreparedtoprovideuswiththe results of the
monitoring, upon our request.

20-7820.82  We expect the transaction totals recorded for the purpose of monitoring to be consistent
with the transaction totals recorded and reported for the purpose of meeting fraud reporting
requirements under regulation 109 of the PSRs 2017. However, where there are two PSPs involved
(e.g. card payments) the monitored unauthorised transactions donotinclude those forwhichthe
other PSP hasborne soleliability. Datamonitored mustinclude the dataonunauthorisedtransactions
and fraudulenttransactions resulting fromthe manipulation ofthe payermoas definedin the EBA
Guidelinesonfraudreporting. We provide details of howtocompletethefraud reporting requirement
in SUP 16.13 and Chapter 13 — Reporting and notifications.

100 ‘Manipulationofthe payer’ referstopaymenttransactionsmadeasaresultofthe payerbeingmanipulatedbythefraudstertoissue a paymentorder, or
to give the instruction to do so to the payment service provider, in good faith, to a payment account it believes belongs to a legitimate payee —
https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/ guidelines-on-fraud-reporting-under-psd2#
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TECHNICAL STANDARDS ON STRONG CUSTOMER AUTHENTICATION AND
COMMON AND SECURE METHODS OF COMMUNICATION (AMENDMENT)
INSTRUMENT 2021

Powers exercised

A. The Financial Conduct Authority (“the FCA”) makes this instrument in the exercise
of the powers and related provisions in or under:

1) the following Regulations of the Payment Services Regulations 2017:
@ Regulation 106A (Technical Standards); and

2 the following sections of the Financial Services and Markets Act 2000 (“the
Act”):

@) section 138P (Technical Standards);

(b) section 138Q (Standards instruments);

(© section 138S (Application of Chapters 1 and 2);
(d) section 137T (General supplementary powers);
(e section 138F (Notification of rules); and

()] section 138l (Consultation by the FCA).

Pre-conditions to making

B. The FCA has consulted the Prudential Regulation Authority and the Bank of England
as appropriate in accordance with section 138P of the Act.

C. A draft of this instrument has been approved by the Treasury, in accordance with
section 138R of the Act.

Modifications

D. The FCA makes the amendments to the Technical Standards on Strong Customer
Authentication and Common and Secure Methods of Communication in accordance
with the Annex to this instrument.

Commencement

E. This instrument comes into force on [date].

Citation

F. This instrument may be cited as the Technical Standards on Strong Customer

Authentication and Common and Secure Methods of Communication (Amendment)
Instrument 2021.
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By order of the Board
[date]
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Annex

Amendments to the Technical Standards on strong customer authentication and
common and secure methods of communication

In this Annex, underlining indicates new text and striking through indicates deleted text.

Chapter 3
Exemptions from strong customer authentication

Article 10
Payment account information

Article 11
Contactless payments at point of sale

Payment service providers shall be allowed not to apply strong customer authentication,
subject to compliance with the requirements laid down in Article 2, where the payer initiates
a contactless electronic payment transaction provided that the following conditions are met:

@ the individual amount of the contactless electronic payment transaction does
not exceed £45 100; and

(b) the cumulative amount of previous contactless electronic payment transactions
initiated by means of a payment instrument with a contactless functionality
from the date of the last application of strong customer authentication does not
exceed £430 200; or

(© the number of consecutive contactless electronic payment transactions
initiated via the payment instrument offering a contactless functionality since
the last application of strong customer authentication does not exceed five.
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PERIMETER GUIDANCE AND TECHNICAL STANDARDS ON STRONG
CUSTOMER AUTHENTICATION AND COMMON AND SECURE METHODS OF
COMMUNICATION (AMENDMENT) INSTRUMENT 2021

Powers exercised

A The Financial Conduct Authority (“the FCA”) makes this instrument in the exercise
of the powers and related provisions in or under:

1) the following Regulations of the Payment Services Regulations 2017:

@ Regulation 106A (Technical Standards);
(b) Regulation 120 (Guidance); and

(2 the following Regulation of the Electronic Money Regulations 2011:
@) Regulation 60 (Guidance); and

3) the following sections of the Financial Services and Markets Act 2000 (“the
Act”):

@ section 138P (Technical Standards);

(b) section 138Q (Standards instruments);

(© section 138S (Application of Chapters 1 and 2);
(d) section 137T (General supplementary powers);
(e) section 138F (Notification of rules); and

()] section 1381 (Consultation by the FCA).

Pre-conditions to making

B. The FCA has consulted the Prudential Regulation Authority and the Bank of England
as appropriate in accordance with section 138P of the Act.

C. A draft of this instrument has been approved by the Treasury, in accordance with
section 138R of the Act.
Modifications
D. The FCA makes the amendments to:
Q) the Technical Standards on Strong Customer Authentication and Common and
Secure Methods of Communication in accordance with Annex A to this

instrument, and

2 the Perimeter Guidance manual (PERG) in accordance with Annex B to this
instrument.
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Commencement
E. This instrument comes into force as follows:

1) Article 31 of Annex A comes into force on [18 months after the date on which
the rest of Annex A comes into force]

@) The remainder of Annex A comes into force on [date]

(3)  Annex B comes into force on [date]

Citation
F. This instrument may be cited as the Perimeter Guidance and Technical Standards on

Strong Customer Authentication and Common and Secure Methods of
Communication (Amendment) Instrument 2021.

By order of the Board
[date]
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Annex A

Amendments to the Technical Standards on strong customer authentication and
common and secure methods of communication

In this Annex, underlining indicates new text and striking through indicates deleted text.

Chapter -3

Application

Chapter -2

Definitions

Chapter -1

Guidance

19.

20.  Each account servicing payment service provider with payment accounts that are
accessible online should offer at least one access interface enabling secure
communication with account information service providers, payment initiation service
providers and payment service providers issuing card-based payment instruments. The
interface should enable the account information service providers, payment initiation
service providers and payment service providers issuing card-based payment
instruments to identify themselves to the account servicing payment service provider.
It should also allow account information service providers and payment initiation
service providers to rely on the authentication procedures provided by the account
servicing payment service provider to the payment service user. Fe-ensure-technology

21. In order to allow account information service providers, payment initiation service
providers, and payment service providers issuing card-based payment instruments to
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develop their technical solutions, the technical specification of the interface should be
adequately documented and made publicly available. The effect of Articles 30(3) and
(5) is that the account servicing payment service provider should offer a facility
enabling the payment service providers to test the technical solutions at-Heast-six
monthsprierte by the date on which the interface will be launched to the market. To
ensure the interoperability of different technological communication solutions, the
interface should use standards of communication which are developed by
international standardisation organisations.

Chapter 1

General provisions

Article 1

Subject matter

Article 9

Independence of the elements

Chapter 3

Exemptions from strong customer authentication

Article 10

Payment account information accessed directly by a payment service user

This Article applies where the payment service user is not using an account
information service provider to access payment account information.

Payment service providers shall be allowed not to apply strong customer
authentication, subject to compliance with the requirements laid down in Article 2 and
to paragraph 2 of this Article and, where a payment service user is limited to
accessing either or both of the following items online without disclosure of sensitive
payment data:

@ the balance of one or more designated payment accounts;
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(b) the payment transactions executed in the last 90 days through one or more
designated payment accounts.

Article 10A

Payment account information accessed through an account information service

provider

This Article applies where a payment service user is accessing account information
through an account information service provider.

Payment service providers shall be allowed not to apply strong customer
authentication, subject to compliance with the requirements laid down in Article 2 and
to paragraph 3 of this Article, where a payment service user is limited to accessing
either or both of the following items without disclosure of sensitive payment data:

(a) the balance of one or more designated payment accounts;

(b)  the payment transactions executed in the last 90 days through one or more
designated payment accounts.

For the purpose of paragraph 2, payment service providers shall not be exempted from
the application of strong customer authentication unless strong customer
authentication has been applied on at least one previous occasion where the account
information service provider accessed the information specified in paragraph 1 on
behalf of the payment service user.

Chapter 5
Common and secure open standards of communication

Section 1

Section 2

Specific requirements for the common and secure open standards of communication

Article 30

General obligations for access interfaces
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Account servicing payment service providers shall ensure that their interfaces follow
standards of communication which are issued by international standardisation
organisations.

Account servicing payment service providers shall also ensure that the technical
specification of any of the interfaces is documented specifying a set of routines,
protocols, and tools needed by payment initiation service providers, account
information service providers and payment service providers issuing card-based
payment instruments for allowing their software and applications to interoperate with
the systems of the account servicing payment service providers.

Account servicing payment service providers shall at a minimum, and no less-than-six
months-before-the-target later than the date for of the market launch of the access
interface, make the documentation available, at no charge, upon request by authorised
payment initiation service providers, account information service providers and
payment service providers issuing card-based payment instruments or payment
service providers that have applied to the FCA or the Gibraltar Financial Services
Commission for the relevant authorisation, and shall make a summary of the
documentation publicly available on their website.

Account servicing payment service providers shall make available a testing facility,
including support, for connection and functional testing to enable authorised payment
initiation service providers, payment service providers issuing card-based payment
instruments and account information service providers, or payment service providers
that have applied for the relevant authorisation, to test their software and applications
used for offering a payment service to users. This testing facility should be made
available no later than six-menths-before the target date for of the market launch of
the access interface.

However, no sensitive information shall be shared through the testing facility.

Article 31
Access interface options

Subject to paragraph 2 of the Article, account Aeeeunt servicing payment service
providers shall establish the interface(s) referred to in Article 30 by means of a
dedicated interface or by allowing the use by the payment service providers referred
to in Article 30(1) of the interfaces used for authentication and communication with
the account servicing payment service provider’s payment services users.

Account servicing payment service providers specified in paragraph 3 of this Article
shall establish the interface(s) referred to in Article 30 by means of a dedicated
interface in respect of all payment accounts that fall within one of more of the
following descriptions:
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(a) a payment account as defined in regulation 2(1) of the Payment Accounts
Requlations 2015 (SI 2015/2038);

(b)  an account operated for an SME that would be the type of account described in
paragraph 2(a) of this Article if it was operated for a consumer; and

©) a credit card account operated for a consumer or an SME.

An account servicing payment service provider is specified for the purposes of
paragraph 2 of this Article if is not:

(@ a small payment institution;

(b) a small electronic money institution as defined in requlation 2(1) of the
Electronic Money Regulations 2011 (S1 2011/99); or

(c) deemed to be authorised under paragraph 1, 12B, 14(2(a)(i) or 24(4)(a)(i) of
Schedule 3 of the Electronic Money, Payment Services and Payment Systems
(Amendment_and Transitional Provisions) (EU Exit) Regulations 2018 or
requlation 8, 11, 28 or 34 of the EEA Passport Rights (Amendment, etc., and
Transitional Provisions) (EU Exit) Requlations 2018.

For the purposes of this Article:

(a) consumer means a consumer as defined in regulation 2(1) of the Payment
Accounts Requlations 2015 (SI 2015/2038); and

(b)  SME means an enterprise as defined in Article 1 and Article 2(1) of the Annex
to the Recommendation 2003/361/EC of 6" May 2003 concerning the definition
of micro, small and medium-sized enterprises.

Article 33

Contingency measures for a dedicated interface

For this purpose, and from no later than six months after the date of the market launch
of the interface, account servicing payment service providers shall ensure that the
payment service providers referred to in Article 30(1) can be identified and can rely
on the authentication procedures provided by the account servicing payment service
provider to the payment service user. Where the payment service providers referred to
in Article 30(1) make use of the interface referred to in paragraph 4 they shall:
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€)) take the necessary measures to ensure that they do not access, store or process
data for purposes other than for the provision of the service as requested by the
payment service user;

(b) continue to comply with the obligations following from Regulations 69(3) and
70(3) of the Payment Services Regulations 2017 (SI 2017/752) respectively;

(© log the data that are accessed through the interface operated by the account
servicing payment service provider for its payment service users, and provide,
upon request and without undue delay, the log files to the FCA;

(d) duly justify to the FCA, upon request and without undue delay, the use of the
interface made available to the payment service users for directly accessing its
payment account online;

(e) inform the account servicing payment service provider accordingly.

Subject to paragraph 6A of this Article, the Fhe FCA will exempt account servicing
payment service providers that have opted for a dedicated interface from the
obligation to set up the contingency mechanism described under paragraph 4 where
the dedicated interface meets all of the following conditions:

@ it complies with all the obligations for dedicated interfaces as set out in Article
32,

(b) it has been designed and tested in accordance with Article 30(5) to the
satisfaction of the payment service providers referred to therein;

(© it has been widely used for at least three months by payment service providers
to offer account information services, payment initiation services and to
provide confirmation on the availability of funds for card-based payments;

(d) any problem related to the dedicated interface has been resolved without
undue delay.

Account servicing payment service providers to whom this paragraph applies are
deemed to have been exempted by the FCA under paragraph 6 of this Article if, at
11pm on 31 December 2020, it was exempted from the obligation to set up a
contingency mechanism by its home state competent authority under Article 33(6) of
Commission Delegated Regulation (EU) 2018/389 of 27 November 2017
supplementing Directive (EU) 2015/2366 of the European Parliament and of the
Council with regard to requlatory technical standards for strong customer
authentication and common and secure open standards of communications.

This paragraph applies to account servicing payment service providers deemed to be
authorised under paragraph 1, 12B, 14(2(a)(i) or 24(4)(a)(i) of Schedule 3 of the
Electronic Money, Payment Services and Payment Systems (Amendment and
Transitional Provisions) (EU Exit) Regulations 2018 or requlation 8, 11, 28 or 34 of
the EEA Passport Rights (Amendment, etc., and Transitional Provisions) (EU Exit)
Regulations 2018.
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The exemption referred to in paragraph 6 (including any deemed exemption under
paragraph 6A) will be revoked where the conditions 6(a) and 6(d) are not met by the
account servicing payment service providers for more than two consecutive calendar
weeks. The FCA will ensure that the account servicing payment service provider
establishes, within the shortest possible time and at the latest within two months, the
contingency mechanism referred to in paragraph 4.

Article 36

Data exchanges

Where an account information service provider accesses information in the
circumstances described in paragraph 5(b) of this Article, it must confirm with the
payment service user at least every 90 days that the payment service user continues to
consent to such access.
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Chapter 6
Final provisions
Article 37

Review
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Annex B
Amendments to the Perimeter Guidance manual (PERG)

In this Annex, underlining indicates new text and striking through indicates deleted text.

15 Guidance on the scope of the Payment Services Regulations 2017
155 Negative scope/exclusions
Q40. Which types of payment card could fall within the so-called ‘limited network’

exclusion (see PERG 15, Annex 3, paragraph (k))?

The “limited network” exclusion forms part of a broader exclusion which applies to services
based on specific payment instruments that can be used only in a limited way and —

@) allow the holder to acquire goods or services only in the issuer’s premises;

(b) are issued by a professional issuer and allow the holder to acquire goods or
services only within a limited network of service providers which have direct
commercial agreements with the issuer;

(©) may be used only to acquire a very limited range of goods or services; or

(d) are valid only in the United Kingdom, are provided at the request of an
undertaking or a public sector entity, and are regulated by a national or
regional public authority for specific social or tax purposes to acquire specific
goods or services from suppliers which have a commercial agreement with the
issuer.

It is an overarching requirement for the exclusion to apply that the payment instrument can
only be used in a ‘limited way’. This means that even if a payment instrument could be said
to fall under one of the paragraphs (a) to (d) above, it may not qualify for the exclusion if, on
a reasonable view, it is not sufficiently limited. In particular the recitals to PSD2 (which the
PSRs 2017 implemented) indicate that the following should not be considered ‘limited’ (see
recitals 13 and 14 PSD2):

payment instruments that can be used to acquire goods and services within more than
one limited network;

payment instruments that can be used to acquire an unlimited range of goods and
services;

specific-purpose instruments which become general-purpose;
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instruments that can be used in a network of service providers which is continuously
growing.

Generally, it will not be sufficient to rely on the customer terms and conditions alone to
demonstrate that an instrument can only be used in a limited way. We would expect providers
to take such steps as are reasonably practicable to ensure the limitation is effective including
functional restrictions where technically possible. The limitation should also be reflected in
the marketing of the product.

As regards (a), examples of excluded instruments could include:
staff catering cards - reloadable cards for use in the employer’s canteen or restaurant;

tour operator cards - issued for use only within the tour operator’s holiday village or
other premises (for example, to pay for meals, drinks and sports activities);

team related cards - cards that can only be used at a specific stadium or team’s website;

store cards - where the card can only be used at the issuer’s premises or website (so
where a store card is co-branded with a third party debit card or credit card issuer and
can be used as a debit card or credit card outside the store, it will not benefit from this
exclusion).

While store cards that can be used on a department store website to purchase items from
concessions may benefit from the exclusion, payment instruments that can be used on on-line
marketplaces are unlikely to do so. This is because the scale of the operation and the very
broad range of the goods and services that can be sold or the sellers that can sell through such
marketplaces mean that instruments that can be used on them are unlikely to be sufficiently
limited.

On-the-ether-hand—r In our view, ‘gift cards’ where the issuer is a retailer and the gift card
can only be used to obtain goods or services from that retailer are not payment instruments
within the meaning of the PSRs 2017. This is because these basic gift cards do not initiate
payment orders; payment for the goods or services is made by the customer to the retailer of
the goods in advance, when the card is purchased from the retailer. Accordingly, this
exclusion is not relevant to them.

In order to meet the test in (b), recital 13 of PSD2 states that the instrument must be limited to
use at a ‘specific retailer or specific retail chain, where the entities involved are directly
linked by a commercial agreement which for example provides for the use of a single
payment brand and that payment brand is used at the points of sale and appears, where
feasible, on the payment instrument that can be used’. It also states that to help limit risks to
consumers, it should not be possible to use the same instrument to make payment transactions
to acquire goods and services within more than one limited network.

Recital 14 of PSD2 goes on to state that ‘instruments which can be used for purchases in
stores of listed merchants should not be excluded from the scope of this Directive as such
instruments are typically designed for a network of service providers which is continuously
growing.’

In our view, examples of excluded instruments falling within (b) include:
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transport cards - where these are used only for purchasing travel tickets from providers
within a closed system (for example, the Oyster card which provides access to different
service providers within the London public transport system);

fuel cards (including pan-European cards) - where these are issued for use at a specified
chain of fuel stations and forecourts at these stations;

membership cards - where a card can only be used to pay for goods or services offered
by a specific club or organisation;

store cards - where the card can be used at a specified chain of stores sharing a common
brand, whether under common ownership or under a franchise agreement; between-the
store-owners-and the issuer.

store cards - where the card can be used at stores under common ownership, even where
they do not share a common brand:;

a card that can only be used to buy goods or services within a specific University
campus.

We would not generally expect ‘city cards’ to fall within this exclusion, to the extent that
participation is open to all a city’s shops and businesses.

‘Mall cards’ may fall within this exclusion if, on the facts, the criteria are met. In our view
you will not be able to take advantage of this exclusion unless: it is made clear in the relevant
terms and conditions of the card that the purchaser of the value is only permitted to use the
card to buy from outlets of merchants lecated-within-that partictlar-shepping-centre with
whom you have direct commercial agreements located within a particular shopping centre;
and the card is functionally restricted to one shopping centre. A card that can be used at a
number of different shopping centres, or where use is restricted only by the terms and
conditions that apply to the card and is not functionally restricted is unlikely to fall within this
exclusion. There must be direct commercial agreements in place between the issuer and the
merchants — this will not be satisfied where the merchant’s agreement is with the mall, a
programme manager or a different entity in the issuer’s group and not the issuer.

Outside these cases there may be other situations where a network is sufficiently limited. In
these cases, we will consider what factors constrain the growth of the network, and whether
these are sufficiently robust and independent to ensure the overarching condition is met.

We also believe that placing an arbitrary cap on the number of firms that can be within a
network, without any reference to the specific characteristics of the case, is not an appropriate
approach. Similarly, we believe that a cap on membership numbers volunteered by an issuer
without reference to any independent limitation will not be an appropriate approach.

Examples of where the network is not sufficiently limited include: trade associations that
have membership criteria which are open and which could not therefore exclude unlimited
growth; and mobile app-based payment instruments which have an unlimited number of
providers of goods and services.

In relation to (c), recital 13 states that it should only be possible to purchase a ‘very limited
range of goods or services, such as where the scope of use is effectively limited to a closed
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number of functionally connected goods or services regardless of the geographical location of
the point of sale’.

Examples of instruments falling within (c) could be:

fuel cards - where these can only be used to purchase fuel and a closed number of goods
or services that are functionally connected to fuel (such as engine oil and brake fluid),
including where the cards can be used at multiple retail chains;

transport cards — where these are used only for purchasing travel tickets; (fer-example;

payment instruments that can only be used to purchase taxi journeys;

payment instruments used to purchase live entertainment tickets and services directly
tied to live entertainment events;

payment instruments used to purchase digital content within an online game to pay
developers of these games;

In our view, instruments falling within (d) could include:

pre-paid cards provided by local authorities to benefit recipients for use at a specified
chain of grocery stores;

government-issued childcare vouchers.

Instruments for the purpose of this exclusion can include vouchers, mobile applications, cards
and other devices.

Service providers relying on paragraphs (a) to (c) of this exclusion are required to notify the
FCA where the total value of payment transactions executed through such services exceeds 1
million euros in any 12 month period as directed: see https://www.fca.org.uk/firms/limited-
network-exclusion.

Q41A. In what circumstances are payments made via a mobile phone excluded?

The ‘electronic communications exclusion’ (see PERG 15 Annex 2 paragraph (1)) applies to
payment transactions resulting from services provided by a provider of electronic
communications networks or services.

For this exclusion to apply the service must be provided in addition to electronic
communications services for a subscriber to the network or service and the payment must be
charged to the related bill.

Where the provider of the network or service allows the customer to pay for eligible
transactions out of a prepaid balance that is also used to purchase the electronic
communications services, in our view this will amount to the payment transaction being
charged to the related bill.
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The exclusion only applies:

to the purchase of digital content and voice-based services (such as music and other
digital downloads and premium rate services), regardless of the device used for the
purchase or consumption of the digital content; or

when performed from or via an electronic device for donations to charity (for example
SMS donations) or for the purchase of tickets.

In all cases the value of any single payment transaction must not exceed £40, and the
cumulative value of payment transactions for an individual subscriber in a month must not
exceed £240.

The exclusion does not only apply to purchases made via mobile phones. It could, for
example apply to the purchase of music streaming, news content or other digital services
through a smart TV or set-top box if provided in addition to electronic communications
services and charged to the related bill.

The exclusion does not apply to the purchase of physical goods.

An electronic communications network or service provider providing services falling within
the electronic communications exclusion must notify the FCA and provide it with an annual
audit opinion that the transactions to which the services relate comply with the financial
limits - as directed. See: https://www.fca.org.uk/firms/electronic-communications-exclusion.
For the purpose of application of the financial limits, the FCA will expect notification on the
basis of individual telephone numbers or SIM cards being treated as separate ‘subscribers’,
rather than account holders.

Where a provider of a network or service sells subscribers additional goods or services itself
(i.e. where it is acting as principal) this exclusion will not be relevant, as no payment service
is being provided by the provider of the network or service even if the payment is charged to
the related bill.

041B. | act as an intermediary between suppliers of digital goods and services and
network operators. Does the electronic communications exclusion apply to
me?

In practice, electronic network operators often do not deal directly with suppliers of digital
goods and services, but via carrier billing platforms that act as intermediaries or aggregators.
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The PSRs 2017 make clear that where a network operator benefits from the exclusion with
respect to a particular transaction, the provider of any other payment service resulting from
that transaction will also benefit from the exclusion (this is known as the “cascade”).

The service provided by the billing platform to merchants will amount to a payment service
(for example merchant acquiring or operation of a payment account) only where it results
from transactions that do not fall within this exclusion.

All firms which form part of the cascade with respect to a particular transaction can benefit
from the ECE for that transaction. However, if the firm at the start of the cascade does not
comply with the conditions for the ECE, this will affect the other firms within the chain of
providers. Since they cannot benefit from the cascade if the original transaction is not within
the ECE, they will need to consider what action they need to take to avoid breaching the
regulations, such as becoming authorised. This may be a particular issue for phone-paid
services where both originating operators and terminating operators potentially provide
payment services to their customers. Originating operators can directly ensure financial
thresholds in the ECE conditions are not breached with respect to a particular transaction. For
example, they can cap the cost of a call and put in place monthly spend caps. This will not be
possible for terminating operators. As a result, they will need to consider how they can ensure
that the ECE limits have not been exceeded.
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20 December 2019

Dear Compliance,

Safeguarding: Reminder

The safeguarding of customer funds is a key consumer protection measure in the
Electronic Money Regulations 2011 (EMRs) and Payment Services Regulations 2017
(PSRs). It is essential that authorised Payment Institutions (APIs) and Electronic
Money Institutions (EMIs) have appropriate and well managed safeguarding
arrangements to ensure that in the event of an institution’s insolvency there is an
appropriate return of funds to customers in a timely and orderly fashion.

Further to our Dear CEO letter of 4 July 2019, and associated safeguarding attestation
exercise, we remind institutions of the following when assessing their safeguarding
arrangements:

e as a continuing condition of authorisation, Authorised Payment Institutions
(APIs) and Electronic Money Institutions (EMIs) must satisfy us that they have
taken adequate measures to safeguard relevant funds;

e we expect APIs and EMIs to notify us, within a reasonable period, if they intend
to change the method they use to safeguard funds in line with their obligation
to notify a change in circumstances under Regulation 37 of the EMRs or the
PSRs (we consider that a period of at least 28 days before the change takes
place would generally be ‘a reasonable period’ depending on the
circumstances);



e APIs and EMIs are responsible for ensuring that their proposed safeguarding
approach, including any insurance policies, satisfies their obligations to
safeguard funds under the EMRs and PSRs;

e in determining their approach to safeguarding, APIs and EMIs should take into
account the guidance in our Approach Document;

e taking into account the need to ensure the sound and prudent conduct of the
institution, APIs and EMIs must have effective procedures to identify, manage,
monitor and report any risks to which they might be exposed; and they must
have adequate internal control mechanisms, including sound administrative,
risk management and accounting procedures - in accordance with Regulation
6(5) of the EMRs and 6(6) of the PSRs; and

e institutions need to consider and record for audit purposes any additional risk
posed by any proposed changes to their safeguarding approach and operational
processes (if relevant), and update their Operational and Security Risk
Framework reported via REP018 as necessary.

We will be following up with a sample of institutions in the coming months to validate
positive attestation of compliance.

Safeguarding Insurance

We understand that some institutions may wish to rely on insurance cover under their
approach to safeguarding in compliance with the regulations.

We remind institutions of the guidance on insurance safeguarding in our PSD2
Approach Document. The guidance makes clear that there must be no condition or
restriction in the terms of the insurance policy on the prompt paying out of the funds
in full, accepting that some form of certification as to the occurrence of an insolvency
event is a practical necessity.

Where an institution safeguards relevant funds using insurance, it is important that
the arrangements will ensure that, as soon as possible after the institution is subject
to an insolvency event, the credit balance on the designated account will be the same
as if the institution had segregated the funds all along. This means that the insurance
policy must pay out for the full amount of any shortfall regardless of how it is caused.
This includes whether the insolvency event or shortfall is caused by any fraud or
negligence on the part of the institution or any of its directors, employees or agents.
Even in the event that the insolvency event or shortfall is caused by something entirely
outside the control of the institution we expect the insurance policy to pay out for the
full amount of any shortfall.

To ensure that an institution’s relevant funds remain adequately safeguarded:

e the amount of the insurance cover must exceed at all times the amount of the
safeguarded funds being protected by the insurance policy, with a reasonable
buffer to allow for any foreseeable variation in the amount of such
safeguarded funds;



e there should be no level below which the policy does not pay out;

e the policy should provide insurance cover for at least as long as the institution
is using insurance to protect the safeguarded funds; and

e institutions must ensure that their insurers understand that the circumstances
that led to a claim would provide no grounds to dispute their liability to pay it.

It is important that an appointed insolvency practitioner can receive the proceeds of
an insurance claim as quickly as possible after the institution is subject to an insolvency
event. As funds must be received into a designated safeguarding account, in practice,
this will mean that an institution will need to maintain a designated safeguarding
account with a credit institution for the full term of the insurance policy.

Institutions notifying us of their intention to rely on insurance as a means to safeguard
relevant funds may be asked to evidence how any change in approach continues to
satisfy the conditions for authorisation, or does not undermine their organisational
arrangements to minimise the risk of loss or diminution of customer funds. In
particular, institutions may be asked to explain the processes they have put in place
to ensure that the amount of funds or assets being safeguarded, together with the
amount of any insurance cover, at all times exceeds the amount that the institution is
required to safeguard. We will expect institutions to document this clearly in their
reconciliation processes, which should be signed-off by the board in advance of
implementation of insurance cover. We may request an institution’s records of this
daily reconciliation as part of our supervisory engagement. Institutions should also
include a risk assessment of their reconciliation processes in their REP018 report.

Institutions may be asked to evidence how they have assessed and mitigated any
increased operational risk arising from this or any other intended change to
safeguarding arrangements. Potential risks to consider include:

e insurance cover not being extended or renewed, and in particular, the risk that
the institution cannot find an alternative insurer, and does not have sufficient
liquid assets to safeguard using the segregation method; and

e inadequate control mechanisms to manage the risk of any restrictions on access
to funds held outside a safeguarding account adversely impacting the
institution’s short-term liquidity, contrary to Regulation 6(5) of the EMRs and
6(6) of the PSRs.

An institution should seek to extend its insurance policy in good time before it
expires. If an institution is unable to extend its cover, and the policy term has less
than 3 months remaining, the institution should prepare to safeguard all its relevant
funds using the segregation method.

If, in these circumstances (and 3 months ahead of the expiry date), the institution is
unable to demonstrate that it will be able to safeguard all its relevant funds using the
segregation method in good time before the end of the policy term, it should consider
its financial position. Specifically, we would expect the firm to consider whether it is
appropriate to apply to the court to appoint administrators or to wind-up the



institution, so that a claim can be made under the policy before the policy cover lapses.
The institution should keep us informed at all stages so we can take any action that is
appropriate, which may include our making such an application to the court.

Yours faithfully,

Jonathan Davidson
Director
Supervision — Retail & Authorisations
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Dear CEOs,

Payment Services Regulation - Reminder

The revised Payment Services Directive (PSD2) aims to enhance consumer protection,
promote innovation and improve the security of payment services within the EU. It
was implemented in the UK on 13 January 2018 by the Payment Services Regulations
2017 (PSRs 2017), and by amendments to the Electronic Money Regulations 2011
(EMRs 2011).

PSD2 has resulted in changes that will impact some telecommunication services
providers (‘telecom providers’). This is because certain activities carried out by telecom
providers are likely to constitute the provision of a regulated payment service under
PSD2. This could be the case, for example, where a telecom provider is charging its
customers for phone-paid services on behalf of third parties.

However, PSD2 also includes an exclusion from the need for telecom providers to be
regulated that may apply. This is called the Electronic Communication Exclusion or
ECE. If the conditions under the PSRs 2017 are met, you may be able to benefit from
the ECE. In that case, you would not need to be authorised or registered by the FCA.
Where you believe your activities fall within the scope of the ECE, you must notify us.

The purpose of this letter is to provide an overview of the ECE and to set out our
expectations in respect of it. More information about the ECE conditions and how they
apply can be found in the annex to this letter.



Our Expectations

Reliance on the ECE is subject to strict conditions, including financial thresholds. These
financial thresholds are set out in the PSRs 2017 and in the annex to this letter

It is for you to determine whether you satisfy the conditions of the ECE and how best
to ensure that you do not exceed the thresholds. You should review Q41A in our
Perimeter Guidance (PERG) to understand whether the services your firm provides can
be operated under the ECE or whether authorisation or registration is required.

If you are unsure how the ECE applies to your business activities, we recommend you
seek your own legal advice. You can seek individual guidance from us - but before
doing so, we expect you to have taken reasonable steps to research and understand
your position. For more information regarding this, please see section 9.2 of the
Supervision manual of our Handbook (SUP 9.2).

You must notify us if your business activities do fall within the ECE. You must also
provide an auditor’s opinion, at least annually, testifying that the transactions comply
with the specified limits.

ECE Transaction Limits

It is important to note that the ECE applies to individual transactions. Where any
individual transaction exceeds the prescribed financial thresholds, it will not fall within
the ECE and your firm may need to seek authorisation.

Firms within a payment chain

The PSRs 2017 and EMRs 2011 make it clear that, where a network operator benefits
from the ECE with respect to a particular transaction, the provider of any other
payment service resulting from the original transaction will also benefit from the ECE.
This is known as the ‘cascade’.

For example, the service provided by a carrier billing platform to merchants will
normally amount to a payment service. But, if that payment service results only from
transactions that fall within the ECE, the provider will also be able to rely on the ECE.

All firms which form part of the cascade with respect to a particular transaction can
benefit from the ECE for that transaction. However, if the firm at the start of the
cascade does not stay within the conditions or decides not to rely on the ECE, this will
affect the other firms within the chain of providers. Since they cannot benefit from the
cascade if the original transaction is not within the ECE, they will need to consider what
action they need to take to avoid breaching the regulations, such as becoming
authorised.

This may be a particular issue for phone-paid services where both originating operators
and terminating operators potentially provide payment services to their customers.
Originating operators can directly ensure financial thresholds in the ECE conditions are
not breached with respect to a particular transaction. For example, they can cap the
cost of a call and put in place monthly spend caps. This will not be possible for



terminating operators. As a result, they will need to consider how they can ensure that
the ECE limits have not been exceeded.

Next Steps

As set out in this letter, providers of regulated payment services that are exceeding
the transaction limits allowed in the ECE cannot benefit from the ECE. We expect such
providers to take appropriate action which may include seeking authorisation under
the PSRs 2017 or EMRs 2011. If they do not, they risk committing a criminal offence
under Regulation 138 of the PSRs 2017 and/or Regulation 63 of the EMRs 2011.

We would encourage you to implement a plan to mitigate the risk of any breaches of
the PSRs 2017 and EMRs 2011 as soon as possible, if you have not already done so.
More information can be found in the annex below.

Yours sincerely,

Christopher Woolard
Executive Director of Strategy & Competition



Annex
Further information
How does the ECE apply?

The Payments Services Regulations 2017 (PSRs 2017) state that the ECE
applies to

‘payment transactions resulting from services provided by a provider of
electronic communications networks or services, including transactions
between persons other than that provider and a subscriber, where those
services are provided in addition to electronic communications services for a
subscriber to the network or service, where the additional service is -

i.  for purchase of digital content and voice-based services, regardless of
the device used for the purchase or consumption of the digital content,
and charged to the related bill; or

ii. performed from or via an electronic device and charged to the related
bill for the purchase of tickets or for donations to organisations which
are registered or recognised as charities by public authorities, whether
in the United Kingdom or elsewhere, provided that the value of any
single payment transaction does not exceed £40, and the cumulative
value of payment transactions for an individual subscriber in a month
does not exceed £240."

The purchase of digital content or voice-based services could include, for
example, the purchase of digital services such as apps charged to a mobile
phone bill.

You may find the following information of use when considering how the
regulations apply to your business:

e Our Perimeter Guidance Manual (PERG), chapters 3A and 15 provides
more guidance on the scope of the Electronic Money Regulations 2011
(EMRs 2011) and Payment Services Regulations 2017 (PSRs2017).

e Our Payment Services and Electronic Money Approach Document, which
provides guidance on the PSRs 2017 and EMRs 2011, reflecting the
implementation of the revised Payment Services Directive (PSD2) in the
UK.




e Regulation 39 of the PSRs 2017 and regulation 3B of the EMRs 2011,
which set out notification and reporting requirements for providers of

services.

e Directions issued under regulation 39 of the PSRs and requlation 3B of
the EMRs 2011.
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