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Preface

busmesses nawgate threug#the Payment Serwces Regulatlons 2017 (PSRs)-and_2017), the
Electronic Money Regulations 2011 (EMRs) together with our relevant rules and guidance,
and to understand our general approach in this area. It is aimed at firms—that-are,—erare

e Sinee-authorised payment institutions or small payment institutions (collectively -

Pls)

e authorised e-money institutions or small e-money institutions (collectively - EMISs)

e registered account information service providers (RAISPS)

e credit institutions, who must comply with parts of the PSRs 2017 and EMRs when
carrying on payment services and e-money business

The first version of the Payment Services Approach Document was issued in April 2009; and
since then we have kept the document under review and have updated it frem-time-to-time-to
clarify our interpretation of the PSRsprevisions;Payment Services Regulations 2009 (PSRs
2009), and answer businesses’ questions-that-have-arisen-tn-the-course-of ourinteraction-with
firms:. When the second Electronic Money Directive (2EMD) was implemented in the UK on
30 April 2011 through the EMRs, we produced a separate approach document for the e-

money regime.

This Juﬂe—zoisAgrll 2017 Approach Document has been updated throughout to reflect the

alswmdeﬂaete\wther—followmg
o changes thatreaders—should—nete-prought about by the introduction of the revised
Payment Services Directive (PSD2)
e changes in the market that have an impact on the guidance we first published in 2009
and 2011 respectively
o the feedback received in the course of the Call for Input we published in February
2016
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Our decision to merge our Approach Documents on the PSRs 2017 and the EMRs is an
important outcome of the Call for Input.!

We consulted on these changes in April 2017. Our consultation papers and feedback
statements can be accessed on our website

Previously, “The FCA’s role under the Payment Services Regulations 2009 and “The FCA’s role under the Electronic Money
Regulations 2011” respectively



https://www.fca.org.uk/publications/consultation-papers/implementation-revised-payment-services-directive-psd2-cp17-11
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1. Introduction

A This document describes our approach to implementing the —(PSRs 2017, the
PSRs)EMRs and athe small number of payment services_and e-money-related rules in
our Handbook of Rules and Guidance (the Handbook). It gives readers Hnks-to-at-the
infermation-they-need-to-have-a comprehensive picture of the payment services and e-
money regulatory regime. It also provides guidance te—givefor a practical
understanding of the requirements, our regulatory approach and how businesses will
experience regulatory supervision.

2. We use a number of similar terms with distinct meanings in this document. The

glossary of terms, abbreviations and acronyms at the end provides a full list.

.3. PSD2requires the European Banking Authority to produce a number of technical

standards and guidelines for the implementation of the directive. Where relevant, these
standards and guidelines should be read alongside this document.

4. The Payment Systems Requlator has published a separate Approach Document on the

aspects of the PSRs 2017 which it is solely responsible for, including access to payment
systems, and information to be provided by independent ATM deployers.

The payment services and e-money requlatory regime

.5.  The regime originatesfrom—a—European-Communitytaw;—the-implements PSD2 and
2EMD. As with the first Payment Services Directive-(RPSB)—Fhe-aim-ef-the-PSD-is-to
foster-a-single-market-inretail-, PSD2 and 2EMD (and their implementing regulations)

are closely interlinked. Most e-money issuers will be carrying on payment services in
addition to issuing e-money so will need to be familiar with both the PSRs 2017 and the
EMRs, including the changes made as a result of the implementation of PSD2.

Payment Services
2.1.6. PSD2aeross was published in the European Ecenomic-Area{EEAY-byUnion’s Official
Journal on 23 December 2015. It replaces an earlier payment services directive (PSD1)
and updates the regulatory regime to reflect changes in the market and remove barriers
to market entry. The main changes are summarised below. Its aims include:

. ’

e contributing to entrya more integrated and ensuring—fairefficient European

payment market-ccsossto-crannec-comectiiannnn meRse s ensand
° levelling the same-set-ofrules—acrossplaying field for payment

service providers
e promoting the EEA—en—information—reguirements—development and use of
innovative online and etherrightsmobile payments
e making payments safer and ebligations-thatmore secure
e protecting consumers
e _encouraging lower prices for payments

3-1.7. PSD2 will be-applicable-to-many-payment-services-transactions—acontinue to govern

the EEAauthorisation and prudential requirements for Pls and set the conduct of

business rules for providing payment services.

| 7
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11— Thefulltext of the—canbefound-onthe

4-1.8. The PSRs 2017 [Draft PSRs 2017] and parts of the Handbook implement the- PSBPSD2

in the UK. In-general-thesereguireMost payment service providers_are required to be
either authorised or registered by us under the PSRs 2017 and to comply with certain

rules about providing payment services, including specific requirements cencerningfor
payment transactions.

. The PSRs d62017 replace the PSRs 2009 and make the following_changes to the

requlatory regime:

Introducean

Amend the authorisation and prudential regime for payment service providers
and e-money issuers that are not banks; or building societies er—e-meney
issuers—(and so alreadyotherwise authorised er—certificated-by us). Such
businesses are known as authorised payment institutions (authorised Pls).)
and authorised e-money institutions (authorised EMIs). Authorised Pls and
authorised EMIs can passport their services to other EEA States —in-other
words; because of their UK authorisation, they have the right to establish or
provide services across the EEA. The exercise of passporting rights is
amended through the PSRs 2017 as well as EBA Regulatory Technical
Standards on passporting under PSD2. Further information can be found in
Chapters 3 — Authorisation and registration, 6 — Passporting and 9 —
Capital resources and requirements.

Continue to allow payment service providers operating beneath a certain
average monthly turnover threshold to be registered instead of obtaining
authorisation (regulation 1314 PSRs 2017). Such small paymentinstitutions
{smal-Pls} are unable to passport. The same applies to businesses qualifying
and registered as small EMIs. See Chapter 3 - Authorisation and
registration_and Chapter 6 — Passporting for further information.

Continue to exempt certain payment service providers (for example, banks;

clostronie—mene—instiutons—lauthersed Eie—andsma —EMI5) from

authorisation/registration requirements-

Apply requirements to Pls regarding changes in qualifying holdings, so that

the requirement, which already applied to EMIs, that individuals wishing to
acquire or divest shares — whereby they pass a given threshold — are required
to notify us. See Chapter 4 — Changes in circumstances of authorisation
and registration for further information.

Make changes to the appointment of agents and reflect that agents are

required to be entered on an EBA register. See Chapter 5 — Appointment of
agents for further information.

Make changes to the conduct of business requirements. -ta-this-context; This

means requirements for information to be provided to payment service users,
and specific rules on the respective rights and obligations of payment service

users and prowders %&%WF‘GF%&F@—&BBHG&Q@%G—&”—&WH{—SQF\HGG



http://www.hm-treasury.gov.uk/d/si_payment_services_regulations100209.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/588961/Annex_B.pdf
http://fsahandbook.info/FSA/html/handbook/
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See Chapter 8 Conduct of busmess reqmrements for further |nformat|on

In addition, banks and building societies need to comply with the Banking:
Conduct of Business Sourcebook.

e Make changes to the requirements regarding safequarding. See Chapter 10 —
Safequarding for further information.

e [Make changes to the rules governing access to payment systems. The rules
state that access should be non-discriminatory, subject to certain exemptions.
This is aimed at supporting competition among payment service providers.
See—Chapter—16—Access—to—payment—systemsSee the Payment Systems
Regulator’s Approach Document for further information.

e Make changes to the rules governing the access to payment account services
that credit institutions provide to other payment service providers. The rules
state that access should be non-discriminatory. See Chapter 16 — Access to
payment account services for further information.

e Introduce two new payment services: account information services (AlS) and
payment initiation services (PIS) and sets out requirements and rights around
when and how payment accounts can be accessed. Changes relating to these
new payment services can be found throughout this document. See Chapter
17 - Payment initiation _and account _information services and
confirmation of available funds for further information.

1.10. The PSRs 2017 required various changes to be made to this document and we
recommend that businesses review all chapters that are relevant to them.

E-money
12— 2EMD was adopted by the European Parliament and the Council of the European
Union in September 2009. The full text of 2EMD can be found on the European
Commission’s website The-Handbook:

111.  setsout! 2EMD was transposed into UK law in April 2011, through the EMRs. The
PSRs 2017 contain some consequential amendments to the EMRSs.

112. EMIs are authorised or registered to issue e-money and undertake payment services
under the EMRSs, rather than under the Financial Services and Markets Act 2000
(FSMA). However, it should be noted that that issuing e-money remains a regulated
activity under article 9B of the Regulated Activities Order 2001 for credit institutions
(i.e. banks and building societies), credit unions and municipal banks, which means
they will be authorised to issue e-money under a Part 4A FSMA permission.

! Directive 2009/110/EC of the European Parliament and of the Council of 16 September 2009 on the taking up, pursuit and prudential

supervision of the business of electronic money institutions amending Directives 2005/60/EC and 2006/48/EC and repealing Directive
2000/46/EC (Text with EEA relevance).



http://www.fshandbook.info/FS/html/handbook/BCOBS
http://www.fshandbook.info/FS/html/handbook/BCOBS
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32009L0110&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32009L0110&from=en
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1113.  Most e-money issuers are required to be either authorised or registered by us and to
comply with rules about issuing e-money and carrying on payment services. The rules
are set out in the EMRs, the PSRs 2017 and parts of the Handbook.

14.14. The EMRs set out:

e the definition of e-money and the persons that must be authorised or
registered under the EMRs when they issue e-money

e standards that must be met by EMIs for authorisation or registration to be
granted

e capital requirements and safequarding requirements for EMIs

e rules on issuing and redeeming e-money for all e-money issuers

e our powers and functions in relation to supervision and enforcement in this
area

1.15. The PSRs 2017 contain conduct of business rules that are applicable to most e-money
issuers for the payment services part of their business.

116.  Relevant to both payment services and e-money, the Handbook sets out, among other
relevant material:

e the requirements for certain payment service providers and e-money issuers to
submit returns

e complaints handling procedures that Plspayment service providers and e-
money issuers must have in place;

o establishes—the right of certain customers to complain to the Financial
Ombudsman Service (FOS);-the ombudsman service)

e seits—eut—our policy and procedures for taking decisions relating to
enforcement action and when setting penalties;-and

o containsrules-on-apphication-our ongoing fees;and-FOS

e levies: for the ombudsman service and the Money Advice Service

1.17.  Changes have been made to the Handbook following the implementation of PSD2,
including to SUP reporting and PERG. We encourage businesses to carefully review
the relevant sections.

Implementation dates and transitional provisions

1.18.  The PSRs eame2017 come into force for most purposes on 1-Nevember2009.—On-the
same-date;a-complementary-conductof-13 January 2018.

1.19.  Prospective Pls and EMIs, applying under the PSRs 2017 and EMRs respectively (as

amended to reflect PSD2), will be required to provide more information than under the
current regime, including:

e procedures for incident reporting
e processes in place to file, monitor, track and restrict access to sensitive
payment data

10
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120.

e principles and definitions applied for the collection of statistical data on
performance, transactions and fraud

e arrangements for business regime—for—retail-deposit-takers{ie—banks—and
building-societies)-also-came-into-effect—This-includes-the full-application-of
the—Prineiplesfor Businesses-and-conductcontinuity and procedure for testing
and review of businessriles-set-out-in-the Banking:-Conduetsuch plans

e a security policy document including a detailed risk assessment and
mitigation measures taken to adequately protect payment service users against
risks identified including fraud and illegal; use of Business—seurcebook
{BCOBS)sensitive and personal data.

e description of checks on agents and branches

e PIl held (for businesses that propose providing AlS or PIS)

See Chapter 3 — Authorisation and registration and the relevant EBA quidelines
and technical standards for more details.

The PSRs 2017 contain transmonal prowsmns fepauthe#mng—and—regﬁtenng

requirements-which pay y - / viding-will allow
existing authorised Pls and El\/lls to contlnue carrylnq on payment services

mmediatehyactivity without applying for authorisation under the regulations until 12
July 2018. If these businesses wish to continue with these services after this date they
must provide us with the information set out above. This information must be submitted
before 25-December2007—could—take—advantage—of—AN13 April 2018. There are
separate provisions that apply to existing, authorised Pls and authorised EMIs that wish
to provide AIS and PIS. Please refer to Chapter 3 — Authorisation and registration
for further information.

1.22.

6-1.21. There are separate tran5|t|onal pI’OVISIonS have—new-ended—Any—ﬁtm—that—reqwtes

eX|st|nq small Pls and small EMIs Small EMIs may carry on thelr actlvmes Wlthout

authorlsatlon or reglstratlon H—eemmmng—a—ennmnal—eﬁenee—undeuegulatmt—l—le—e#

any ' until 12 July
2018, and small Pls unt|I 12 Januarv 2019 If they W|sh to contlnue providing such

activity beyond these dates they will be required to re-apply to the FCA before 12 April
2018 and 12 October 2018 respectively, and provide any relevant information requested

by the FCA.

Businesses should review the PSRs 2017, particularly Regulations 150 to 153 relating

11.23.

to transitional provisions.

Status of this document

The parts of this guidance isthat relate to payment services are given under regulation

93120 of the PSRs—} 2017, while those that relate to EMIs are given under regulation
60 of the EMRSs.

7-1.24.This is a ‘live’ document;—that—is,——wil and may be updated as we progress—in

implementing—and-—regulating—payment-services—and—as—we—receive feedback from

firmsbusinesses, trade associations and other stakeholders on additional issues they
would like to see covered, or guidance that needs to be clarified. “\Where-we-prepose

11
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major-changesto-We will also update the document;-we-will-nermaly-consult-with-eur
Stakeholder-Liaison-Group-{see-Annex-4-for in the listevent of memberschanges in the

UK reqgulatory framework, including as a result of this—greup)any negotiations
following the UK’s vote to leave the EU.

48.1.25.This document is—supperting—material-tesupports the legal requirements; which are
contained in the documents described below. It is essential to refer to the PSRs, the

EMRs or relevant parts of the Handbook for a full understanding of the obligations
imposed by the regime.

49.1.26.Guidance is used-fer—i-is-not binding on those to whom the PSRs, EMRs and rules
apply, nor does it have ‘evidential’ effect. It need not be followed in order to achieve
compliance with the relevant regulation or other requirement. So, a payment service
provider or e-money issuer cannot incur disciplinary liability merely because it has not
followed guidance. Nor is there any presumption that departing from guidance is
indicative-ofindicates a breach of the relevant regulation.

=

.27.  Guidance is generally designed to throw light on a particular aspect of regulatory
requirements, not to be an exhaustive description of firms businesses’ obligations.

11.28. If a person acts in accordance with general guidance in the circumstances contemplated
by that guidance, we will proceed as if that person has complied with the aspects of the
requirement to which the guidance relates. For the reliance that can be placed on other
guidance, see section 9.4 of the Supervision manual in the Handbook (Reliance on
individual guidance).

-1.29. DEPP 6.2.1G(4) in eurthe Handbook; sets out how we take into consideration

guidance and other published materials when deciding to take enforcement action.

| FirmsBusinesses should also refer to Chapter 2 of our Enforcement Guide for further
information about the status of Handbook guidance and supporting materials.

441.1.30. Rights conferred on third parties (such as clients of a payment service provider’s
chentsprovider or e-money issuer) cannot be affected by our guidance. Guidance on the
PSRs, EMRs or other requirements represents our view, and does not bind the courts,
for example in relation to an action for damages brought by a private person for breach
of a regulation. A person may need to seek his or her own legal advice.

Key documents

412.1.31. Links are given in thethis document to the PSRs 2017, EMRs and relevant
sections of the Handbeoks-Handbook. Payment service providers and e-money issuers
who are not authorised or certificated under the Financial Services and Markets Act
2000 (FSMA) will net-need to referhave particular regard to anythose parts of the
Handbook that are set out in this document, but are not expressly subject to the rules in
the other parts of the Handbooks for the purpose of payment services or e-money
regulation. Au%hemedPayment service prowders and smaLLEM%AMH e-money issuers
should also neee i

regmanensw;a#able#r%#rcwcw thc FCA’s Prmcmles for Busmess (PRIN)

12
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13.1.32. The requirements for payment services and e-money regulation, setting out the
rules for the new regime, can be found in the following documents, which are all

accessible- on- our- website-:

The Payment Services Requlations 2017

»—The Electronic Money Regulations 2011-as-amended-by-the—and-the

The relevant parts of the FCA Handbook-

Our

4:14.1.33. The Handbook is an extensive document that sets out the rules and guidance for
financial services regulation. A Reader’s Guide to the Handbook is available on the
Handbook website together with a User Guide for the online version. -Most of the

Handbook does not apply to payment-institutions—EMIs (unless they are authorised
under FSMA), Pls or to RAISPs. However, there are a few areas that contain relevant

provisions. These are:

»—Glossary

This provides definitions of terms used elsewhere in the Handbook. Clicking
on an italicised term in the Handbook will open up the glossary definition.

General Provisions (GEN)—).

GEN 2 contains provisions on interpreting the Handbook.

Banking: Conduct of Business sourcebook (BCOBS}).
From-1-Nevember2009;

Retail deposit takers (including banks and building societies) are also
required to comply with the conduct of business rules for retail banking—Fhe
contained in BCOBS-Pslicy-Statement{-alse-. BCOBS Chapter 1 contains
further wrermaten—berithe—nternetion—behueep—2C0RS and(delall on
which provisions are complementary to the PSRs and which provisions of do
not apply to accounts where Parts 6 and 7 of the PSRs apply.

Consumer Credit sourcebook (CONC)

This is the specialist sourcebook for credit-related requlated activities and

contains detailed obligations that are specific to credit-related regulated
activities and activities connected to those credit-related requlated activities.
If [payment service providers] are involved in such activities, they will need
to comply with CONC in addition to other requirements which are imposed
by the Consumer Credit Act 1974 and legislation made under it.

Fees manual (FEES}).

13


http://www.legislation.gov.uk/uksi/2011/99/contents/made
http://fshandbook.info/FS/index.jsp
http://fshandbook.info/FS/index.jsp
https://www.handbook.fca.org.uk/handbook/glossary/
http://fshandbook.info/FS/html/handbook/GEN/2
http://fsahandbook.info/FSA/html/handbook/BCOBS
https://www.handbook.fca.org.uk/handbook/CONC/
http://fshandbook.info/FS/html/handbook/FEES
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This contains fees provisions for funding the FCA and the FOS relevant to
payment service providers.

Supervision- manual- (SUP)

SUP 5.3 and SUP 5.4 describe our policy on the use of skilled persons to
carry out reports (see Chapter 12 — Supervision for further information)

SUP 9 describes how people can seek individual guidance on regulatory
requirements and the reliance they can place on guidance received-

SUP 11.3 and SUP 11 Annex 6G-deseribe-gur-peliey provide guidance on the

wsePart 12 of skilled-persensESMA, relating to earrycontrol over authorised
EMIs and authorised Pls

SUP 15.14 [new] sets out the notification requirements under the PSRs 2017

SUP 16.13reports{see-Chapter12—Supervision_sets out the forms, content,

reporting periods and due dates for further—information)—the reporting
requirements under the PSRs 2017 (including annual returns)

SUP 16.15 sets out the forms, content, reporting period and due dates for the
reporting requirements under the EMRs

Decision procedure and penalties manual (DEPP}-).
This contains the procedures we must follow for taking decisions in relation
to enforcement action and setting penalties.

Dispute resolution: complaints sourcebook (DISP)).

This contains the obligations on Pls-payment service providers and e-money
issuers for their own complaint handling procedures: and complaints
reporting. It also sets out the rules concerning customers’ rights to complain

to the FOS A%aﬂké;—bm%ng—seeleﬂeseane#auth%seme-me%y—lssueps

4471&1.34. The Handbook website also contains the following regulatory guides that are
relevant to payment service providers:

Enforcement guide (EG)).

This describes our approach to exercising the main enforcement powers
given to us under FSMA and the PSRs 2017.

Financial Crime: a quide for firms (FC).

This contains guidance on the steps firmsbusinesses can take to reduce their
financial crime risk.

Perimeter guidance manual (PERG) — PERG 3A and PERG 15.

14
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https://www.handbook.fca.org.uk/handbook/SUP/11/3.html
https://www.handbook.fca.org.uk/handbook/SUP/11/Annex6G.html
https://www.handbook.fca.org.uk/handbook/SUP/16/13.html
https://www.handbook.fca.org.uk/handbook/SUP/16/15.html
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| DRAFT FOR CONSULTATION

This contains guidance aimed at helping businesses consider whether they
need to be separately authorised or registered for the purposes of providing
payment services in the UK.

’ e Unfair contract terms and consumer notices requlatory guide (UNFCOG})).

This guide explains our powers under the Unfair Terms in Consumer
Contracts Regulations 1999 and our approach to exercising them.

16.1.35. There is also guidance and information issued by us, the ©FF-FOS and HMRC
which is likely to be relevant to readers of this document. Fhese-areThis is referenced
in the appropriate section of the document and gathered together in Annex 1 - Useful
links.

Contacting us

417.1.36. We hope this document will answer all your questions; however, if you have any
guestions—or-comments regarding this document or any aspect of the PSRs 2017 or
EMRs, please refer to the contacts page on our websitewebsite:,

418.1.37. Annex 2 contains a list of other useful contact details.

15
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2. Scope

Fhis-sectionPart | of this chapter sets out in-summary-who and what is covered by the
Payment-Services—Regulations2009-PSRs 2017. Part 1l sets out who and what is

covered by the EMRs, including what e-money is and information about e-money
issuers. Each section sets out where to find further information on scope issues.

Part I: PSRs 2017

Who is-covered?2-the PSRs 2017 cover

The PSRs 2017 apply, with certain exceptions, to everyone who provides payment
services; as described-in-Part-1.-Schedule-1-to-the- PSRs-by-way-of-a reqular occupation
or business activity in the UK— (‘payment service providers” (PSPs)). They also apply
in a limited way to persons that are not payment service providers (see regulations 38,
39, 57,58 and 61).

Chapter 15 of our Perimeter Guidance (PERG 15) gives guidance for firms who are
unsure whether their activities fall within the scope of the PSRs— 2017.

For a fuller understanding of the scope of the PSRs 2017, the guidance should be read
in conjunction with Schedule 1 of the PSRs 2017 and the definitions in regulation 2.

Payment institutions
The PSRs ereate2017 establish a-new class of firms authorised or registered to provide
payment services called payment institutions (PIs).

We expect that the following types of firms tewill require authorisation or registration
for their payment services activities-te-incluee, amongst others:

e money remitters;

e certain mebHe electronic communication network operators (offering payment
services);)

e non-bank credit card issuers;-and

e merchant acquiring firms-

e payment initiation service providers

e account information service providers

Not all providers of payment services wit-require authorisation or registration under
the PSRs 2017 (see ‘Other payment service providers’ below-)).

A payment service provider whe-acguires-avthorisation-authorised under the PSRs 2017

is termed an ‘authorised payment—institution’Pl’ and aeguiresreceives the right to
‘passport’ that authorisation to other EEA member states (see Chapter 6 —

Passporting).

Payment service providers who meet the criteria for registration under regulation 1314,
and choose to apply for registration rather than authorisation, are referred to as small

16
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Pls. Small PIs cannot provide AlS or PIS.
2:82.10 Chapter 3 — Authorisation and registration gives details of the procedures for
authorisation and registration.
292.11 All Pls (and most other PSPs) must comply with the conduct of business requirements
of the PSRs 2017, described in Chapter 8 — Conduct of business: requirements.
RAISPs
2.12 Businesses that only provide AlS are exempt from full authorisation but are subject to a
registration requirement. Once registered, they are termed ‘registered account
information service providers’ and can ‘passport’ into other EEA member states.
2.13 RAISPs are only required to comply with specific parts of the conduct of business
requirements. These are identified in paragraphs 8.132 to 8.136 of Chapter 8 —
Conduct of business requirements.
Agents
2102.14 Pls may provide payment services through agents, subject to prior registration of the
agent’s-detailsagent with us. Chapter 5 — Appointment of agents gives details of the
process to be followed.
241215 It is the PI’s responsibility to ensure the agent complies with the conduct of business
requirements of the PSRs 2017 and that it has the systems and controls in place to
| effectively oversee their activities.
Other payment service providers
2122.16 The following can eentinue-to-provide payment services without the need for further
authorisation or registration by the FCA under the PSRs 2017:
e banks:
e building societies;
e EEA authorised Pls:
e EEARAISPs
o authorised e-meney-institutions-EMIs
o small e-meney-institutions-EMIs
e EEA authorised EMIs
e Post Office Limited;-and
e certain public bodies-
These entities must, however, comply with the conduct of business requirements of the
PSRs 2017 described in Chapter 8 — Conduct of business— requirements.
2432.17 In the case of credit institutions, the relevant application or certification procedures

remain those in FSMA. —-ForEMIs-Credit institutions are also subject to the relevant

apphcation-procedures-wit-be-thoseFCA rules and guidance in the EMRs—which-also
eontainFCA Banking: Conduct of Business provisions—in—relation—to—isstance—and
redemption-ef-e-money-Sourcebook (BCOBS) — see Chapter 8 — Conduct of business

requirements.
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2.18 For EMIs, the relevant application procedures are those in the EMRs, which also
contain conduct of business provisions in relation to the issuance and redemption of e-
money (see Chapter 8 — Conduct of business requirements).

2.19 Credit institutions will need to notify us if they wish to provide the new payment
services of account information and payment initiation, and existing EMIs will need to
apply to remove the requirement on their permission imposed by requlation 78A of the
EMRs, see Chapter 3 — Authorisation and registration, and Chapter 13 —
Reporting and Notifications.

Exemptions
2142.20 The following bodies are specifically exempt from the scope of the PSRs 2017:

e credit unions:

e municipal banks;-and

e The National Savings Bank-

215221 Municipal banks and the National Savings Bank witare also be-exempt from BCOBS.
Municipal banks must nevertheless notify us if they are providing, or propose to
provide, payment services. Credit unions wit-beare subject to BCOBS.
Allautherised-and-smal-Pls-and-their
Exclusions

2.42 More generally, there is a broad range of activities which do not constitute payment
services under Schedule 1 Part 2 to the PSRs 2017. Amongst these excluded activities,
are:

e payment transactions through commercial agents are—ineludedacting on the
behalf of either the payer or the payee;

e cash to cash currency exchange activities (for example, bureaux de change);

e payment transactions linked to securities asset servicing (for example, dividend
payments, share sales or unit redemptions);

e services provided by technical service providers (which does not include AIS
or PIS).

e payment services based on instruments used within a limited network of
service providers or for a very limited range of goods or services (“limited
network exclusion”); and

e payment transactions for certain goods or services up to certain value limits,
initiated through a provider of electronic communication networks or services
(“electronic communications network exclusion”)

2.43 Chapters 3A and 15 of PERG provide more information on these exclusions.

Reqisters
2162.24 The Financial Services Register, published on our website includes information relating
to various types of payment service provider, together with details of the payment
services that they are entitled to provide. -The register includes details relating to:
Firms

18
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authorised Pls and EMIs, their EEA branches and their agents

small Pls and EMIs and their agents

RAISPs and their agents

persons providing a service falling within the limited network exclusion or the

electronlc communlcatlons exclu5|on Who a#eady—appear—en—e&H%MA

had—themems%g#egﬁter—w#ermauenﬂamendeet&e—shewnotlfled us in I|ne with
regulation 38 or 39 of the PSRs 2017

e credit unions, municipal banks and the National Savings Banks, where they
ean-provide payment services:

oy e

The EBA will also maintain a register which includes the information covered in our

public register, together with information provided by the competent authorities in
other EEA Member States. This will be available free of charge on the EBA’s website.

Payment services

The payment services covered by the PSRs 2017 (Part 1 of Schedule 1) are set out in
the table below, along with some examples of the sort of payment services expected to
fall within thetheir scope-ef-each. The table is high-level and indicative in nature.- If
firms are in any doubt as to whether their activities constitute payment services, they
should refer to Chapter 15 of our Perlmeter Gmdance manual—tnad@ﬂen%ﬂuesuens

seeks%eexplam%wmbe#e#exelwenwﬁheﬁ%% (“PERG”)
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In addition to questions and answers providing further information on payment

services, PERG also explains a number of exclusions in the PSRs 2017. These
exclusions are set out in Part 2 of Schedule 1 to the PSRs 2017 (Activities which do not
constitute payment services). For businesses that intend to rely on paragraphs 2(k) or
2(1) of Part 2 of Schedule 1 to the PSRs 2017 (i.e. the limited network exclusion or the
electronic communication network exclusion), certain notification requirements apply.
See Chapter 13 — Reporting and Notifications.
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What is a payment service
?

ExamplesExamples (PERG 15 provides further details
about what activities constitute payment services)

Services enabling cash to be placed on a payment
account and all of the operations required for
operating a payment account.

e payments of cash into a payment account over the
counter and through an ATM-

Services enabling cash withdrawals from a payment
account and all of the operations required for
operating a payment account.

e withdrawals of cash from payment accounts, for
example through an ATM or over the counter-

Execution of the following types of payment
transaction:
e direct debits, including one-off direct
debits:
e payment transactions executed through a
payment card or a similar device:
e credit transfers, including standing orders:

e transfers of funds with the user'scustomer’s payment
service provider or with another payment service
provider-

e direct debits (including one-off direct debits). -N-B-
However, acting as a direct debit originator would
not, of itself, constitute the provision of a payment
service.

e debit card payments

e transferring e-money-

e credit transfers, such as standing orders, Faster
Payments, BACS or CHAPS payments-

Execution of the following types of payment
transaction where the funds are covered by a credit
line for a payment service user:
e direct debits, including one-off direct
debits:
e payment transactions through a payment
card or a similar device;
e credit transfers, including standing orders:

direct debits using overdraft facilities-

credit card payments-

debit card payments using overdraft facilities
credit transfers using overdraft facilities-

Issuing payment instruments or acquiring of payment
transactions.

e card issuing {ether—thanincluding where the card
issuer provides a card linked to an account held with
a different payment service provider (see regulation
68 of the PSRs 2017) but not including mere
technical service providers who do not come into
possession of funds being transferred)-and-care

e merchant acquiring services (rather than merchants
themselves).)

Money remittance.

e money transfer/remittances that do not involve
creation of payment accounts.

Payment initiation services.

e services provided by businesses that contract with
online_merchants to enable customers to purchase
goods or_services through their online banking
facilities, instead of using a payment instrument or
other payment method.
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e businesses that provide users with an electronic
“dashboard” where the-they can view information
from various payment is-rade-from-the-phone-itself

toelaccounts in a single place
e businesses that use account data to sepd—a—provide

services-Account information services.

users with personalised comparison services

e—businesses that, on a user’s instruction, provide
information from the user’s various payment

orderaccounts to anetherpaymentboth the user and third

party service provider:
Elaglesapaa

e providers such as financial advisors or

credit

reference agencies

Scope of the PSRs_ 2017: jurisdiction and currency
2.2 The table below shows the jurisdictional scope of different parts of the PSRs 2017 and
their scope in terms of the currency of the payment transaction. Note-that

The ‘corporate opt-out” may apply to certain of the conduct of business provisions — see
Part 1 of Chapter 8 — Conduct of business requirements for further details.

Where we refer to ‘one leg transactions’ below, we mean those where either the payer’s

or the payee’s payment service provider (rather than the payer or payee) is located outside

the EEA. Where we refer to ‘intra EEA’, we mean those where both the payer’s and the

payee’s payment service providers are (or the sole payment service provider is) located in

the EEA.

Payment services — jurisdictional and currency scope

PSRs 2017

Jurisdiction Currency

Authorisation/Registration (including meeting
capital and safeguarding requirements).

Firms providing payment services, by—way | All currencies.
ef—as a regular occupation or business
activity in the UK including one leg out
transactions, unless the firm is in the list of
‘other payment service providers’ described
above-or-is-an-agent.—One-leg-transactions
payee’s—payment —service —provider—{rathe
the-EEA-,

Complaints that can be considered by the FOS
(see Chapter 11 for full details of eligibility).

All payment services provided from a UK | All currencies.
establishment, including the UK end of one

leg out transactions.
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Part 6 - Conduct of business requirements | In general, Part 6 applies to payment Paymen%serwee&&e[ Deleted Cells

(except——regulations——70-73).information | services provided from a UK establishment

requirements) where—bethincluding the payerUK end of euro-orthe-curreney
one leg out and payee’s—payment-services of a-memberstate
providerintra EEA transactions, in_any eutside-the-euro-area-
currency. For one leg out transactions, Part 6

only applies in respect of those parts of a

transaction that are carried out in the EEA.

We set out other exceptions to this in a

separate table below.

Feovleteps o0 Payment——services | Paymenttransactions-in: | Deleted Cells

to-article 68-of the beth-the-payerPart 7 — thepayemd—th&paye&a%e%ea&e&m&hm%he—%—er

PSD: Conduct of business
requirements  (rights
and
payee’sobligations in o+ where-there-is-a-cross-borderpayment-the-eross-border
relation to the transfertakes-place-in-euro:

provision of payment | ln—respect—of-other—transactions—with—the—exception—ofregulation
services—provider—are | 70(4),the-parties-can-agree-that regulations70-to-72-do-not-apply—In
inthe-EEA:) general, Part 7 applies to payment services provided from a UK
establishment including the UK end of one leg and intra EEA
transactions, in any currency. For one leg transactions, Part 7 only
applies in respect of those parts of a transaction that are carried out in
the EEA. We set out below other exceptions to this in a separate
table.

RegiHatio 3 (u_a_lue Al payment services | Payment services are ca eeout eitherd
the-EEA-neluding
the-Uk-end-of-one
Eetmasoetens
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Part 6 — Exceptions to where Part 6 applies to one and two leg transactions in any currency.

Does the regulation apply?

iitzgs'z z:.izz ent Authorised Registered EEA—autherised | Ot o payment
ncliulions institutions nstitutionsYes Cmemdins—onles

Relevantchapters-of No No building—societies
Approach-Document and———electronie
Requlation 43(2)(b) — Pre- money
contractual information institutionsyNo
apout execution times for
single payment contracts

PSRs 2017 One leg / EEA|Oneleg/non EEA | Intra EEA/ EEA |Intra EEA/ non-

currency currency currency EEA currency
|| Chapter2—Scope i = o f
Chapter 3—Authorisation = -+
) .

Chosters 1 =No —No =Yes —No

tatreduetionRegulation

52(a) — Information about

execution times prior to

execution of individual

transactions under a

framework contract

Cheplerd—Chanees—in | No —No Yes No

circumstances—of

authorisation—and

tonpParagraph 2(e)
of Schedule 4 — Pre-

contractual information
about execution times for
framework contracts
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Chosiesefosalnanntes
agents

=+ =+

e e

=1

i
U

I
i

i
i

i

N

N

i
i

iN

.

I8
N

Chapter—7—Use—of the
FSA anel FEA
fegesParagraph  5(g)  of
Schedule 4 —  Pre-
contractual information
about the conditions for the
payment of any refund

under regulation 79.

1
&

=Yes

=Yes

Part 7 — Exceptions to where Part 7 applies to one and two leg transactions in any currency.

Does the regulation apply?

PSRs 2017 One leg / EEA|Oneleg/non EEA | Intra EEA EEA/|Intra EEA/ non-
currency currency currency EEA currency

Regqulation 66(2) — charges | No No Yes Yes

paid by payer and payee

Regulation 79 Refunds | No No Yes Yes

for transactions initiated by

or through a payee

Regulation 80 — Requests | No No Yes Yes

for refunds for transactions

initiated by or through a

payee

Requlation 84 — Amounts | No No Yes No

transferred and received
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Regqulation 85 — | Yes Yes Yes No
Application of Regulation:

86 — 88

Regulation  86(1)-(3) - | No* No* Yes subject  to [ No*
Payment transactions to a regulation 85)

payment account

Regulation 86(4)-(5) -1 Yes (subject to|Yes (subject to|Yes (subject to|No
Payment transactions to a | requlation 85) requlation 85) regulation 85)

payment account

Regqulation 87 — Absence of | Yes  (subject to|Yes (subject to|Yes (subject to|No
payee’s payment account | regulation 85) regulation 85) regulation 85)

with  payment  service

provider

Regulation 88 — Cash|Yes (subject to|Yes (subject to|Yes (subject to|No
placed on a payment | requlation 85) requlation 85) requlation 85)

account

Regulation 91 — non- | No No Yes Yes
execution or late execution

of payment transaction

initiated by the payer

Requlation 92 — non- | No No Yes Yes
execution or late execution

of payment transaction

initiated by the payee

Regulation 94 — Liability of | No No Yes Yes
service providers for

charges and interest

Regulation 95 — right of | No No Yes Yes

recourse

* This means that when making transactions to a payment account the time limits for crediting a payee’s

payment service provider’s account will not apply to one leg in transactions for transactions in non-EEA

currencies.
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Part I11: EMRs

Who the EMRs cover
The EMRs apply, with certain exceptions, to everyone who issues e-money in the UK.

They also apply in a limited way to persons that are not e-money issuers (see regulations

32).

Chapter 3a of our Perimeter Guidance (PERG 3A) gives guidance for firms who are

unsure whether their activities fall within the scope of the EMRSs.

For a fuller understanding of the scope of the EMRs this guidance should be read in

conjunction  with  the  definitions in  requlation 2 of the EMRs.

How e-money is defined
Requlation 2 of the EMRs defines e-money as monetary value represented by a claim on

the issuer that is:

e stored electronically, including magnetically

e issued on receipt of funds for the purpose of making payment transactions (see
regulation 2 of the PSRs 2017)

e accepted as a means of payment by persons other than the issuer

e is not excluded by regulation 3 of the EMRs (see paragraphs 2.36 below)

Examples of e-money include prepaid cards that can be used to pay for goods at a range

of retailers, or virtual purses that can be used to pay for goods or services online.

Exclusions
There are two express exclusions in Requlation 3 of the EMRs. Chapters 3A and 15 of

PERG provide more information on these exclusions. The exclusions mirror paragraphs
2(k) and 2(1) of Part 2 of Schedule 1 to the PSRs 2017 (i.e. the limited network exclusion
and the electronic communication network exclusion).

How the EMRs define e-money
E-money issuers are defined in the EMRs as any of the following persons when they issue

€-money:

EMIs:
The EMRs establish a class of firms authorised or registered to issue e-money and

provide payment services called EMIs.

Not all issuers of e-money require authorisation or registration under the EMRSs (see other

e-money issuers below).

An EMI which receives authorisation under the EMRs is termed an ‘authorised EMI’ and

receives the right to ‘passport’ that authorisation to other EEA member states (see
Chapter 6 — Passporting).

EMIs that meet the criteria for registration under regulation 12 EMRs, and choose to

apply for registration rather than authorisation, are referred to as ‘small EMIs’. Chapter 3
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— Authorisation and registration gives details of the procedures for authorisation and
registration.

2.39 All EMIs must comply with the conduct of business requirements of the PSRs 2017 and
EMRs described in Chapter 8 — Conduct of business requirements.

European Economic Area (EEA) authorised EMIs:

2.40 Persons authorised in an EEA state other than the UK to issue e-money and provide
payment services in accordance with 2EMD Persons authorised in other EEA states to
issue_e-money and provide payment services may exercise passport rights to issue,
distribute or redeem e-money or provide payment services in the UK in accordance with
2EMD. The competent authority of the home state is responsible for prudential regulation
and, where passporting is on an establishment basis rather than a cross-border service
provision basis, we (as the host state competent authority) will be responsible for conduct
of business regulation (see Chapter 6 - Passporting) and anti-money laundering
supervision (see Chapter 19 — Financial Crime).

E-money issuers who require Part 4A permission under FSMA:

2.41 Credit_institutions, credit unions and municipal banks do not require authorisation or
registration under the EMRs but if they propose to issue e-money they must have Part 4A
permission under FSMA for the activity of issuing e-money. When issuing e-money, they
are subject to the provisions on issuance and redeemability of e-money in the EMRs (see
Chapter 8 — Conduct of business requirements). In addition credit unions are subject to
the safeguarding requirements (see Chapter 10 - Safequarding).

Other e-money issuers
2.42 The following can issue _e-money and do not need to apply for authorisation or
registration under the EMRs but they must give us notice if they issue or propose to issue

€-money:

e Post Office Limited;

e the Bank of England, the European Central Bank and the national central banks of
EEA states other than the UK, when not acting in their capacity as a monetary
authority or other public authority;

e government departments and local authorities when acting in their capacity as public
authorities; and

e the National Savings Bank.

2.43 They will be subject to the conduct of business requirements of the EMRSs, the conduct of
business requirements of the PSRs 2017 for the payment service aspect, and they will
have to report to us their average outstanding e-money on a yearly basis. Certain
customers will have access to the Ombudsman Service.

2.44 PERG 3A gives guidance for businesses that are unsure whether their activities fall within
the scope of the EMRSs.

Use of Agents and Distributors

2.45 EMIs may distribute and redeem e-money and provide payment services through agents,
subject to prior registration of the agent by us. Chapter 5 — Appointment of agents gives
details of the process to be followed.
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.46

EMIs may engage distributors to distribute and redeem e-money. An EMI cannot provide

2.4

L7

payment services through a distributor, and distributors do not have to be registered by us
but applicants will have to identify their proposed use of distributors and, where they
intend to distribute e-money in another EEA states by engaging distributors, EMIs will
need to provide details of distributors in their passporting notification (see Chapter 6 -

Passporting).

EMIs providing payment services
All EMIs may provide payment services, including those that are not related to the issuing

48

of e-money (unrelated payment services). EMIs must, however, tell us about the types of
payment services they wish to provide (see Chapter 3 — Authorisation and

Registration).

Small EMlIs can only provide unrelated payment services if the average monthly total of

49

payment transactions does not exceed €3m on a rolling 12-month basis (see Chapter 3 —
Authorisation and registration).

EMIs providing AIS and PIS
Regulation 78A of the EMRs has the effect of placing a requirement on EMIs authorised

before 13 January 2018 preventing them from providing AIS or PIS. Authorised EMIs
will need to apply to us if they wish to have this requirement removed - see Chapter 3 —
Authorisation and Registration. Small EMIs cannot provide AlS or PIS.
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3. Authorisation and registration

This chapter sets out how we will apply the PSRs 2017 and EMRs dealing with:

e authorisation of paymentinstitutionsPls and EMIs (Part I;-and)
o registration of paymentinstitutionssmall Pls and small EMIs (Part 113-)
e registration of businesses only providing AlS (Part Ill-deseribes-the-)

o decision--making process we-withuse-for-beth-types-efapphication-(Part 1\V)

e —transitional provisions (Part V)

For information on notifications relating to exclusions please see Chapter 13 —

3233 .

333.4

Reporting and notifications.

Introduction

A UK firmbusiness that provides payment services (as defined in the PSRs)-by-way-of
2017) as a regular occupation or business activity in the UK needs to apply to us to

become either an authorised payment—institution—{authorised-Pl}—er—a—small-payment
nstitution{, a small P13 or a RAISP, unless it is already another type of payment service

provider or is exempt.

Being a small Pl is an option available to businesses whesewith average payment
transactions turnover in-payment-transactionsthat does not exceed €3 million per month-
and who do not provide AIS or payment initiation services (PIS). The registration process
is cheaper and simpler than authorisation and has no ongoing capital requirements, but
there are no passporting rights for small Pls. The conduct of business requirements still
apply, as does access for small PIs’ eligible customers to the FOSOmbudsman Service.

A UK business (or a UK branch of a business with its head office outside the EEA) that

intends to issue e-money needs to apply to us to become either an authorised EMI or a
small EMI, unless it has permission under Part 4A FSMA to issue e-money or is exempt.
Being a small EMI is an option available to businesses whose total business activities are

projected to generate average outstanding e-money that does not exceed €5 million.

In_accordance with requlation 32 of the EMRs, EMIs are allowed to provide payment

3437
|
|

services without being separately authorised under the PSRs 2017. This includes payment
services that are unrelated to the issuance of e-money. If a small EMI provides payment
services unrelated to the issuance of e-money this is on the same basis as a small PI; that
is, the monthly average, over a period of 12 months, of the total amount of relevant
payment transactions must not exceed €3 million. Regulation 78A of the EMRs has the
effect of placing a requirement on EMIs authorised before 13 January 2018 preventing
them from providing AIS or PIS. Authorised EMIs will need to apply to us to have this
requirement removed - see Chapter 3 — Authorisation and Registration. Small EMIs
cannot provide AlS or PIS.

3.7 __Agents can be appointed by a PI/EMI (the principal) to provide payment services on the
principal’s behalf. The principal accepts responsibility for the actions of the agent and

must make-an—application—on-the-agent’s-behalf for-inelusionapply for the agent to be
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registered on the Financial Services Register. More information on agents is contained in
Chapter 5 — Appointment of agents.

3.8 EMIs may also engage distributors to distribute and redeem e-money. A distributor
cannot_provide payment services, and does not have to be registered by us — but
applicants will have to identify their proposed use of distributors at authorisation and,
where they engage distributors to distribute or redeem e-money in other EEA states,
provide their details in passporting notifications (see Chapter 6 - Passporting).

31—The FCA'’s Financial Services Register is a public record of firms, individuals and other
gisterAuthorised

31


https://register.fca.org.uk/

| DRAFT FOR CONSULTATION

3.9 contains information about Pls, RAISPs, EMIs, agents and EEA branches. See Part Il of
this document for more information on RAISPs. The EBA will maintain a register which
includes the information covered in our public register, together with information
provided by the competent authorities in other EEA Member States. This will be available
free of charge on the EBA’s website.

353.10 Anyone wishing to become an-authorised Ptor registered needs to complete an application
form and submlt |t to us along Wlth the requwed mformatlon and the app#epnate

Iheeend&rens—fepaumensanen—aee—m—mgmanen—&appllcatlon fee (see below fees WI||

vary depending on the application).

. eat —

3:6——Application forms are available on-the-paymentservicessection-ef-ourwebsite

3:63.11 registering on Connect. No work will be done on processing the application until the full
fee is received. The fee is non-refundable and must be paid by-chegue—via Connect.
Application forms for applicants wishing to become authorised EMIs are available on the
e-money section of our website. The fee must be paid by cheque.

The

3:9——Applicants that wish to operate through agents will be charged an additional application

must—beergned—bﬁhepepsenés)—ﬁespensrblefee See Chapter 15 — Fees for malqnguthe
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12 This-section-explains-themore information-that-you-must-supply-with-the-application-and

[[4%]

3.13 The EBA has issued “Guidelines on the information to be provided for authorisation as
payment institutions and e-money institutions and registration as account information
service providers” (EBA Guidelines).> The quidelines specify the information that
applicants for authorisation or registration as a RAISP will be required to submit. Details
on these requirements are set out below in Part 1. In some cases we will also apply
relevant guidelines when specifying the information to be provided by applicants for
registration as small Pls or small EMIs. More detail on these requirements is set out in
Part 11.

3-73.14 \Where we do not prescribe the format of information you give us, we will need to have
enough information to be satisfied that you meet the relevant conditions-are-met. This
does not mean that you need to enclose full copies of all the relevant-procedures and
manuals with the applications; a summary of what is-covered-by-themthey cover may be
sufficientenough, as long as the manuals and procedures themselves are available if we
wishwant to investigate further. }-sheuld-be-notedNote that supplying the information
requested on the application form will not necessarily be enough for the application to be

‘complete’. H-is-often—necessaryfor-us\We may need to ask additional questions te-or
request additional documentation to clarify er-expand-on-the answers already given,-and

foradditional-doeumentation-to-beregquested-. It is only when this additional information

has been received and considered alongside the existing information that we will be able
to determine whether the application is complete.

3.15 We will acknowledge that we have received your application within seven days of
receiving it, and the case officer assigned to deal with it will be in contact soon after. We
will assess the information you provide against the requirements set out in the PSRs 2017,
EMRs and the EBA Guidelines (where applicable). Where applications are incomplete
(when they do not have all the information we need), we will ask you in writing for more
information. We will let you know the date when we consider the application to be
complete. The timings set out in Part I\V: Decision-making process will run from that
date.

3.16 Applicants should note that under requlation 114 of the PSRs 2017 and requlation 66 of
the EMRs it is a criminal offence to deliberately or recklessly give misleading
information in the application.

| 2 Available at https://www.eba.europa.eu/-/eba-consults-on-guidelines-on-authorisation-and-registration-under-psd2
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3.17

Requests for further information (requlations 5(4) 13(4) and 17(2) PSRs 2017 and
5(4) and 12(4) EMRs)

At any time after receiving an application for authorisation or registration (or a variation

3.18

of either of these) and before determining it, we can require the applicant to provide such
further information as we reasonably consider necessary to enable us to determine the
application. Where an application is incomplete, firms will need to provide information

romptly to avoid delay to consideration of their application (see ‘Timing’ in Part IV of

this chapter).

Duty to advise of material changes in an application (requlation 20 PSRs 2017 and

17 EMRs)

We attach considerable importance to the completeness and accuracy of the information

3.19

provided to us. If there is, or is likely to be, any material change in the information
provided for an application before we have made our decision on it, the applicant must
notify us. This also applies if it becomes apparent to the applicant that there is incorrect or
incomplete information in the application. The requirements also apply to changes to
supplementary information already provided. If an applicant fails to provide accurate and
complete information it will take longer to assess the application. In some cases, it could
lead to the application being rejected.

The notification must _include details of the change, the complete information or a

3.20

correction of the inaccuracy (as the case may be) and must be made without undue delay.
If the applicant expects a change in the future they must provide details as soon as they
become aware of it. When providing this_information the applicant will be asked to
confirm that the rest of the information in the application remains true, accurate and

complete.

Applicants should notify the case officer assigned to the application (the case officer will

be in contact with an applicant after receipt of the application).
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Part I: Becoming an authorised Pl or authorised EMI

3.21 This section applies to businesses that wish to become an authorised Pl or an authorised
EMI.

3.22 The conditions that must be met in order to become an authorised Pl are set out in
requlation 6 of the PSRs 2017 and those that must be met to become an authorised EMIs
are set out in requlation 6 of the EMRSs.

3.23 The information requirements for your application can be found in Schedule 2 to the
PSRs 2017 and section 4.1 of the EBA Guidelines (the APl Guidelines) for Pls and
Schedule 1 to the EMRs and section 4.3 of the EBA Guidelines (the EMI Guidelines) for
EMIs.

3.24 The application fees to become an authorised Pl or an authorised EMI are set out in
Chapter 15 — Fees.

3.25 For authorised Pls and EMIs, the application must be signed by the person(s) responsible
for_making the application on behalf of the applicant firm. The appropriate person(s)
depends on the applicant firm's type as follows:

Type of applicant Appropriate signatory

Company with one director The director

Company with more than one director Two directors

Limited liability partnership Two members

Limited partnership The general partner or partners
Information to be provided and conditions for authorisation

3.26 Authorisation will not be granted unless we are satisfied in that the conditions specified in
requlation 6 of the PSRs 2017 or EMRs (as the case may be) have been met.

3.27 This section needs to be read alongside Chapter 4.1 of the EBA Guidelines (the API
Guidelines) or Chapter 4.3 of the EBA Guidelines (the EMI Guidelines), as appropriate.
Together, the PSRs 2017 and the APl Guidelines, and the EMRs and the EMI Guidelines
explain _the information that you must supply with the application and the
conditions that must be satisfied.
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Programme of operations (Paragraph 1-6f, Schedule 2 PSRs 2017 and Paragraph 1,
Schedule 1 EMRSs)

ol ' dortif L itiss o

For Pls, API Guideline 3 sets out the information and documentation which may-er-may

383.29

not-be-needs to be provided for the programme of operations. For EMIs this is set out in
EMI Guideline 3.

In both cases Guideline 3 requires the programme of operations to be provided by the

applicant to contain a description of the payment services)-and-select-the— envisaged,
including an explanation on how the activities and the operations fit into the list of
payment services that-theyare-intending-to-carry-on-set out in Part 1 of Schedule 1 to the
PSRs 2017. Some examples of the sorts of activities expected to fall within the scope of
each are described in Chapter 2 - Scope, with further guidance in Chapter 15 of our
Perimeter Guidance Manual (PERG).

The applicant is also required to state whether they will enter into the possession of users’

3.31

funds. In our view being in possession of funds includes an entitlement to funds in a bank
account in your name, funds in an account in your name at another Pl and funds held on

trust for you.

Business plan (requlation 6(7)(c) and paragraph 2-6f, Schedule 2. PSRs 2017 and
requlation 6(6)(c) and paragraph 2, Schedule 1 EMRs)

API Guideline 4 and EMI Guideline 4 set out the information and documentation which

needs to be provided in the business plan.

3-93.32 The business plan needs to explain how the applicant intends to carry out its business.- It

should provide enough detail to show that the proposal has been carefully thought out and
that the adequacy of financial and non-financial resources has been considered.
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3.33

In accordance with requlation 7(4) of the PSRs 2017 and requlation 7(4) of the EMRs,

3.34

where an applicant wishes to carry out business activities other than the provision of
payment services and, in the case of EMIs, issuing e-money and we think that the
carrying on of this business will, or is likely to, impair our ability to supervise it or its
financial soundness, we can require the applicant to form a separate legal entity to provide
payment services and, for EMlIs, issue e-money.

Applicants wishing to become authorised EMIs that intend to provide unrelated payment

o

services are required to submit a separate business plan for these activities.

Initial capital (regulation 6(3) and paragraph 3-6f, Schedule 2_PSRs 2017 and
regulation 6(3) and paragraph 3, Schedule 1 EMRS)

1103.35Applicants are required to provide information on their own funds, including the amount

and detailed breakdown by paid-up capital, reserves and retained earnings as part of their
business plan (see APl Guideline 4 and EMI Guideline 4). By the time of authorisation,
the applicant must provide evidence that they hold initial capital at the level required by
Part 1 of Schedule 3 to the PSRs—'Fhe—level—ef—rmﬂaLeapﬁaJ—FeqHFeeLdepends—en—the

v a wing: 2017 or Part 1 of Schedule
2 to the EMRs as the case may be. API GU|deI|ne 6 and EMI Guideline 6 sets out the
information and documentation to be provided as evidence of initial capital.

3.36 The initial capital requirement for authorised EMIs is €350,000. Applicants wishing to
become authorised EMIs that intend to provide unrelated payment services should note
that there is no additional initial capital requirement.

3.37 For applicants to become authorised Pls the level of initial capital required depends on the

payment services to be provided, and is the greater of the following:
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Payment services Initial capital
(see Schedule 1 to the PSRs 2017) required
AIS (paragraph 1(h), Schedule 1 to the PSRs 2017) None

Money remittance (paragraph 1(f) of Part 1, Schedule 1 to the PSRs

2017 €20,000
71 €50,000

(paraqraph 1(q) of Part 1, Schedule 1to the PSRs 2017)

Payment institutions providing ether—Services,—that—is—these—cevered in €125.000

Schedule 1 Part 1(1)(a) to (1)(e) efto the PSRs 2017.

3-113.38The evidence that-sheuld-beprevidedneeded will depend on the type of firm and its
source of funding.- For example, if an applicant was a limited company and using paid-up
share capital, we would expect to see a copy of the SHO1 form submitted to Companies
| House and a bank statement, in the business name, showing the monies being paid in. -If
an applicant has already been trading and has sufficient reserves to meet the initial capital
requirement, then a copy of the audited last year-end accounts may be sufficientenough

(or interim accounts if appropriate).- Businesses may wish to capitalise nearer to the time
of authorisation, so this evidence can be provided at a later date but will be required

before authorlsatlon is granted —We—mtl—net—eenade#an—appheaﬂen—te—be—meemptete

Safequarding measures (requlation 6(7)(d) and paragraph 4, Schedule 2, PSRs 2017
and regulation 6(6)(d) and paragraph 4, Schedule 1 EMRS)

3-44——Applicants are required to satisfy the regquirementsECA that they have taken adequate

measures for initial-capital-the PSRsreguire-that-purpose of safeguarding user’s funds. For
appllcants to become authorlsed Rlsrmamtamadequataewnﬁfumtsreaanﬂtgemg—ba%—m

basmess—ptan%%earf—tt—shewsEM Is that ewn#undsate#eely—%namtamed—enﬂan
%ge#@%as&s%eferaauthensmgaﬁkwaexpeetaimamtend to prowde ewdeaean
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41

-123.39 Apphcants—must-deseribethis includes the safeguarding measures they intend to use to

satisfy regulation 1923 of the PSRs 2017, as modified by regulation 20(6) of the EMRSs in
respect of those funds. APl Guideline 7 and EMI Guideline 7 set out the information and
documentation which needs to be provided in relation to safequarding.

-133.40There is more information in Chapter 10 — Safeguarding on safeguarding measures;

including guidance on what we would expect to see by way of organisational
arrangements.

This requirement does not apply to applicants that will not receive funds from or on

42

behalf of payment service users, or in exchange for e-money, such as those that intend
only to provide PIS and AIS. See Chapter 10 — Safequarding for more information on
this.

Professional Indemnity insurance (P11) (regulation 6(7)(e) and (f)) and paragraph
19, Schedule 2 PSRs 2017 and requlation 6(6)(e) and (f) and paragraph 14 EMRs

Where an applicant for authorisation as a Pl seeks permission to provide PIS or AIS it

43

must_satisfy the FCA that it holds appropriate professional indemnity insurance or a
comparable guarantee.

Authorised EMIs who intend to provide either PIS or AIS will also need to hold the

44

required PII. If the applicant does not intend to provide these services it must state so in
its_application. In these cases authorisation will be subject to a requirement under
regulation 7 EMRSs that the applicant will not undertake these activities.

APl Guideline 18 and EMI Guideline 18 sets out the information and documentation that

(48]

45

is required for this insurance or guarantee.

Governance arrangements, internal controls;_and risk management and-—meney

laundering-contrels-(regulation 6(56) and-{7}; paragraphs 5 and-6-of Schedule
2to 11 Schedule 2, PSRs 2017 and regulation 6(5) and paragraphs 5 to 6 Schedule
1 the EMRS)

Applicants are—required—to—provide—deseriptions—ofmust satisfy the_ FCA that their

governance arrangements mternal control mechanlsms- and risk management procedures

condltlons set out in requlatlon 6(6) PSRs 2017 or requlatlon 6(5) EMRs.
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3-143.46We will assess if the arrangements, controls and procedures are appropriate, sound and

adequate taking account of a number of factors, such as the:

payment services being provided:

nature, scale and complexity of its business:

diversity of its operations, including geographical diversity:
volume and size of its transactions;-ané

degree of risk associated with each area of its operation-

Paragraphs 5 to 12 of Schedule 2 to the PSRs 2017, and paragraphs 5 to 7 of Schedule 1

to the EMRs set out information requirements that are relevant to these conditions, and
more detail is provided by the Guidelines.

Governance arrangements, risk management and internal controls (paragraph 5
Schedule 2 PSRs 2017 and paragraph 5 Schedule 1 EMRs)

APl Guideline 8 and EMI Guideline 8 sets out the information and documentation that

needs to be provided for governance arrangements, risk management and internal
controls.

3-153.49Governance arrangements are the procedures used in-the decision-making and control of
the business that provide its structure, direction and accountability.

3-463.50The description of the risk management procedures provided in the application should

show how the business will effectively identify, manage, monitor and report any risks to

which the applicant might be exposed-{regulation-6(5}(b)—Sueh-risks-may-include:.

A map of the risks identified by the applicant, including the types of risks and the

procedures the applicant will put in place to assess and prevent such risks should be
provided. Such risks may include:

o settlement risk (a settlement of a payment transaction does not take place as
expected):)

e operational risk (loss from inadequate or failed internal processes, people or
systemsy:-)
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3.54

e counterparty risk (that the other party to a transaction does not fulfil its
obligations};-)
liquidity risk (inadequate cash flow to meet financial obligations);—)
market risk (risk resulting from the-behavieurof-the-entiremovement in market);
prices)

o financial crime risk (the risk that the PI or its services might be used for a purpose
connected with financial crime};—and-)

o foreign exchange risk (fluctuations in exchange rates)-)

-173.52Depending on the nature and scale of the business and the payment services being

undertaken, it may be appropriate for the payment-institutionP| to operate an independent
risk management function. Where this is not appropriate, the Pl should-nevertheless be
able to demonstrate that the risk management policies and procedures it has adopted are
effective.

Internal-controls

-183.53Internal controls are the systems, procedures and policies used to safeguard the business

from fraud and error, and to ensure accurate financial information-(regulation-6(5){e)—.
They should include sound administrative and accounting procedures that-wit-enableso
the applicant te-delivertocan give us—r-a-timehymanner; financial reports that reflect a
true and fair view of its financial position and that will erable-the-applicantallow them to
comply with the requirements of the PSRs 2017 in relation to its customers.

Where

Our assessment of the apphicantintends-to-employ-agents,—we-would-expectapplication

.55

will consider if the internalsystems and controls described in the information supplied are
adequate and appropriate to the payment services activities that the applicant intends to

ensure-_carry on.

Security incidents and security-related customer complaints (paragraph 6 Schedule
1 PSRs 2017 and paragraph 5A Schedule 2 EMRSs)

API Guideline 9 and EMI Guideline 9 set out the information and documentation required

.56

for security incidents and security-related customer complaints. The information required
included details of how the applicant meetswill comply with its respensibilities—for
obligation to report major operational or security incidents under regulation 99 PSRs
2017.

Sensitive payment data (paragraph 7 Schedule 1 PSRs 2017 and paragraph 5B
Schedule 2 EMRS)

API Guideline 10 and EMI Guideline 10 set out the information and documentation

which is required in relation to the applicant’s process to file, monitor, track and restrict
access to sensitive payment data. See also Chapter 18 — Operational and Security
Risk Management.
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Business continuity arrangements (paragraph 8 of Schedule 1 PSRs 2017 and
paragraph 5C Schedule 1 EMRS)

357 APl Guideline 11 and EMI Guideline 11 sets out the information and documentation
which is required in relation to business continuity arrangements.
3193.58Statistical data on performance, transactions and fraud — paragraph 9, Schedule 2 of the

.59

PSRs 2017 and paragraph 5D, Schedule 1 of the EMRs — API Guideline 12 and EMI
Guideline 12 set out the information and documentation required in relation to collection
of statistical data on performance, transactions and fraud. This should demonstrate how
the applicant will ensure it can meet its agentsobligations to report to the FCA, see
Chapter 13 — Reporting.

Security policy (paragraph 10 Schedule 1 PSRs 2017 and paragraph 5E Schedule 1
EMRSs)

The security policy must include a detailed risk assessment of the services to be provided,

.60

including risks of fraud and illegal use of sensitive and personal information and the
mitigation measures to protect users from the risks identified. It must also describe a high
level of technical security and data protection is achieved, including IT systems used by
the applicant and anyone it outsources to. Applicants should also demonstrate how they
will comply with their obligation under regulation 98(1) of the PSRs 2017 (management
of operational and security risk).

APl Guideline 13 and EMI Guideline 13 set out the information and documentation

.61

which is required in relation to the applicant’s security policy. More information on
security can be found in Chapter 18 — Operational and Security Risk Management.

Money laundering and other financial crime controls® (Paragraph 11 Schedule 2
PSRs 2017 and paragraph 6 Schedule 1 EMRS)

Applicants must provide a description of the internal control mechanisms that they will

establish to comply with the Money Laundering, Terrorist Financing and Transfer of
Funds (Information to the payer) Regulations 2017 and the EU Funds Transfer Regulation

(EU 2015/847).

-203.62All Pls_and EMIs must comply with legal requirements to deter and detect financial
crime, which includes money laundering and terrorist financing. Relevantlegislation
el i ol cri SR ’ . A 7
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these-pieces-of-legislation-where-such-obligations-apphy-te-the-PEWe give more detail on
these requirements in Chapter 19 — Financial Crime. APl Guideline 14 and EMI
Guideline 14 set out the information and documentation required for money laundering
and other financial crime controls. We expect applicants to explain how they propose to

meet their obligations under the relevant legislation.

3-213.63As part of this, we expect firms-te-be-able to demonstrate that they establish and maintain
appropriate and risk-sensitive policies and procedures for-counteringto counter the risk
that they may be used to further financial crime. These policies and procedures should be
proportionate to the nature, scale and complexity of the firm’s activities and enable it to
identify, manage, monitor and report any financial crime risks to which it may be
exposed. Firms should ensure they establish a clear organisational structure where
responsibility for establishing and maintaining effective policies and procedures to
prevent financial crime is clearly allocated- (see also Governance arrangements, risk
management and internal controls).

AVWaVa a a\ afal on A raq ad to-nrovide ae .g.

347——As part of the internal-control-mechanisms-that-they-will-establish-information provided by

applicants, and in ereerto-comphyaccordance with the Money Laundering, Terrorist
Financing and Transfer of Funds (Information to the payer) Regulations 2007-(MLR)-and

the-EC-wire-transferregulation-(paragraph-6-of-Sehedule-2-to-the-PSRs)-
3-223.64n—partiewlar2017, we expect infermationdetails on the risk-sensitive anti-money
laundering policies, procedures and internal controls related to:

customer due diligence checks:
the ongoing monitoring of business relationships:;
o the reporting of suspicions, both within the firm and to the Serious
OrganisedNational Crime Agency;
o assessment of money laundering risks and the application of enhanced measures in
higher risk situations
record keeping;
monitoring compliance with procedures:
internal communication of policies and procedures;-anée
staff awareness and training on money laundering matters-

3.65 This should include the systems and controls in place to ensure that the applicant’s
branches and agents comply with applicable anti-money laundering and combating
terrorist financing requirements in the relevant jurisdiction where the branch or agent is
based.

3.66 Applicants must also provide us with the name of the person nominated to receive
disclosures under Part 7 of the Proceeds of Crime Act 2002 and referred to in requlation
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21(3) of the Money Laundering, Terrorist Financing and Transfer of Funds (Information
to _the payer) Requlations 2017 (the Money Laundering Reporting Officer). Where
different, applicants must also provide us with the name of the individual appointed under
requlation 21(7) of those Regulations.

Structural organisation (paragraph 7—ef12 Schedule 2) PSRs 2017, paragraph 7
Schedule 1 EMRs)

-233.67We will require a description of the applicant’s structural organisation, which is the plan

for how the Work of the busmess WI|| be organlsed W&expeeﬁhs%%&nﬁheiepmeﬁan

pamerpanen—m—a—naﬂenai—wmemaﬂeﬂal—pawnem—syﬁemAPl Guideline 5 and EMI

Guideline 5 set out the information and documentation which must be provided in relation
to the structural organisation.

lation 21
FhelelRe

:243.68The information must include a description of the applicant’s outsourcing arrangements

(if any). The PSRs 2017 (requlation 25) and EMRs (requlation 26) make specific
provisions in relation to the outsourcing to third parties of ‘important’ operational
functions:_by authorised Pls and authorised EMIs including the provision to it of an
information technology system. These provisions are:

e the outsourcing is not undertaken in such a way as to impair:
- the quality of internal control;-e¢
- our ability to monitor and retrace the authorised PI’s or authorised EMIs

compliance with the PSRs; 2017 and /or the EMRs

e the outsourcing does not result in any delegation by the senior management of
responsibility for complying with the PSRs; 2017 and/ or the EMRs

e the relationship and obligations of the authorised Pl towards its payment service
users under the PSRs 2017, or the authorised EMI towards its e-money holders
under the PSRs 2017 or EMRs, is not substantially altered:

e compliance with the conditions which the autherised-Pl_or EMI must observe in
order to be authorised and remain so is not adversely affected:-and

« none of the ether-conditions of the autherised-PI’s or EMI’s authorisation requires
removal or variation-

3.253.69We will take these factors into consideration when assessing an authorisation application

ey

where the business intends to outsource important operational functions. See
‘Outsourcing arrangements’ in Part 2 of Chapter 4 — Change in circumstances of
authorisation or registration for guidance on what constitutes an ‘operational function’.

-8——Regulation 24{2)25(3) PSRs 2017 and {3}-indicatesrequlation 26 EMRs indicate what is
considered an ‘important operational function’. -ta-summary;-It is a function which, if it

failed or was defective, would materially impair an authorised PI’s or authorised EMI’s
ability to comply with the PSRs 2017 and/or EMRs and any requirements of authorisation,
its financial performance, or soundness or continuity of its payment services. and/or
electronic money issuance. In practice, which of an authorised PI’s or authorised EMI’s
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operational functions are important will vary from firmbusiness to firmbusiness, according
to the nature and scale of Hs-business:
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iness-that-has-gene

3-263.70whether-the—has-been-a—-or-concerned-in-the-management-of-a-bus
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K/Ioney laundering registration (regulation 6(7)8) PSRs 2017 and regulation 6(7)
EMRs)
3-58——Applicants that are already-required to registerbe registered with HM Revenue and Customs
(HMRC) under the Money Laundering, Terrorist Financing and Transfer of Funds
(Information to the payer) Regulations 2067(MLR)—Fhe PSRsrequiresome-additional

o-ranictar with HAND nda
0 g o Vi GHAG

he-following-categories2017 will need to be
re we can authorise them. This will apply to:

registered with HMRC under the MLR befo

D D
- O

e money service businesses (MSBs};)
o Dbill payment service providers;-and
o telecommunications, digital and IT payment service providers-

3.283.72Firms that are already MLR-registered with HMRC should supply their registration
number when applying to us. If an application to HMRC is being made at the same time
as an application for authorisation, then we will still process the application, but cannot
grant authorisation until the MLR registration number has been received.

32-293.73We will verify with HMRC that the registration number provided to us matches a valid
MLR registration for that firm.

Mlepre

3.74  Where we will be responsible for money laundering supervision of Pls-thatare-creditcard

business-the applicant, no separate registration is required. This will be the case for which
the-OFT-wil-remain-the-supervisory-autherityfor-this-purpese)-all EMIs and (generally
speaking) all Pls (unless the application only relates to the provision of money remittance
services). These firms only need to complete the ‘Authorised Payment Institution’ or
‘Authorised E-money Institution” form, as it—cembinesthese combine both MLR

registration and PSBPSRs 2017/EMR authorisation,—altheugh—a—firm—may-stil-wish-to

na N\

A
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Close links (requlation 6(9) and (10) PSRs 2017 and requlation 6(8) and (9) EMRS)

3.75 Applicants must satisfy us that any ‘close links’ they have are not likely to prevent the
effective supervision of the firm or, where a close link is located outside of the EEA, the
laws of the foreign territory would not prevent effective supervision.

3.76 A close link is defined as:

a parent undertaking of the applicant

a subsidiary undertaking of the applicant

a parent undertaking of a subsidiary undertaking of the applicant

a subsidiary undertaking of a parent undertaking of the applicant

an_owner or _controller of 20% or more of the capital or voting rights in the

applicant
e an entity of which the applicant owns or controls— 20% or more of the capital or

voting rights

3-59—The application—Fhis-decision-witl-be-netifiedto should include details of any persons
meeting the above criteria, as set out in the form. We will then assess the applicantalong
with-instruetions-nature of the relationship against the conditions for the-appeal-process;
relevant:
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3.78 The following diagram sets out the types of relationships between firms and individuals
that meet the definition. Shaded boxes are all close links of the relevant applicant firm.

() Firm A is the {e) Firm E owns or
firm more of the voting

(dyFim Bis a tal of
idi power or caj
;::Tmm a \ € the Applicant firm
Applicant firm (i.e. iz acontrolier
parent of the A
applicant firm 20% or mors ::m firm;
Applicant firm or
- e
f (f) the applicant
firm owns or

20% or more controls 20% or

mare of the voting
power or capital of
fim F

Applicant firm

b ©
(c) Firm C is the
(p)FMDisa parent of a
subsidiary of the subsidiary, Firm D.
applicant firm FimDisa
subsidisry of the
applicant firm
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Qualifying holdings (regulation 6(7) (a), paragraph 13 Schedule 2 PSRs 2017 and
requlation 6(6)(a) and paragraph 8 Schedule 1 EMRS)

3-463——A condition for authorisation under both the PSRs 2017 and EMRs is incomplete-of

holding in it are fit and proper persons; having regard to the need to ensure the
sound and prudent conduct of the affairs of asmal-PL
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comprises two elements: f—rrstf irstly, the applicant will need to assess Whether any persons
(or entities) have a qualifying holding in ithe applicant and notify usthe FCA of thetheir
identity-ef-such—persons:; and secondly, we will undertake-an-assessment-ofassess the
fitness and propriety of any such persons (or entities).

3:323.80A ‘qualifying holding’ is defined m%e%R&by reference to Article 4(}1 )( ) of the

managemem—ef—tha{—uﬂelertaleﬂg—Requlatlon (EU) 575/2013 on prudentlal requwements

for credit institutions and investment firms. We refer to people with a qualifying holding
as ‘controllers’.

larelatenteasmal-PL

32-333.81 A controller is-broadhy; an individual or firm that does one of the following:

o holds 10% or more of the shares in the applicant firm (including through a parent);
)

o s able to exercise significant influence over the management of the applicant firm
through a-contreting-interesttheir holding in the applicant firm or a parent;

e s entitled to control or exercise control of 10% or more of the voting power in the
applicant firm (including through a parent};-e¥)

* is able to exercise significant influence over the management of the applicant firm
through their voting power in it or a parent-

|

1%43 .82Limited liability partnership (LLP) applicants should note that some (or sometimes all)
individual members may be controllers of the LLP. -Usually this will depend on the
number of members and the terms of the membership agreement, especially regarding
voting power or significant influence. For example, in an 11-person LLP where all have
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equal voting power, it might appear that none of the members will be a controller (as no
individual member will have 10% or more of the voting power). However, one of the
members may still exercise significant influence. If the membership agreement required
significant decisions to be taken unanimously by the members, a dissenting member could
exercise significant influence over the firm's management despite having less than 10% of
the voting power. Applicant firms should have this in mind when considering whether a
member with less than 10% voting power could exercise significant influence over the
firm's management.

3-353.83For each qualifying holding in the applicant, a—registratienan authorisation application
must contain _the following information:

o the size and nature of the qualifying holding:-anéd
o evidence of the suitability of each controller taking into account the need to ensure

the sound and prudent management of a smat-Pl-

3.84 API Guideline 15 and EMI Guideline 15 set out the information and documentation
which must be provided in relation to qualifying holdings. Applicants should provide this
in the Pl or EMI Qualifying Holdings form.

3-363.85The term “fit and proper” is used frequently in the context of individuals approved under
the Financial Services and Markets Act 2000 (FSMA). We have interpreted this term,
which is used in regulation 13(4A}6 in relation to controllers, to mean substantialhyin
substance the same for smat-Pls and EMIs as it does for individuals approved in FSMA
firms. We have set out extensive guidance on what might fall within our consideration of
fitness and propriety in the >section of the Handbook entitled ‘The Fit and Proper test for
Approved Personseur—hanebeek:”. Applicants who require more information may
therefere-find this guidance helpful.

3 )

3.86 In Schedule 2 to the PSRs 2017 and Schedule 1 to the EMRs, the word ‘suitability’ is
used to describe what is required of controllers, rather than ‘fitness and propriety’, which
is used in requlations 6. Although these terms are different, they incorporate the same
essential factors, namely the:

e honesty, integrity and reputation:
e competence and capability;-and
¢ financial soundness

of the person with a qualifying holding taking-inte—-aceounthaving regard to the need to
ensure the sound and prudent management of a smat-Pl.

While
2.373.87Whilst it is impossible to list every fact or matter that would be relevant to the fitness and
propriety of a controller, the following are examples of factors that we will consider-:

e whether the person has been convicted of any criminal offence particularly of
dishonesty, fraud, or financial crime-
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o whether the person has—beenis currently being investigated for any criminal
offence. This would include where an individual has been arrested or charged

whether-or-not-the-investigation/-arrest-/charge-led-to-a-conviction.

«—whether the person has been the subject of any adverse finding or any settlement in
civil proceedings, particularly in connection with investment or other financial
business, misconduct, fraud or the formation or management of a firm, particularly a
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partiettarhy—a-PE_or an EMI. This would include any findings by us, by other
regulatory authorities (including a previous regulator), clearing houses and
exchanges, professional bodies, or government bodies or agencies (such as
HMRC, the Serious Organised Crime Agency, the Serious Fraud Office etc.) that
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3.88

the individual has breached or contravened any financial services legislation. The
regulatory history of the firm or individual is therefore likely to be relevant-

e whether the person has been the subject of, or interviewed in the course of, any
existing—er—previeus investigation or disciplinary proceedings, by us, by other
regulatory authorities (including a previous regulator), clearing houses and
exchanges, professional bodies, or government bodies or agencies (such as
HMRC, the Serious Organised Crime Agency, the Serious Fraud Office etc)-.)

o whether the person has been refused membership, registration or authorisation of a
professional organisation or has had that registration, authorisation, membership
or licence revoked, withdrawn or terminated, or has been expelled by a regulatory
or government body-

o whether the person has been a director, partner, or concerned in the management,
of a business that has gone into insolvency, liquidation or administration while the
person has been connected with that organisation or within one year of that
connection-

e whether, in the past, the person has been candid and truthful in all his dealings
with any requlatory body and whether the person demonstrates a readiness and
willingness to _comply with the requirements and standards of the regulatory
system and with other legal, requlatory and professional requirements and
standards

Importantly, we will also consider the fitness and propriety of any person linked to the

3.89

controller (i.e. any person who has, or who appears to have, a relevant family or business
relationship with the controller), and whether this adversely affects the suitability of the
controller.

The forms are available via Connect. We attach considerable importance to the

3.90

completeness and accuracy of the ‘Qualifying Holding’ form. If the applicant is in any
doubt as to whether or not any information is relevant, it should be included.

Directors and persons responsible for payment services (requlation 6(7) (b), and
paragraph 14, Schedule 2 PSRs 2017, requlation 6(6)(b) and paragraph 9, Schedule

1 EMRS)

The applicant must satisfy us that its directors and any other persons who are or will be

391

responsible for the management of the Pl or EMI and its payment services activities and
e-money issuance, are of good repute and have the appropriate knowledge and experience
to perform payment services and issue e-money.

This _incorporates two elements: firstly, identification by the applicant of those with

responsibility for the payment service or e-money activities of the Pl1 or EMI. All these
individuals need to be included in the application (they are referred to as a ‘PSD
Individual’ or an ‘EMD Individual’ as appropriate). Secondly, the applicant, together with
the PSD or EMD Individual, must provide full and complete information to us about all
PSD or EMD Individuals in order to satisfy us as to the reputation, knowledge and
experience of these individuals. This must be done by completing the PSD Individual
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.92

form or EMD Individual form for each individual. APl Guideline 16 and EMI Guideline
16 sets out the information and documentation required in relation to the identity and
suitability of directors and persons responsible for the management of the P1I.

In the case of a Pl that only provides payment services, or an EMI that only issues e-

.93

money and provides payment services, the applicant is likely to be required to complete
the relevant PSD/EMD Individual forms for each and every manager of the PI/EMI, but
only to the extent that their role is directly relevant to payment services or e-money
issuance. For example, we would not expect a procurement manager whose responsibility
is_limited to sourcing and purchasing goods and services for the applicant to seek
approval. Similarly, in the case of Pls and EMIs that carry on business activities other
than solely payment services and/or issuance of e-money, the applicant is likely to be
required to complete the relevant PSD/EMD Individual forms only for those managers
with responsibility for running the firm's payment services activities and e-money
issuance activities.

Assessing reputation — fitness and propriety
We will assess the fitness and propriety of an individual on the information provided in

.94

the application form and other information available to us from our own and external
sources. We may ask for more information if required. We require the disclosure of
convictions and cautions. Additionally, we also require the disclosure of all spent and
unspent criminal convictions and cautions (other than those criminal convictions and
cautions that are protected).™ We attach considerable importance to the completeness
and accuracy of the PSD Individual form or EMD Individual form. If the applicant
is_in_any doubt as to whether or not any information is relevant, it should be
included.

We consider the term ‘of good repute’ to include the essential factors relating to fitness

.95

and propriety set out above in relation to controllers. This means that we will consider the
same _essential factors, set out in paragraph 3.82 above in respect of all directors and all
persons who are or who will be responsible for the management of the PI/EMI or its
payment services and/or e-money issuance activities.

During the application process, we may discuss the assessment of the candidate’s fitness

.96

and propriety informally with the firm and may retain any notes of those discussions.
The factors that we will have regard to when making the fit and proper assessment are:

97

e honesty, integrity and reputation
e competence and capability
e financial soundness

Examples of the matters we will consider for each factor are set out below. However, it is

not possible to list all the matters that would be relevant to a particular application or
individual.

™ The relevant legislation: the Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975, the Rehabilitation of Offenders (Exceptions)

Order (Northern Ireland) 1979 and the Rehabilitation of Offenders Act 1974 (Exclusions and Exceptions)(Scotland) Order 2013.
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Honesty, integrity and reputation
3.98 In determining the honesty, integrity and reputation of an individual, the matters that we
will have regard to include, but are not limited to:

e relevant convictions or involvement in relevant criminal proceedings or ongoing
investigations

e relevant civil or administrative cases

e relevant disciplinary action (including disqualification as company director or
bankruptcy)

e whether the individual has been a director or senior manager in an entity that has
been put into liquidation, wound up or is or has been the subject of an
investigation by an inspector under company or any other legislation

e information (including relevant shareholdings) relevant for assessing potential
conflicts of mterest with another entity-

3.99 We will consider matters that may have arisen in the UK or elsewhere.

%%83.100 The ‘relevant’ matters we refer to above will include offences under legislation relating

to companies, banking or other financial services, serious tax offences or other
dishonesty, insolvency, insurance, money laundering, market abuse, misconduct or fraud.

3.101 The applicant firm should tell us of all petentiathy-relevant matters, but we will consider

the circumstances in relation to the requirements and standards of the PSRs 2017 or
EMRs. For example, a conviction for a criminal offence will not automatically mean an
application is rejected. We treat each individual’s application on a case-by-case basis,
taking into account the seriousness of, and the circumstances surrounding, the offence, the
explanation offered by the convicted individual, the relevance of the offence to the
proposed role, the passage of time since the offence was committed and evidence of the
individual’s rehabilitation.

47493.102 If a firm is not sure whether something may have an impact on an individual's fitness

.103

and propriety, the information should be disclosed. The non-disclosure of material facts is
taken very seriously by us as it is seen as evidence of current dishonesty. If in doubt,
disclose.

Competence, capability and experience
In determining an individual’s competence, capability and experience, we will have
regard to whether the individual has the-:

o knowledge;
e experience-and
e training

to be able to preweleperform the activity of prowdlnq payment serwces
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Financial soundness

3413.104In determining good repute, we will take into account an individual’s financial

3.106

soundness and we will consider any factors including, but not limited to:

e whether the individual has been the subject of any judgementjudgment debt or
award in the UK or elsewhere, that remains outstanding or was not satisfied within
a reasonable period:-or

o whether the individual has made any arrangements with their creditors, filed for
bankruptcy, had a bankruptcy petition served on them, been an adjudged bankrupt,
been the subject of a bankruptcy restrictions order (including an interim
bankruptcy restriction order), offered a bankruptcy restrictions undertaking, had

liabilitios.
3423.105 The fact that an individual may be of limited financial means will not, in itself, affect
their suitability to perform payment services activities.

Auditors and audit arrangements (paragraphs 15 and 18 Schedule 2 PSRs 2017,
paragraph 10 and 13 Schedule 1 EMRs)

API Guideline 17 and EMI Guideline 17 sets out the information which must be provided

by an applicant in relation to its statutory auditor or audit firm. Applicants are required to
provide a description of the audit and organisational arrangements that have been set up
in relation to the safeguarding measures, governance arrangements, risk _management
procedures, internal control mechanisms, security incidents and security-related customer
complaints and organisational structure described in the application. These should show
that the applicant is taking all reasonable steps to protect the interests of its customers and
to ensure the continuity and reliability of performance of payment services and issuance
of e-money. See section 3.34 above.

Depending on the nature, scale and complexity of its business, to comply
with the requirement of the PSRs 2017 and EMRs for sound accounting
procedures and adequate internal control mechanisms, it may be

appropriate for a firmClese-tinks-{regulation-13(4C))
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3.107

Part-H- to maintain an internal audit function which is separate and independent from the

3.108

other functions and activities of the firm. We would expect the internal audit function to
have the following responsibilities:

e establish, implement and maintain an audit plan to examine and evaluate the
adequacy and effectiveness of the firm's systems, internal control mechanisms and
arrangements

e issue recommendations based on the result of work carried out

e verify compliance with those recommendations

e report in relation to internal audit matters to senior personnel and/or separate
supervisory function (for example, a supervisory board in a two-tier board
structure or non-executive committee in a one-tier structure)

Location of offices and where business is carried out (regulation 6(4) and (5),
paragraph 17, Schedule 2 PSRs 2017, requlation 6(4) and (5) paragraph 12, Schedule
1 EMRs

An applicant to be an authorised Pl must be a body corporate (for example, a limited

3.109

company or limited liability partnership) constituted under the law of the UK and whose
head office and, where relevant, its registered office is in the UK.

An applicant to be an authorised EMI must be either:

3.110

e abody corporate constituted under the law of the UK and whose head office and,
where relevant, its registered office is in the UK

e a body corporate which has a branch that is located in the UK and whose head
office is situated in a territory that is outside the EEA

The PSRs 2017 and the EMRs do not define what is meant by a firm's 'head office'. This

3.111

is not necessarily the firm's place of incorporation or the place where its business is
wholly or mainly carried on. Although we will judge each application on a case-by-case
basis, the key issue in identifying the head office of a firm is the location of its central
management and control, that is, the location of:

e the directors and other senior management, who make decisions relating to the
firm's central direction, and the material management decisions of the firm on a

day-to-day basis
e the central administrative functions of the firm (for example, central compliance,

internal audit)

For the purpose of regulation 6(4) a ‘virtual office’ in the UK does not satisfy this

3.112

condition.

In order to obtain authorisation, for a Pl applicant, it is a requirement that it carries on, or

will carry on, at least part of its payment service business in the UK and, for an EMI
applicant, that it carries on, or will carry on, at least part of its electronic money and
payment service business in the UK.
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Part 11: Becoming a small Pl or a small EMI

This Part of Chapter 3 will be consulted on in due course by the FCA.
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Part 111: Becoming a RAISP

3.113  This section applies to a business that wishes to become a RAISP. The information
requirements relevant to such applications can be found in regulation 17 of the PSRs 2017
and the conditions of registration are set out in regulation 18.

3.114 RAISPs may not provide any payment services other than account information services
(AIS).

3.115 The application fee for RAISPs is set out in Chapter 15 - Fees.

3.116  The application must be signed by the person(s) responsible for making the application on
behalf of the applicant firm. The appropriate persons(s) depends on the applicant firm's
type, as follows:

Type of applicant Appropriate signatory
Sole trader The sole trader
Partnership Two partners

Unincorporated association (not a limited | All_members of the unincorporated

partnership) association or one person authorised to sign

on behalf of them all (supported by a
resolution of the committee of management or

equivalent)
Company with one director The director
Company with more than one director Two directors
Limited liability partnership Two members
Limited partnership The general partner or partners

3.117

Information to be provided and conditions of registration

We may refuse to register an applicant as a RAISP if the conditions in regulation 18 are

not met. This includes where, if registered, the grounds in regulation 10 (cancellation of
authorisation) as applied by requlation 19 would be met if the applicant was registered.
This means that we will take account of those grounds — such as threats to the stability
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3.118

of, or trust in, a payment system or the protection of the interests of consumers in
considering your application.

This section needs to be read alongside section 4.2 (“Guidelines on information required

3.119

from applicants for registration for the provision of only service 8 of Annex | PSD2
(account information services)) of the EBA Guidelines (the RAISP Guidelines). Together,
these documents explain the information that you must supply with the application and
the conditions that must be satisfied.

Programme of operations (paragraph 1, Schedule 2 PSRs 2017)

The information and documentation which needs to be provided in the programme of

3.120

operations for RAISP applications is set out in RAISP Guideline 3.

The programme of operations to be provided by the applicant must describe the AlS to be

3.121

provided and explain how this fits the definition of AlS in the PSRs 2017. As this service
cannot involve coming into possession of funds, a declaration to this effect is required. In
our view being in possession of funds includes an entitlement to funds in a bank account
in your name, funds in an account in your name at another Pl and funds held on trust for

you.

Business plan (paragraph 2, Schedule 2 PSR s2017)

The information and documentation which needs to be provided in the business plan for

3.122

RAISP applications is set out in RAISP Guideline 4. These are similar to those for an
authorised PI (see Part I).

Governance arrangements, internal controls and risk management (paragraph 5 of
Schedule 2 PSRs 2017)

The governance arrangements, internal controls and risk management requirements for

3.123

applications as RAISPs are outlined in RAISP Guideline 6. Governance arrangements are
the procedures used in the decision-making and control of the business that provide its
structure, direction and accountability.

The description of the risk management procedures provided in the application should

3.124

show how the business will effectively identify, manage, monitor and report any risks to
which the applicant might be exposed.

Such risks may include, where appropriate:

e operational risk (loss from inadequate or failed internal processes, people or
systems)

counterparty risk (that the other party to a transaction does not fulfil its obligations)
liquidity risk (inadequate cash flow to meet financial obligations)

market risk (risk resulting from movement in market prices)

financial crime risk (the risk that the PI or its services might be used for a purpose
connected with financial crime)

o foreign exchange risk (fluctuations in exchange rates)
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3.125

Depending on the nature and scale of the business it may be appropriate for the RAISP to

3.126

operate an _independent risk_management function. Where this is not appropriate, the
RAISP should be able to demonstrate that the risk management policies and procedures it
has adopted are effective. See Chapter 18 — Security and operational risk.

Internal controls are the systems, procedures and policies used to safequard the business

3.127

from fraud and error, and to ensure accurate financial information. They should include
sound administrative and accounting procedures that will enable the applicant to deliver to
us, in a timely manner, financial reports that reflect a true and fair view of its financial
position and that will enable the applicant to comply with the requirements of the PSRs
2017 in relation to its customers.

Security incidents and security-related customer complaints (paragraph 6 Schedule 2

PSRs 2017)

The information and documentation which needs to be provided in for security incidents

3.128

and security-related customer complaints requirements for applications as RAISPs are set
out in RAISP Guideline 7. The information required includes details of how the applicant
will comply with its obligation to report major operational or security incidents under
regulation 99 PSRs 2017.

Sensitive payment data (paragraph 7 Schedule 6 PSRs 2017)

The information and documentation relating to sensitive payment data applicants are

3.129

required to provide are set out in RAISP Guideline 8. Applicants must provide a
description of the process in place to file, monitor, track, and restrict access to sensitive
payment data including, for example, a list of the data classified as sensitive payment data
in the context of the RAISP’s business model and the procedures in place to authorise
access to the sensitive payment data. See also Chapter 18 - Operational and security
risk management.

Business continuity arrangements (paragraph 8 Schedule 2 PSRs 2017)

The information and documentation which needs to be provided with respect to business

3.130

continuity requirements for applications as RAISPs are set out in RAISP Guideline 9.
Applicants must provide a description of their business continuity arrangements including,
for example, a business impact analysis and an explanation of how the applicant will deal
with significant continuity events and disruptions.

Security policy document (paragraph 10 of Schedule 2 PSRs 2017)

The security policy must include a detailed risk assessment in relation to the services to be

provided, including risks of fraud and illegal use of sensitive and personal information and
the mitigation measures to protect users from the risks identified. It must also describe
how such measures ensure a high level of technical security and data protection, including
in relation to IT systems used by the applicant and any one it outsources to. Applicants
should also demonstrate how they will comply with their obligation under requlation 98(1)
(management of operational and security risk).
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3.131

The information and documentation to be provided in relation to the security policy

3.132

document is outlined in RAISP Guideline 10. More information on security can be found
in Chapter 18 - Operational and Security Risk Management.

Structural organisation (Paragraph 12 of Schedule 2 PSRs 2017)

We will require a description of the applicant’s structural organisation, which is the plan

3.133

for how the work of the business will be organised. The information and documentation to
be provided on the structural organisation of applicants as RAISPs are detailed in RAISP
Guideline 5. While details of outsourcing arrangements must be provided, RAISPs should
note that requlation 25 PSRs 2017 does not apply to them so, for example, they will not be
subject to requirements such as notifying the FCA of their intention to enter into an
outsourcing contract relating to the provision of payment services.

Directors and persons responsible for payment services (Paragraph 14 of Schedule 2

PSRs 2017)

The information requirements relating to the directors and persons responsible for the

3.134

payment services of RAISPs are set out in RAISP Guideline 11. These information
requirements include personal details, information relating to financial and non-financial
interests and information on any other professional activities carried out.

Auditors and audit arrangements (Paragraph 18 of Schedule 2 PSRs 2017)

RAISP Guideline 17 sets out the information which must be provided by an applicant in

3.135

relation to its statutory auditor or audit firm.

Paragraph 18 of Schedule 2 PSRs 2017 requires the applicant to provide a description of

3.136

the audit and organisational arrangements that have been set up in relation to the
governance arrangements, risk _management procedures, internal control mechanisms,
security incident and security related customer complaints and organisational structure
described in the application.

Professional Indemnity insurance (PI11) (paragraph 19, Schedule 2 PSRs 2017)

The applicant must satisfy the FCA that it holds appropriate professional indemnity

.138

insurance or a comparable guarantee. RAISP Guideline 12 sets out the information and
documentation which is required in relation to this insurance or guarantee.

Part 1V: Decision-making process

-433.137 Having assessed_the application and all the information provided, we will make a

decision to either approve or reject the application. This decision will be notified to the
applicant, along with instructions for the appeal process, if relevant.

Timing (regulation 9(1) and (2))) PSRs 2017, requlation 9(1) and (2) EMRs)

We have to make a decision on a complete application within three months of receiving it.
An application is only complete-enty when we have received all the information and
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evidence needed for us to make a decision. We will let the applicant know if we need more
| information.

3443.139 In the case of an incomplete application, we must make a decision within 12 months of

receipt. However, if that date is reached and discussions with the firm have not resulted in

| us receiving all the information we need—to—make—our—decision, it is likely that an

incomplete application will result in a refusal. This is because it is unlikely we will have

been able to satisfy ourselves that the applicant has met the authorisation/registration
requirements.

Withdrawal by the applicant (regulation 9(3}-) PSRs 2017, regulation 9(3) EMRs)

3453.140 An application may be withdrawn by giving us written notice at any time before we
make a decision. The application fee is non-refundable.

Approval (regulation 9(5) and (63)) PSRs 2017, requlation 9(4) and (5) EMRs)

3463.141 If we decide to grant an application we will give the applicant notice of that decision.
This notice will specify the payment—servicesactivities for which approval has been
granted, requirements (if applicable) and the date from which it takes effect.

3473.142 The PSRs 2017 allow us to vary the types of payment services that a Pl is ultimately
approved to carry out from those requested in the application. Both the EMRs and PSRs
2017 allow us to apply requirements that we consider appropriate to the Pl or EMI as a
condition of authorisation or registration that-we-censider-appropriate-(regulation 7). PSRs
2017 and requlation 7 EMRSs). This may include requiring the firmbusiness to take a
specified action; or refrain from taking a specified action (for example, not to deal with a
particular category of customer)-or+elate). The requirement may be imposed by reference
to Hsan applicant’s relationship with its group or other members of its group. We may also
specify the time that a requirement expires.

3-483.143 Where an applicant carries eut-non-on business activities other than the issuance of e-
money and/or provision of payment services business(as the case may be) and we feel that
the carrying on of this business will, or is likely to, impair our ability to supervise the firm
or its financial soundness, we can require the applicant firm to form a separate legal entity
to issue the e-money and/or perform payment services.

3493.144 We will update the online register as soon as practicablepossible after granting the
authorisation or registration. The register will show the contact details of the firm, the
payment services it is permitted to undertake, and the names of any agents. If the firm is
authorised and has taken up passporting rights to perform payment services in another
EEA State, then these will also be shown.

Refusal (regulation 9(7) to (93)) PSRs 2017, regulation 9(6) to (8) EMRs)

3.145We can refuse an application when the information and evidence provided does not
satisfy the requirements of the PSRs. 2017 or EMRs. When this happens we are required
to give the applicant a warning notice setting out the reason for refusing the application
and allowing 28 days to make a representation on the decision.
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3:513.146 Applicants can make oral or written representations. If oral representations are required,

we should be notified within 2 weeks of the warning notice, so that arrangements can be
made for a meeting within the 28 day deadline.

523.1471f no representations are made, or following them we still decide to refuse the

application, we will give the applicant a decision notice. If a firm wishes to contest the
decision, they may refer the matter to the Upper Tribunal (Financial Services), an
independent judicial body. If no referral has been made within 28 days we will issue a
final notice. If the matter is referred to the tribunal, we will take action in accordance with
any directions given by it (including to authorise/register the firm) and then issue the final
notice.

4%33.148 On issuing the final notice, we are required to publish such information about the matter

3.149

to which a final notice relates as we consider appropriate. However, we may not publish
information if we believe it would be unfair to the firm or prejudicial to the interests of
consumers.

Part V: Transitional provisions (requlations 151 to 153 PSRs 2017, requlation 78A
EMRs)

In order to continue providing payment services Pls and EMIs authorised or registered

3.150

under the 2009 regulations or the EMRs must be re-authorised or re-reqgistered. They must
also pay a fee, as set out in Chapter 15 - Fees.

Pls

An authorised Pl must provide to the FCA the information specified in the PSRs 2017 and

3.151

the API Guidelines that it has not previously provided (whether as part of its original
authorisation or otherwise). This information must be provided (or the firm must notify the
FCA that it has already been provided) by 12 April 2018 in order to continue providing
payment services on or after 13 July 2018.

The FCA will treat this as an application for authorisation under the PSRs 2017, and assess

3.152

in accordance with the guidance set out in this chapter.

A small Pl must apply for registration under the PSRs 2017 by 13 October 2018 if it wants

3.153

to_continue providing payment services as a small Pl on or after 13 January 2019. The
information that must be provided in support of this application is the information that is
required in an application for registration under the PSRs 2017 where this has not already
been provided (or where there has been a material change since they provided it).

The application for reqgistration under these provisions will be assessed in the normal way.

3.154

An authorised Pl that provides payment services on or after 13 July 2018 and a small Pl

that provides payment services on or after 13 January 2019 without complying with the
above are at risk of committing a criminal offence under requlation 138 (prohibition on
provision of payment services by persons other than payment service providers).

EMIs
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3.155

An authorised EMI must provide to the FCA the information specified in the EMRs (as

3.156

amended) and the EMI Guidelines that it has not previously provided (whether as part of
its original authorisation or otherwise). This information must be provided (or the firm
must_notify the FCA that it has already been provided) by 12 April 2018 in order to
continue issuing e-money or providing payment services on or after 13 July 2018.

A small EMI that intends to provide services on or after 13 July 2018 as a small EMI must

3.157

notify the FCA whether it continues to meet the requirements for registration, and provide
any information relevant to that question, by 12 April 2018.

On receipt of this information the FCA will consider whether the EMI’s authorisation or

3.158

registration should be continued after 13 July 2018. If the FCA does not decide to continue
the EMIs authorisation or registration it is treated as cancelled on 13 July 2018.

Firms which fall into these categories needs to complete an ‘Application to Retain

3.159

Authorisation/Registration’ form and submit it to us along with the required information
and the appropriate application fee within the specified timeframes outlined above.

Application  forms are  available _on  the payment  services  section
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3.160

of our website.

Under requlation 78A(2)(b) EMRs, EMIs authorised before 13 January 2018 are subject to

3.161

an automatic requirement on their authorisation, preventing them from providing AIS or
PIS. If authorised EMIs wish to provide these services, they will need to apply to us to
have this requirement removed. Small EMIs cannot provide AlS or PIS.

Payments through network operators

Where a Pl provided payment services of the type described in paragraph 1(qg) of Schedule

3.162

1 to the PSRs 2009 prior to 13 January 2018, it is not required to seek re-authorisation or
re-registration in order to provide those services. It must, however, provide evidence to the
FCA before 13 January 2020 that it complies with relevant own funds requirements.

In flight applications

Where a firm has applied for authorisation or registration under the PSRs 2009 but whose

application has not been determined before 13 January 2018, they are automatically treated
as_applications under the PSRs 2017. They will be required to provide the additional
information (if they have not already done so) before we can determine their application.

78



| DRAFT FOR CONSULTATION

41

2

4. Changes in circumstances of
authorisation or registration

This chapter describes the notifications that authorised and small Pls_and EMIs need to
make to us as part of their ongoing authorisation or registration. It is divided into three
parts.

e Part | — Notifications applicable to autherisedall EMIs and-smaH Pls.

o Part Il — Notifications apphyingapplicable only to authorised Pls and EMIs.

e Part Il — Notifications apphsingapplicable only to small Pls and EMIs.

Credit institutions, credit unions and municipal banks with Part 4A permission to issue e-

3

money may apply to vary their permission under the FSMA process. Information on that
process can be found in chapter 6 of the supervision manual of the Handbook.

Introduction

Pls and EMIs need to provide us with two types of regulatory information whie-they-are

being-regulated— we categorise these as ‘reporting” and ‘notifications’.

4244 Reporting information is the information we need on a regular and periodic basis to

[ES

comply with our supervisory and EU reporting obligations. Reporting requirements are
discussed in Chapter 13 — Reporting and notifications.

41— The subject of this chapter is ‘notificationsNotifications-are-whatPlsthe notifications

5

-34.6

that Pls and EMIs need to send us when there is a change in the information they have
already provided.

Fhere—are—specific—_The PSRs 2017 also set out other reporting and notification
requirements that are not discussed in relatienthis chapter. This includes obligations on
all firms including account servicing payment service providers and firms operating under
exclusions from the scope of the PSRs. Firms should review Chapter 13 — Reporting
and notifications, which provides further information.

There are other notification requirements relating to agents{for-bethsignificant changes
that are not covered in this chapter. Where a Pl or EMI (whether small or authorised-and
small-Pls)-and-passporting—{) is using an agent, they must notify us where there are
significant changes that are relevant to the fitness of directors and managers of the agent
or to the risk of money laundering or terrorist financing through the agent. An authorised
Pls-enhy):Pl or authorised EMI must also notify us where there are significant changes
relevant to their provision of payment services or issuing, distributing or redeeming e-
money in the exercise of passport rights. These are covered in Chapter 5 — Appointment
of agents and Chapter 6 — Passporting.

Types of notifications and timing
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44.7 The PSRs 2017 and the EMRs contain requirements in relation to notifications of changes

in specific circumstances, as well as a general requirement in regulation 32.37 of the
PSRs 2017 and regulation 37 of the EMRs.

54.8 The general requirement is that where it becomes apparent to a P1_or EMI that there is, or

is likely to be, a significant change in circumstances, which is relevant to its fulfilment of
the conditions for authorisation or registration, it must provide us with details of the
change without undue delay. We-would generally consider ‘without undue delay’ to mean
within 28 days of the change occurring at the latest.

4L64.9 Regulation 3237 of the PSRs 2017 also requires that in the case of a substantial change

|

which has not yet taken place, the Pl must provide details of the change in good time
before the change takes place. A ‘substantial change’ is, in our view, one that could
impact on either the firm's ability to meet the conditions for remaining authorised or
registered, or the way we would supervise the firm. We will need to assess substantial
changes against the initial conditions for authorisation or registration. To give us time to
do this, we consider that a period of 28 days before the change takes place would
generally be ‘in good time’. Hewever;However, in some circumstances we would expect
to be notified further in advance. The notification period will depend on the
circumstances of the change and firms should make efforts to notify us as soon as
possible. The Customer Contact Centre can provide further guidance.

How to notify us

74.10 Notifications must be made using the relevant form available on the payment services or

A1

e-money institution section of our website, as relevant, or, where a form is not provided,
by written confirmation to our Customer Contact Centre-..

Different notifications for authorised and small PIPls and EMIs

Not all notification requirements apply to both authorised and small Pl and authorised
and small EMIs.

:84.12 This is mostly due to authorised PIs/EMIs having to meet more initial conditions that

could change over the life of the business. Although most of the notification requirements
that apply to a small Pl/small EMI also apply to an authorised Pl/authorised EMI, some
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| Part I: Notifications applicable to authorised and small PIs and EMIs

4‘.—94.13 Changes in the information set out below will require a notification to us.

Name, contact details and standing data (including firm name and contact details)

404.14P1s_and EMIs should give us reasonable advance notice of changes to their name and
contact details, which includes:

‘ legal name (registered name, in the case of an authorised PI/EMI);

trading name (if applicable);

principal place of business;

overseas registered offices (if-applicable):or branch:*

primary compliance contact;

accounting reference date; and

website and email address.

42— Pursuant to regulations 37(2) and 37(3) of the PSRs and EMRs, respectively,
notifications must be made using the relevant form available on the payment services or
e-money institution section of our website, as relevant, or, where a form is not provided,

by written confirmation to our Customer Contact CentreFhe-notification-should-be-made

AAARAY °! A

|

15 .

Significant changes to the programme of operations

2114.16We would expect to be notified by the Pl or EMI of any significant changes to the
business. This may include proposed restructuring, reorganisation or business expansion
that could have a significant impact on the firm's risk profile or resources. For EMIs this
could include changes to the EMI’s distributors. As noted above, PIs and EMIs must
notify us of certain significant changes that are covered in Chapter 5 — Appointment of
agents and Chapter 6 — Passporting.

417 We would also expect to be advised of any proposed action that is likely to result in an
EMI or P1 being unable to meet its capital requirements, including but not limited to:

e any action that would result in a material change in the EMI’s or PI’s financial
resources or financial resources requirement;

e a material change resulting from the payment of a special or unusual dividend or
the repayment of share capital or a subordinated loan;

e significant trading or non-trading losses (whether recognised or unrecognised);
and failures in governance arrangements and internal control mechanisms.

2 This means any place of business other than the PI or EMI’s head office, which forms a legally dependent part of such a payment service

provider and which carries out directly all or some of the services inherent in the business of such a payment service provider. See
Regulation 2 of the PSRs 2017.
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4.18

An EMI or PI should notify the Customer Contact Centre of any significant failure in its

4.19

systems or_controls, including those reported to the EMI or Pl by its auditor (if
applicable). Reporting requirements covered by regulation 99 of the PSRs 2017 (and
European Banking Authority Guidelines on major incidents reporting under the Payment
Services Directive 2) also apply.

Changes in methods of safequarding

Given the crucial importance of safeguarding, it is necessary that we are informed by Pls

4.20

and EMIs in advance of any material change, such as a change in the method of
safequarding, a change in the credit institution where safequarded funds are deposited, or
a change in the insurance undertaking or credit institution that insured or quaranteed the
safequarded funds.

Changes in methods of safequarding

When an EMI or Pl becomes aware that a change to the money laundering reporting

421

officer has occurred or will occur, it should notify us without undue delay.

Changes in control

The following paragraphs are relevant to authorised EMIs, authorised Pls and small EMIs

4.22

and to persons deciding to acquire, increase or reduce control or to cease to have control
over such businesses.

In accordance with paragraph 4 of Schedule 3 to the EMRs and paragraph 4 of Schedule 6

4.23

of the PSRs 2017, the change in control provisions of FSMA (Part 12) apply (with certain
modifications) to a person who decides to acquire, increase or reduce control or to cease
to have control over an EMI or authorised PI*®. Our approach to changes in control over
EMIs and authorised Pls will be the same as our approach to changes in control over
firms _authorised under FSMA (except where stated below). Chapter 11 of the
Supervision manual (in particular, SUP 11.3 and SUP 11 Annex 6G) provides guidance
on the change in control provisions of FSMA.

Section 178(1) of FSMA (as modified by Schedule 3 and Schedule 6 to the EMRs and

4.24

PSRs 2017, respectively) requires a person who decides to acquire or increase control
over an EMI or authorised Pl to notify us in writing. This notice is referred to as a
‘section 178 notice’. Section 191D(1) of FSMA (as modified) provides that a person who
decides to reduce or cease to have control over an EMI or authorised Pl must give us
written notice before making the disposition.

This means that we would expect to be notified where a person wishes to acquire,

increase or reduce control, or to cease to have control over an authorised Pl or an EMI
and this causes them to pass a “qualifying holding” threshold (10%, 20%. 30% or 50%
control, or a holding that makes it possible to exercise a significant influence over the
management of the authorised P1 / EMI), the individual will need to notify the FCA.

| 3 To date, the FCA has not exercised the power under paragraph 4(d) of Schedule 3 of the EMRs to disapply the change in control regime for

EMIs carrying on business activities other than the issuance of e-money and payment services.
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4.25

Our approval is required before any acquisition of or increase in control can take place.

4.26

We have 60 working days (which can be interrupted and put on hold for up to another 30
working days) to decide whether to approve, approve with conditions or object to the
proposed changes.'

When considering a proposed acquisition or increase in control, we must consider the

4.27

suitability of the person and the financial soundness of the acquisition of the gqualifying
holding (or control) to ensure the continued sound and prudent management of the EMI
or authorised P1.*° We must also consider the likely influence that the person will have on
the EMI or authorised Pl but we cannot consider the economic needs of the market (see
Chapter 3 — Authorisation and registration, especially regarding qualifying holdings).

We may only object to an acquisition of or increase in control if there are reasonable

4.28

grounds for doing so based on the criteria in section 186 of FSMA, or if the information
provided by the person proposing to acquire or increase control is incomplete.

If we consider that there are reasonable grounds to object to the proposed change, we may

4.29

issue a warning notice, which may be followed by a decision notice and final notice.
There is a process for making representations and referring the matter to the Tribunal.
Where we have given a warning notice, a decision notice or a final notice, we may also
give a notice imposing one or more restrictions on shares or voting power (a restriction
notice). Under the EMRs / PSRs, when issuing a restriction notice the FCA must direct
that the voting power subject to the restriction notice is suspended until further notice
(this differs from the FSMA regime, under which the suspension of voting rights is within

our discretion).

Persons that acquire or increase control without prior approval, or in contravention of a

4.30

warning, decision or final notice, may have committed a criminal offence. We may
prosecute and if found guilty the person may be liable to an unlimited fine or even given a

prison sentence.

The form of notice that must be given by a person who decides to acquire or increase

4.31

control over an EMI or authorised PI, and the information that must be included in the
notice and the documents that must accompany it, will be the same as apply to a section
178 notice in respect of an acquisition of or increase in control over an authorised person
under FSMA. Notice given to us by a person who decides to acquire or increase control
over an EMI and authorised Pl must contain the information and be accompanied by such
documents as are required by the relevant FCA controllers form. A link to this form is
available on the e-money section of the website.

A notice given to us by a person who is reducing or ceasing to have control over an EMI

or authorised Pl should be in writing and provide details of the extent of control (if any)
which the controller will have following the change in control.

14

See section 178 to 191 of FSMA.

w Also see regulation 6(6)(a) of the EMRs.
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4.33

Qualifying holdings

4.3——In relation to Pls and EMIs, we consider changes in qualifying holdings ‘significant’ in

relation to changes in the circumstances of authorisation or registration. Therefore we
expect to be notified by the institution of any-changes tein qualifying holdings in good

tlme before the change takes place—wmehwewemdre*peet—maeskeasesmm

-124.32. Notification should be on the appropriate ‘Application for a Change in Qualifying
Holdmg form which is avallable on the payment services section of our web51te —=er

For small Pls only, if we consider that the proposed change has an adverse impact on the

4.34

small PI’s fulfilment of the conditions for registration, we will advise the small Pl of our
concerns. If the change then goes ahead and we believe any of the relevant conditions of
requlations 10 or 12 of the PSRs 2017 are met, we may take action to cancel the
registration of the small Pl and remove it from the register using our powers to cancel
registration under regulation 10, or to impose requirements on an small PI’s registration
under regulation 12.

Other changes affecting controllers and close links

A condition for authorisation is that anyone with a qualifying holding in an authorised

EMI or PI (a controller) must be a ‘fit and proper’ person. A further condition for
authorisation is that, if it has close links with another person it must satisfy us that those
links are not likely to prevent our effective supervision. We expect the authorised EMI or
Pl to notify us if there are or will be significant changes likely to affect these conditions
without undue delay, under regulation 37 of the PSRs 2017. This is in addition to the
annual  reporting  requirements  (see  chapter 13 - Reporting and
notifications for further information).

Directors/ and persons responsible for management

Appointment/ and removal
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4:134.35Changes to the directors or persons responsible for management of either the PI/EMI or
the—payment—service activities of the PI/EMI are regarded as a significant change.
AppeintmentsThe authorised EMI or Pl should be-netified-tonotify us_of appointments
before the change takes place, and removals no later than seven working days after the
event.

B

-+44.36For Pls, notification of a new appointment should be en—the“PSb—individual-form’
avaHable-on-the-payment-services-section-of-eur-websitemade using Connect, and should
include all the information required for us to assess the individual against the requirement

| in regulations 6 and 13 of the PSRs 2017 to be of good repute and possess appropriate

knowledge (see Part I, Chapter 3 — Authorisation and registration). An individual who

is a member of the management staff thatwho moves from being a non-board member to a

board member will need to resubmit the PSB-individualrelevant form and-answer-the

ﬁmessﬂand-mepnew*esuen&m—seenen%on Connect.

4.37 For EMIs, notification of a new appointment should be on the EMD Individual form,
which is available on the e-money section of our website, and should include all the
information required for us to assess the individual against the requirements in requlation
6(6)(b) or 13(7)(a) (as appropriate) to be of good repute and possess appropriate
knowledge (see Chapter 3 — Authorisation and registration).

4154.38P1s and EMIs must also notify us of any changes in the details of existing PSD / EMD
individuals, such as name changes and matters relating to fitness and propriety. HPIs
should do this using the ‘Notification of changes to PSD individual’ form, which is
available on the payment services section of our website. EMIs should do this using the
Amend an EMD Individual form, which is available on the e-money section of
our website.

4.39 If we consider that the proposed change has an adverse impact on the Pl or EMI we will
advise the firm of our concerns. Where we believe the proposed change will have an
adverse impact on a Pl or EMI, we have the power under regulations 12 of the PSRs 2017
and regulation 11 of the EMRs to vary the PI/EMI authorisation or registration by
imposing such requirements as we consider appropriate. If the change then goes ahead
and we believe that any of the relevant conditions of regulation 10 of the PSRs 2017 and
regulation 10 of the EMRs relating to cancellation of authorisation or registration are met,
we may take action to cancel the authorisation or registration of the Pl or EMI and
remove it from the register, or seek to impose requirements on a PI’s or EMI’s
authorisation or registration under regulation 12 of the PSRs 2017 and regulation 11 of
the EMRs.

4|.—]:64.401nf0rmation about the removal of ‘directors/persons responsible’ should include the
reason for the departure and provide further information if the individual was dismissed
for reasons potentially relating to criminal or fraudulent activities.

4.41 Notification for Pls should be on the ‘Notice to remove PSD individual(s)’ form which is
available on the payment services section of our website. For EMIs it must be made on
the Remove an EMD Individual form, which is available on the e-money section of our
website. For more information on the fit and proper requirement for directors and persons
responsible for management of the Pl or EMI see Chapter 3 — Authorisation and
registration.
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|
Changes affecting the fitness and propriety of individuals

4:184.42Where a Pl or EMI becomes aware of information that may have an impact on the fit and
proper condition applying to ‘directors—and—/persons respensibleresponsible’ for
management of the payment—institutionPI/EMI and/or its payment services and/or e-
money issuance activities (as applicable) #the Pl should notify us using the ‘Notification
of changes to PSD individual’ form_and the EMI should use the Amend an EMD
Individual form, as detailed above. We will examine the information, assess it against the
fitness and propriety requirements explained in Chapter 3 — Authorisation and
registration, and notify the Pl or EMI of the action that we intend to take.

Variation of payment services

4:194.43When a Pl or EMI mtends to change the payment serwces or e- money issuance |t is
providing (either by ineres a
Pladding or removing a service) or wants to have a new requwement |mposed or an
existing requirement varied or removed, it needs to apply to us for approval.

S

-204.44Requlations 5 and 13 of the PSRs 2017 and regulations 5 and 12 of the EMRs require that
an application for variation in authorisation or registration (respectively) must:

e contain a statement of the desired variation;
| e contain a statement of the e-money issuance or payment services that the applicant
proposes to carry on if the authorisation/registration is varied; and
e contain or be accompanied, by such other information as we may reasonably
require.

4.5——Applicants should complete and submit the ‘Variation of PSD Authorisation/
Registration” or the “Variation of EMRs Authorisation/ Registration” form, whichas
relevant. Each is available on the payment services section or the e-money section,
respectively, of our website. This will-setsets out the information that must be provided.
However, we may ask for more information if we feelconsider it-is necessary to enable
us to determine the application.

45 The appllcatlon fee to vary an authorlsatlon/ or reglstratlon is leeayeen%@anel%@&

[ES

[to addéﬂae#e&neieeiepa—llkthap%ﬂy—mdeemg%s—paymenesennee&wl

4-214.46No work will be done on processing the application until the full fee is received. The fee
is non-refundable and must be paid by cheque.

4:224.47We witimay approve the variation ef-paymentservices-in authorisation or registration (or
requirements, if applicable) only if the initial conditions for authorisation/registration
continteare being or are likely to be met (regulationregulations 6 and 14 of the PSRs
2017 and regulations 6 and 13)- of the EMRS).

Determining a variation — Pls and EMIs

4:234.48The process for determining a variation-ef-payment-services is the same as for initial
authorisation/registration (see Parts | and Il, Chapter 3 - Authorisation and
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4.51

registration) and the time allowed for us to do this is three months. However, we expect
to be able to process complete applications for variation quicker than an initial
authorisation/registration, and our expected turnaround times will in most cases be
quicker than this. Where firms want to increase the range of services they provide they
will need to factor in the time needed for approval.

MLR registration

-244.49P1s and EMIs should notify the Customer Contact Centre immediately if there is a change

in the status of their MLR registration with HMRC. A-Phmust-be-MER registered;-where
apphicable,—to—remain—an—authorised/smal—PISee Chapter 3 — Authorisation and

registration for more details of MLR reqistration requirements.

Cancellation of authorisation/registration

-254.50P1s_and EMIs can request to cancel their authorisation or registration (regulation 10 and

14 of the PSRs 2017, and regulations 10 and 15 of the EMRs, respectively}-by-using). Pls
should use the ‘Cancellation of Authorisation or Registration” form, which is available on
the payment services section of our website. EMIs should use the Cancellation of
Authorisation or Registration form, which is available on the e-money section of our
website. We will remove the PI from the PSB-registerFinancial Services Register, once
we have established that there are no outstanding fees to either eursehvesus or the FOS,
that any liabilities to customers have either been paid or are covered by arrangements
explained to us, and there is no other reason why the PI or EMI should remain on the
Financial Services Register.

We can cancel an EMI’s or PI’s authorisation or registration on our own initiative when:

4.52

e the EMI has not issued e-money or the Pl has not provided payment services
within 12 months of becoming authorised or registered;

e the EMI or the PI ceases to engage in business activity for more than six months;

e the EMI or PI requests or consents to the cancellation

e the EMI or Pl no longer meets or is unlikely to meet certain conditions of
authorisation or registration or the requirement to maintain own funds;

e the EMI or PI fails to inform us of a major change in circumstances which is
relevant to its meeting the conditions of authorisation or registration or the
requirement to maintain own funds, as required by regulation 37;

e the EMI or the PI has obtained authorisation through false statements or any other
irreqular means;

e the EMI has issued e-money or provided payment services or the Pl has provided
payment services other than in accordance with its permissions;

o the EMI or PI constitutes a threat to the stability of, or trust in, a payment system;

e the EMI’s issuance of e-money or provision of payment services or the PI’s
issuance of payment services is unlawful; or where the cancellation is desirable in
order to protect the interests of consumers.

Where we propose to cancel an EMI or PI’s authorisation or registration other than at the

EMI or PI’s request, the EMI or P1 will be issued with a Warning Notice for which it can
make representations. If the cancellation goes ahead, the EMI or PI will be issued with a
Decision Notice (see Chapter 14 - Enforcement).
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4\.—264.530ur fee year runs from 1 April until 31 March, so if a Pl.or EMI applies to cancel after 31
March, full annual fees will become payable as there are no pro-rata arrangements or
refunds of fees.

Change in legal status

274.54A change in legal status (for example, limited liability partnership (LLP) to limited
company) is a significant change to the authorisation/registration of the Pl or EMI. Such a
change is effected by cancelling the existing legal entity authorisation/registration and
arranging for the authorisation/registration of the new legal entity. Pls should apply using
the appropriate ‘Change of Legal Status’ form, which are available on the payment

‘ services section of our website. EMIs should use the Change of Legal Status form that is
available on the e-money section of our website.
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Part 11: Notifications applicable only to authorised Pls and EMIs

4-284.55This part gives examples of changes that are likely to impact the conditions for
authorisation of an authorised P1_or EMI. As noted in the introduction, the duty to notify
changes in circumstances is general and we will expect firmsbusinesses to notify us of
any significant change in circumstances, including enechanges not set out herein this

chapter, which isare relevant to the continued fulfilment of the conditions for
authorisation.

Significant changes to the business plan

Outsourcing arrangements

-294.56 An authorised Pl must inform us when it intends to enter into an outsourcing contract
where it will be relying on a third party to provide an ‘operational function relating to its
provision of payment services’ (regulation 24+(1)}}—25(1) of the PSRs 2017). The
corresponding requirement for EMI relates to an EMI’s intention to enter into an
outsourcing contract where it will be relying on a third party to provide an ‘operational
function relating to the issuance, distribution or redemption of e-money or the provision
of payment services (outsourcing)’ (regulation 26(1)).

4:384.571In our view, ‘operational functions relating to provision of payment services’ for Pls and
‘operational functions relating to the issuance, distribution or redemption of e-money or
the provision of payment services” for EMIs does not include the provision of any
services that do not form part of the-paymentthese services (for example, legal advice,
training or security) or the purchase of standardised services, including market
information services.

4:314.58A proposed outsourcing arrangement, relating to both Pls and EMIs, that is classified as
‘important’ under regulation 2125(2) and (3) of the PSRs 2017 and regulation 26(2) and
(3) of the EMRs, respectively, is more likely to be relevant to a PI’s or EMI’s compliance
with the authorisation conditions than one that is not ‘important’. Where an authorised PI
or EMI changes its important outsourcing arrangements without entering into a new
outsourcing contract, it will need to consider whether the change is relevant to the
conditions for authorisation and so needs to be notified under regulation 3237 of the PSRs
2017 or requlation 37 of the EMRs.
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4.59 Notification enof changes to outsourcing requirements should be made to the Customer
Contact CentreCustomer-Centact-Centre.. Depending on the nature of the arrangement,
we may request further information. Changes in outsourcing functions or the persons to
which the functions are outsourced must be notified without undue delay.

Auditors

4:324.60Where an authorised PI1 or EMI has an auditor and is aware that a vacancy in the office of
auditor will arise or has arisen, it should:

notify us of the date, without delay, giving the reason for the vacancy;
appoint an auditor to fill any vacancy in the office of auditor that has arisen;

e ensure that the replacement auditor can take up office at the time the vacancy
arises or as soon as reasonably practicable after that; and

o notify us of the appointment of an auditor, giving us the name and business
address of the auditor appointed and the date from which the appointment has
effect.

4.61Notifications on changes to auditors should be made to the Customer Contact Centre .
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Part I11: Notifications applicable only to small Pls

Change in status of a small PI

-344.62Where a small PI no longer fulfils the conditions for registration as a small PI or intends
to provide services other than those that small Pls are permitted to offer under regulation
32 of the PSRs 2017, the small PI must apply for authorisation within 30 days of
becoming aware of the change in circumstances if it intends to continue providing
payment services in the UK (regulation 4516 of the PSRs 2017). This should be done by
completing an Authorised Payment Institution application form (see 3.11 onwards), and a
‘Cancellation of Authorisation or Registration’ form in respect of its small PI registration.

-354.631f a small Pl no longer fulfils any of the other conditions for registration (See Part Il -
Chapter 3 — Authorisation and registration and regulation 4314 of the PSRs 2017), it
should inform us immediately.
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Change in status of a small EMI (regulation 16, EMRS)

4.64 If a small EMI no longer fulfils the conditions for registration outlined in requlation

8(2)(c) or (d) (as applied by requlation 15)* it must, within 30 days of becoming aware
of the change in circumstances, apply to become an authorised EMI if it intends to
continue issuing e-money in the UK.

!¢ Regulation 15 modifies the requirements set out in regulation 8 to reflect the conditions for authorisation applicable to small EMIs set
out in regulation 13.
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545.2

5.1

5. Appointment of agents and use of

distributors

This chapter describes the application precedure-that-paymentinstitutions-witlneed-to
go-throughprocess for Pls and EMIs to register their agents with us. It also covers the

appointment of distributors by EMIs. Other chapters in this document are also relevant
to the appointment of agents and distributors. These include Chapter 4 — changes in
circumstances of authorisation and reqgistration and Chapter 6 — Passporting,
especially paragraphs 4.6 and 6.5, 6.12 t0 6.18 and 6.21 to 6.29.

Introduction
Pls and EMIs

All Pls and EMIs may provide payment services through agents, subject—to—prior

registration-as long as they register them with us first. An agent is any person who acts
on behalf of a Pl or EMI in the provision of payment services (see the definition of
agent in regulation 2{1}}. of the PSRs 2017).

Requlation 34 of the PSRs 2017 and requlation 33 of the EMRs set out the

85254 .

requirements for the use of agents. In addition, requlation 36(2) of the PSRs 2017 and
regulation 36(2) of the EMRs makes Pls and EMIs responsible for anything done or
omitted by an agent. Pls and EMIs are responsible to the same extent as if they had
expressly permitted the act or omission. We expect Pls and EMIs to have appropriate
systems and controls in place to effectively oversee their agents’ activities.

An authorised Pl_or EMI wanting to use a passport to provide payment services into
another EEA member state may use an agent;-established-in-either-the- Uk-or-the-hest
state; to provide those services—{an—EEA—agent);, subject to additional notification
requirements_(see Chapter 6 - Passporting). This is not relevant to small Pls or small
EMIs, as they are not permitted to passport into other EEA member states.

Regulation 33 of the use-0fEMRSs states that an EMI may distribute or redeem e-money

through an agent or a distributor, but may not issue e-money through an agent or

distributor.

distributors cannot prowde pavment services and there is no requwement to remster
distributors, so it is important to understand the difference between the two. In addition;

regulation-34(2)-makes-Plsour view, a person who simply loads or redeems e-money on

behalf of an EMI would, in principle, be considered to be a distributor.

As Wlth aqents an EMI is resp0n3|ble for anythlng done or omltted by aeegem—lllse;e

Wea dlstrlbutor An authorised EMI may engage a dlstrlbutor in the exercise of |ts

passporting rights, subject to regulation 28 of the EMRSs.
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RAISPs

535.8 RAISPS are not subject to the requirements relating to agents in regulation 34 or 36(2)
of the PSRs 2017. A RAISP wanting to use an agent to provide payment services in
another member state must provide details of their EEA agents as part of their
passporting notification, and these agents will therefore-expect-Pls-to-have-appropriate
sranpesasnndessntesle fnploss poaeasinales senea s shele possnes veriaitache added 0
the Financial Services Register.

Making

Applying to register an applicationagent

545.9 Pls who want to register an agent must do so through the FCA Connect system.
Application fermstemplates for the registration of agents;—~Add-PSB-agent” can be
found on the payment services section of our website. The same form is used for agents
of authorised and small Pls.

In-general;

5.10 EMIs who want to register an agent must submit the Add EMD agent application form,
which can be found on the e-money section of our website. The same form is used for
agents of authorised and small EMls.

555.11 This is the information required for the registration of an agent isin accordance with
requlation 34 of the PSRs 2017 or regulation 34 of the EMRSs:

o the name and address of the agent;

e where relevant, a description of the anti-moeney—laundering—(AML)—internal
control mechanisms:—and that will be used by the agent to comply with the
provisions of the money laundering directive (or, in the United Kingdom, the
Money Laundering, Terrorist Financing and Transfer of Funds (Information on
the Payer) Regulations 2017)

o the identity of the directors and persons responsible for the management of the
agent and, if the agent is not a payment service provider, evidence that they are

fit and proper persons:

e the payment services for which the agent is appointed
e the unique identification code or number of the agent, if any
e any other information which we reasonably require

Name and address details

qn

-65.12 We require details of the PI or EMI and its agent to-enable-us-teso we can identify both
parties and te-meet our supervisory and registration requirements.
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AML internal control mechanisms

75.13 The Pl or EMI should demonstrate that it has-established and maintains appropriate and

risk-sensitive policies and procedures for countering the risk that it, or its agents, may
be used to further financial crime.

-85.14 We require a description of the internal control mechanisms that will be used to comply

with the MERMoney Laundering, Terrorist Financing and Transfer of Funds
(Information on the Paver) Requlatlons 2017 and other pieces of flnanC|aI crime
legislation-e

wMeh—are—seLeu%m—%ﬁ—FG#ap&ea%—Nﬁhe%aﬂen—%d—Feg%% Where agents

are based in another EEA state, authorised Pls or EMIs must ensure agents’the anti-
money laundering systems and controls comply with any—apphcable-local legislation

and regulation that implements the-Third-Meney-Laundering-Birective:-Directive (EU)
2015/849 and that such requirements are followed by their agents.

-2——The description of internal control mechanisms only needs to be supplied once if a Pl or

EMI applies the same controls to all its agents and it has not changed from previous
appointments. If the PI or EMI has previously supplied this information they should

indicate this in-the-appropriate-guestion-on the agent application form.

an

5.15 The Pl or EMI must provide an updated version of its internal control mechanisms
without undue delay if there are significant changes to the details communicated at the
initial notification stage.

595.16 Pls and EMIs should take reasonable measures to satisfy itselfthemselves that the

agents’ anti-money laundering internal controls mechanisms remain appropriate
throughout the agency relationship.

Directors and persons responsible for the management of the agent

-105.17 Regulation 2934(3) reguiresof the PSRs 2017 and regulation 34(3) of the EMRS require

that the application to register an agent must also provide:

o the identity of the directors and persons responsible for the management of the
agent:-and

e if the agent is not a payment service provider, evidence that they are fit and
proper persons:

115.18We must be provided with details of the director(s) and persons responsible for the

management of the agent-togetherwith-evidence-that-they-arefitand-properpersens-—.

For incorporated agents this weuld-beis the board members, or for unincorporated
agents the partners or sole trader-, together with any other person that has day-to-day
responsibility for the management of the agent.
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an

-125.19To verify identity, the-form-asks-forwe require the name, national insurance number for

UK residents (or passpert-detatistaxation insurance number for non-UK residents;) and
date and place of birth for these-persenseach person.

.20 Where the agent is not itself a payments service provider (for example a Pl or EMI) we

also need evidence that the individuals are fit and proper persons. EMIs and Pls should
carry out their own fitness and propriety checks on their agents, on the basis of a ‘due
and diligent’ enquiry before completing the application form to register an agent. The
assessment should be proportionate to the nature, complexity and scale of risk in the
distribution, redemption, payment services or other activities being carried out by the

agent.
-135.21We expect the-autherised-Pl-to-have-regard-tePls or EMIs to consider the following

factors when making enquiries about the fitness and propriety of the directors and
persons responsible for the management of an agent of an-autheriseda Pl or EMI:

e honesty, integrity and reputation;
e competence and capability;and
¢ financial soundness-
-+45.22For more information on the types of enquiries we expect Pls_and EMIs to make when
gathering information about these factors, please see the information on the fit and

proper assessment in ‘Directors—and—persons—tesponsible—for—payment-—services—in

Chapter 3 — Authorisation and registration, especially in 3.67.

.23 The Pl or EMI must certify that the individuals are fit and proper and disclose any

adverse information. We will use the enquiries made by the Pl or EMI to help our
assessment of these matters.

Payment services for which agent is appointed

.24 For agents of both Pls and EMIs we require details of the payment services which the

agent has been appointed to provide.

Unique identification code or number

.25 We will, where applicable, require details of the unique identification code or number

of the agent. For UK agents, this is the Firm Reference Number (where it is already on
the Financial Services Register) as well as its Companies House registration number or,
for unincorporated agents, the national insurance number(s) of those involved in the
management of the agent. If the UK agent has a Legal Entity Identifier!” (LEI) this
must also be provided. For EEA agents an LEI or another identification number, as
specified in Annex 1 of the European Banking Authority’s Regulatory Technical

Standards on the framework for cooperation and exchange of information between

" An LEl is a unique identifier for persons that are legal entities or structures including companies, charities and trusts. Further
information on LEIs, including answers to frequently asked questions, can be found on the Legal Entity Identifier Regulatory Oversight
Committee and Global Legal Entity Identifier Foundation websites.
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competent authorities for passport notifications under Directive (EU) 2015/2366 should
be provided.®® Also see Chapter 6 — Passporting on passporting activities.

Additional information and changes to information supplied

5455.26 At any time after receiving an application and before determining it, we may require the

applicant to provide us with such—further information as is—censideredwe consider
reasonably necessary to determine thetheir application (regulation 2934(5));-this-may)
of the PSRs 2017 and regulation 34(5) of the EMRs). This can include evidence
efdocuments to support the fitness and propriety checks carried out on agents.

5465.270nce an application has been submitted, beth—before the—appheationit has been

determined and on an ongoing basis, the-duty-to-neotifyapplicants must tell us about
significant changes in circumstances relating to the fitness and propriety of an agent’s
management or of mattersanything relating to money laundering or terrorist financing

apphes-Applicants-must-netify-us-of such-changes-without undue delay.

Decision making

28 We are requwed to make a demsnon on reglstermg an agent wnthm a+easeeablepeﬂeel-
preeess—the—majentytwo months of appheattens—mthm—ten—m@ﬁemg—éays—prea%ed
thereceiving a complete application is—cemplete—However,—where anthe agent
apphcation—forms—partis engaged in relation to the provision of an—application—for
abtherisationpayment services or registration—twill-bedetermined-inaccordancewith
the-timetable forthatapplication—tn-the-case-of e-money issuance in the UK.

175, 29W|th services prowded throuqh an EEA agentmeskstat&eempeteneamhenue&are

using passportlnq rlqhts our deC|5|on WI|| take |nto account any—sueh—susprerens
repeetedmformatlon qnven to us by the host state competent authorlty—asrteqe#ed—when
A ' _(See Chapter 6 -
Passportlng) We are requwed to make a deC|S|on on EEA agent registration within
three months of receiving a complete application.

Approval

Where
-185.30We update the register when we decide-to-approve thean agent application—we—with

updateetheregﬁtet usually thenextwnhln one busmess day Wew#l—net—aekeewledge

FegtsteHe—ensutﬁe—that—the—agem—has—been—FeglsteFed—We also communlcate the

application result to the Pl or EMI. If, after ten-werking-days{see-above}-ortwo months
or, for an agent in another EEA Member State, 30-daysthree months (see Chapter 6_-

Passporting), the agent does not appear on the register, the PI or EMI should contact

® _These RTS are available here: https://www.eba.europa.eu/-/eba-publishes-final-draft-technical-standards-on-cooperation-and-exchange-
of-information-for-passporting-under-psd2.
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31

the Customer Contact CentreCustomer-Contact-Centre.. Pls and EMIs cannot provide
payment services through an agent until the agent is included on the register.

Under regulation 34(14) of the PSRs 2017 and regulation [TBC] of the EMRs, Pls must

notify the FCA of the date when they start to provide payment services in another EEA
State through a registered EEA agent. Pls should notify us using the FCA Connect
System. EMlIs should notify us using the relevant form on the e-money section of our
website. The FCA must notify such date to the relevant host state competent authority.

Refusal

-195.32The PSRs 2017 and the EMRs only allow us to refuse to include the agent in the

register enby-where:

e we have not received all the information required in the application (see
“Making an apphication’application above) or we are not satisfied that suchthe
information is correct:

e we are not satisfied that the directors and persons responsible for the
management of the agent are fit and proper persons:-ef

e we have reasonable grounds to suspect that, in connection with the provision of
services through the agent:

- money laundering or terrorist financing within the meaning of the Money
Laundering Directive (or Money Laundering, Terrorist Financing and
Transfer of Funds (Information on the Payer) Regulations 2017 in the

UK) is taking place, has taken place or been attempted;-o+
- the provision of services through the agent could increase the risk of
money laundering or terrorist financing-

.33
Pa#kukehapter%—Au{heﬂsauenﬁand—regManWhere the appllcatlon relates to
the provision of payment services in exercise of passport rights through an EEA agent,
we will take into account any information received from the host state competent
authority and notify the host state competent authority of our decision, providing
reasons if we do not agree with their assessment.

5.34 Chapter 14 — Enforcement provides more information on what we will do if we
propose to refuse to include an agent on our Register.
Cancellation of agents

§205.35To cancel thean agent registration ef-an—agent-the principal sheuld—must submit a

Remove PSD agent application through the FCA Connect system or complete the
“‘Remove PSB-agent’EMD agent form, which is available on the payment-services—e-
money section of our website. We will update the register to show that the agent is no
longer registered to act for the principal once we have finished processing the

notlflcatlon QM%H&%M@WH{%%M

-215.361f an agent is being used to perform payment services in another EEA State, the

principal may also need to amend the details of the passport, and must then-submit a
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“Change in passport details’details application through the FCA Connect system (for
Pls) or fill in the Change in passport details form (for EMIs) (see Chapter 6 -
Passporting)._Please note that if a Pl or EMI removes its last EEA agent within one
EEA member state, the relevant PSD or EMD establishment passport must be
cancelled.

Changes to agent details

§225.37The principal must use-the—submit an Amend PSD agent™agent application through the
FCA Connect system (for Pls) or use the Amend EMD agent form; which is available

on the payment-servicese money sectlon of our Web5|te (for EMIs) to amend the
details of an agent. A

5235.38We will assess the impact of the change against the agent registration requirements. If
the change is approved we will update the register {{freguired)-as soon as possible. If
we need furthermore information we will contact the firmpayment service provider, and

if the change is not approved we will follow the refusal process set out above.

Notifying HMRC

5245.39The PI or EMI should ensuremake sure that HMRC’s Money Service Business Register
is up-_to- date and that any agent submissions made to us have been included in the list
of premises notified to HMRC.
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6. Passporting

This chapter describes the process that authorised Pls and authorised EMIs will need to go through
if they wish to provide payment services or, in the case of authorised EMIs, issue, distribute or
redeem e-money in another EEA State. It also tells PIs and EMIs authorised in another EEA State
how we will deal with notifications to provide payment services or issue, distribute or redeem e-
money in the UK that we receive from their home state regulator.

The EBA has issued regulatory technical standards specifying the method, means and details of the

§36.4

§-26.3

cross-border cooperation between competent authorities in the context of passporting notifications
(‘Passporting RTS’).*® [Once published in the Official Journal of the European Union, the
Passporting RTS will become a Commission Delegated Regulation. To be updated once this has
occurred.] This chapter should be read alongside the Passporting RTS.

Introduction

Passporting is the exercise of the right of aan authorised firm to conduct activities and services
regulated under EU legislation in another EEA State on the basis of authorisation in its home
member state. The activities can be conducted through an establishment in the host state (known as
a 'branch’ passport) or on a cross-border services basis without using an establishment in the host
state (a 'services' passport). A physical presence established in another member state by a UK
authorised PI or UK authorised EMI is referred to as an ‘EEA branch’-Regulation23-sets (see Q45
in PERG 15.6 for further guidance). Requlations 26 to 30 of the PSRs 2017 and 28 to 30 of the
EMRs set out the procedurerespective procedures for the exercise of passporting rights by
authorised Pls and authorised EMIs.

6-4——Passporting rights are only available to authorised Pls;-retsmali-Pls:

A-UK (and RAISPs; see below) and authorised Plcan-alse-provide-services-inanother EEA-State

§-46.5

th%eugbran—agem—es%&bmhed—mEMls (except authorised EMIs whose head office is situated outside
the spasspertEEA), not small Pls or in-anether EEA-State(using-itsright-of
esﬁbhshmenﬂ—h—th%daap&ew&%fe%&h—m%ge%a&aﬂ—%ge%small EMIs.

Authorised Pls

The passporting right extends to all the payment services for which the authorised Pl is authorised
but does not, in our view, extend to other activities that authorised Pls may perform that are
ancillary to the provision of payment services (see article—16-PSDj.requlation 32 PSRs 2017).
Whether an authorised PI can carry on those other activities in another EEA State will depend on
the local law in that state and firms may therefore wish to take professional advice if they think their
business is likely to be affected by this.

¥ The Passporting RTS are available here: https://www.eba.europa.eu/-/eba-publishes-final-draft-technical-standards-on-cooperation-and-exchange-of-
information-for-passporting-under-psd2.
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A UK authorised Pl can also provide services in another EEA State through an agent established in

the UK (using a ‘services’ passport) or in another EEA State (using its right of establishment). In
this chapter we refer to such an agent, and the agent of an EMI, as an ‘EEA agent’.

PSD2 introduces two new payment services that can be passported: PIS and AlS (described in more

detail in Chapter 17 — Payment initiation and account information services and confirmation
of availability of funds) and a new type of firm - the RAISP.

Under regulation 26 of the PSRs 2017, RAISPs are treated as if they are authorised Pls for the

purposes of the passporting provisions in regulations 27 — 30. As such, RAISPs are permitted to
exercise their right to passport in respect of AlS. It should be noted that the activity of executing
‘payment transactions where the consent of the payer to execute a payment transaction is given by
means of any telecommunication, digital or IT device and the payment is made to the
telecommunication, IT system or network operator acting only as an intermediary between the
payment service user and the supplier of the goods or services’ will, subject to the application of the
transitional provisions in the PSRs 2017, no longer exist under PSD2.

Authorised EMIs

A UK authorised EMI can provide payment services in another EEA state through an agent

.10

established in the UK or an agent established in another EEA state, subject to the requirements in
the EMRs. A UK authorised EMI may also engage an agent or a distributor to distribute or redeem
e-money in another EEA state in the exercise of its passport rights. An EMI may not, however,
issue e-money through a distributor or an agent.

Where an authorised EMI wishes to distribute or redeem e-money in another EEA state by engaging

[e)>]

.12

one or more distributors, it must follow the normal notification procedures — that is to say those
applicable to agents under a service or establishment passport — and provide us with a list of all
distributors, including name, address and (in the case of natural persons) date and place of birth,
together with other information requested. We will then communicate this information to the host
state competent authority.

Further quidance

:56.11 PERG 15.6 prevides-and Chapter 3A of our Perimeter Guidance (PERG) provide further guidance

on when we consider a passport notification needs to be made ane-the-by an authorised Pl and
authorised EMI respectively. The passporting section of our website includes answers to frequently
asked questions with regard to both authorised Pls and authorised EMIs.

Making a Aetificationpassport application

The procedures for making a-an application to exercise passport rights differ depending on the
precise way in which the authorised Pl or authorised EMI wishes to carry on payment services in
another EEA State.

e The Passporting RTS distinguish between
(1) branch passport notifications by authorised Pls and authorised EMIs
(2) passport notifications by authorised Pls and authorised EMIs using agents
(3) passport notifications by authorised EMlIs using distributors
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(4) services passport notifications with no agent or distributor.

We have reflected these categories of passporting not

ification for—a—servicesand/or-a—branch’

oced a) aYaYa¥a o—ha ollowed \when

passperting-through-an-agentin our passporting forms. The procedures for bethall types of passport
application are set out below.

Notice of intention

8.13  Where an authorised PI_or authorised EMI intends to provide payment services;- or, in the case of
an authorised EMI, issue, distribute or redeem e-money, into another EEA state, either on a freedom
of services or establishment basis-or-en-a-freedom-of-establishment-basis-into-anether EEA-State,
regulation 2327 of the PSRs 2017 and regulation 28 of the EMRs (as applicable) requires the firm
to ghve-ussubmit a notice of #s-intention to de-se-{apassport through the FCA Connect system.

.14 Our notice of intention_forms reproduce the notification templates set out in the annexes to the
Passporting RTS through which we are required to transmit information and cover passport

applications by:

e authorised Pls and authorised EMIs in relation to the freedom to provide services with no
agent or distributor;

e authorised Pls and authorised EMIs in relation to a branch;

e authorised Pls and authorised EMIs using agents; and

e authorised EMIs using distributors.

.15 The notice of intention for all passport applications must include the name, address and

authorisation or reference number of the firm, the payment services and / or e-money services that it
intends to carry on, and the EEA state(s) where the services are to be performed. Specific
information related to the nature of the passport application will also be required and is set out
below in more detail.

.16 The requirement to provide an authorisation or reference number can be satisfied in a number of

ways. As part of the passport application, authorised Pls and authorised EMIs will be asked for the
following:

e unique identification number, which is the firm’s tax number (but note that this is just for
UK firms)

e Leqgal Entity Identifier (LEI) which is a unique globally recognised code, issued under these
arrangements: https://www.leiroc.org)—. We appreciate that many firms will not have an LEI
so it will only need to be provided where available,

e home state authorisation number which will be the firm’s FCA firm reference number

.17 We are required to assess the completeness and accuracy of the information provided in all payment

applications we receive. Where the information is deemed not to be complete or to be incorrect, we
will inform authorised Pls and authorised EMIs without delay.
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Notification forms-are-avaiable-on-the—section-of-ourwebsie—process

Once we have received a complete application, we will check that the services the applicant intends

to provide in the host state are within the scope of its UK authorised activities.

In accordance with Regulation 27(3) of the PSRs 2017, we will transmit the information to the host

member_competent authority within one month of receipt of a complete and accurate passport
application. As this time period will not commence until all information has been received, we
would encourage all firms to ensure that the information provided is as accurate as possible on first
submission to avoid delays in the passporting approval process. We will inform you that the
information has been sent.

The date on which we receive a complete application will form part of the information that we

transmit to the host state competent authority.

Under PSD2, the host state competent authority will then have another month in which to assess the

information and inform us of anything which may be relevant to the intended provision of payment
or_e-money services under the passport. This applies to applications under both the right of
establishment and the freedom to provide services (see section 6.40 for more details on the
assessment of information received from host state competent authorities).
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PSD2 also requires us to communicate our decision on whether authorised Pls and authorised EMIs

.23

are permitted to passport their services before they can commence activities in another EEA state. If
we are minded to reject an application, we must give a warning notice, the responses to which will
assist us in making our decision. In any event, the decision to grant or reject the application must be
communicated to both the firm and the relevant competent authority in the host state.

We must provide our decision within three months of receipt of the notification (again dated from

.24

receipt of “complete” information). EEA agents and branches are also only permitted to commence
their activities in a host member state once they are entered on the Financial Services Register.
Authorised Pls and authorised EMIs should therefore not undertake any activity - either cross
border or through a branch, EEA agent or distributor - until our decision has been notified to them
(and the host state competent authority) and they appear on the FS Register. In accordance with the
requirements of the Passporting RTS and Article 28(3) of PSD2, authorised Pls and authorised
EMIs should assume that all passport applications will take three months from receipt of complete
and correct information by the FCA. In practice, this timescale may be shorter for firms applying
for a services passport or in circumstances where host state competent authorities revert to the FCA
before the end of the time permitted under PSD2.

Authorised Pls and authorised EMIs are required to notify us of the date on which they commence

their activities in another EEA state through a branch, agent or distributor. We will then inform the
relevant EEA state requlator accordingly.

Service passports — not involving an EEA agent_ or distributor

Authorised Pls and authorised EMIs wishing to provide cross border services must submit the

.26

relevant notice of intention through Connect.

In_addition to the general information required in all passport applications (see section 6.15),

.27

notifications for services passports sent to host state competent authorities must also include details
such as:

e the name, email and/ telephone number of the contact person within the authorised Pl or
authorised EMI

e the intended start date from which payment or e-money services will be provided and

e details of any outsourcing of operational functions related to the provision of payment or e-
money services.

Branch (or establishment) passports

Authorised Pls and authorised EMIs wishing to provide services through the use of a branch will

.28

have to submit the relevant notification through Connect.

In_addition to the general information required in all passport applications (see section 6.15),

notifications for branch passports sent to host state competent authorities must also include details
such as:
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e the address of the proposed branch, the name, email and telephone number of the people
responsible for managing the branch,

e adescription of the organisational structure of the branch as well as

e a business plan demonstrating that the branch will be able to employ the appropriate and
proportionate systems,

e resources and procedures to operate soundly in the host Member state

e adescription of the governance arrangements and internal control mechanisms of the branch

e and of any outsourcing of operational functions related to the provision of payment or e-
money services.

Use of EEA agents and distributors

Under PSD2, authorised Pls and authorised EMIs wishing to provide payment services in other

.30

EEA states through the use of agents may do so under either an establishment or freedom to provide
services passport. The same applies to EMIs using distributors.

A firm that considers it would be exercising the freedom to provide services, rather than the

.31

freedom of establishment, in passporting using an agent or distributor must explain the
circumstances that form the basis of that view. We will be required to make an assessment of which
type of passport is appropriate for applicants when making our notifications to host state competent
authorities. In circumstances where agree with the applicant firm that a services passport is
appropriate, we will be obliged to state the reasons for this decision in the notification.

The application processes for passports using EEA agents and distributors are very similar. As with

.32

applications for the branch and services passports, firms will be required to provide the general
information set out in section 6.15 above. In both cases, firms will also be required to provide the
following additional information:

e whether the application is for a branch, establishment or services passport
e a description of the internal control mechanisms that will be used in order to comply with
the obligations in relation to money and terrorist financing
e details of outsourcing arrangements for operational functions of payment or e-money
services
e if the agent / distributor is a natural person:
- _name, date and place of birth of the individual
- unique identification number of the agent
- telephone number and email of the agent
e if the agent / distributor is a legal entity:
- unique identification number
- legal entity identifier (LEI) (where available)
- telephone number and email
- _name, place and date of birth of its legal representatives

Authorised Pls and authorised EMIs wishing to use EEA agents have further information

requirements that cover the identity and contact details of directors and persons responsible for the
management of the agent to be used and, for agents other than payment service providers (i.e. those
without authorisation in their own right) evidence that the directors and management are fit and
proper persons (please see section 6.35 below).
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Where firms are operating through agents on a branch / establishment basis in another EEA state,

-66.34

76.35

.36

the host state competent authority will have the right to require them to appoint a central contact
point in that state under Article 29(4) of PSD2. In these circumstances, firms must provide details
of this central contact point, i.e. name, address, telephone number and email.

Fitness and Propriety

Where a firm seeks to establish a branch, or provide services through an EEA agent or distributor
(either exercising its right of establishment or using a services passport}), we are required to assess
the fitness and propriety of the management of the establishmentbranch/EEA agent or distributor
and, as part of this, we are required to make a notification to the host state competent authority. We
are—reguired—temust take the host state competent authority’s opinion on certain matters into
account.

The appointment of an EEA agent or distributor by an authorised PI or authorised EMI is subject to
the directors and persons responsible for the management of the agent being—fit—and-—preper/
distributor being fit and proper. As per Chapter 5 — Appointment of Agents, the authorised Pl or
authorised EMI should carry out its own fitness and propriety review of its proposed agents and
distributors before completing the application form to register an EEA agent / distributor. We will
use the enquiries made by—the—autherised—Pl-on these persons,—as—deseribed—in—Chapter5—
Appeintment-of-agents; to help our assessment of these matters. Under requlation 34(3)(a)(iii) of the
PSRs 2017, the authorised Pl or authorised EMI has to provide the FCA with evidence that the
directors and persons responsible for the management of the agent are fit and proper persons. We
may also require the applicant firm to provide us with such further information as we reasonably

consider necessarv to enable us to determlne the appllcatlon

If we assess the information in the application to be complete and correct, we will make the

.37

notification to the relevant host state competent authority that we are proposing to include the EEA
agent on our register. +-the-As mentioned above, we are required to make this notification is-within
one_month of receipt of a complete notification and host state competent authorities have another
month in which to assess the information provided.

Under Article 28(2) of PSD2, host state competent authorities are required to inform us in particular

.38

of any ‘reasonable grounds for a—new-passpert—or—changes—te—concern in connection with the
payment-services-intended engagement of an existing-passpert-then-weagent or establishment of a

branch with regard to money laundering or terrorist financing .

We are entitled to disagree with any assessment made by a host state competent authority and will

.39

letbe required to explain our reasons for doing so. If our assessment of the information they provide
is unfavourable to the applicant, we will be required to refuse to register the EEA agent, branch or
distributor and either ask the firm knewto withdraw the application or take steps to cancel any
application already made.

As explained above, authorised Pls and authorised EMlIs should assume that this-has-been-done e

are-expectingall passport applications will take three months from receipt of complete and correct
information by the FCA. In practice, this timescale may be shorter for firms applying for a services
passport or in circumstances where host state competent authorities revert to the FCA before the
end of the time permitted under PSD2.
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6.6——\We continue to expect a high turnover of EEA agents, therefore to keep down the costs to firms

dowr-we will not acknowledge notifications of changes in EEA agents. If we are not satisfied or, if
in response to our notification to the EEA host state competent authority, we receive information
that changes our initial view, the refusal process followed will be the same as outlined in Chapter
3 — Authorisation and registration.

§-86.40

A 3 : If an EEA agent
is belng added to an eX|st|ng passport, then in accordance with our pollcy on the appointment of
agents, firms should, where necessary, check the register to confirm that the agent has been
| registered. Firms should check our website for expected turnaround times, and contact the Customer
Contact Centre |f the agent does not appear within the expected perlod

§96.41 In addition to the power to refuse registration, we can cancel existing registrations of branches
under regulation 2428(1) of the PSRs 2017 and 29(1) of the EMRs and of EEA agents under
regulation 30{1).-35(1) of both the PSRs 2017 and the EMRs. We also have powers under regulation
7 of both the PSRs 2017 and EMRs to impose requirements on the authorised PI’s and authorised
EMI’s authorisation. If we decide not to approve the passport notification as requested by the firm,
we will follow a decision making process equivalent to that described in Part Ill, Chapter 3 —
Authorisation and registration.

Making changes

§-106.42Changes that affect the payment-services that a—firman authorised Pl or authorised EMI seeks to
carry on under passporting rights should be notified to us at least one month before firms wish them

| to take effect. Such changes cover all information provided in the initial notification and may
include:

e changes to the name or address of the firm, or agent engaged in another member state;

| 108



adding/removing an agent; or distributor;

adding/removing passporting rights to particular EEA states;

changes to the payment services being conducted;

changes to the persons responsible for the management of the proposed EEA branch or EEA
agent; or

| e changes to the organisational structure or governance arrangements of the branch or agent.

GITH%A notification of changes will be subject to a similar review process as a new passport notification
where it involves a change to the structure of the establishment. For example, a change in the agents
being used or the individuals responsible for managing an establishment may be subject to the
fitness and propriety checks and require an updated organisational structure to be submitted to
reflect the changes to be made.

Incoming EEA authorised payment-institutionspPls and EMIs

§-126.44PIs and EMIs that are authorised in another EEA State that wish to provide payment services in the
UK (‘EEA-authorised PIs’) or wish to issue, distribute or redeem e-money or provide payment
services in the UK should refer to the competent authority in their home state for instructions on
making a passport notification. FheseThese authorised EMIs (EEA-authorised EMIs) and EEA
authorised Pls will appear on the register of their home state, but not our FS register.

§-136.45When we receive a passport notification from the home state’s competent authority in respect of a
Plan authorised PI or authorised EMI intending to establish a branch in the UK and/or use a UK
agent or distributor, we are entitled to review the notification for any relevant matters, especially
relating to suspicions of money laundering and terrorist financing involvement as outlined above.
Where we have concerns, we will notify the home state competent authority and-they—withwithin
one month of receipt of the notification; the home state competent authority will then have one
month to decide what action to take.

§-146.46Changes to an EEA Pl'sauthorised P1’s or EEA authorised EMI’s passport should be notified to its

home state’s competent authority who will notify us, as appropriate.

.47 In our view, an EEA PFs-authorised PI’s or EEA authorised EMI’s passport entitles it to carry on in
the UK only payment services in-the-Uk—or issuing, distributing and redeeming e-money and

payment services notified to us by the home state competent authority, respectively.

§-456.481f an EEA authorised Pl or EEA authorised EMI wishes to carry on other activities in the UK, it
may need to seek other appropriate authorisation, registration or make use of another passport (for
example, to provide investment services under the Markets in Financial Instruments Directive
(MIFID)).

Supervision of incoming EEA payment-iastitutionsPls and EMIs
Underthe-PSRs;
§-166.49We are responsible for supervising compliance by an FCA-authorised Pl or FCA-authorised EMI
with its capital requirements obligations, regardless of where it carries on its payment services
within the EEA, but we are not responsible for supervising compliance with capital requirements by
an EEA Plauthorised P1 or EEA authorised EMI authorised in another member state.
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-176.50We are responsible for supervising compliance with the conduct of business requirements of the

PSRs 2017 / EMRs in relation to payment services and e-money services being provided from an
establishment in the UK (for example, by an EEA Plauthorised Pl or EEA authorised EMI
exercising its right of establishment), but not in relation to those provided on a cross-border basis
from an establishment outside the UK (for example, under a services passport).

Under Requlation 30 of the PSRs 2017, we may require an EEA authorised Pl that exercises its

right to passport through a branch or agent in UK to report to us on its activities. Firms that operate
through agents in the UK under the right of establishment may also be required to appoint, and
provide us with contact details for, a central contact point in the UK. There are RTS developed by
the EBA under article 29 (5) of PSD2 specifying the criteria to be applied when determining the
circumstances when the appointment of a central contact point is appropriate and the functions of
those contact points.

-186.52We will exchange information about authorised Pls and authorised EMIs and EEA authorised Pls

and EEA authorised EMIs with other competent authorities in accordance with the PSRs- 2017 and
EMRs (as applicable) and both the Passporting RTS and the RTS developed by the EBA under
article 29(6) of PSD2 specifying the means of monitoring compliance with the provisions of
national law transposing PSD2 and the exchange of information between home and host state
competent authorities. In particular, we are obliged to provide relevant competent authorities with
all relevant or essential information relating to the exercise of passport rights by a-Ptan authorised
P1 or authorised EMI, including information on breaches or suspected breaches of the PSRs 2017 /

EMRs and of money laundering and terrorist financing legislation.

110



L —se—pdre S A d KA e ess

7. Status disclosure and use of the FCA
logo

+-4——This chapter explains what Pls and EMIs may say about their requlatory status and the restriction
on the use of the FSA-and-FCA loges:

#17.2 We have decided te-not_to allow any firm to use the FCA logo in any circumstances. Our reasons
are set out in FSA Policy Statement 13/5-in— of March 2013 at section 2.3 and incorporated into the

FCA Handbook in Chapter 5 of the General Provisions Chapter (GEN 5).

#27.3 This does not prevent any P, either-autherised-erregistered-as—a-smal-PLEMI or RAISP from

making a factual statement about its regulatory status (as is required in the information
requirements in Part 56 of the PSRs). Annex 3 sets out some sample statements for Pls—in
deseribing, EMIs and RAISPs to describe their regulatory relationship with us.

+2—
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http://www.fca.org.uk/your-fca/documents/policy-statements/fsa-ps-13-05

8. Conduct of business requirements

This chapter describes the conduct of business (COBj-requirements. —FheseThe PSR conduct
requirements apply to all PSPs — including EMIs when providing payment service
providersservices — except credit unions, municipal banks and the National Savings Bank. -The
EMR conduct requirements apply to all e-money issuers.

The chapter is set out as follows::
e introduction, application and interaction with other legislation-

e Part I: Information requirements:
A — framework contracts;

B — single payment transactions;

C — other information provisions:

8.5

e Part Il: Rights and obligations-
e Part I11: Additional conduct of business requirements for e-money issuers.

Introduction

Parts 56 and 67 of the PSRs 2017 set out obligations on payment-service-providersPSPs relating to
the conduct of business in providing payment services. These are typically referred to as ‘conduct of
business requirements’.

They fall into two main categories:

o information to be provided to the customer before and after execution of a payment
transaction:-ane

e the rights and obligations of both payment-service-providerPSP and customer in relation to
payment transactions:

The information requirements differ depending on whether the transaction concerned is carried out
as part of an ongoing relationship under a ‘framework contract’ {deseribed-belew)-or as a single
payment  transaction. There are also  different  requirements for  payment
instruments _that are limited to low -value _transactions.

H-Customers that are larger busmesses can, |n some cases;— aqree with their PSP that certain

provisions of the PSRs allow
oayment—servre&wowde#whatml? will not applv ThIS is known as a—the corporate opt S
that-payment-service—providers—can—+reach—out”. We identify throughout this chapter where the

corporate opt out can be used. The corporate opt out can only be used where the customer is not:

e aconsumer
e amicro-enterprise (see [Glossary] for definition)
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68.7

.8

e acharity with an annual income of less than £1 million

81—1It is important to note that the PSRs 2017 provide that the agreement with-certain-classes-of

business-customersmay be that “any or all of [the relevant regulations] do not apply”. In our view
it must be made clear to apply-differentrequirements:
The—PSRsthe customer which provisions are being disapplied. The PSRs 2017 contain an

overarching provision allowing paymentservice-providersPSPs to offer more advantageous terms to
their customers than those set down in the PSRs 2017.

Definitions for the terms used in this chapter can be found in regulation 2 of the PSRs- 2017.

Application of the conduct of business requirements

8-2——The conduct requirements in the PSRs 2017 apply to al-payment serviceproviders-excepteredit

Broadhyservices provided from an establishment in the reguirements—apphy—to—alpaymentUK,

/8.10

irrespective of the location of any other PSP involved or the currency of the transaction. However,
there are exceptions to this.

Where one of the PSPs is located outside the EEA, Parts 6 and 7 of the PSRs 2017 apply only to the

11

parts of a transaction which are carried out in the EEA. Certain requirements only apply to

transactions where the payment-serviceprovidersPSPs of both the payer and the payee are located
in the EEA-and or where the payment transactions-aretransaction is in euro, or in-the currency of a

member state that has not adopted the euro. Ihe—e*eep%m—s—#ega#aﬂen—?%—wmaq—apmres—te—au

We have added guidance in Chapter 2 - Scope to assist PSPs with establishing whether a particular

(o]

(o]

.12

.13

-88.14

conduct of business requirement applies to a payment service/transaction.

Interaction with other legislation

In addition to complying with the PSRs-payment-servicepreviders 2017, PSPs will need to comply
with other relevant legislation.

FSMA and the FCA Handbook

Firms which are also-carrying-en-an-activity-regulated under FSMA (for example, because they are
accepting deposits, carrying on credit-related regulated activities or issuing—e-meneyregulated
investment business) must comply with relevant obligations in the Handbook. For example, where
applicable, they must comply with the Principles for Businesses te-the-extent-thatas long as these do
not conflict with the PSRs-- 2017 or EMRs.

We describe below some other keyHandbook and legislative requirements that FSMA authorised
firms may need to take into account.

Consumer Credit Act 1974 (CCA) and CONC

Broadly
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.15 Generally speaking, busmesses that lend money to retall consumers are Heensed eguwed to be
authorlsed by 3 2 a : G

an exclusion applies.

:98.16 The Consumer Credit Directive (CCB)—wiltake—precedence-sourcebook (CONC) sets out the

detailed obligations that are specific to credit-related requlated activities and activities connected to
those credit-related regulated activities carried on by firms. Other conduct of business requirements
are imposed by the Consumer Credit Act 1974 (CCA) and legislation made under it.

.17 Under requlation 32(2) of the PSRs 2017, Pls and under requlation 32(2) of the EMRs, EMIs may

grant credit, subject to the conditions outlined in regulation 32(2) of the PSRs 2017 [and the EMRSs]
which include that the credit is not granted from the funds received or held for the purposes of
executing payment transactions or in exchange for e-money. Where the granting of the credit is
requlated by FSMA, the firm is also required to have authorisation under that Act.

.18 If a PSP grants credit, the general principle is that, where a PSP provides a payment service and

grants credit, the two requlatory regimes apply cumulatively. However, there are some exceptions
to this and the PSP needs to be aware of how the two regimes interact. We set out more detail in
paragraphs 8.59 — 8.63.

The Banking: Conduct of Business sourcebook (BCOBS)

.19 Retail deposit takers, +— e.q. banks-and, building societies; and credit unions — are required to

comply with the-Banking-Conduct-of Business-sourcebook-(BCOBS)—.
.20 Broadly speaking, BCOBS sets-out-conduct-of-business—rules-that-are-complementary-to-the PSRs;

and-apphes-to-retail-deposit-takingdoes not apply where conduct in relation to a service is already
regulated under the PSRs 2017. Chapter 1 of BCOBS sets out which provisions of BCOBS apply
cumulatively to payment services alongside Parts 6 and 7 of the PSRs 2017 (e.g. BCOBS 2 in
relation to communications and financial promotions and BCOBS 6 relating to cancellation) and
which provisions of BCOBS do not apply to payment services where Parts 6 and 7 of the PSRs
2017 apply (eg most of BCOBS 4 relating to information requirements).

.21 For payment accounts provided by banks and building societies in connection with accepting

deposits, the provisions in Parts 6 and 7 of the PSRs 2017 about the disclosure of specified items of
information at the pre-contract and post contract stages, liability for unauthorised payments,
execution of payments and security and authentication of payments will always apply. This means
that the corresponding provisions of BCOBS that requlate the same matters do not apply.
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For provision of accounts that are not payment accounts (for example some savings accounts) the

.23

requirements in Parts 6 and 7 of the PSRs 2017 do not generally apply, and so BCOBS will apply to

the retail banking service. The effect of this is, for example, that if a PSP wishes to change the
interest rates on an account which is not a payment account, the PSP will need to apply the relevant
notice period under BCOBS, not the PSRs 2017.

The PSRs 2017 do apply to payment transactions within the scope of the PSRs 2017 that are made

.24

to and from such accounts. This means, for example, that the PSR information requirements must
be complied with in relation to such transactions, and if the PSP failed to execute a transaction from
such an account correctly, requlations 91 and 92 of the PSRs 2017 would apply because the PSRs
2017 apply to that payment transaction. Guidance on the meaning of payment account is set out in
PERG 15.

Because credit unions are exempt from the PSRs 2017, the conduct provisions of BCOBS will

apply to them in respect of their retail banking services, except where

provisions-of-the-Payment-Services Directive-expressly disapplied (see BCOBS 1.1.5R).

-+08.25BCOBS includes rules relating to:

e communications with banking customers and financial promotions:

e distance communications, including the requirements of the Distance Marketing Directive
and E-commerce Directive;

e information to be communicated to banking customers, including appropriate information
and statements of account;

e post-sale requirements on prompt, efficient and fair service, moving accounts, and lost or
dormant accounts;-ane

e cancellation, including the right to cancel and the effects of cancellation-

8.4—The BCOBS sourcebookThe- BCOBS sourcebook-is-at—and-furtherinformation-is-availableat

Other Legislation

Distance Marketing Directive

4-118.26 The Distance Marketing Directive (DMD) provides protection for consumers whenever they enter

into a financial services contract by distance means, including for payment services. Both the PSRs
2017 and the DMD apply to contracts for payment services. In particular, PSPs should be aware of
the information requirements in the DMD which apply in addition to the information requirements
in the PSRs 2017.

8-5——The rules implementing the DMD are-found-in-the-Distance-Marketing-Regulations2004—TFhe

rees-implementing-the- BMB-in relation to retail banking services can be found in -
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https://www.handbook.fca.org.uk/handbook/BCOBS

8-7—BCOBS. For PSPs and e-money issuers de-netreguire-authorisation-underthe-PSRs-butare
: f busi ; e .

128,27 27We—aF<.Lawa¥e—that are not undertaklnq a numbe#ef—pre—patel—eards—have—been—lssued—m—the—UK—by

requlated act|V|tv the rules |mplement|nq the DMD are found in the Fmanmal Serwces (Dlstance

Marketmg) Regulatlons 2004 (“DMRs”) andether—fees#em#t&eatd—use#but—tkwrdeﬁymg—fuhds

regulated credit agreements, they are found in CONC.

Cross-border payments and Single Euro Payments Area (SEPA) Ieglslatlon

-138.28Regulation 924/2009 ex :
payments—in—euro—Thels a d|rectlv appllcable EU regulatlon that prohlblts paymeet—seewee
providersPSPs from charging more for a cross-border payment in euro, Swedish kronor or
Romanian lei than for a corresponding domestic payment in eure—the same currency. The FCA is
the competent authority and the FOS is the out-of-court redress provider for this regulation.

-148.29Regulation 260/2012 en-establishing-technical-and-business—requirements(SEPA Regulation) lays
down rules for credit transferstransfer and direct debitsdebit transactions in euro and—amenelmg

Regtlation-924/2009(SEPA)-came-into-foreewhere both the payer’s PSP and the payee’s PSP are
located in M&Feh—ZO}Z—the EEA, or where the sole PSP |n the pavment transaction is located in the

The E-Commerce Directive (2000/31/EC)
-158.30The E-Commerce Directive will-continue-to—applyin—additiontoestablishes harmonised rules on

issues such as the previsions—ef-the—PSRstransparency and information requirements for online
service providers, commercial communications and electronic contracts.
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-168.31The rules implementing the E-Commerce Directive in relation to deposit-taking and activities
associated with that activity can be found in the Handbook at—in BCOBS 3.2. For credit-related
regulated activity, the rules implementing the E-Commerce Directive can be found in CONC 2.8.

-178.32For other payment serviceprevidersservices and issuance of e-money, the rules implementing the
E-Commerce Directive are found in the Electronic Commerce (EC Directive) Regulations 2002.

The—Unfair Contract Terms - The Unfair Terms in Consumer Contracts Regulations 1999
(UTCCRs)_and the Consumer Rights Act 2015 (CRA)
133 The YFCCRs—apphyCRA applies to payment—services—contracts withbetween consumers and

payment-serviceproviders-should-PSPs or e-money issuers entered into on or after 1 October 2015
(the UTCCRs continue to ensure-that-thelstandard-form-consumer-apply to contracts are—fairand

writtenconcluded before that date).

8-10——The CRA requires terms used by businesses in ptaiptheir contracts and iteligible
language-notices to be fair. Further information about the CRA and UTCCRs can be found in The
Unfair Terms and Consumer Notices Regulatory GuidanceGuide (UNFCOG), on our website and
on the CMA website.

-188.34 Payment—service—providers_ PSPs and e-money issuers must ensure that their terms—and
eenditionsconsumer contracts comply with both the conduct of business provisions of the PSRs and
the2017 and EMRs and the unfair contract terms provisions of the CRA (or UTCCRs-).

The Consumer Protection from Unfair Trading Regulations 2008 (CPRs)

-108.35Payment-serviceprovidersPSPs and e-money issuers should note that the CPRs stit-apply to their
payment service and e-money business with consumers. The CPRs are intended to protect
consumers from unfair commercial practices by businesses. “Commercial practices” include
advertising and marketing or other commercial communications directly connected with the sale,
promotion or supply of a product. Further information about the CPRs can be found on our website
and-on-the—. The CMA has also published guidance relating to the CPRs.

.36 In providing customers with details of their service, providers and e-money issuers must avoid

giving customers misleading impressions or marketing in a misleading way. For example:

e misleading as to the extent of the protection given by safeguarding

e suggesting funds are protected by the Financial Services Compensation Scheme, or
displaying the FSCS logo

e misleading as to the extent of FCA regulation of unregulated parts of the business

e describing accounts that are provided by PSPs that are not credit institutions as ‘bank
accounts’ or ‘banking services’

e advertising interbank exchange rates that will not be available to the majority of customers

e advertising material or business stationery that is likely to mislead customers in these areas
may potentially constitute a misleading commercial practice under the CPRs

8.37  Where a money transfer operator payment-institutionP| operates as a ‘wholesaler’ (providing a
payment service to smaller money transfer operators, but without a contractual relationship with the
payment service user) and provides its client payment-institutionsPls with advertising materials and
stationery, the use of such material must be compatible with the CPRs.
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-208.38 Advertising material or business stationery that is likely to mislead customers into believing that the

.39

paymentservice-providerPSP with whom they have contracted is the wholesaler firm-rather than the
client-firms may potentially constitute a misleading commercial practice under the CPR. In these
circumstances it is unlikely that simply referring to the elientfirm’sclient’s name on the customer’s
receipt will, in itself be sufficient to achieve compliance, as this occurs after the transaction has
been entered into. -Where it appears to us that a fizm’sPSP’s business model has changed from an
agency to a wholesaler model purely as a matter of form rather than substance, in order to avoid the
firm’sits regulatory obligations for its agents, this would-beis seen as a matter of concern.

The FCA is able to enforce the CPRs as a “designated enforcer” through Part 8 of the Enterprise

.40

Act 2002.

The Payment Account Regulations 2015 (PARs)
The PARs, which implement the Payment Accounts Directive, introduced greater transparency of

41

fees and charges, easier account switching and better access to basic bank accounts.

The requirements of the PARs apply vis-a-vis consumers, whereas the requirements of the PSRs

.42

2017 apply vis-a-vis all payment service users (which includes business customers).

The PARs apply to “payment accounts” but they have their own definition of this, which is

.43

narrower than the definition of “payment account”” under the PSRs 2017. This means that some
accounts will be classed as “payment accounts” under the PSRs 2017, but won’t be classed as
‘payment accounts’ under the PARs (for example, certain savings accounts). PSPs should be careful
to apply the correct definition of “payment account’” depending on which regime they are applying.

Where both the provisions in the PARs and the PSRs 2017 apply to accounts, PSPs must comply

.44

with both sets of requirements. For example, the PSRs 2017 require charges information to be
provided to customers pre-contractually. The PARs will require a fee information document to be
provided pre-contractually. The requirement under the PARs applies in addition to the requirements
in_the PSRs 2017 (see requlation 8(1)(a) of the PARs). However, PSPs could use the fee
information document to provide details of charges under the PSRs 2017, provided the
requirements of both pieces of legislation are met.

Similarly, where the provisions in the PARs and the PSRs 2017 apply to a basic bank account,

.45

requlation 51 of the PSRs 2017 will apply to the termination of the account. However, this is
subject to the specific list of termination conditions set out in requlation 26(1) of the PARs which
limit the reasons that a payment account with basic features can be terminated by the PSP.

Further guidance on the PARs can be found on the FCA website.

.46

ISA Regulations and COBS
Where PSPs are providing ISAs, they also need to be aware of their obligations under the ISA

.47

Regulations and the Conduct of Business Sourcebook in the Handbook.

The Directive on security of network and information systems
Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning

measures for a high common level of security of network and information systems across the Union
(NIS) includes measures on the reliability and security of critical network and information systems,
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.48

including incident reporting requirements. NIS came into force in August 2016 and is to be
implemented by Member States by May 2018.

Under NIS, operators of essential services are required to provide notification to their competent

.49

authority in the event “of incidents having a significant impact on the continuity of essential
services they provide”.

Credit institutions are defined as operators of essential services under NIS, in so far as they meet the

.50

criteria set out in Article 5(2). The EBA’s guidelines on Major Incident Reporting confirm that the
requirements for notification of incidents under PSD2 are considered to be at least equivalent to the
obligations in NIS. Therefore incidents affecting credit institution’s payment services should be
reported under PSD2 rather than NIS.

The Interchange Fee Requlation (IFR)
The IFR is a directly applicable EU regulation®®, which introduced obligations for PSPs dealing in

.51

card-based payments which are complementary to the requirements under PSD2. We are jointly
competent with the Payment Systems Requlator for some of these provisions. The majority of IFR
rules relating to business obligations for PSPs conducting business in card-based payments took
effect on 9 June 2016.

The Payment Systems Requlator has produced guidance setting out its approach in relation to its

.52

functions under the IFR.

Data protection legislation
PSPs need to be aware of their obligations under the Data Protection Act 1998, as well as the

.53

upcoming changes to the data protection regime under the General Data Protection Requlation
((EU) 2016/679) which comes into effect on 25 May 2018.

There are a number of areas in the PSRs 2017 where a PSP’s obligations will interact with their

.54

obligations under the data protection regime.

Where possible, we have included guidance on how the requirements under the PSRs 2017 interact

.55

with data protection legislation throughout this chapter.

Anti-money laundering and terrorist financing legislation
All PSPs and e-money issuers must comply with the Money Laundering and Transfer of Funds

.56

(Information on the Payer) Regulations 2017 (MLRs) to counter the risk that they are misused for
the purposes for money laundering and terrorist financing. The obligations include identifying
customers, monitoring transactions and identifying and reporting suspicious transactions.

EU Requlation 2015/847 on information accompanying transfers of funds (Funds Transfer

Regulation) is a directly applicable EU requlation that specifies the information on the payee or
payer to be included in a payment message (or made available on request) and the circumstances
that a PSP is required to verify that information.

2 Regulation (eu) 2015/751 of the European Parliament and of the Council of 29 April 2015 on interchange fees for card-

based payment transactions http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R0751&from=en
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For businesses supervised by the FCA under the MLRs, the Joint Money Laundering

Steering Group has provided guidance on interpreting these obligations and the FCA has a
financial crime guide.
For businesses supervised by HMRC under the MLRs (for example those only undertaking

the payment service of money transmission) they have provided guidance on complying
with AML and CFT obligations
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bhapter 19 - Financial Crime contains further details about these requirements.

Part |: Information requirements

-218.57The information that payment-serviceprevidersPSPs are required by the PSRs 2017 to provide to
customers is separated into two scenarios-as-feHews::

Transactions under framework contracts — that-is-a contract governing the future execution
of individual and successive payment transactions (see regulation 2 for the full definition).
This is where there is an ongoing relationship, and there is an agreement between the

payment-service—previderPSP and the customer covering the making of payments. —An
e*amereExample s of this Would be parts of a bank’s current account terms and conditions-

m%his%haptepwnh its Customer

Single payment transactions — this is typically where there is no ongoing relationship
between the customer and the payment-service—previderPSP — the transaction is a “<“one-
off2off” and the contract between the payments—service—providerPSP and the customer
relates solely to the particular transaction in question.- A single payment transaction may
also occur if there is a framework contract that does not include the particular payment
service involved.

-228.58For both scenarios, the PSRs 2017 set out the information to be provided before the contract is
entered into, atbefore execution of the time—the—payment-order—is—madetransaction, and after

execution of the transaction.
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As set out at paragraph 8.18, where a PSP provides a payment service and grants credit, the general

principle is that the two requlatory regimes apply cumulatively. However, there are some
exceptions to this. Regulation 41 of the PSRs 2017 sets out the interaction between the PSRs 2017
and the consumer credit regime in relation to Part 6 of the PSRs 2017.

.60 Requlation 41(2) provides that:

e requlation 50 (changes in contractual information) does not apply
e requlation 51 (termination of framework contract) does not apply

.61 We have summarised the requirements of requlation 41(2) of the PSRs 2017 and how, in our view,
it applies to any credit cards and overdrafts which are requlated by the CCA below. This table does
not set out other legal requirements which may apply (for example under CONC or the Consumer
Rights Act 2015).

Current _account with an | Credit _card requlated by the
overdraft requlated by the | CCA
CCA
Regulation of the PSRs 2017 Do the PSRs 2017 apply?
Regulation 50 - changes in | Regulation 50 will not apply to | Regulation 50 will not apply.
contractual information making changes to the terms of | Changes to contractual
the overdraft (including debit | information  (including  debit
interest rates). Changes to | interest rates) will be governed by
these will be governed by | applicable provisions in the CCA.
applicable provisions in the
CCA.
Regulation 50 will apply to any
changes to the framework
contract for payment services
(including credit interest rates).
Regulation 51 - termination of | [Subject to HMT consultation | Regulation 51 will not apply.
framework contract guestion Termination will be governed by
applicable provisions in the CCA.

.62 Regulation 41(3) also provides that, where a PSP is required to provide the same information to a
customer _under the PSRs 2017 and the consumer credit regime, information which has been
provided in compliance with the consumer credit regime does not need to be provided again in
order to comply with the PSRs 2017.

.63 However, the requirements of the PSRs 2017 and the consumer credit regime apply cumulatively,

so this is only the case if the information was provided in a manner which complies with the
requirements of the PSRs 2017. This means that information does not need to be duplicated
unnecessarily, but PSPs still need to be satisfied that they are meeting the information requirements
under both the PSRs 2017 and consumer credit regime. For example, any pre-contractual
information provided in a SECCI for a credit card would not need to be duplicated to meet
requirements under requlation 48 of the PSRs 2017, but any information not included in the SECCI
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.65

would still need to be provided to the customer in accordance with regulation 48 of the PSRs 2017.

Form in which the information must be provided (regulation 55)

. AH-ef-the-specified The information must be provided (fer-example-en-paper-by-emat-or text-or;

where-the-relevant-provision-alows-made available-(for-example-by-a-Hink-to-a-secure-website)-in

e ineasily understandable language and in a clear and comprehensible form;
e in English (or other agreed language)-and;-requested-by-the-customer,-en
e in the case of single payment contracts, in an easily accessible manner

e on paper or another durable medium (for example-by-ematlysingle payment contracts, only

where the customer requests this) unless otherwise specified in the particular regulation—A:
or in some cases, subject to agreement.

A distinction is drawn in the regulations between “making available” information and “providing”

.66

it. In line with the recitals to PSD2 and Court of Justice of the European Union (‘“‘CJEU”) case law,
we expect information which is required to be “provided” to be actively communicated by the PSP
to the customer without any prompting by the customer.

In contrast, a requirement to make information available means that the customer can be required to

.67

take active steps to obtain the information (for example, by requesting it from the PSP, logging on
to a messaging system within online banking or inserting a bank card into a printer for account
statements), but access must be possible and the information must be readily available.

So for example, a PSP would only be making information available if they upload it to the

.68

customer’s electronic inbox in the provider’s own online banking website. However, if they send an
email to the address reqularly used by the customer to communicate with other people or an SMS
notification to the customer’s phone in accordance with an agreement in the framework contract to

say that a document has been uploaded to a customer’s online banking account, this could be
sufficient to meet a requirement to provide the information.

We expect providers to adopt an approach to the information requirements that takes account of the

.69

confidentiality of the information concerned and any particular needs of the customer.

Durable medium is defined as “any instrument which enables the payment service user to store

information addressed personally to them in a way accessible for future reference for a period of
time adequate for the purposes of the information and which allows the unchanged reproduction of
the information stored”. As set out in recital 57 this may be met by printouts on account printers,
CD-ROMs, DVDs, the hard drives of computers on which emails can be stored, and, in certain
circumstances internet sites. However, we acknowledge that many forms of media are capable of
meeting the criteria of being a durable medium.*

2 https://www.fca.org.uk/firms/durable-medium [also see CP17/6 Insurance Distribution Directive implementation —

consultation paper |
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8.70 This definition has been considered recently by the CJEU in the context of internet sites. In line

with the court’s findings we consider that, to be a durable medium, a website or an instrument must
be functionally equivalent to paper. In particular it must:

e qgive customers control of the information
e allow storage for long enough to enable them to enforce their rights
e exclude the possibility of the PSP or person acting for them changing the content

.71 Putting information on a PSP’s ‘ordinary’ website would not meet durable medium requirements if

the PSP has full control of the information and the ability to change or delete it.

8.72 No charges may be levied by the PSP for providing any of this information, in the form and

frequency required by the PSRs 2017.

§-238.73A FSMA authorised firm which is also carrying on an activity regulated under FSMA will need to
take into account the Communications with Clients Principle, which requires it to communicate
information to clients in a way that is clear, fair and not misleading. MNe-charges-may-be-levied-by

out-below-—All PSPs also need to be aware of their obligations under the Consumer Protection from
Unfair Trading Regulations 2008 and the Consumer Rights Act/UTCCRs (as applicable).
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8.74 In our view, the requirements to deliver information in a certain way in Parts 6 and 7 of the PSRs

2017 can be summarised as follows (subject to any specific requirements in a particular regulation):

| Requirement Meaning of requirement
“Provide” Needs to be actively communicated to the customer without any

prompting by the customer. Examples are SMS, email or letter
sent to customer.

“Make available” Customer can be required to take active steps to obtain the
information. An example is uploading information to a

customer’s online banking account for them to access.

A. Framework contract
Before the framework contract is entered into (regulation 4848 and Schedule 4)

§-248.75In good time before the contract is concluded (or immediately after the execution of the transaction
if the contract has been concluded by—aat the customer’s request by means of distance

communication, such as by telephone, where it is not practicable to make the information available
beforehand) the paymem—semee—patewelerPSP must make—avaﬂable—tegrowd the customer the

8.76 This can be done by providing the customer with a copy of the draft contract. For distance contracts

concluded online, we expect PSPs to be able to provide information beforehand. PSPs could
achieve this by, for example, emailing the customer the terms of the framework contract and
Schedule 4 information as part of the process.

Information to be provided before the contract is entered into (regulation 4048 and Schedule
4)

Details about | The payment-serviceprovider’sPSP’s name, head office address and contact
the payment | details. If different, the address and contact details of the branch or agent
i from which the service is being provided and details of the paymentservice
providerPSP | previder’sPSP’s regulator(s), including any reference or registration number
(for example the provider’s Financial Services Register number).

Details of the | Description of the main characteristics.
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payment
service(s) to
be provided

Specification of the information or unique identifier to be provided by the
customer for a payment order to be properly initiated or executed. For
example, for a UK bank transfer, the payee bank’s sertingsort code and
account number might be specified as the unique identifier.- The importance
of providing the correct unique identifier (and the potential for loss/delay if
an incorrect unique identifier is provided) should be explained to the
customer.

What the payment-service-providerPSP will take as consent for the initiation

of a payment order or the execution of a payment erdertransaction, and the
procedure by which such consent may be given.- For example, consent could
be given in writing, verified by a signature, by means of a payment card and
PIN number, over a secure password-protected website, by telephone or by
use of a password.

Whatever means are to be used, including any allowable alternative methods
(e-g-eqg signature in place of chip and PIN), must be detailed in the framework
contract.- The contract must also set out the procedure by which the customer
may withdraw consent. These processes must be in line with the
requirements of regulation 55.67 (consent and withdrawal of consent) and
100 (authentication).

Details of when a payment order will be deemed to have been received- in
accordance with reqgulation 81 (including details of deemed receipt for future
dated and recurring transactions). If the payment-service-providerPSP has a
cut-off time near the end of the business day after which payment orders are
deemed to have been received on the next business day, this must be
specified.

This is very important because of the requirements in the PSRs 2017 on
execution time of payments. It is recognised that there may be different cut-
off times for different payment channels.

The maximum time after receipt of a payment order, by which the funds will

have been received-bycredited to the payee’s paymentservice-providerPSP’s

account. This must be in line with the requirements of regulation 7086.

Where applicable, the fact that a spending limit may be agreed for a payment
instrument attached to the account has—a—spending—tmit—(for example, a
maximum daily withdrawal limit on an ATM card)-), although the spending
limit itself (eg £250) does not form part of the Schedule 4 information. To
avoid doubt, a spending limit differs from a credit limit.
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In relation to co-badged card-based payment instruments, details of the
customer’s rights under Article 8 of the Interchange Fee Regulation (EU
2015/751). This means PSPs need to provide details of the customer’s right
to require two or more different payment brands on a card-based payment
instrument (provided that such a service is offered by the PSP).

Charges and
interest

Details of all charges payable by the customer to the payment-—service
previderPSP and, where applicable, a breakdown of them.— The customer
should be able to understand what the payment services to be provided under
the contract will cost them. -We take “where applicable” in this context to
mean that, where charges are capable of being broken down into constituent
parts to provide more transparency to customers, they should be broken
down.

A PSP only needs to provide details of the amount that it will charge the
customer (ie where a payment is initiated through a PISP, details of the
amounts charged by that PISP do not need to be provided by the ASPSP).
Where accounts are in scope of the Payment Account Regulations 2015,
PSPs will need to consider their obligations to provide a fee information
document in addition to their requirements under the PSRs 2017.

If the fi-mPSP will make a charge for notifying the customer that a payment
order has been refused under regulation 66(3),-this-must-be-specified-here-82,
this must be specified here. If the PSP will make a charge for providing or
making information available in accordance with requlation 56(2) (eg a
charge for additional or more frequent information or information transmitted
in a different manner), this must be specified here as well.

Detalls of the mterest or exchange rates to be used (where relevant) —In4+ne

FAQ& ThIS WI|| include changes to mterest rates on the underlylng payment
account unless the use of reference interestrates has been agreed (as set out

heCohl), If a reference exchange or interest rate is to be used, detalls of
where the reference rate can be found and how the actual rate will be
calculated must be given (including the relevant date and index or base for
determining the reference rate).

The aim is to enable the customer to verify that the interest charged or paid is
correct— or that the exchange rate applied to a transaction is correct. In
practice, this means that a PSP would need to include details of when it will
actually apply the rate to the account or transaction (eg for exchange rates
with an externally set reference rate and margin, the PSP will need to provide
details of when it actually converts the monies so that the customer can look
at the appropriate date on the website for the externally set rate to verify
whether the amount charged is correct).

Reference exchange rates may be set by the paymentservice-providerPSP
itself, but the customer must be told where they can find out what they are.
Reference interest rates cannot be set by the PSP and need to be publicly
available.
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Agreement, if relevant, that changes in reference interest or exchange rates
will take effect immediately (otherwise they will take effect in line with

regulation 42(5)).50(1)).

Where reference interest or exchange rates are being used, agreement, of
how, and with what frequency changes in actual interest or exchange rates
will be notified, in line with regulation 4250(5).- If no alternative method or
frequency is agreed, notification will be required as soon as possible.

Transmission
of information

How information relating to the account will be transmitted (for example, in
writing, byto an agreed email address or using a secure website), how often it
will be provided or made available and what language will be used. Any
technical requirements for the customer’s equipment and software to receive
information or notices must be stated. The contract must also include the
customer’s right to obtain a copy of the contract at any time during its term.

Information
about
safeguards
and corrective
measures

What steps the customer must take to keep a payment instrument safe. (Note
that ‘payment instrument’ has a wide definition and will include payment
cards, e-banking and telephone banking arrangements.)

Details of how to notify the payment-service-providerPSP of the loss, theft or

misappropriation of the payment instrument.

Details of the secure procedure which the PSP will follow to contact the
customer in the event of suspected or actual fraud or security threats.

In what circumstances the payment-service-providerPSP would be able to

stop or block the payment instrument. These are limited to reasons related to:
o the security of the payment instrument;
o the suspected unauthorised or fraudulent use of the payment
instrument;-and
o where the payment instrument has a credit line (for example, a credit
limit on a credit card), a significantly increased risk that the payer
may be unable to pay it back-
Payment-serviceprovidersPSPs may wish to include wording advising that
the payment instrument might be blocked or stopped due to national or

CommunityUnion legal obligations of the paymentserviceproviderPSP.

In what circumstances and to what extent the customer might be liable for
unauthorised payment transactions.

That the customer must notify the payment-—service—previderPSP of any

unauthorised or incorrectly initiated or executed payment transactions as
soon as they become aware of them, how such notification should be made
and that the notification should be no later than 13 months after the debit date
in order to be entitled to have the error corrected (no such limit will apply
unless the customer has received this information). It is open to the payment
service-providerPSP to offer better terms in this area.
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The paymentservice-provider’sPSP’s liability for unauthorised or incorrectly

initiated or executed payment transactions (for example that the payment
service-providerPSP will be liable for unauthorised or incorrectly initiated or
executed payment transactions, as long as the claim is made within the time
limits specified above). If UK Direct Debits are offered as a payment service
on the account, reference should be made to the rights under the Direct Debit
Guarantee scheme.

The conditions under which a refund is payable in relation to a transaction
initiated by or through a payee (for example, a direct debit or card
transaction).

Information The duration of the contract, customer and payment—service—providerPSP
about the | termination rights, and the terms under which the-firmit can unilaterally vary
length of the | the contract.

contract,

variation  of

terms and

termination

Information Details of the law applicable to the contract, the competent courts, {where
on applicable | relevant) the availability of the FOS as—aor (for users that would not be
law and | eligible to complain to FOS) another dispute resolution service-and, any other
disputes alternative dispute resolution procedures available to the customer (for

example, under the Online Dispute Resolution Regulations (EU 524/2013),
how to access the-servicethem (see Chapter 11 - Complaint handlingy;) and
the possibility to submit complaints to us.
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Information during period of contract (requlation 49)

77 The customer is entitled to request the information specified in Schedule 4 and the terms of the

framework contract at any time during the course of its contract with a PSP. If the customer
requests this, it must be provided to the customer (sent or given directly to the customer) on paper
or another durable medium free of charge.

Changes to the framework contract (regulation 4250)

ARy

-258.78For most changes to the framework contract, or to the information that has to be disclosed before
the framework contract is entered into (i-e-ie the information detailed in paragraph 8.40), PSPs must
be-cemmunicatedprovide any proposed changes at least two months before they are due to take
effect. —This principle applies irrespective of whether the changes are favourable or unfavourable
to the customer (although see below for changes to interest or exchange rates). PSPs will also need
to ensure that their variation terms and their proposed variations comply with the CRA or UTCCRs

as applicable.

-268.79Some account terms and conditions will contain provisions relating to other, non-payment services,
for example overdraftfacilities:terms and conditions relating to cheques. In such aceeuntscases the
obligation to notify changes under regulation 4250 does not extend to non-payment services that are
outside the scope of the pre-contract disclosure requirement. ~-However, for banks and building
societies the BCOBS requirements on appropriate information_and making changes may apply to
such services.

-278.80The framework contract may contain a provision that changes are to be made unilaterally unless the
customer notifies the payment-service—providerPSP to the contrary (although payment-service
previdersPSPs will also need to take account of unfair contract terms legislation when including
such a provision). It may also state that rejection of proposed changes will amount to rejection of
the contract and notice of termination. If the contract contains such a provision, the advice of
change must state:

e that the customer will be deemed to have accepted the changes unless they notify the
| paymentservice-providerPSP before the proposed date of the change:-and
e that the customer has the right to terminate the contract immediately and without charge
before that date-

-288.81The addition of new payment services to an existing framework contract, which do not change the
terms and conditions relating to the existing payment services, will not be treated as a change and
so will not require two menthsmonths’ notice under regulation 50 of the PSRs 2017, though other
legislation such as the CRA/UTCCRs will still apply.

-298.821n general, we believe a change in account type at the paymentserviceprevidersPSP’s instigation
—- e.g. from a ‘free account’ to a fee paying packaged account —- constitutes either a change in the
framework contract or a termination of the existing contract and its replacement by a new
framework contract. —Both the proposed change and the termination by the payment-—service
providerPSP require the customer to be given two menthsmonths’ notice, and the option of
immediate termination without charge.
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g.83

The exception to the two month rule is making changes to interest and exchange rates. These may

.84

be applied immediately and without prior notice if:

o changes to the actual interest or exchange rates arisingarise from changes to thea reference
interest and/rate or exchange-ratesa reference exchange rate (assuming this has been agreed
in the framework contract and the information specified in Schedule 4 to the PSRs 2017 in
respect of the reference interest or exchange rate has been properly disclosed)

e where the changes are more favourable to the customer

In both cases, the customer must be notified toof the eustermerchanges as soon as possible unless

another specific frequency has been agreed-with-the-custemer—. In all cases, PSPs should make it
clear to the customer when the changes to the actual rates (which track the changes to the reference
rate) will be applied. For example, immediately or the business day after the change in the reference
rate. The manner in which this information is to be provided or made available maymust be agreed
with the customer.

3%98.85The application of interest rate or exchange rate changes must be implemented and calculated in a

§.86

neutral manner that does not discriminate against customers. In our view, this means that customers
should not be unfairly disadvantaged; for example, by using a calculation method that delays
passing on changes in rates that favour customers but more quickly passes on changes in the
¢ nt-serviee-provider’sPSP’s favour.

Recital 2154 of the-PSBPSD2 makes clear that the intent of the information provisions in the
directive, and therefore in the regulations, is to enable payment service users to make well-informed
choices, and to enable consumers to shop around within the EU. -In light of this, and the stipulation
in regulation 4250(1)(a) that changes in the specified information in Schedule 4 also require pre-
notification,- we would expect that where, for example, an introductory interest rate on a payment
account comes to an end, firmsPSPs should provide notice of the change in the interest rate, as
specified in the table below paragraph 8.40-—76.

8-318.87Relying on a framework contract term stating that the interest rate will change at the end of the

introductory period, is not, in our view, sufficient. -However, the notification requirement does not
necessarily extend to all other interest rate changes agreed in the framework contract. -For example,
where an account has a tiered interest rate structure, under which higher balances attract higher
rates, changes within that structure due to changes in the underlying balance would not require pre-
notification. Similarly, it would not be necessary to give pre-notification of the end of a bonus rate
if it was clear from the customer information provided at the outset that the bonus rate lasted less
than two months.

8.328.88Where the contract is-alsoe-relates to a payment service in relation to funds covered by a credit line

provided under a regulated agreement under the CCA, regulation 4250 does not apply. —FheSee
paragraph 8.61 for further details-are-set-out-inregulation-34.

4338.89We would expect that, in normal circumstances, where a change in UK or EU legislation or

regulation requires a change to be made in the framework contract, firmsbusinesses will be
sufficiently aware of forthcoming changes in legislation or regulation and therefore able to provide
the required two months’ notice set out above. —However, it is recognised that there may be
exceptional occasions where this may not be possible. Firms-should-ensure-that-Where this is the
case, customers areshould be given as much notice of the changes as possible.
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| Termination of the framework contract (regulation 43}51)

8-348.90The framework contract may be terminated by the customer at any time, unless a period of notice
(not exceedlng one month) has been agreed If the contract has been runmng for 126 months or
her, no charge
may be made for termmatlon Regular service charges for the runmng of the payment serwces may
be charged, but any advance payments in respect of such service charges must be returned on a pro-
rata basis. ~Any charge that is made for termination must reasonably correspond to the payment
e provider’sPS Py actual Costs.

814 Sometimeslf agreed in the framework contract
longer-than-one-month—tn-our-view-(and sub|ect to the tht—teUTCCRs/CRA) the PSP may

contract that is not for a deflned term bV giving at least two months’ notice of termination to the
customer.

8-368.92The parties retain their usual legal rights to treat the framework as unenforceable-o+, void—inchiding
any-rights-arising-eut-ef-breach-ef-the or discharged, in line with usual contract law principles.

8.378.93Where the contract is-alse-relates to a payment service in relation to funds covered by a credit line
provided under a regulated agreement under the CCA, regulation 4351 does not apply. —FheSee

paragraph 8.61 for further details-are-set-out-inregulation-34.

Transaction information under a framework contract

Before execution (regulation 4452)
8-388.94Where the payment order is given direct by the payer customer to his payment-service-providerPSP,
the paymentservice-providerPSP must, at the customer’s request, inform the customer of:

+ the maximum execution time for the transaction concerned;-an¢d

e any charges payable (including a breakdown of those charges where applicable}.)

_After execution (regulations 45-ar€-46)53 and 54) [version 1: quidance based on Treasury
exercising the member state option]

8.95 [Version 1 starts:] Under requlations [53 and 54] the PSP must provide its customer with certain
information on transactions.

8.96 This information must be provided on paper or on another durable medium at least once a month,
free of charge. As we have described at paragraph 8.77, as the information needs to be provided this
means it must be sent or given to the customer. We have set out in paragraph 8.69 our
understanding of the meaning of durable medium.

8.97 It is important to note that these provisions do not require monthly statements to be provided for all
accounts. Where there are no transactions (or the only transactions relate to the payment of interest)
there is no obligation under the PSRs 2017 to provide the information (although, where relevant,
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.98

PSPs will need to satisfy themselves that they are complying with the requirement to provide
statements under s78(4) CCA). [Version 1 ends:]

After execution (regulations 53 and 54) [version 2: guidance based on Treasury not exercising
the member state option]

[Version 2 starts:] As soon as reasonably practicable after each individual transaction, the payment

.99

service-providerPSP must provide hisits customer with certain information. H-agreed

Where a PSP’s customer is the payer, the PSP must include a condition in theits framework

.100

contract—this-may which gives the customer the option to require the information to be provided
{thatis,sent-or-given-directly-to-the-eustomer) or made available {that-is;free of charge at least once
a month. The way that the information will be provided or made available must be agreed with the
customer and it must be in a form which allows it to be stored and reproduced unchanged. If the
customer _does not exercise this option the information must be provided on a transaction by
transaction basis, as soon as reasonably practicable, in line with regulation 53(1).

Where a PSP’s customer is the payee, a PSP may provide in its framework contract that the

.101

information will be provided or made available at least once a month. The way that information will
be provided or made available must be agreed with the customer and it must be in a form which
allows it to be stored and reproduced.

As we have described at paragraph 8.77, where information needs to be provided this means sent or

given to the customer. Where information only needs to be made available, this means available to

obtain at histhe customer’s option)-at-least-once-a-month—Forexample;.

1:398.102 Subject to the inclusion of suitable terms and conditions in the framework contract and the

.103

customer _exercising the option provided for mest—banks—and—buiding—societies—this—mayin the

framework contract, the requirements of regulations 53 and 54 can be met by means of issuing (or

making available) a monthly statement. —Fhe-infermation-may-be-made-avatlableforexampleThis

can be through a secure website that meets the requirements for being_a durable medium, or on

request (although it must be made clear to the customer that the information is being made available
and how to obtain it). -For accounts operated by use of a passbook, our view is that the transaction
information is available to customers when they present their passbooks to be made up and that this

is suff|C|ent to fulfll the obllgatlon to %H&k%aVaﬂab}Hﬁkas—Bere—agfeed—th%}ﬂfeﬂﬁ}Heﬂ—must

“make available”.

For-the-payer

It is important to note that these provisions do not require monthly statements to be provided for all

accounts. Where there are no transactions (or the only transactions relate to the payment of interest)
there is no obligation under the PSRs 2017 to provide the information (although, where relevant,
PSPs will need to satisfy themselves that they are complying with the requirement to provide
statements under s78(4) CCA). [Version 2 ends:]

-408.104 This is the information required is-as-fellews-for the payer:

e a reference enabling the customer to identify the payment transaction and, where

appropriate, information en-the-payee—In-assessing-whatinformation—it-is—appropriate’to
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thmegh%;hmkeﬂqeﬂeaymenﬁm&maderelatlnq to the payee ThIS mformatlon should aSSISt

the customer in helping to check that a payment has not been misdirected.

the amount of the transaction in the currency of the payment order, along with details of any
exchange rate used by the payment-service—providerPSP and the amount of the payment
transaction after it was applied-

the amount and, where applicable, breakdown of any transaction charges and/er interest
payable in respect of the transaction, so that the customer knows the total charge he-is
reguired-topay-to be paid. We would also expect the breakdown provided by PSPs under
this requlation to correspond with the breakdown provided pre-contractually, so that
customers are able to verify that the charges applied to a transaction are correct. The PSRs

2017 allow the inclusion of a reference exchange rate in framework contracts where the
actual exchange rate used in a transaction is based on that published rate plus a margin also
set out in the framework contract. While there is no requirement in the PSRs 2017 for this
margin to be separately listed in the transaction information there is a requirement that any
fees be listed. Therefore, where adjustments to the reference exchange rate are expressed in
the framework contract as a fee the amount of this fee should be disclosed separately4e

where applicable, the exchange rate used by the payer’s PSP and the amount of the payment

transaction after that currency conversion
_the debit value date or date of receipt of the payment order-

.105  This is the information required for the payee:

a reference enabling the customer to identify the payment transaction and,—where

apprepriate—information—en the payer and any information transferred with the payment
transaction. -The EC-wire-transferregulation—requiresFunds Transfer Requlations require,

for anti-money laundering and counter-terrorist-financing purposes, a-set-efcertain details of
the payer and the Qayee to be transferred with such payments (or in some cases to be

avallable to the payee’s payment—semeep#ewelerPSP on request)—lneumew-the—%%&de

the amount and, where applicable, breakdown of any transaction charges and/or interest

payable in respect of the transaction. \We would also expect the breakdown provided by
PSPs under this regulation to correspond with the breakdown provided pre-contractually, so
that customers are able to verify that the charges applied to the transaction are correct
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e any exchange rate used by the payee’s PSP and the amount of the payment transaction
before it was applied the credit value date-

Low value payment instruments (regulation 35}42)

874%8.106 Low value payment instruments are those that under the framework contract:

(o]

e can only be used for individual transactions of €30 (or equivalent) or less, or for transactions
executed wholly within the UK €60 (or equivalent) or less:;

e have a spending limit of €150 (or equivalent), or for payment instruments where payment
transactions can only be executed within the UK, €300 (or equivalent)

e store funds that do not exceed €500 (or equivalent) at any time-

8.107 The following, less detailed, information requirements apply to—suech low value payment

.108

instruments, relating to information required before entering into a framework contract (or
immediately after the execution of the transaction if the contract has been concluded by some
means of distance communication (for example, by telephone) where it is not practicable to do so)
and information required before individual payment transactions.

The payment-service—providerPSP must provide information on the main characteristics of the
payment service.

4.438.109 This must include:

the way in which the instrument can be used:

the payer’s liability for unauthorised payment transactions;

details of any charges applicable:;

any other material information that the customer might need to make an informed decision:;
and

e details of where the customer can easily access the full information in Schedule 4 that must
normally be disclosed prior to being bound by a framework contract (as specified in
Schedule 4 -(for example, the website URL)}-))

8-448.110 It may also be agreed that rather than full post-execution information on payment transactions the

payment-service—providerPSP may provide or make available a reference that will enable the
customer to identify the individual transaction, the amount and any charges payable in respect of the
transaction. If there are several payment transactions of the same kind to the same payee, the
payment-service-providerPSP must provide or make available information on the total amount of
the transactions concerned and any charges for those payment transactions.

-458.111 If the payment instrument concerned is used anonymously or, for technical reasons the payment

service—providerPSP is not able to provide or make available even this limited post-execution
information, it does not need to be provided. However, the payment-service—providerPSP must
enable the customer to check the amount of funds stored.
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9112 The payment service providerPSP and the customer may also agree that changes to the framework

contract relating to the low value payment instrument do not have to be communicated in the form
and manner required for other framework contract changes- (ie they can agree that there is no need
to communicate the changes on paper or another durable medium).

4468.113 We recognise that fluctuations in exchange rates between euro and sterling may cause difficulties
over time in determining whether a particular payment instrument is a low value payment

| instrument. —We expect payment—service—providersPSPs to take a reasonable and consistent
approach to dealing with such fluctuations to ensure they are compliant with the requirements.

B. Single payment transactions
Before the transaction (regulation 3643 and Schedule 4)

8-4+8.114 Before the contract is concluded (or immediately after the execution of the transaction if the
contract has been concluded by some means of distance communication (for example, by telephone)
where it is not practicable to do so0), the payment-service—providerPSP must provide or make
available to the customer the information set out below in relation to the service. This may be done,
for example, by providing the customer with a copy of the draft contract or payment order-:

¢ the information (or unique identifier) the customer needs to provide for the payment order to
| be properly initiated or executed (the payment routing informationy-)
e the maximum time the payment service will take to be executed (that is, how long until the
funds are received). This must be in line with the requirements of regulation 70-86
e details of any charges, including a breakdown where applicable-
o if applicable the exchange rate to be used (or the reference exchange rate on which the
actual exchange rate will be based)-)

§-488.115 In addition, there is a list of information in Schedule 4 of the PSRs_2017 that must be disclosed
prior to entering into a framework contract. Items on the list must also be provided or made
available if they are relevant to the single payment contract in question. What is
“selevant’‘relevant” will depend on the nature of the payment service and the circumstances.
However, we consider that the following, in particular, will always be relevant information-:

o details of the paymentserviceproviderPSP and its regulators (Schedule 4, paragraph (1}{€}):
and))

e adescription of the main characteristics of the payment service to be provided (Schedule 4,
paragraph (2)(a)). Due to the nature of the service provided by PISPs, we would expect a
description of the service to include, as a minimum, details of (i) how the payment initiation
service works alongside the customer’s account and (ii) how the PISP accesses the
customer’s account with the ASPSP. The information should be presented in a way which is
easy for customers to understand.

e any contractual clause on governing law and jurisdiction (Schedule 4, paragraph (7)(a))

o for customers who are eligible to take complaints to the FOS:, notification of the availability
of the FOS as-an-out-of-courtredressmechanismor (for users that would not be eligible to
complain to FOS) another dispute resolution service, any other alternative dispute resolution
procedures available to the customer (for example, under the Online Dispute Resolution
Regulations (EU 524/2013) and how to access them (Schedule 4, paragraph (7)) (b})-))
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9.116  Where a payment-institutionP| operates as a wholesaler (providing a payment service to smaller

money transfer operators but without having a contractual relationship with the payment service
user) and provides its client payment-institutionsPls with advertising materials and stationery, they
must make it clear to customers of client firms-before any transaction is entered into, that the client
firm-is the payment-serviceprovider—PSP. A failure to do so is likely to constitute a breach of the
PSRs-— 2017.

8-498.117 Advertising and marketing material or business stationery that is likely to mislead the customer

into believing the payment-service-providerPSP with whom they are contracting is the wholesaler
firm-rather than the client-firm, may also potentially constitute an unfair commercial practice under
the CPRs. -Where it appears to us that a fi=m’sPSP’s business model has been changed from an
agency to a wholesaler model purely as a matter of form rather than substance to avoid the-firm’sits
regulatory obligations for its agents, this would be seen as a matter of concern.

)

8.118 Before a payment is initiated, in addition to the above information, PISPs must provide or make
available to the payer clear and comprehensive information covering:
e the name and head office address of the PISP
e if the PISP uses an agent or branch to provide services in the UK, the address of that agent
or branch
e any other contact details to be used to communicate with the PISP including an email
address
e our contact details
After the initiation of a payment order (requlation 44)
8.119 A PISP has to provide or make available to the payer the information below immediately after the
payment order is initiated and, where applicable, to the payee.
8.120  The information is as follows:
e confirmation that the payment order has been successfully initiated with the payer’s ASPSP
e areference enabling the payer and the payee to identify the payment transaction and, where
appropriate, the payee to identify the payer, and any information transferred with the
payment order
e the amount of the payment transaction
e the amount of any charges payable to the PISP in relation to the payment transaction and,
where applicable, a breakdown of the charges
8.121 The PISP must also provide or make available the reference for the payment transaction to the

customer’s ASPSP. This is likely to be the same reference as provided to the payer and payee under
regulation 44(1)(b).
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After the receipt of the payment order (regulation 3745)

8508.122 The payer’s paymment-serviceproviderPSP must immediately after receipt of the payment order,

provide or make available to his customer_the following information in relation to the service it is
providing:

e areference to enable the payer to identify the transaction (and if appropriate the information
relating to the payee, for example, in a money remittance what the payee will need to do to
collect the fundsy);)

o the amount of the payment transaction in the currency used in the payment order;

e details of any charges (including, where applicable, a breakdown of those charges):;)

e where the transaction involves a currency exchange and the rate used differs from the rate
provided before the transaction, the actual exchange rate used (or a reference to it) and the
amount of the payment in-the-ethercurreney-andafter the currency conversion. In practice,
this means that PSPs need to know the actual exchange rate that will be used at this point so
that they can provide or make this information available to customers. In our view,
providing or making an indicative rate available to customers at this stage would not be
sufficient.

e the date the payment order was received-

Information for the payee after execution (regulation 3846)
1123 The payee’s payment—service—providerPSP must immediately after execution of the payment
transaction provide or make available the following to the customer- in relation to the service it is

providing:

o a reference to enable the payee to identify the transaction and where appropriate, relevant
information transferred with it (for example, name of the payer and invoice number). -The

ECwire—transferregulation—requiresFunds Transfer Regulations require, for anti-money
laundering and counter-terrorist-financing purposes, a-set-efcertain details of the payer and

the Qayee to be transferred with such payments (or in some cases to be available to the

payee’s paymem—semeeﬂeﬁewdeFPSP on request) —Ln@w—vmw—the—%%deﬂel—peqe%

e the amount of the transaction in the currency in which the funds are being put at the payee’s
disposal-

e details of any charges (including, where applicable, a breakdown of those charges)-)

o the exchange rate used (if relevant) and the amount of the payment before it was applied-

o the credit value date-

. . : |

Avoidance of duplication of information (regulation 3947)
-518.124 If the single payment transactlon arlses from the use of a payment mstrument issued under a
framework contract

operated-by-Bank-YJwith one PSP the payment—se#weeepmwde#PSP Wlth Whom the smgle payment
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transaction is undertaken {Bank—Y}-need not provide information that will be provided or made
avallable by Benk—)éthe former PSP under the framework contract —étt—rs—eer—emelerst&nelmg—that

C: Other information provisions

Charges for information (regulation 4856)

-528.125 The information specified above must be provided free of charge. Payment-serviceprovidersPSPs
may charge for the additional or more frequent provision of information_requested by the customer,
or where another means of transmission from that agreed in the framework contract is requested by
the customer, but suehthese charges must reasonably correspond to the actual cost to the payment

serviceproviderPSP of providing the information. PaymentserviceprovidersPSPs must therefore
be able to justify the level of any such-charges.

Currency conversions (regulation 4957)
-538.126 Payment transactions must be executed in the agreed currency. Where a currency conversion
service is offered before a payment transaction, at an ATM, at the point of sale or by the payee (that

is, ““dynamic currency eenversien’conversion” where, for example, a UK shop could offer a
German eustomercustomers the facility to pay histheir bill in euro) the exchange rate to be used and
all charges must be dlsclosed to the customer before the transactlon is agreed Ih&payment

miermatten—lt is the person offerlng the service who must comply W|th the dlsclosure obllgatlon -
if that person is not a payment-service—providerPSP then failure to make the disclosure risks
committing a criminal offence under regulation +13-141.

Information on additional charges or reductions (regulation 5058)

-548.127 If a payee (typically a shop, website operator or other merchant) levies an additional charge or
offers a reduction in cost for using a particular means of payment (for example an additional charge
for using a credit card) this mformatlon must be advised to the customer before the start of the

-558.128 Similarly, if a payment—service—providerPSP or any other third—party lewviesinvolved in a
chargetransaction charges for the use of particular payment instrument, it must adwiseinform the

customer of such charges before the payment transaction is initiated. A third party that fails to do so
risks committing a criminal offence under regulation 113141 and may also be in breach of the
Consumer Protection from Unfair Trading Regulations.
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.129  The customer is not obliged to pay the charges if they have not been informed of the full amount of

the charges in accordance with the requirements of regulation 58.

.130  Where payees are levying additional charges, they need to be aware of their obligations under other

legislation, eq the Consumer Rights (Payment Surcharges) Requlations 2012.

Burden of proof (requlation 59)
.131  The burden of proof is on the PSP to show that it has met the information requirements in Part 6.

PSPs will need to ensure that they keep appropriate records to demonstrate the provision of
information to customers in the appropriate way. This provision also applies to RAISPs

Information requirements for RAISPs (requlation 60)

.132  RAISPs do not have to provide as much information to their customers as other PSPs.

.133  RAISPs must always provide details of the information or unique identifier to be provided by the

customer in order to use the service (eq user name, password, etc) and all charges payable by the
customer to the RAISP and, where applicable, a breakdown of those charges.

.134  RAISPs must also provide any information specified in Schedule 4 which is relevant to the service

provided. What is ‘relevant’ will depend on the nature of the service and the circumstances.
However, we consider that the following, in particular, will always be relevant information:

e the name, address and contact details of the RAISP’s head office

e (details of the RAISP’s regulators, including the RAISP’s registration number

e A description of the main characteristics of the service. Due to the nature of the service
provided by RAISPs, we would expect a description of the service to include, as a
minimum, details of (i) how the account information service works alongside the customer’s
account and (ii) how the AISP accesses the customer’s account with the ASPSP. This should
be presented in a way which is easy for customers to understand.

e any contractual clause on the law applicable to the framework contract and the competent
courts

.135 The burden of proof is on the RAISP to show that it has met the relevant information requirements

(see the table below paragraph 8.76 for the relevant information requirements).

.136  RAISPs also need to be aware of any obligations under data protection law which apply to them,

including requirements to be transparent about how data will be used and to give customers
appropriate privacy notices when collecting personal data.

Part 11: Rights and obligations in relation to the provision of payment services

-1568.137 The COB provisions on rights and obligations contain rules on:
charging;

authorisation of payment transactions:

access to payment accounts for AISPs and PISPs
execution of payment transactions:

execution time and value date;-and

liability-
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| General (regulations 51-53)63-65)

§578.138 These provisions apply to payment transactions under framework contracts and single payment
transactions. They apply to low value payment instruments unless otherwise stated. See Part I,
Section A of thls chapter for a def|n|t|on of Iow value payment mstruments Ihey—atse—apply—te

8.588.139 Ht-is-Hmpertant also apply to payment services provided in relation to rete-that-the-PSRsprovide

that—thefunds covered by a credit line prowded under a requlated agreement may—beﬁqat—any—er—aﬂ

for the purpose of the CCA but certaln prowsmns are bemgudlsapplled

8.140 Reqgulation 64 of the PSRs 2017 set out the interaction between the PSRs 2017 and the consumer

credit regime in relation to Part 7 of the PSRs 2017. It provides that:

e requlations 71(2)-71(5) (limits on the use of payment instruments) do not apply where

section 98A(4) of the CCA applies

e requlations 74, 76 and 77 (rectification of liability for unauthorised transactions) do not

apply

8.141  We have summarised the requirements of regulation 64 of the PSRs 2017 and how, in our view, it

applies to any credit cards and overdrafts which are regulated by the CCA below. This table does

not set out other legal requirements which may apply (for example under CONC or the Consumer

Rights Act 2015).

Current _account _with _an

Credit_card regulated by the

overdraft regulated by the
CCA

CCA

Regulation of the PSRs 2017

Do the PSRs 2017 apply?

(1) Regulation

Regulations 71(2) to (5) of the

Regulations 71(2) to (5) do not

71(2) to (5) -

PSRs 2017 apply to overdrafts.

apply to credit cards. Section

limits on the use

This is because Regulations

98A(4) of the CCA applies.

of payment

71(2) to (5) are only disapplied

instruments

where s98A(4) of the CCA

applies. Section 98A(4) of the
CCA does not apply to
overdrafts.
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(2) Regulations | For current accounts with | For credit cards, regulations 74,
74, 76 and 77 - |overdrafts, the PSRs 2017 |76 and 77 will not apply and the
rectification _ of | regime will apply in relation to | equivalent regime in the CCA
and liability for | transactions or  parts  of | will apply.

unauthorised transactions which occur when
transactions the customer is in a credit
position and the CCA in
relation to transactions or parts
of transactions which occur
when the customer is in a debit
position. Where an
unauthorised transaction takes
an_account from a credit
position to an overdrawn
position, both regimes will
apply (i.e. the PSRs 2017 will
apply to the amount that was
taken from the credit position
and the consumer credit regime
will apply to the amount that
was taken from the overdraft).

Requirements for RAISPs (reqgulation 63(4))

.142  The following requlations apply to RAISPs:

e regulation 70 (access to payment accounts for account information services)

e requlation 71(7)-71(10) (denial of access to an AISP)

e requlation 72(3) (obligations on payment service user in relation to payment instruments and
personalised security credentials)

e regulation 99 (incident reporting)

e requlation 100 (authentication)

RAISPs do not need to comply with any other provisions in Part 7 of the PSRs 2017.

Charges (regulation 5466)

1598.143 PSPs may only charge their customers for carrying out their obligations as set out in Part 67 of the
PSRs 2017 (those concerning rights and obligations) where the PSRs 2017 specifically allow it.
Those charges must be agreed with the customer and must reasonably correspond to a provider’s

| actual costs. -The corporate opt-out applies to this provision (see under “Gereral*“General” at the

start of Part I1).

Unless-there-is-a

-608.144 Where the payer’s PSP and the payee’s PSP (or the only PSP) are located within the EEA,

irrespective of the currency eenversien-as-part-of the-payment transaction, the rule on charging is
that:

e payees must pay any charges levied by their paymentservice previderandPSP
e payers must pay any charges levied by their paymentserviceprovider-PSP

This is also known as a SHARE arrangement.
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8.145 -The effect of this is that for paymenttwo leg transactions Wﬂ%@@p&@#ﬁ%&% in_any
currency, arrangements where the payer pays both their own and the payee’s payment-service
providers’PSPs’ charges (known in SWIFT terms as ‘OUR’), or conversely where the payee pays
both his, and the payer’s payment-service—providers’PSPs’ charges (known in SWIFT terms as
‘BEN?) willare not be-effective,—unless-the-payment-transaction-involves-a-currency-conversion:
permitted.

8-618.146 Any sueh-chargecharges levied will be subject to the agreement on charges between the customer
and the PSP, in the framework contract or single payment service contract for the payment type
concerned.

Charges or reductions for the use of a particular payment instrument (regulation 54}66(3))

8-628.147 The payee’s payment-service—providerPSP cannot prevent the payee from requesting a charge
from the payer, or offering a reduction to the payer; for, or otherwise steering the payer towards the

use of, a particular payment instrument, e.g. credit card, debit card or pre-paid card. Similarly, a
merchant ean—ne{cannot be prevented from offerlng a discount for usmg a partlcular payment

8.148  Where payees are levying additional charges, they need to be aware of their obligations under other
legislation, e.g. the Consumer Rights (Payment Surcharges) Regulations 2012.

Authorisation of payment transactions

Consent (regulation 55)67) and revocation of consent (regulation 83)

8-638.149 The form and procedure for consent for execution of a transaction to be given by the payer must
be set out in the information provided before entering into a framework contract. This should cover
both individual transactions and a series of payment transactions (for example, a standing order,

| direct debit mandate or recurring transaction on a payment card). The PSRs 2017 allow that, where

agreed with the customer, consent may be given after the payment transfer has been executed.

Otherwise it must be given in advance. Fhe-cerporate-opt-out-apphies-to-thisprovision-{see-under
‘General—at—the—start—of —Part—1H-Consent _may be given via the payee or a PISP.

8.150 Regulation—67Regulation 67 does not define “consent”. In our view guidance issued by the
Information Commissioner’s Office on the meaning of consent in EU data protection law is relevant
to the interpretation of Regulation 67 and an act is unlikely to constitute consent for the purposes of
requlation 67 unless it is freely given, specific, informed, and there is an indication signifying

agreement.

g.151  Reqgulation 83 sets out the rules on the point from which consent for a particular transaction (as
opposed to a series of transactions) may not be revoked by the customer. This will depend on the
particular circumstances of the payment transaction in question- (eq whether it is an instruction for a
future dated payment or an immediate payment). For future dated transactions, up to the agreed
point, the customer has a right to withdraw consent to a transaction.

§:648.152 If consent has been given to a series of payment transactions (for example, a standing order, direct
debit mandate or recurring transaction on a payment card) the customer has the right, at any time, to
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withdraw consent for future transactions in the series. While the PSRs 2017 do not specify how
such withdrawal of consent should be given, in our view for payment orders originated by or
through the payee (direct debits or recurring transactions), withdrawal of consent notified to either
the payer’s payment-serviceproviderPSP or to the payee is valid. The time limits for revocation set
out in regulation 6783(3) to (5) apply to any payment transaction due within that time period.

8.658.153 Where consent was given via the payee, it is not acceptable for the payer's payment-service

previderPSP to insist that consent may only be withdrawn in the same manner. In our view, any
notification to the payer’s payment-service-providerPSP that the customer wishes to stop payments
to a particular payee should be taken as withdrawal of consent to future payments. The payment
service—providerPSP may seek clarification of the particular payments to be stopped (if there are
more than one to the same payee) and request written confirmation if appropriate, but consent must
be taken to have been withdrawn from the time of first notification by the customer.

8-668.154 In addition, in our view, the closure of an account will amount to withdrawal of consent for any

future direct debits or recurring transactions on thethat account. While it is reasonable for a paymem
sewiee—p#eﬂelerPSP to say in its terms and conditions that the customer will be liable for any <“i
Hhiehe flight” transactions (for example, those that have been pre-authorised) that are presented after
the closure notification has been received from the customer, we can see no justification for terms
that purport to allow payment-serviceprovidersPSPs to either effectively keep open an account or
re-open previously closed accounts to pay subsequent transactions in the series.

47&78.155 Unless the paymentservicepreviderPSP can show that consent has been given, it has no authority

g8.156

to make the payment or to debit the customer’s account and any such transaction must be regarded
as unauthorised. A transaction must also be regarded as unauthorised after consent has been
withdrawn.

The corporate opt-out applies to requlations 67(3) and 67(4), which relate to the withdrawal of

g.157

consent (see under ‘General’ at the start of Part II).

Confirmation of availability of funds for card-based payment transactions (requlation 68)

Requlation 68 provides a mechanism whereby PSPs that issue card-based payment instruments that

§.158

can be used to initiate a payment transaction from an account held with another PSP (known as the
ASPSP) can obtain confirmation of the availability of funds. These issuers are known as card-based
payment instrument issuers (“CBPIIs”).

Under regulation 68, CBPIIs can request confirmation from an ASPSP whether a customer has

funds available in its account to complete a transaction at a given point in time. However,
requlation 68 only governs the confirmation process (i.e. where the ASPSP confirms whether funds
are available). It does not govern subsequent settlement of the transaction between the payee, CBPII
and the payer, which may vary between different business models. CBPIIs are, therefore, free to
agree with their customers whichever model of settlement they choose. CBPIlIs will require
permission for issuing payment instruments, and further permissions and authorisations may be
required depending on how exactly the service is structured. CBPlIs are only permitted to request
confirmation of availability of funds if they meet three conditions:

e They have obtained explicit consent from the customer to request the confirmation. In our
view, the CBPII should be able to evidence the consent. The CBPII should be clear in its
framework contract with the customer how consent is provided in relation to individual
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.159

requests for confirmation of availability of funds (eq through the customer entering
personalised security credentials at the point of sale) the customer has initiated a transaction
using the card-based payment instrument for the amount in guestion. Consent to initiate
such a transaction will be required in accordance with requlation 67.

e the CBPII complies with the requirements of the EBA’s Regulatory Technical Standards on
strong customer authentication and secure communication (see Chapter 17 — Payment
initiation and account information services and confirmation of availability of funds
for more details about the requlatory technical standards and when they enter into force).

e On receipt of a request meeting the above requirements, the ASPSP is required to provide a
yes or no answer on the availability of the amount of funds requested immediately. We
consider “immediately” in this context to mean that the response should be sufficiently fast
S0 as not to cause any material delay in the payment transaction.

On request by the customer, the ASPSP must inform the customer of the request for confirmation

.160

and the answer given.

When providing a yes or no answer, the ASPSP should do so based on whether funds for the

.161

execution of the transaction are available. In our view, available funds would include funds covered
by an agreed overdraft facility.

The ASPSP only has to provide confirmation where:

.162

e The account is a payment account which is accessible online for the purpose of giving the
yes/no answer. The account does not need to be accessible to the customer to check their
balance (see Chapter 17 — Payment initiation and account information services and
confirmation of availability of funds for more details);

e Before the first occasion on which a request is received, the customer has given their explicit
consent to the ASPSP that they can provide confirmation in response to such requests by
that CBPII. Consent must be explicit and must relate to the specific CBPII making the
request. As a result, in our view it would not be sufficient to include wording in a
framework contract to the effect that the customer consents to the ASPSP confirming
availability of funds whenever requests come in, nor would any form of “deemed”
acceptance be acceptable. The CBPII will, therefore, need to ensure that its customer has
given explicit consent to the ASPSP if it wants to obtain confirmation of availability of
funds. An ASPSP will need put in place appropriate procedures to ensure that it complies
both with its obligations under regulation 67, and its obligations under data protection
legislation and regulation 97.

Requlation 68 does not apply to payment transactions initiated through card-based payment

.163

instruments on which e-money is stored. In our view, this only excludes e-money stored on the card
itself.

Access to payment accounts for payment initiation services (requlation 69)
See Chapter 17 — Payment initiation and account information services and confirmation of

.164

availability of funds for further details.

Access to payment accounts for account information services (regulation 70)
See Chapter 17 — Payment initiation and account information services and confirmation of

availability of funds for further details.
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8.165

Limits on the use of payment instruments and access to payment accounts (regulation 5671)

Before blocking or stopping a payment instrument (for example a credit-erdebit card; or an e-
banking service), the paymentserviceproviderPSP must have agreed in the framework contract that
it can do so, and must contact the customer to advise them of its intentions and its reason for doing
SO.

-688.166 Stopping or blocking a payment instrument must only be done on reasonable grounds relating to

.168

its security, suspected unauthorised or fraudulent use of the payment instrument, or (where the
instrument has a credit line) a significantly increased risk the payer may be unable to pay. H-the
PSPs may also wish to include wording in their framework contracts advising customers that the
payment service—providerinstrument might be blocked or stopped due to national or EU legal
obligations of the PSP. If the PSP is unable to contact the customer beforehand and giving its
reasons for blocking or stopping the payment instrument, it must do so immediately after, using the
means of communication agreed in the framework contract. However, if providing this information
would compromise reasonable security measures, or would be unlawful (for example if it would
constitute ‘tipping off” under anti-money laundering legislation) this requirement does not apply.

-698.167 The payment-service—previderPSP is required to unblock the payment instrument, or replace it

with a new payment instrument, as soon as practicable after the reasons for blocking cease to apply.

Requlations 71(2) to 71(5) (which relate to stopping or blocking the payment instrument and

8170

171

notification of this) do not apply where section 98A(4) of the CCA applies. See paragraph 8.141 for
further details.

-708.169 The parties can also agree to a spending limit on a specific payment instrument. This does not

affect the right of a PSP to apply other limits on payments in pursuit of compliance with legislation
relating to anti-money laundering, fraud, etc if agreed in the framework contract. This also does not
affect the PSP from applying limits on types of transaction (such as limits imposed by the relevant
payment scheme) if agreed in the framework contract.

Obligations of the customer in relation to payment instruments and personalised security
detalils (regulation 5772)

The customer is obliged by the PSRs 2017 to abide by the terms and conditions for the use of the
payment instrument,—ane-in-particular;. However, a customer does not need to abide by any term
unless it is objective, non-discriminatory and proportionate. We would consider terms and
conditions which, for example, require customers to open and destroy a PIN notification
immediately or which prohibit customers from writing down or recording their PIN in any form not

to be permitted.

Terms requiring personalised security details to be kept safe should not be drafted in a way that

prevents users from using AIS or PIS, whether expressly or by seeking to shift liability to the
customer where such services are used. A PSP cannot use any failure by the customer to abide by
such terms as a justification for the customer’s liability for unauthorised transactions under
requlation 77. Such terms may also be unfair under the CRA or UTTCRs.

-718.172 The customer is obliged to notify the payment-service—providerPSP, in the agreed manner and

without undue delay, should they discover that the payment instrument has been lost or stolen, or
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that someone else has used (or attempted to use) the payment instrument without the customer’s
authority.

-728.173 The requirement to notify will not apply for low value payment instruments if the nature of the

instrument means that it is not possible for the payment-serviceproviderPSP to stop it from being
used. (See Part I, section A of this chapter for a definition of low value payment instruments).

-738.174 The PSRs 2017 also oblige the customer to take all reasonable steps to keep the personalised

.175

security features—ef-thecredentials relating to a payment instrument or an account information

service safe. This would include the personalised identification number (PIN) or password for the
instrument or other piece of information known only to the issuing payment-service-providerPSP
and the customer. It does not include for example, a credit card number itself, as this would be
known to any business Where the card was used —We—behe%—that—a—eemraeteal—teem—wmeh

What constitutes reasonable steps will depend on the circumstances, but PSPs must say what steps

they expect customers to take in their pre-contract disclosure information. In line with our view on
‘proportionate’ contract terms (see paragraph 8.170), we consider that saying that the customer
must not write down or record a password or PIN in any form goes beyond ‘“‘reasonable steps”.

Obligations of the payment-service—previderPSP in relation to payment instruments

(regulation 5873)

-748.176 The paymentserviceproviderPSP issuing a payment instrument must do the following.

e make sure that any personalised security featurescredentials cannot be accessed by anyone
other than the customer |nvolved (subject to the duty of the customer in regulatlon 5172 to

e not send any unsolicited payment instruments to the customer, except as a replacement for
the existing payment instrument-

e Have appropriate means available at all times (subject to the force majeure provisions of
regulation 7996) to allow the customer to notify them if the payment instrument is lost,
stolen-e+, misappropriated_or has been used without the customer’s authority, or to request
that an instrument be unblocked. —Fhe-This requirement will not apply for low value
payment service—providerinstruments if the nature of the instrument means that it is not
possible for the PSP to stop it from being used (see Part I, section A of this chapter for a
definition of a low value payment instrument).

e The PSP must alse-be able to provide the customer on request with some way of proving
that they have made the notification for 18 months after it has been made; for example this
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could be by means of providing a reference and/erby—contirmingreceiptin—writing- by

confirming receipt in writing. This requirement will not apply for low value payment
instruments if the nature of the instrument means that it is not possible for the PSP to stop it
from being used (see Part I, section A of this chapter for a definition of a low value payment
instrument).

e The PSP must provide the customer with a way to notify that a payment instrument is lost,
stolen, misappropriated or has been used without the consumer’s authority which is free of
charge and it must ensure that any costs charged for a replacement payment instrument are
directly attributable to replacement. This requirement will not apply for low value payment
instruments if the nature of the instrument means that it is not possible for the PSP to stop it
from being used (see [Part I, section A] of this chapter for a definition of a low value
payment instrument).

e Prevent all use of the payment instrument after having been notified that it has been lost,
stolen or misappropriated or used without the customer’s authority. Where it is not

practically possible in the circumstances to prevent all use of the instrument, transactions
generated through the use of the payment instrument should not be debited to the underlying
account.

8177

.178

If the PSP sends a payment instrument, PIN, password, etc. to the customer, any risk involved in
the sending of the item will remain with the PSP. So, if a card and password were intercepted
before they were received by the customer, any losses arising from their misuse would lie with the
PSP rather than the customer.

Notification and rectification of unauthorised or incorrectly executed payment transaction
(regulation 5974)

If a customer becomes aware of an unauthorised or incorrectly executed payment transaction,
hethey must notify the payment-serviceproviderPSP concerned without undue delay and no later
than 13 months after the date of the transaction, or else hethey will not be entitled to redress under
the PSRs—Hewever; 2017.

ASPSPs, including where a PISP is involved in a transaction. In light of this, and in line with the

obligation to provide information under paragraph 5(¢) of Schedule 4, we expect ASPSPs to make it
clear to customers that notification should be made to the ASPSP in all circumstances (i.e.
irrespective of whether a PISP is involved in the transaction).

-758.179 It should be noted that payment-serviceprevidersPSPs have the ability to grant more favourable

terms to their customers, and therefore to offer a longer period (for example, the UK Direct Debit
Guarantee Scheme would not be prevented from continuing to offer a longer period for refunds).

8-20——The time limit above will not apply H#where the eontract-tnderwhich-the-PSP has failed to comply

with any of the information requirements imposed by the PSRs 2017 in respect of the transaction
concerned. Where a payment service is provided is-a-in relation to funds covered by a credit line
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provided under an agreement regulated agreerment-underthe- CCA-and-instead-the following
. ‘ > 11 anoly:

+—Section-66-(acceptance-of credittokens);

%wmsmm‘ j i t‘el(e s’.

-768.180 These-by the CCA, there are provisions

.181

customer-thanthe-PSR-provisiens—in the CCA which apply in place of this provision.

For CCA requlated credit cards the PSP must apply the consumer credit regime to all unauthorised

.182

transactions _instead of regulations 74, 76 and 77 of the PSRs 2017 (although regulation 75
(evidence on authentication and execution of payment transactions) applies). For current accounts
with overdrafts, the PSRs 2017 regime will apply in relation to transactions or parts of transactions
which occur when the customer is in a credit position and the consumer credit regime in relation to
transactions or parts of transactions which occur when the customer is in a debit position.

Where an unauthorised transaction takes an account from a credit position to an overdrawn position,

.183

both regimes will apply (i.e. the PSRs 2017 will apply to the amount that was taken from the credit
position _and the consumer credit regime will apply to the amount that was taken from the
overdraft). In practice this means that PSPs may need to have a different operational process for
unauthorised transactions depending on whether the customer is in a credit or debit position, or
adopt a process that complies with the minimum standards of both regimes.

The corporate opt out applies to the time period for notification in this requlation (see under

.185

‘General’ at the start of Part II of this chapter).

Evidence on authentication and execution of payment transactions (regulation 6975)

-778.184 Where the customer denies that they have authorised a payment transaction (for example claims

that a credit card transaction was not made by him);them, or claims that a payment transaction has
not been correctly executed (for example, if the amount is wrong or has been sent to the wrong

place), the obligation lies with the payment—service—providerPSP to prove that the payment
transaction was:

authenticated:
accurately recorded:
entered in its accounts:-and

not affected by a technical breakdown or some other deficiency- in the service provided by
that PSP

Where a payment transaction was initiated through a PISP, it is for that PISP to prove that, within

its sphere of competence, the payment transaction was:

e authenticated
e accurately recorded

e not affected by a technical breakdown or some other deficiency linked to the payment
initiation service
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We consider any parts of the transaction over which the PISP has control to be within its “sphere
of competence”.

-788.186 The PSRs 2017 specifically provide that just because the customer’s payment instrument has been

recorded as having been used, that in itself is not necessarily sufficient to prove that the customer
authorised the payment, has acted fraudulently, or failed, with intent or gross negligence, to fulfil
their ebligatienobligations in respect of the security of the payment instrument concerned. In our
view, since use is only likely to be recorded if any personalised security featurescredentials have
been used, this means that firmsproviders cannot point to the security features (such as Chip and
PIN) alone as incontestable proof of authorisation, fraud, etc. The corporate opt-out applies to this
provision (see under ‘General’ at the start of Part II of this chapter).

1-798.187 The effect of this is that, for all customers, other than businesses above micro-enterprise level and

charities above small charity”” level. who are able and willing to agree otherwise, each case must be
treated on its own merits-and. Blanket rules in terms and conditions to the effect that the use of the
payment instrument will be taken as proper authorisation in all circumstances will not be
effectivean effective way of justifying that the customer authorised the payment, or that the
customer has acted fraudulently, or failed, with intent or gross negligence, to fulfil their obligations
in_respect of the security of the payment instrument concerned. Such terms are potentially
misleading and may be void under requlation 137(2) of the PSRs 2017 on the basis that they purport
to allocate the burden of proof to the customer.

8-808.188 However, for low value payment instruments, if the nature of the instrument is such that it is not

possible for the payment-serviceproviderPSP to prove that it was authorised (for example, if it was
used anonymously) this provision will not apply. (See Part I, Section A of this chapter for a
definition of low value payment instrument).

n . e

PSP’s liability for unauthorised transactions (regulation £176)

4818.189 If a payment transaction was not properly authorised by the customer, the payment-service

previderPSP concerned must-kmmediately refund the amount of the transaction to the payer and, if
applicable, restore the relevant payment account to the state it would have been in had the
transaction not been made. (ie refund any charges and any interest which the customer
has paid and/or credit interest which the customer has lost).

8.190 The PSP must also ensure that the credit value date is no later than the date on which the
unauthorised amount was debited. We take this to mean that, when the PSP is calculating the
amount of interest that should be refunded, the calculation should run from no later than the date the
unauthorised amount was debited from the customer’s account.

8.191 A transaction should be treated as unauthorised unless the payment-service—providerPSP has the

consent of the customer as set out in regulation 55.67. \Where an amount has been deducted from a
customer’s account by a PSP in error, the customer did not consent to this so this should be treated
as an unauthorised transaction for the purposes of the PSRs 2017.

| 2 see Glossary of Terms
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4:828.192 Similarly, where consent has been withdrawn by the customer for either a specific payment

8.193

transaction or a series of payment transactions, including the payment transaction in question, it
should be treated as unauthorised. However, unauthorised transactions can be distinguished from
misdirected transactions, where the customer has authorised the transaction but the money has been
paid to the wrong recipient. This could be due to the customer providing the incorrect unigue
identifier (see regulation 90) or it could be the PSP’s error (in which case it should be treated as an
incorrectly executed transaction under requlations 91 and 92).

TFhereis

The obligation to provide a refund is subject to any responsibility which the customer may have for

8.194

the unauthorised transaction under requlation 77.

A refund must be provided to the customer as soon as practicable and at the latest by the end of the

8.195

business day following the day on which the PSP becomes aware of the unauthorised transaction
(i.e. if a customer notifies the PSP on Monday morning, the refund must be made as soon as
practicable and, at the latest, by the end of Tuesday). The only exception to this is where the PSP
has reasonable grounds for suspecting fraud and it has notified a person mentioned in s333A(2) of
the Proceeds of Crime Act 2002 (e.g. a constable, an officer of HMRC, a nominated officer or an
authorised National Crime Agency Officer) in writing. In light of recital 71 to PSD2, we consider
‘fraud’ in regulation 76 to mean fraudulent behaviour by the payment service user.

The effect of this is that, in cases where PSPs do not have reasonable grounds to suspect fraud (for

8.196

example, where the customer may have been grossly negligent), PSPs will nevertheless need to
provide a refund by the end of the next business day at the latest and continue any investigation
after the refund has been provided.

It is not appropriate for the PSP to purport to make a refund for an unauthorised transaction

§.197

conditional on the customer signing a declaration.

If the results of an investigation enable it to prove either that the customer did authorise the

transaction or was otherwise liable, the PSP can reverse the refund. Where this occurs, we would
expect the provider to give reasonable notice of the reversal to the customer. What is “reasonable”
will depend on the particular circumstances of the case.

8.838.198 Where the PSP has reasonable grounds to suspect fraud and has made a notification to a person

mentioned in s333A(2) of the Proceeds of Crime Act 2002, there is still a balance to be struck
between a customer’s right to an-Hnmediatebe provided with a refund for an unauthorised payment

transactlon quickly, and the need to determlne whether the payment transactlon was pmpe.tly

ms#ument—used—se%hai—theelam—s—mva%—fraudulent We expect paymem—semeep#ewdepsPSPs
to take a reasonable approach to this. M—eepwew{—weeM—useaW—be—reasenable—teﬁfengate—a




-848.199 Where an mvestlgatlon is jUStIerd it needs to be carrled out as qmckly as possible in light of the
circumstances. —\We-generathyexpect-this—to-mean—days—rather—than—weeks:—In no circumstances
should the investigation be used to discourage the customer from pursuing the claim. -Clearly, if
such an investigation is carried out and the customer is not found to be at fault, an immediate refund
must be made, and back valued so that the customer does not suffer any loss.

-:858.200 If the-centract-underwhich-the-payment service is provided is—a-in relation to funds covered by a
credit line provided under an agreement regulated agreement-underby the CCA then this provision
will not apply and sections—66-(aceeptance-of-credit-tokens),-83-(liabiityfor-misuse-efconsumer
credit faciities),—and—84—(misuse—ofcredittokensy—ofthe CCA—provisions will apply instead.

Regulation 6975 requirements (evidence on authentication and execution of payment transactions)
do, however, apply and the payment-service-providerPSP should also note the provisions of section
171 of the CCA (onus of proof in various proceedings). -Our understanding is that this means that
unless or until the payment-serviceproviderPSP can provide the evidence to show liability on the
part of the customer, the customer is not liable, meaning that no interest should be charged on the
disputed amount, and the payment-service-providerPSP is not entitled to demand repayment of that
sum.

-868.201 For low value payment instruments, if the nature of the instrument is such that it is not possible
for the payment-serviceproviderPSP to prove that it was authorised (for example, if it was used
anonymously) this provision will not apply-- (See Part I, section A of this chapter for a definition of
low value payment instrument).

F!il‘ 1y }'!,!v
.202  Where an unauthorised transaction is initiated through a PISP, it is the ASPSP’s responsibility to

provide a refund in line with regulation 76 and this guidance. If the PISP is liable, the ASPSP can
then seek compensation from the PISP which must, on request, provide that compensation
immediately. The amount of compensation should cover the full amount which the ASPSP was
required to refund to the customer.

.203  PSPs are at liberty to offer increased protections to customers in relation to unauthorised

transactions and other areas for example through participation in industry schemes such as the
Direct Debit Guarantee Scheme. Any such protections apply in addition to the minimum protections
that PSPs are obliged to provide under the PSRs 2017.

Customer’s liability for unauthorised payment transactions (regulation 6277)

-878.204 A payment service provider may make its customer liable for losses up to a maximum of £5035
resulting from unauthorised transactions-arising from the use of a lost or stolen payment instrument,
or from the misappropriation of the payment instrument—where—they—havefailed—to—keep—its
persenatised-security-features-safe—, It should be noted that the £5035 liability limit is applicable to
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each instance of loss, theft or misappropriation, and not to each transaction._However, this does not
apply if:

e it was not possible for the customer to detect the loss, theft or misappropriation before the
payment was made (unless the customer acted fraudulently)

e the loss was caused by an employee, agent or branch of a PSP or of an entity which carried
out the activities on behalf of the PSP, eq an outsourced provider

The above will not apply for low value payment instruments if the nature of the payment instrument
is such that it is not possible for the PSP to prove that it was authorised (for example, if it was used
anonymously) (See Part |, Section A of this chapter for a definition of low value payment
instrument.

-:888.205 If the payment-service-providerPSP can show that the payercustomer has acted fraudulently, or

has intentionally, or with gross negligence, not complied with their obligations under regulation 72
regarding the seeurityuse of the payment instrument and keeping safe of personalised security
credentials, the payercustomer will be liable for all losses. -To avoid doubt, it is not sufficient for
the payment—service—providerPSP to assert that the customer ““must have’have” divulged the
personalised security features of the payment instrument, and to effectively require the customer to
prove that he did not. The burden of proof lies with the paymentservicepreviderPSP and if a claim
that a transaction is unauthorised is rejected, the rejection must be supported by sufficient evidence
to prove that the customer is guilty of fraud, gross negligence or intentional breach and the reason
for the rejection must be explained to the customer. Requlation 137 provides (amongst other things)
that a contractual term is void if and to the extent that it relates to a transaction alleged to have been
unauthorised or defectively executed and purports to impose liability to provide compensation on a
different person from the person identified in the PSRs 2017, or allocate the burden of proof to a
different person from the person identified in the PSRs 2017.

1:898.206 Each case will need to be assessed on its merits to ascertain whether the customer has acted with

‘gross negligence’. In line with the recitals to PSD2, we interpret ‘gross negligence’ to be a higher
standard than the standard of negligence under common law. The customer needs to have shown a
very significant degree of carelessness. Except where the payer has acted fraudulently, the payer is
not liable for any losses:

e Arising after they notified the payment—service—providerPSP of the loss, theft or

misappropriation (this will not apply for low value payment instruments if the nature of the
instrument means that it is not possible for the payment-serviceproviderPSP to prove that
the transaction was authorised — because, for example it is used anonymously - or to stop the
payment instrument from being used. See Part I, Section A of this chapter for a definition of
low value payment instrument);

o if the paymentserviceproviderPSP has failed to provide the means for the payer to make
the notification (subject to the force majeure provisions of regulation 79}:-6+96)

e where the payer’s PSP does not require strong customer authentication)
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.207

o where the payment instrument has been used in connection with a distance contract other
than an excepted contract (as defined in the Consumer Protection{Bistance-SetingContracts
(Information, Cancellation and Additional Charges) Regulations 2600).2013

Where the payee (e.q. a merchant) or the payee's PSP (e.g. the merchant acquirer) does not accept

strong customer authentication, the payee or the payee's PSP, or both (as the case may be), must
compensate the payer's PSP for the losses incurred or sums paid as a result of it providing a refund
to the customer. We expect the payee or payee’s PSP to provide the refund within a reasonable

period.

8.24——The corporate opt-out applies to this provision (see under ‘General>*‘General” at the start of this

section).

-908.208 This provision will not apply if the eent#aet—under—whmh—the—payment service is prowded is-a

.209

tekens)—ef—theuGGA—WHJ—apply—msteadrelatlon to funds covered bv a credlt Ilne prowded under an

agreement requlated by the CCA. See paragraph 8.141 for further details.

Payment transactions where the transaction amount is not known in advance (regulation 78)

This provision relates to card-based payment transactions where the amount of the transaction is not

.210

specified at the point of authorisation. Examples of where this occurs are a credit or debit card pre-
authorisation for a hire car or hotel room, for short periods at certain fuel dispensers and when
certain online payments are made. In our view, a card-based payment transaction extends further
than transactions using a physical card and would include, for example, any payment transaction
made by means of a card, telecommunication, digital or IT device or software if this results in a
debit card or a credit card or an e-money card transaction.

For card-based payment transactions where the amount of the transaction is not specified at the

211

point the payer authorises the payment, PSPs must not block funds on the customer’s account
unless the customer has authorised the exact amount of funds to be blocked.

Once the PSP becomes aware of the amount of the transaction, it must release the funds without

.212

undue delay and, at the latest, immediately after receipt of the payment order.

We acknowledge that, in some circumstances, a different means of payment is used to settle the

.213

transaction than the card on which the funds are blocked (e.g. cash or another payment card). In our
view, the obligation to release the blocked funds under regulation 78(b) may not arise in this
situation if the PSP does not become aware of the amount of the payment transaction or receive a
payment order linked to the blocked funds. However, we still expect PSPs to take a reasonable
approach to releasing funds in such circumstances and to do so in accordance with existing industry
practice. We understand this to be approximately seven days for credit card transactions and five
days for debit card transactions.

We also suggest that PSPs make clear to customers (whether through contractual documentation or

otherwise) the consequences of pre-authorisation. .

Refunds for payment transactions initiated by or through the payee (regulation £3}79)
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4.918.214 This provision relates to payment transactions that have been initiated by or through the payee (for
example, debit or credit card transactions or direct debits), where the exact amount of the
transaction was not specified at the point of authorisation (for example, a variable amount direct
debit, or a credit or debit card authorisation for a hire car or hotel room). If the amount of the
payment transaction exceeds the amount the payer could reasonably have expected in all the
circumstances, the payer is entitled to a refund of the full amount of the transaction from their

| payment-service—provider-PSP. Those circumstances include the customer’s previous spending
pattern and the terms of the framework contract, but do not include fluctuations in the reference
exchange rate._ When providing a refund, the PSP must also ensure that the credit value date is no
later than the date on which the payment transaction was debited. In practice, we take this to mean
that, when the PSP is providing a refund to the customer of interest lost or paid, the calculation
should run from no later than the date the transaction was debited from the customer’s account.

8.928.215 It may be agreed in the framework contract that, if the payer has given their consent directdirectly
to their payment-serviceproviderPSP and, if applicable, details of the amount of the transaction
have been provided or made available to them at least four weeks before the debit date, they will
not have the right to a refund.

However

§:938.216 The corporate opt-out applies to this provision (see under “General*General” at the start of Part

).

8.217 _ For direct debit transactions which fall within the scope of the Regulation (EU) 260/2012 (that is,

SEPA direct debits-it-can-be-agreed-that-the-unspecified), the payer is entitled to an unconditional

refund from its PSP of the full amount and—realistic—expectations—conditions-do—not-apply—Fer
example;of any authorised direct debit transaction.

8.948.218 PSPs can agree more favourable terms with their customers. This means that the UK Direct Debit
Scheme is at liberty to continue to offer an automatic right to a refund.

Requests for refunds for payment transactions initiated by or through a payee (regulation
6480)

8-958.219 The PSRs 2017 provide that to obtain the refund set out in <“Refunds for payment transactions
initiated by or through the payee’payee” above, the payer must make their request to the payment
service—providerPSP within eight weeks of the debit date. However—there-is—alse—a-provisien

aHewing-paymentserviceproviderstoHowever, PSPs may offer better terms to their customers than
those specified in the PSRs— 2017. For example, this means that the UK Direct Debit Scheme is at

liberty to continue to offer a longer period forto request refunds.

8-968.220 On receipt of a claim for a refund, the payment-serviceproviderPSP may request additional
information from the payer, if it is reasonably required to checkprove whether the conditions have
been met. The payment-service-providerPSP must either make the refund, or justify refusal within
the later of ten days of the claim, or of the additional information being provided. Refusal must be
accompanied by information on how to take the matter further if the customer is not satisfied with
the justification provided. If the PSP has requested further information, it must not refuse the refund
until it has received the information from the customer.

Execution of payment transactions
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Receipt of payment orders (regulation 6581)

-:078.221 The point in time of receipt of a payment order, from which the execution time requirements of

the PSRs 2017 must be calculated, will generally be the time at which the payment order is received

(whether directly or indirectly) by the payer’s payment-service-provider.PSP. The exceptions are as
follows::

e that time is not on a business day for that payment-serviceproviderPSP in respect of the
particular payment service concerned, in which case the payment order is deemed to have
been received on the following business day-

e The paymentservice-providerPSP has set a time towards the end of the business day after
which any payment order received will be deemed to have been received on the following
business day (notice of this must be given to the customer). -It is recognised that this cut-off
time may be different, depending upon the requirements of different payment products, but
that-payment-service-providersPSPs should take a reasonable approach in setting such cut-
off times.

e The customer has agreed with the payment-service-providerPSP that the payment order will
be executed:

- on aspecific day in the future;

- atthe end of a certain period;-er

- on the day when the payer provides the required funds to the payment-service
provider-PSP

1:988.222 Where one of the above applies; (i.e. for future dated payments), the agreed date (or, if it is not a

business day for the payment-serviceproviderPSP, the next business day) will be deemed to be the
time of receipt. This means that the clock starts running for the purposes of the execution time
provisions on the agreed date (or, if it is not a business day for the PSP, the next business day).To
avoid doubt, it is not possible to ““‘contract eut’out” of this requirement, with either business
Customers or consumers.

-998.223 The aim of the-PSD provisions in respect of execution times is to mandate and harmonise the

speeding up of payments, so the maximum time taken when neither the payer nor the payee has
access to the funds should be one business day. This means, in our view, that in general where
“earmarking”‘carmarking” of funds takes place, so that the funds remain in the customer’s account
for value-dating purposes but are unavailable to the customer to spend, the peint-in-time of receipt
for the purposes of calculating the execution time must be the p0|nt at which the funds become
unavallable to the customer- a 3

purpose of the executlon time provisions at the point funds become unavallable)

In our view, an exception to this can be made wherein the case of pre-authorisation of card-based
payment transactions where the amount is not known in advance (see regulation 78). Here a

promise or guarantee of payment has been given by the payer’s paymentservice-providerPSP to the

payee, such-as-in-a-pre-autherised-card-transaction—In such cases it may be acceptable, on the basis
of recital 3777 to the Payment Services Directive 2 and provided the PSP has complied with the

requwements of requlatlon 78, for the funds to be earmarked pending receipt of the actual payment

-1008.225 However, without such a promise or guarantee to the payee, for example in the case of a

direct debit or standing order, we can see no justification for earmarking such funds and it is
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reasonable for the payer to assume they have access to their funds until the date they instructed the
direct debit or standing order to be actioned (for example, the first of the month). Similarly, if when
sending a Bacs credit the bank earmarked the funds in the payer’s account on the day the file was
submltted but delayed the debit until the business day before the funds are credited to the payee’ s
ider’sPSP’s account, the execution time would be longer than ““next day>day”
and therefore in breach of the requirements of regulation 7686(1).

The customer’s account should never be debited before receipt of the payment order.

-1018.227 Where the payee’s payment-serviceproviderPSP is not reachable by a payment system
|

231

which enables payments to be made within the prescribed maximum execution times (such as
Faster Payments), the firmprovider will need to make alternative arrangements, and clearly explain
the position to their customers. Possible options include:

e making the payment through an alternative payment system (e-g-eq CHAPS) if available.
This must be with the agreement of the customer, who must be advised of (and agree to)
any additional charges involved:-er

e continuing-to-useUsing Bacs, but delaying the debit to the customer’s account until, at the
earliest, the business day before the Bacs settlement-day—payment will be received by the
payee’s PSP. This would be classed as a ““future dated payment’payment” and the
provisions of regulation 65(481(5) regarding customer agreement will apply. FirmsPSPs
should also take note of paragraphparagraphs 8.227223 and 8.225 in respect of
‘earmarking’.

1028.228 In exceptional circumstances where, in spite of all efforts, it is not possible for the firm-te

make-the payment to be made within the specified time limit, firmsPSPs may feel it necessary to
refuse the payment order concerned. -The requirements of regulation 6682 (as set out below) would
need to be met in this regard, and where a firmprovider believes that such refusals may be necessary
it will need to censider-whetherensure its framework contracts will need to be amended to allow
refusal on these grounds.—Such—amendments—will—efcourse—require—2-months—netice—to—be
previded— We would not expect that any such refusal, or notification of a refusal on these grounds,
would attract a charge.

-1038.229 It is expected that payment—service—providersPSPs will have made the necessary

arrangements to enable their customers to receive payments within the one business day timescale;
however. However, any bank-orbuilding-secietyPSP whose customer accounts are not reachable by
Faster Payments should consider how they will explain to their customers the difficulties that they
are likely to experience in receiving payments for their accounts as a result.

Refusal of payment orders (regulation 6682)

-1048.230 A paymentserviceproviderPSP may only refuse to execute a payment order or initiate a

payment transaction if the conditions in the framework contract have not been met or execution
would be unlawful (for example, in line with anti-money laundering legislation)._In line with the
recitals to PSD2, customers should be able to rely on the proper execution of the payment order
unless the PSP has a contractual or statutory ground for refusal. For ASPSPs, this applies
irrespective of whether the payment order is initiated by the customer, through a PISP or by or

through a payee.

Where a paymentservice-providerPSP refuses to execute a payment order or to initiate a payment
transaction, it must notify the customer of the refusal, unless it is unlawful to do so (for example,
due to restrictions on tipping-off). -The notification must, if possible, include the reasons for the
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refusal. Where it is possible to provide reasons for the refusal and;-where-appropriate; those reasons
relate to factual matters (eg if the customer has not provided the required details to allow the
payment to be processed or did not have available funds) the notification must also include what the
customer needs to do to correct any errors that led to the refusal.- The notification must be provided
or made available in the way agreed in the framework contract (for example online) at the earliest
opportunity and no later than the end of the next business day following receipt of the payment
order.

§4058.232 Notification need not be provided for low value payment instruments if the non execution

is apparent from the context (for example, the purchase is refused at point of sale), (see Part I,
section A of this chapter for a definition of low value payment instrument).

§-1068.233 If the refusal is reasonably justified and the framework contract so allows, the payment

service—providerPSP may levy a charge for the notification (unless the circumstance set out in
paragraph 8.130228 applies). This charge must reasonably correspond to the payment-service
provider’sPSP’s actual costs. We believe this means that the provider must separately identify any
such charge for notification in the framework contract and separately charge this to the underlying
account.-

Revocation of a payment order (regulation 6783)

§-1078.234 The basic rule is that the customer cannot revoke a payment order after it has been

received by the payer’s payentservice-provider—PSP. There are, however, some exceptions to the
rule-:

«—For direct debits; including recurring transactions on a payment card
(‘continuous payvment authorities’) the latest the payer may revoke the payment
order is at the end of the busmess day before the agreed date for the deblt This
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e cither the payer’s PSP or the payee. The effect of withdrawal of consent (in line with
regulatlon 5567(4Hhe—paye#may4mthdmm#h4s—ee%a%te4he—a@eutmme#a—se¥ms—ef

) is
that any future payment transactlons are not regarded as authorlsed It is an absolute right to
withdraw consent from the payment-service-previderPSP, and once withdrawn the payment
service-providerPSP has no authority to debit the account in question. If the payment order
is still processed, the payer would have the right under requlation 76 to an immediate refund
from their PSP. However, it is best practice for the customer to be advised that notice of the
withdrawal of consent should also be given to the payee, because such
canceHationrevocation of consent to the payment transaction does not affect any continuing
obligation of the payer to the payee. For the avoidance of doubt, it is not acceptable for the
payment-service—previderPSP to purport to make withdrawal of consent dependent upon
notice having been given to the payee. This does not affect refund rights after this point
through, for example, the Direct Debit Guarantee Scheme.

e For future-dated payments, the latest point at which the payer can revoke the payment
instruction is the end of the business day before the day on which payment is due to be
made, or if the payment transaction is to be made when funds are available, end of the
business day before those funds become available. The use of chip and PIN to pre-authorise
a future payment where no order is transmitted to the card issuer at the time of the PIN
being entered would not, in our view, affect the payer’s right to withdraw consent..

e For other types of payments, if the payment order is initiated by a PISP or by or through the
payee (for example a credit or debit card payment) the payer may not revoke the payment
order after giving their consent to the PISP to initiate it or to the or payee to execute it (as
applicable). So, after entering the PIN on a specific card transaction due for immediate
payment the customer cannot revoke the payment order.

§-1088.235 It is important to note that the definition of ‘payment transaction’ in the PSRs_2017
includes the words ‘irrespective of any underlying obligations between the payer and the payee’.
The existence, or otherwise, of any obligation of the payer to make payment to the payee does not
therefore affect the validity of the withdrawal of consent.

8.236 In our view, where the underlying payment account (e.g. credit card account) has been
closed, this is a clear withdrawal of consent for any future transactions that have not already been
specifically advised and authorised. We can therefore see no justification for the practice of keeping
accounts open or re-opening closed accounts to process recurring transactions received after the
account has been closed.

§4108.237 This will not affect any contractual refund rights the customer may have under the card
scheme’s own rules, or statutory rights under, for example, section 75 of the Consumer Credit Act.

8.238 For payment orders made direct by the payer to their payment-service—providerPSP,
revocation later than the limits set out in regulation 6783 may be agreed with the payers payment

service-provider—relevant PSP or providers. For payment orders initiated by or through the payee
(for example, specific payments forming a series of recurring transactions), the agreement of the
payee will also be needed to cancel a specific payment where revocation is sought after the end of
the business day preceding the day that the specific payment is due to be taken (but such agreement
is not needed to withdraw consent to later payments in the series).

8.239 A charge may be made for revocation, if agreed in the framework contract.
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§-1138.240 The corporate opt-out applies to this provision (see under “General*“General” at the start
of Part Il of this chapter).

8.241  For low value payment instruments, the PSP can agree with the customer that the customer cannot
revoke the payment order after transmitting it or after giving consent to the payee for the payment
transaction (See Part I, section A of this chapter for a definition of low value payment instrument).

Amounts transferred and amounts received — deduction of charges (regulation £884)

8§-1148.242 In general, the rule is that the payer and the payee must each pay the charges levied by
their own payment-service—providerPSP and that no charges can be deducted from the amount
transferred.

1158.243 The payee can agree with their paymentservicepreviderPSP that it can deduct its charges
before crediting the payee, as long as the full amount of the payment transaction and details of the
charges deducted are clearly set out in the information provided to the payee. If other charges are
deducted, responsibility for rectifying the position and ensuring that the payee receives the correct
sum, lies with:

o the payer’s paymentservice-providerPSP, for payments initiated by the payer;-and
o the payee’s paymentserviceproviderPSP, for payments initiated by or through the payee-

Execution time and value date

Applicability (regulation £985)
§-1168.244 The execution time and value dating requirements apply to all:

e payment transactions in euro:;

e natienal-payment transactions executed wholly within the UK in sterling:-and

e payment transactions involving only one currency conversion between sterling and euro
where the currency conversion is carried out in the UK and, for a cross-border transfer (that

is, a payment transaction where the payer’s and the payee’s payment-service-providersPSPs
are located in different member states), the transfer is denominated in euro-

‘q

§-1178.245 For-transactions-in-other-member-state—currencies;—the requirements will apply unless the
payment-service-providerPSP and its customer agree otherwise—{ (but see also regulation 86(3)).
See also the table of jurisdiction and currency in Chapter 2 — Scope)-.

Payment transactions to a payment account — time limits for payment transactions (regulation

| 7086)
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8.246 The default rule is that payments have to be credited to the payee’s payment-service
previdersPSP’s account (that is the payee’s PSP’s account with the payment system or where it
does not have direct access to the payment system, its own bank or settlement-service-providerPSP)
by close of business on the business day following the day when the payment order was received
(or was deemed to have been received — see above under ‘Receipt of payment orders’).

8.247 An extra day may be added to the above period when the payment order is initiated in
paper, rather than electronic form.

8.26——For payment transactions which are to be executed wholly within the eurrency-efan-EEA
State(i.e. where:

»— both the payer and the payeepavee’s PSP are withinlocated in the EEA:-and

+—the-paymenttransactionis) but which do not a-Uk-national-sterling-transactionand

8.248  fall within regulation 85(1) (see table at paragraph 2.27), the maximum period that may be agreed
between the payer’s payment-service-providerPSP and its customer is the end of the fourth business
day following the day on which the payment order was received- (i.e. if the payment order was
received on Monday, the payment would need to reach the payee’s PSP by the end of Friday). This
means, for example, that for a payment in Swedish kroner sent from the UK to Sweden, the default
position is that the payment would need to be credited to the payee’s PSP by the end of the
following business day. However, the payer’s PSP can agree with its customer a different timescale
although as the payment is to be executed wholly within the EEA, this cannot be longer than the
end of the fourth business day following the time of receipt or deemed receipt of the payment order.

8.249  For direct debit transactions and other payments orders initiated by or through the payee, the
payee's PSP should transmit the payment order within the time limits agreed between the payee and
the PSP so as to allow settlement on the agreed date.

§4208.250  For merchant acquiring transactions we have included diagrams and an explanatory note
setting out one model of how the tlme I|m|t prowsmns mlght work for a four -party card scheme in

have been made based on an analysis under UK Iaw of the specmc contractual arranqements in
some card schemes that an acquirer does not, for the purposes of the PSRs 2017, receive sums for
the execution of payment transactions for the benefit of or on behalf of merchants.

8.251 This would have the result that the timescales in requlation 86 to 88 would not apply. The FCA
does not, however, agree, with these arguments which would deprive PSD2 of much of its utility in
achieving the protection of merchants who receive transfers of funds from acquirers referred to in
recital 10 of PSD2. The PSRs 2017 define the ‘acquiring of payment transactions’ as a payment
service “provided by a PSP contracting with a payee to accept and process payment transactions,
which results in a transfer of funds to the payee”, and this is in line with the FCA’s view that the
contract between the merchant and the merchant acquirer to which the definition refers involves the
execution of payment transactions.
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8.252  The payee’s paymentservice—providerPSP must value date and make-available—the-credit-to the
payee’s account following receipt of the funds in its own account at the payment system
(irrespective of settlement obligations) or if it does not have direct access to the payment system, in
its account with its bank or PSP in accordance with regulation 73.—Thereforeas-soon-as-the-funds

? a

o

O
a 21V ha a
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eguirements—will-apphyat-the-start-o business-day—A-diagram
showing-these-time-Himits-is-included-in-Annex-6-payment instruments, the PSP can agree with the
customer that the execution times in this regulation 86 do not apply (See Part I, section A of this
chapter for a definition of low value payment instrument).

Absence of payee’s payment account with the paymentservice-providerPSP (regulation 7187)

§-1228.254 Where the payee does not hold a payment account with the payment-service-providerPSP
(for example, in money remittance services) the paymentserviceproviderPSP to which the payment
has been sent must make the funds available immediately after they have been credited to its
account. This provision should not be seen as requiring banks which receive funds addressed to a
| payee for whom they do not hold an account to hold such-funds pending collection by the payee. In

| 162



g.255

our view it is perfectly acceptable for suechthese funds to be returned to the payer’s PSP with the
explanation, <“No account held=held”.

For low value payment instruments, the PSP can agree with the customer that the [execution times]

(o]

8.256

257

8.258

in requlation 87 do not apply (See Part I, section A of this chapter for a definition of low value
payment instrument).

Cash placed on a payment account (regulation 7288)

Cash placed by a consumer, micro-enterprise or small charity” with a paymentservice providerPSP
for credit to its payment account with that payment-service-providerPSP must be credited to the
account, value dated and made available immediately after receipt by the payment—service
previderPSP. This only applies if the account is denominated in the same currency as the cash. For
other customers an extra business day- is- allowed.

These time limits apply when cash is paid in at a branch or agent, and whether or not the branch or
agent where the cash is paid in is the account holding branch;—and. They will therefore apply, for
example to cash paid in to settle a credit card bill, where the card was issued by the bank where the
pay in was made.

Note that where cash is paid in-to a PSP with instructions for it to be transferred to the customer’s

account with another, PSP, and the first payment servicepreviderundera-clearing-arrangement;
where-the-payment-serviceservices provider is providing a service to the customer itself — rather

than acting as agent for the payee-paymentserviceprevider;second PSP — the transaction would be
subject to the normal execution time provisions under regulation 76--86. In these circumstances the

use of the paper based credit clearing for such payments would therefore allow an additional day for
the credit of the cash to the payee’s account.

44238259 In our view, when identifying the point in time at which the cash is deemed to have been

received, similar principles to those used in identifying the ‘point in time of receipt’ for a payment
order may be used. This means that, as long as the payment-servicepreviderPSP makes it clear to
the customer, the point at which cash is deemed to be received when not taken over the counter by a
cashier (for example, left in a nightsafe, or in a deposit box in the branch ¢(“‘a daysafe’yydaysafe”))
can be specified in line with reasonable customer expectations as being the point at which the box is
opened (for example, the end of the business day for a daysafe and next business day for a
nightsafe)._In this regard, cash should be distinguished from other types of payments. For other
types of payments, the point in time that payments are received (triggering the immediate
availability and value dating requirements) should be considered in accordance with regulation 89.

§:1248.260 Where a discrepancy in a cash deposit is discovered after the funds have been credited (for

example, fergedcounterfeited notes, or the cash has been miscounted) corrections can be made, but
corrected post-transaction information will also need to be provided.

Value date and availability of funds (regulation 7389)

| % See Glossary of Terms
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44258261 The PSRs 2017 in effect prohibit value dating that is detrimental to the customer.- This
means that the value date of a credit to a payment account can be no later than the business day on

Wthh the payment transactlon was credlted to the payee S paymeﬁt—semee—prewdef—s—&eeeuﬂt—

8.262

te%hepaye%s—payme&t—sewre%p#w&deH—aeeeam—PSP’s account.

There are also requirements to make funds available immediately in certain circumstances

8.263

depending on whether a currency conversion is involved (see the table below). Where the
requirement applies, the funds must be at the payee’s disposal immediately after they have been
credited to the payee’s PSP’s account.

Type of transaction Requirement  to  give _immediate
availability

Transaction with no currency conversion | Yes

Transaction with a currency conversion | Yes
between euro and sterling

Transaction with a currency conversion | Yes
between two EEA currencies (including
sterling and another EEA currency)

Transaction only involving one PSP Yes

Any other type of transaction No requirement to give immediate
availability. However, we expect PSPs to
act reasonably in the time that it takes to
make the funds available. What is
reasonable will depend on the currency of
the payment that needs to be converted as
some _currencies take longer to convert
than others.

As soon as the funds are received in the payee’s PSP’s account, it must make sure that the payee

8.264

can get access to the funds immediately and credit value date them no later than the business day on
which the PSP’s account was credited (which includes any account in the PSPs’ name). In practice
this means that PSPs’ systems must identify the funds immediately they are received in their own
account and credit them to the payee’s account immediately.

If the time the funds are received is not a—“payment-account—and-the-payee’s-0n a business day, the

above requirements will apply at the start of the next business day. A PSP cannot set a “cut-off”
time for the receipt of funds that is earlier than the end of the business day. A business day is any
day on which the PSP is open for business as required for the execution of a payment transaction.
Whether a day is a business day must be considered from the customer’s point of view, and will
depend upon the individual circumstances of the PSP and is dependent upon the service providerit
provides to its customers.
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.265  For example with respect to a customer with online banking where the customer can make and

receive payments at any time using Faster Payments, the PSP is in our view “open for business” 24
hours a day, seven days a week. With respect to a customer with an account which can only be
accessed during branch opening hours, those opening hours are likely to represent the “business
day”. A PSP cannot, whether by contractual terms or otherwise, specify that a day that meets the
definition of business day is not to be treated as a business day.

.266 It is recognised that in practice some processing of the payment by the payee’s PSP may be needed

before the customer can access the funds. However, the requirement for “immediate” availability
means that the time taken for this processing must be kept to a minimum and we see no reason why,
in normal circumstances, this should be longer than two hours. For the avoidance of doubt, unless
the payment concerned is received out of business hours, “immediate” can never mean the next

business day.

.267  Payment transactions where both the payer's and the payee's accounts are with the same PSP are

within the scope of the PSRs 2017, and as such the execution time provisions will apply. This
includes transactions where the payer and the payee are the same person.

.268  Where a PSP is using its own internal processes to execute the transfer (ie the PSP acts for both the

payer and payee), we believe that the principles and aims underlying the execution time provisions
in PSD2 and PSRs 2017 must apply, that is, the avoidance of “float” and the efficient processing of
payment transactions. We would therefore expect that in such transactions value will be given to the
payee on the same day as the payer's account is debited and that the funds will be put at the disposal
of the payee immediately.

11268.269 Where the payee’s account is not a “payment account” and the payee’s PSP is a credit
institution, the rule in BCOBS 5.1.13 will apply, so that the transaction must be value gate-dondated
on the business day received, but availability must be within a reasonable period.

-1278.270 Similarly, debit transactions must not be value dated before the date on which the amount
of the debit was debited to the payer’s account.- For example, in a card transaction, the card issuer
cannot value date the debit to the account before the date on which it receives the payment order
through the merchant acquiring process (see Annex 5).

Liability

Incorrect unique identifiers (regulation 7490)

-1288.271 As part of the information the paymentservicepreviderPSP is required to provide ahead of
provision of the payment service, it will specify the ‘unique identifier’, which is the key information
that will be used to route the payment to the correct destination and payee. For UK bank payments
in sterling, this is likely to be the sertingsort code number and account number of the payee’s
account. For SEPA payments it will be the-B1C-and IBAN of the payee. Other information, such as
the payee’s name or invoice number, may be provided by the payer, but will not be part of the

unique identifier, unless it has been specified as such by the paymentserviceprovider—PSP.

1208.272 The PSRs 2017 provide that, as long as the payment-service-providersPSPs process the
payment transaction in accordance with the unique identifier provided by the payment service user,
they will not be liable under the non-execution or defective execution provisions of the PSRs {see
belews2017 for incorrect execution if the unique identifier provided is incorrect.
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4.—1—308.273 The effect of this is if the sertingsort code and account number are quoted as the unique
identifier and the account number is incorrect but the account name quoted is correct (so that the
funds go to the wrong account), the bank concerned will not be liable under those provisions.

8.274 PSPs are required to make reasonable efforts to recover the funds involved even where
they are not liable, but they may, if agreed in the framework contract, make a charge for such
recovery._The payee’s PSP must co-operate with the payer’s PSP in its efforts to recover the funds
in_particular by providing all relevant information to the payer’s PSP. This co-operation could
involve participating in industry schemes relating to the recovery of funds (such as the Credit
Payment Recovery Scheme).

8.275 If the PSP is unable to recover the funds and the customer provides a written request, the PSP must,
under regulation 90(4), provide to the customer all available relevant information in order for the
payer to file a legal claim for repayment of the funds. A PSP may only disclose personal data where
it is fair and lawful to do so. When drafting its framework contracts, a PSP should take account of
its potential obligations under regulation 90(4) and seek to ensure it is in a position to share the
necessary information in a way that is consistent with data protection leqgislation and its obligations
to its customers.

Non-execution or defective or late execution of payment transactions initiated by the payer
(regulation 7591)

8§-1328.276 This provision covers situations where the payer has instructed their payment-service
providerPSP to make a payment and the instruction has either not been carried out, or has been
carried out incorrectly.

§1338.277 In these circumstances the payer’s payment—service—providerPSP will be liable to its
customer unless it can prove to the payer (and, where relevant, to the payee’s payment-service
pFewdeFPSP) that the correct amount, and the beneﬁ01ary s detalls as spemﬁed by the payer were

Hsel#PSP on tlme

8%O—If it could prove this, the payepmalee&erreq&*espfepmieﬁna{len—mg%dmgfallure to credlt the

#aeelntended payee would then I|e Wlth the #ansaehenand—neﬂiy—th&etﬁeme#ef—the@e&eem&

g.278  payee’s PSP rather than with itself. If the payer’s paymment-service-providerPSP is liable, it must
refund the amount of the defective or non-executed transaction (if such amount has been debited
from the payer’s account) to the payer without undue delay, and, where applicable, restore the
debited payment account to the state it would have been in had the transaction not occurred at all.
This may, for example, involve the refunding of charges and adjustment of interest. The PSP must
ensure that the credit value date is no later than the date on which the payment transaction was
debited. In practice, we take this to mean that, when the PSP is providing a refund to the customer
of interest lost or paid, the calculation must run from no later than the date the transaction was
debited from the customer’s account.

8.279  The effect of this provision is that if, due to the error of the payer’s payent-serviceproviderPSP,
the funds have been sent to the wrong place or the wrong amount has been sent, as far as the payer
| is concerned the whole transaction is cancelled. The paymentserviceproviderPSP will either have
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to stand the loss or seek reimbursement from/threugh the other paymment—service—provider
Hewever-PSP.

8.280 In line with recital 4786 of theDirectivePSD2, which refers to the paymentservice
provider’sPSP’s obligation to ““correct the payment transaction’transaction” our view is that to
avoid undue enrichment, where an over payment has been made and the excess cannot be recovered

| from the payee’s paymenHew;eeuprevMerPSP it would be appropriate to refund the excess
incorrectly deducted from the payer’s account where this is sufficient to avoid the payer suffering a
loss.

§-1358.281 If the payer’s payrent-serviceproviderPSP can prove that the payee’s payment-serviee
providerPSP received the correct amount and beneficiary details on time, the payee’s payment

service-providerPSP is liable to its own customer. It must immediately make the funds available to
its customer and, where applicable, credit the amount to the customer’s payment account.

8.282  The credit value date must be no later than the date on which the amount would have been value
dated if the transaction had been executed correctly. In practice, we take this to mean that when the
PSP is providing a refund to the customer of interest lost or paid, the calculation must run from no
later than the date that the amount would have been value dated if the transaction had been executed

correctly.

8.283  Where a payment transaction is executed late, the payer’s PSP can request, on behalf of the payer
that the payee’s PSP applies a credit value date for the payee’s payment account which is no later
than the date that the amount would have been value dated if the transaction had been executed
correctly. In our view, the aim of this requirement is to ensure that a payee is in the same position as
they would have been had the transaction been executed on time (including in respect of charges)
and so no claim for late payment will arise against the payer. The payee’s PSP can seek recourse
from the payer’s PSP under regulation 95.

§-1368.284 Liability under this provision will not apply if the failure giving rise to it was due to
abnormal and unforeseeable circumstances beyond the control of the relevant payment-service
providerPSP, the consequences of which would have been unavoidable despite all efforts to the

contrary, or if it arose because of the paymentservicepreviderPSP having to comply with other EU
or UK law.

4.—1%18.285 The corporate opt-out applies to this provision (see under “General*“General” at the start
of Part Il of this chapter).

8.286  Regardless of liability, if the payer makes a request for information regarding the execution of a
payment transaction, its PSP _must make immediate efforts to trace the transaction and notify the
customer of the outcome. The PSP cannot charge for this.

Non-execution or defective or late execution of payment transactions initiated by the payee
(regulation 7692)

§-1388.287 This provision covers situations where the payment order has been initiated by the payee
(for example, credit or debit card payments, or direct debits), and the instruction has either not been
carried out or carried out incorrectly.

8.1398.288 In these circumstances the payee’s payrment-service-providerPSP is liable to its customer
unless it can prove to the payee (and, where relevant, to the payer’s payment-serviceproviderPSP),
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that it has carried out its end of the payment transaction properly. That is, it has sent the payment
instruction (in the correct amount and within the agreed timescale), and the correct beneficiary
details to the payer’s paymen%sewiee@revielerPSP so that the failure to receive the correct amount
of funds w1th1n the tlmescale lles w1th the payer s paymen{—seﬁwee—pﬁewdelfPSP rather than with
itself. y .

8.289 If it has failed to do this it must immediately re-transmit the payment order. The payee’s PSP must
also ensure that the credit value date is no later than the date on which the amount would have been
value dated if the transaction had been executed correctly. In practice, we take this to mean that the
payee’s PSP needs to provide a refund to the customer of interest lost or paid and, in doing so, it
must ensure that the calculation runs from no later than the date that the amount would have been
value dated if the transaction had been executed correctly.

§-1408.290 If the payee makes a request for information regarding the execution of a payment
transaction, their paymentserviceproviderPSP must make immediate efforts to trace the transaction
and notify the customer of the outcome. The PSP cannot charge for this.

§-1418.291 If the payer’s payment-serviceproviderPSP is liable, its liability is to its own customer
rather than the payee, and it must, without undue delay, and as appropriate:

o refund the payer the amount of the payment transaction (for example, if it has been debited
| and the funds sent to the wrong place};-and)
e restore the debited payment account to the state it would have been in had the transaction

not occurred at all-

8.292  When it is restoring the payer’s account, the payer’s PSP must ensure that the credit value date is no
later than the date on which the amount was debited. In practice, we take this to mean the

calculation must run from no later than the date that the amount was debited from the payer’s
account.

8.293 If the payer’s PSP can prove that the payee’s PSP received the amount of the payment transaction
the payee’s PSP must value date the transaction no later than the date it would have been valued
dated if it had been executed correctly. As above, in practice we take this to mean that the payee’s
PSP must provide a refund to the customer of interest lost or paid and, in doing so, it must ensure
that the calculation runs from no later than the date that the amount would have been value dated if
the transaction had been executed correctly.

294 As with regulation 76{5)-here-means-that91l, action short of a full refund may be acceptable, if
making a full refund would result in <“‘undue enrichment’enrichment” to the customer concerned, as
long as the customer does not suffer a loss due to the error.

[oe]

ﬁ.—MZS .295 This may involve the refunding of charges and adjustment of interest. -The effect of this
provision is that if, due to the error of the paymentservicepreviderPSP, the funds have been sent to
the wrong place or the wrong amount has been sent, as far as the payer customer is concerned the

whole transaction is cancelled. -The paymentservice-provicerPSP will either have to stand the loss

or seek reimbursement from/through the other payrentserviceprovider—PSP.

8.296 Liability under this provision will not apply if the failure giving rise to it was due to
unavoidable abnormal and unforeseeable circumstances beyond the control of the paymentserviee
providerPSP, the consequences of which would have been unavoidable despite all efforts to the
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.297

contrary, or if it arose because of the payment-serviceproviderPSP having to comply with other EU
or UK law.

Non-execution or defective or late execution of payment transactions initiated through a payment
initiation service (requlation 93)
Where a payment transaction initiated through a payment initiation service has either not been

.298

carried out, or has been carried out incorrectly, it is the ASPSP’s responsibility to provide a refund
of the amount of the transaction to the customer and, where applicable, to restore the account to the
state it would have been in if the defective payment transaction had not taken place.

If the PISP is responsible, on request from the ASPSP, it must immediately compensate the ASPSP

.299

for all losses incurred or sums paid as a result of the refund to the customer.

The burden of proof lies with the PISP to show that it was not responsible for the error. It needs to

prove that the payment order was received by the customer’s ASPSP and. within the PISP’s sphere
of influence, the payment transaction was authenticated, accurately recorded and not affected by a
technical breakdown or other deficiency. We consider any parts of the transaction over which the
PISP has control to be within its sphere of influence.

Liability of paymentservice-providerPSP for charges and interest (regulation 7794)

1-1448.300 A payment-service-providerPSP that is liable for non-execution-e+, defective execution or

.301

late execution of a payment transaction under the-twe provisions detailed above will also be liable
to its customer for any resulting charges and/or interest incurred by the customer. For example, if a
customer was making a payment to a credit card account from their current account, and the
provider of the current account was responsible for executing the payment transaction late, that
customer would be entitled to a refund for any charges and interest applied to the their credit card
account. This liability will not be incurred if the circumstances giving rise to it were due to
abnormal and unforeseeable circumstances beyond the control of the paymentservice-providerPSP.

The corporate opt-out applies to this provision (see under “General” at the start of Part II of this

chapter).

Right of recourse (regulation 7895)

1458.302  If a paymentserviceproviderPSP has incurred a loss or been required to make a payment

under-theprovisions—set-out-under—Ineorreet unique-identifiers™and—“with respect to unauthorised

transactions, or the non-execution-or, defective execution’abeveexecution, or late execution of a
payment transaction, but that I|ab|I|ty is due to the actlons of another payment—sewreeqereweletPSP
or an intermediary, the . ;
payment-service—providerPSP or mtermedlary— must compensate the flrst PSP ThIS includes
compensation where any of the payment services providers fail to use strong customer
authentication

Force majeure (regulation 7996)

1468.303 Liability under the conduct of business requirements in Part 67 of the PSRs 2017 relating

to rights and obligations (but not to the information requirements in Part 56) will not apply where
the liability is due to:
e abnormal and unforeseen circumstances beyond the person’s control, where the
consequences would have been unavoidable despite all efforts to the contrary:-or
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e obligations under other provisions of CemmunityEU or national law (for example, anti-
money laundering legislation}-)
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.304

Consent for use of personal information (requlation 97)
A PSP must not access, process or retain any personal information for the provision of payment

.305

services unless it has the explicit consent of its customer to do so. PSPs should also be aware of
their wider obligations under data protection law and regulation in relation to the processing of
personal data.

Part I11: Additional conduct of business requirements for e-money issuers

This section includes some additional conduct of business rules applicable to all e-money issuers,

.306

including those authorised under FSMA.

We are aware that a number of pre-paid cards have been issued in the UK by ‘“programme

.307

managers” which utilise e-money issued by a credit institution or e-money issuer. Under these
arrangements, the programme manager manages the card and takes transaction and other fees from
the card user, but the underlying funds are held by the e-money issuing institution. In our view the
e-money issuer will usually be the PSP for the purposes of the PSRs 2017, given that the
programme manager does not hold any customer funds.

The arrangement will fall under the outsourcing provision in regulation 26 of the EMRs or under

.308

SYSC 8 for credit institutions issuing e-money, and may, depending on the business model, involve
agency or distribution arrangements. In the situation described, the e-money issuer is therefore
responsible for ensuring that the conduct of business requirements set out in this chapter are

complied with.

The conduct of business requirements in the EMRs

Part 5 of the EMRs sets out obligations that apply to the conduct of e-money business where it is

.309

carried out from an establishment maintained by an e-money issuer or its agent or distributor in the
UK. These are typically referred to as conduct of business requirements. They relate to issuing and
redeeming e-money and the prohibition on the payment of interest or other benefits linked to the
length of time that e-money is held and are applicable to all e-money issuers (see Chapter 2 —
Scope for the definition of e-money issuers).

Issuing e-money
Regulation 39 requires e-money issuers to issue e-money at par value (the e-money issued must be

.310

for the same amount as the funds received) when they receive the funds and without delay.

It is important to recognise that if an agent of an e-money issuer receives funds, the funds are

311

considered to have been received by the issuer itself. It is not, therefore, acceptable for an e-money
issuer to delay in enabling the customer to begin spending the e-money because the issuer is waiting
to receive funds from its agent or distributor.

Redeeming e-money
Under the EMRs, e-money holders have the right to redeem the monetary value of their e-money

.312

(that is the payment from the e-money issuer to the e-money holder of an amount equivalent to the
remaining balance) at any time and at par value (requlation 39).

This means that, in our view, it is not acceptable to have a term in a contract with an e-money

holder under which the e-money holder’s right to redeem the remaining balance ceases to apply
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.313

after a specified period of validity (although the contract can still provide for the e-money holder’s
right to use the e-money for the purpose of making payment transactions to cease after a specified
period). This is qualified by regulation 43 which allows e-money issuers to refuse a redemption
request when the request is made more than six years after the date of termination in the contract.

The contract between the e-money issuer and the e-money holder must, clearly and prominently, set

.314

out the conditions of redemption (or part thereof), including any fees that may be payable. E-money
holders must be advised about these conditions before they are bound by the contract.

Redemption fees
If it is agreed and transparent in the contract, e-money issuers may charge a fee for redemption in

.315

the following circumstances:
e where redemption is requested before termination of the contract
e where the e-money holder terminates the contract before any agreed termination date
e where redemption is requested more than one year after the date of termination of the
contract

For these purposes, references to the termination of the contract refer to the point in time when the

.316

e-money holder’s right to use the e-money for the purpose of making payment transactions ceases.

The effect of this is that no fee for redemption may be charged to the e-money holder on requesting

.317

redemption at termination of the contract or up to one year after that date. In this chapter, we use the
phrase “dormant e-money” to describe e-money held more than one year after the termination of the
contract.

Any fee that is charged should be proportionate and in line with the costs actually incurred by the e-

.318

money issuer. In our view, it is reasonable for the calculation of a redemption fee to take account of
costs the issuer can show it actually incurs in retaining records of and safeguarding dormant e-
money (on the basis that any such costs must relate to redemption rather than making payments). If
challenged, the e-money issuer must be able to justify the level of the fee charged by reference to
costs that it has incurred, either in the act of redeeming the dormant e-money, or in retaining records
of and safequarding the dormant e-money.

In principle, we do not consider that it would be objectionable for an issuer to deduct from the

.319

proceeds of redemption of dormant e-money the amount of any redemption fee (as long as the e-
money issuer can demonstrate that the redemption fee is clear and prominent in the contract and
reflects only valid redemption-related costs). So, if the amount of a valid redemption fee is greater
than the value of the dormant e-money, in practice the proceeds of any redemption by the holder
would be nil, after the fee is deducted.

In these circumstances, it would be reasonable for the issuer to cease to safequard those dormant e-

.320

money funds (as there is no utility in requiring issuers to safeguard dormant e-money funds that can
no longer be spent or redeemed). The issuer would, however, have to be able to show to the e-
money holder that this is how the e-money balance has been used up, in the event of the e-money
holder later seeking redemption.

The above guidance on redemption does not apply to a person (other than a consumer) who accepts

e-money (for example, a merchant who has accepted e-money in payment for goods or services).
For such persons, redemption rights will be subject to the contractual agreement between the

parties.
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Prohibition of interest
.321  E-money issuers are not allowed to grant interest or any other benefits related to the length of time

the e-money is held. In our view this would not prohibit benefits related to spending levels.
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9.4

9. Capital resources and requirements

91 This chapter describes the capital resources and requirements for authorised Pls-, authorised EMIs
and small EMIs. It is not relevant to small Pls- or RAISPs. The PII requirements that will apply to
firms carrying on AIS and PIS are covered in Chapter 3 — Authorisation and registration. This
chapter covers:

e Requirements for authorised Pls
- Introduction-

o—Parth-Qualifying-tems:

- PartH:Caleulation-ofinitial capital reseurees-and-meeting-therequirements
- Ongoing capital requirements:

A—
e Requirements for authorised EMIs and small EMIs
- Introduction
- Initial capital; requirements
- B—O0ngoing capital- requirements

Requirements for authorised Pls

Introduction

The PSRs estabhshset out initial and ongoing capital requirements for authorised Pls. Under the
PSRs, authorised Pls are required to hold a minimum amount of capital. Capital is required to be
held as a buffer, absorbing both unexpected losses that arise while thea firm is a going concern as
well as the first losses when-theif a firm is wound up.

Fhesass
Regulations 6(3), 22, and Schedule 3 of the PSRs that-dealwith-the2017 cover capital resources and
requirements-are-regulations-6(3)-18,and-Schedule-3. We have to maintain arrangements such as

monitoring so that we can ascertain whether the capital requirements are being complied with as
required. These are described in Chapter 12 - Supervision.

The term ‘capital resources’ describes what a firm holds as capital.

949.5 The term ‘capital requirements’ refers to the amount of capital that must be held by the firm for

regulatory purposes. The PSRs 2017 establish initial capital requirements established-by-the-PSRs
are-tnitial-reguirements—(which are a condition of authorisation) and ongoing reguirements—Fhe
items-that-may-be-used-to-meet-the-capital requirements-are-set-out-in-Part-l--Qualifying-items—The.

An authorised Pl must hele-at all times hold the capital amounts required, in the manner specified.
The capital requirements set out in the PSRs 2017 are expressed in euro;-as-they-are-in-the PSD-1tis
expected-that-firms-will. Firms should hold sufficient capital to ensure that the capital requirements

are met, even in the event of exchange rate fluctuations. Here—we-explain-capital-resoureesCurrent
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and capitalrequirements—under—the—PSRs—historical rates can be found on the European

Commission's InforEuro website.
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-59.6  Authorised Pls can undertake activities that are not related to providing payment services. These
businesses are called ‘hybrid” businesses. The PSRs do not impose any initial or ongoing capital
requirements in relation to the business that does not involve payment services. Any other capital
requirements imposed because of other legislation — for example, if the PI is undertaking an activity
regulated under FSMA — have to be met separately and cumulatively. An authorised Pl must not
include in its capital calculations any item also included in the capital calculations of another
authorised PI, credit institution, investment firm, asset management company or insurance
undertaking within the same group. Also, where an authorised PI carries out activities other than
providing payment services, it must not include in its capital calculation items used in carrying out
the other activities.




Initial capital requirements

969.7 The initial capital requirement is one of the conditions to be met at the application stage in order for
the authorlsed Pl to become authorlsed by us. Ihe—PSRHeque%ha{—theLaH%hemed—M—sreaprtaHﬂus{

PSReThe PSRs 2017 set out that the |n|t|al capltal requwement of authorlsed Pls W|Il be €20 000,
€50,000 or €125,000 depending on the business activities carried out by the firm (see table below).
Where more than one initial capital requirement applies to an authorised Pl, it must hold the greater
amount.
Meeting

9-79.8  RAISPs do not have to meet any initial capital requirements.

9.9 The items that may be used to meet the initial capital requirements are set out in Article 26(1)(a) to

(e) of Regulation (EU) 575/2013 of the European Parliament and of the Council of 26 June 2013 on
prudential requirements for credit institutions and investment firms and amending Regulation (EU)
No 648/2012 (‘the Capital Requirements Regulation’). Additional sources of information about the
Capital Requirements Regulation can be found at:

e FEuropean Commission: Capital Requirements - CRD [V/CRR - Frequently Asked
Questions: and the general web page on CRD/CRR
e European Banking Authority: Single Rulebook

9.5 The FCA’s CRD IV web pageQualifying-items-to-be-used-to-meet-the-initial-capital-requirement

e Caleulating
9:89.10 The minimum initial capital requirementsrequired is as follows:
Payment Services Initial Capital
(see Schedule 1 to the PSRs 2017) Required
(Minimum)
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Money remittance (paragraph 1(f) of Part 1, Schedule 1 of the PSRs 2017) € 20,000

v | € 50,000

initiation services (paraqraph 1(q) of Part 1, Schedule 1 of the PSRs 2017)

Account information services (paragraph 1(h) of Part 1, Schedule 1 of the PSRs 2017) | None

Payment institutions providing ether-services that-is-these-covered in paragraphs 1 (a)

to (e) of Part 1, Schedule 1 of the PSRs. 2017 €125,000

B-

Ongoing capital (or ‘own funds’) requirements

Ko
=

funds’ equal to or in excess of the greater of:

e the amount of initial capital required for its business activity; or

e in the case of authorised Pls other than those that carry on only PIS, the amount of the own
funds requirement is-to-be-met-by-the-autherisedPFscalculated in accordance with Method
A, B or C (described in more detail below), subject to any adjustment we require.

9.12 Authorised Pls should look to the Capital Requirements Regulation to understand the items that
may be used to calculate ‘own funds’ which are defined in Article 4(1)(118) of the Capital
Requirements Requlation as funds where at least 75% of the Tier 1 capital reseurces—using
gualifying-items-as-set-out-above—The-ongeingis in the form of Common Equity Tier 1 capital held
must-notfal-below-thelevelof the—initialcapital(as referred to in Article 50 of the Capital
Requirements Regulation) and Tier 2 capital is equal to or less than one third of Tier 1 capital. You
should refer to the sources in paragraph 9 for more information on the Capital Requirements
Regulation.

94:99.13 There is no own funds requirement for-the-servicesprovided—:
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RAISPs; and -imangibleassets
e authorised Pls that are included of a parent credit
institution pursuant to Directive 2013736/EU T e European Parfiament and of the Council
of 26 June 2013 relating to the activity of credit institutions and the prudential supervision
of credit institutions and investment firms (‘the Capital Requirements Directive’) and where
all of the conditions specified in Article 7(1) of the Capital Requirements Regulation have
been met. They must, however, still ensure that they continue to hold the amount of initial
capital required for their business activity at all times.
Calculation of ongoing capital (or ‘own funds’) requirements (er—ovwn-funds™)



9.14  There are three methods of calculation ef-engeing-eapitalfor the own funds requirements. This

sectlon explains the three methods ane-the-fellewing-section-gives-a-werked-example—(methods A
B, and C).

109.15The authorised PI will be asked, in the application pack, to indicate which calculation method it
wishes to use. However, we must ultimately direct which method is to be used (based on our

evaluation of the authorlsed Pl%whmhdme%hedAs%eJeeLuseer taklng m@%ee&%the ﬁrm ]

Gensehdaﬂen—D#eeHv& |nto account

Method A

119.16Calculation method A is based on the firm’s fixed overheads. The calculation is normally 10% of
the preceding year’s fixed overheads. AttheughHowever, if there is a material change in the firm’s
business since the preceding financial year, we may decide that the requirement is higher or lower-
than 10%. Examples of material changes include the sale of parts of the business, a business
acquisition and rapid growth (typically of a new business).

-129.17Fixed overheads are defined as including expenses that do not vary as a result of output volume or
sales revenue. For example; rent, insurance and office expenses. General accounting standards
should be followed in valuing the specific expenses to be taken into account. Only expenses that are
related to payment services should be taken into account when calculating the fixed overheads of
firms which also provide services other than payment services (hybrid firms).

Method B

-139.18Method B is based on a scaled amount representing the firm's average monthly payment volume
and then apphiesapplying a scaling factor relevant to the type of payment services carried out (see
the table below at [9.2712] for the relevant scaling factor). Under this calculation method, the firm's
ongoing capital requirement is the product of this scaling factor and the scaled average monthly
payment volume. The scaled average monthly payment volume is ene-twelfth-of the total amount of
the PI's payment transactions executed in the previous_financial vear divided by the number of
months in that year scaled in the following manner:

e (a) 4% of the slice of the average monthly payment volume up to €5 million,
e

e (b) 2.5% of the slice of the average monthly payment volume above €5 million up to €10
million,

e (C) 1% of the slice of the average monthly payment volume above €10 million up to €100
million,

e (d) 0.5% of the slice of the average monthly payment volume above €100 million up to €250
| million, and
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plus

e (e) 0.25% of the average monthly payment volume above €250 million.

Method C

9-449.19Method C is based on the firm’s income over the preceding year with a scaling factor applied. The

firm’s income is derived by applying a multiplication factor to income described as the ‘relevant

| indicator’ in the PSRs 2017. Here, the income is the sum of the firm’s interest income, interest
expenses, commission and fees received as well as other operating income.

.20 These are defined as:

e ‘interest income’ — interest received by the authorised Pl from the investments it has made
whether or not made from the users’ funds.

e ‘interest expenses — interest payable by the authorised Pl to its creditors or users where the
funds stay on its payment accounts.

e ‘commission and fees received’ — these should be expressed in gross.

e ‘other operating income’ —is- any other kind of income which, in the case of a non-hybrid
firm, may be linked to payment services or ancillary services (as set out at regulation 2732)
— these should be expressed in gross.

9.21  The multiplication factor applied to the relevant indicator is: the sum of:

e 10% of income up to €2.5 million;

e 8% of income between €2.5 million and €5 million;

e 6% of income between €5 million and €25 million;

e 3% of income between €25 million and €50 million; and
e 1.5% of income above €50 million.

9-459.22The scaling factor applied to methods B and C is based on the type of service provided, and is the
higher of the following:

Payment services (from paragraph 1 of Schedule 1 of the PSRs 2017) Scaling Factor

Money remittance services only (paragraph 1(f) of Part 1, Schedule 1 of the

PSRs 2017)

0.5
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| | of Part 1, Schedule 1 of the PSRs 2017.

9-469.23When calculating the ongoing capital requirement, forPls-that-haveif a PI has not completed a
financial year of business, the figure for the preceding financial year should be taken as the
projected figure which the firm has submitted in its business plan whenprovided as part of the P4
made-sP’s application for authorisation (subject to any adjustments that we have required).

9.24We may direct aan authorised Pl to hold capital up to 20% higher or 20% lower than the outcome of
its ongoing requirement calculation, based on our evaluation of the authorised Pl. The evaluation
may take into account risk management processes, risk loss database or internal control
mechanisms, if available and as we consider appropriate. We may make a reasonable charge for this
‘ evaluation. The details are set out in paragraphs 424 to 436 of Schedule 3 of the PSRs 2017.

Application of accounting standards

J.—L%9.25Where there is a reference to an asset, liability, equity or income statement, the authorised Pl must
recognise that item and measure its value in accordance with the following (as applicable to the
authorised PI for its external financial reporting):

¢ Financial Reporting Standards and Statements of Standard Accounting Practice issued or

adopted by the-Accounting-Standards-BoeardFinancial Reporting Council Limited;

e Statements of Recommended Practice; issued by industry or sectoral bodies recognised for
this purpose by the-Acecounting-Standards-BoardFinancial Reporting Council Limited;

e International Financial Reporting Standards and International Accounting Standards issued
or adopted by the IASB;

e International Standards on Auditing (UK and Ireland};) issued by Financial Reporting
Council Limited or a predecessor body; and

e The Companies Act 2006.

The exception is where the PSRs provide for a different method of recognition, measurement or
valuation.
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.26

Requirements for authorised EMIs and small EMIs

Introduction

The EMRs establish capital requirements for EMIs and some small EMIs. Under the EMRSs,

.27

authorised EMIs and those small EMIs whose average outstanding e-money exceeds the relevant
monetary threshold are required to hold a minimum amount of capital. Capital is required to be held
as a buffer, absorbing both unexpected losses that arise while the business is a going concern as
well as the first losses if it is wound up. The parts of the EMRs that deal with the capital resources
and requirements are requlations 6(3), 13(5), 19 and Schedule 2. We will monitor whether the
capital requirements are being complied with as required. Our supervisory approach is described in
Chapter 12 - Supervision.

The term ‘capital resources’ describes what a business holds as capital.

.28

The term ‘capital requirements’ refers to the amount of capital that must be held by the business for

.29

regulatory purposes. The capital requirements established by the EMRs are (i) initial capital
requirements that are a condition of authorisation or registration and (ii) ongoing capital
requirements. EMIs must at all times hold the capital amounts required, in the manner specified.
The capital requirements set out in the EMRs are expressed in euro. It is expected that EMIs will
hold sufficient capital to ensure that the capital requirements are met, even in the event of exchange
rate fluctuations. Current and historical rates can be found on the European Commission’s
InforEuro website.

EMIs can also provide payment services that are unrelated to the activity of issuing e-money. There

.30

are separate capital requirements for authorised EMIs that provide such unrelated payment services.

Additionally, EMIs can undertake activities that are not related to issuing e-money and payment

.31

services at all. These businesses are called ‘hybrid’ businesses. The EMRs do not impose any initial
or ongoing capital requirements in relation to the business that does not involve issuing e-money or
providing payment services. Any other capital requirements imposed because of other legislation —
for_example, if the EMI is undertaking an activity requlated under FSMA — have to be met
separately and cumulatively.

For the purposes of calculating the capital requirements, EMIs that provide unrelated payment

.32

services or that are hybrid businesses must treat each part of the business separately.

Initial capital requirements

The initial capital requirement is one of the conditions to be met at the application stage. The EMRs

.33

specify the following initial capital requirements:
e authorised EMIs must hold at least €350,000; and
e small EMIs whose business activities generate (or are projected to generate) average
outstanding e-money of €500,000 or more must hold an amount of initial capital at least
equal to 2% of their average outstanding e-money.

There is no initial capital requirement for small EMIs whose business activities generate (or are

projected to generate) average outstanding e-money less than €500,000.
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.34

If the applicant for small EMI status does not have a sufficient period of business history to

.35

calculate average outstanding e-money then projected amounts (as outlined in their business plan)
may be used, subject to any adjustments we may require.

The items that may be used to meet the initial capital requirement are set out in Article 26(1)(a) to

.36

(e) of the Capital Requirements Requlation.

Ongoing capital (or ‘own funds’) requirements

E-money issuing business

Authorised EMIs are at all times required to hold ‘own funds’ equal to or in excess of the greater

.37

of:

e the amount of initial capital required for its business activity (i.e. €350,000); or

e the amount of the own funds requirement calculated in accordance with Method D (as
described in more detail below) in respect of any activities carried on that consist of the
issuance of e-money and payment services related to the issuance of e-money, subject to any
adjustment we require.

Authorised EMIs should look to the Capital Requirements Requlation to understand the items that

.38

may be used to calculate ‘own funds’ which are defined in Article 4(1)(118) of the Capital
Requirements Regulation as funds where at least 75% of the Tier 1 capital is in the form of
Common Equity Tier 1 capital (as referred to in Article 50 of that Requlation) and Tier 2 capital is
equal to or less than one third of Tier 1 capital.

Small EMIs subject to an initial 2% capital requirement must continue to meet this on an ongoing

.39

basis unless their level of business falls below the threshold.

Unrelated payment services business

If an authorised EMI chooses to provide unrelated payment services (i.e. those not related to its e-

.40

money issuing activities) it must meet separate and additional ongoing capital requirements for this
part of the business. The authorised EMI does not have to meet any additional initial capital
requirements for the unrelated payment services.

The ongoing capital requirements for unrelated payment services are laid out in paragraph 13(a) of

41

Schedule 2 to the EMRs and correspond to Methods A, B and C as detailed above in paragraphs
[9.4-9.14].

Authorised EMIs that provide unrelated payment services are asked in the application pack to

.42

indicate which calculation method they wish to use. We will direct (based on our evaluation of the
authorised EMI) which method is to be used, taking into account the authorised EMI's preference.

Small EMIs are allowed to provide payments services not related to the issuance of e-money on the

.43

same basis as a small Pl. There are no initial or ongoing capital requirements for small EMIs in
relation to their unrelated payment services business.

An authorised EMI that undertakes business other than issuing e-money and providing related

payment services must not use:
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.44

e in its calculation of own funds in accordance with methods A, B or C, any qualifying item
included in its calculation of own funds in accordance with method D;

e in its calculation of own funds in accordance with method D, any qualifying item included
in its calculation of own funds in accordance with methods A, B or C; or

e inits calculation of own funds in accordance with methods A, B, C or D any gualifying item
included in its calculation of own funds to meet its capital requirement for any other
requlated activity under FSMA or any other enactment.

Calculating ongoing capital (‘own funds’) requirements for e-money business

A description of Methods A, B and C (for the unrelated payment services business) is set out above.

.45

Method D (for the e-money business) is set out below.

Authorised EMIs that have not completed six months of the e-money business or a financial year

.46

for the unrelated payment services business should use the projected figure submitted in their
business plan in their application for authorisation (subject to any adjustments we require).

We may direct an authorised EMI or small EMI to hold capital up to 20% higher or permit it to hold

47

capital up to 20% lower than the outcome of its ongoing requirement calculation for its e-money
business or its unrelated payment services activities (or both), based on our evaluation of the
authorised or small EMI. The evaluation may take into account risk management processes, risk
loss database or internal control mechanisms (if available and as we consider appropriate). We may
make a reasonable charge for this evaluation. The details are set out in Schedule 2 of the EMRs

Method D

Method D is 2% of the average outstanding e-money issued by the EMI.

.48

The “average outstanding e-money” for the purposes of Method D is the average total amount of

.49

financial liabilities related to e-money in issue at the end of each calendar day over the preceding
six calendar months. This figure must be calculated on the first calendar day of each calendar month
and applied for that calendar month (i.e. calculations and adjustments must be made monthly), as
set out in requlation 2 of the EMRs. It is not sufficient for EMIs to calculate the average outstanding
e-money on a bi-annual basis.

As referred to above, EMIs that have not completed a sufficiently long period of business to

.50

calculate the amount of average outstanding e-money for these purposes should use the projected
figure submitted in the business plan in their application for authorisation (subject to any
adjustments that we have required).

If an authorised EMI provides payment services that are not related to issuing e-money or is a

hybrid business and the amount of outstanding e-money is not known in advance, the authorised
EMI may calculate its own funds requirement on the basis of a representative portion being
assumed as e-money, as long as a representative portion can be reasonably estimated on the basis
of historical data and to the satisfaction of the FCA. Where an authorised EMI has not completed a
sufficiently long period of business to compile historical data adequate to make that calculation, it
must make an estimate on the basis of projected outstanding e-money as evidenced by its business
plan, subject to any adjustments to that plan which are, or have been, required by the FCA.

Applying accounting standards
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51 Where there is a reference to an asset, liability, equity or income statement item, the authorised EMI

must recognise that item and measure its value in accordance with the following (as set out in
paragraph [25], Schedule 2 of the EMRSs):

e Financial Reporting Standards and Statements of Standard Accounting Practice issued or
adopted by Financial Reporting Council Limited;

e Statements of Recommended Practice, issued by industry or sectoral bodies recognised for
this purpose by Financial Reporting Council Limited;

e International Financial Reporting Standards and International Accounting Standards issued
or adopted by the IASB;

e |nternational Standards on Auditing (UK and Ireland) issued by Financial Reporting Council
Limited or a predecessor body; and

e the Companies Act 2006.

.52 The exception is where the EMRs or PSRs provide for a different method of recognition,

measurement or valuation.
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0.2

10. Safeguarding

Introduction

This chapter explains the safeguarding requirements thatfor authorised Pls—must—cemphy—with,
authorised EMIs, small EMIs and credit unions that issue e-money and their responsibility to ensure
appropriate organisational arrangements are in place to protect the safeguarded funds. These
businesses are reminded that adequate safequarding measures are a pre-requisite for being granted
and retaining an authorisation for the provision of payment and e- money services. This chapter also
sets out the obligations that small Pls eanmust comply with, if they choose to eomply
with-voluntarily safequard.

The obligation to safequard starts immediately on receipt of funds (‘relevant funds’ see 10.14 -

0.3

10.17 below).

Safequarding funds from payment services under the PSRs 2017

All authorised Pls are required to comply with the safeguarding requirements in regulation 19-—23
of the PSRs 2017.

0-210.4Small Pls can choose to comply with the safeguarding requirements_in the PSRs 2017 in order to

offer the same protections over customer funds as authorised Pls must provide. If a small PI does
choose to safeguard it will need to apply the same level of protections as are expected of an
authorised PI, as described in this chapter. We wit-expect a small PI to tell us; if it is choosing to
safeguard funds, both in its application for registration and in annual reporting returns.

0-310.51f a small PI decides to begin safeguarding funds after it has been registered, or alternatively, if a

0.6

small P1 which has advised us that it has chosen to safeguard at the time of registration decides that
it will cease doing so, it should advise us of this as soon as possible through the Customer Contact
Centre.

Safequarding funds received in exchange for e-money under the EMRs

All authorised EMIs and small EMIs are required by requlation 20 of the EMRs to safequard funds

0.7

received in exchange for e-money that has been issued.

A credit union that issues e-money will have a Part 4A permission under FSMA to issue e-money

0.8

but is required under the EMRs to safequard funds received in exchange for e-money as if it were
an EMI (requlation 20(5) of the EMRS).

Safequarding funds from unrelated payment services under the EMRs

EMIs and credit unions that issue e-money are also entitled to provide payment services that are

0.9

unrelated to the issuance of e-money (requlation 20(6) of the EMRS).
Authorised EMIs that provide unrelated payment services are subject to the safeguarding provisions

0.10

of the PSRs 2017 (requlation 23 of the PSRs 2017) as if they were authorised Pls.

Small EMIs that provide unrelated payment services are in the same position as small Pls with

respect to safequarding. Under the PSRs 2017 small Pls can choose to comply with the
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safequarding requirements in the PSRs 2017 for funds received for payment services in order to
offer the same protection over customer funds as authorised EMIs and authorised Pls must provide.
If a small EMI chooses to safequard funds received for unrelated payment services it will have to
deliver the same level of protection as is expected of an authorised EMI and authorised PI, as
described in this chapter. We require businesses applying to become small EMIs that provide
unrelated payment services to tell us if they will safequard these funds. Those that opt to safeguard
funds received for unrelated payment services will have to provide information about their
safeguarding arrangements in annual reporting returns.

1

0.15

0.14

10.11  Credit unions that issue e-money and provide unrelated payment services are subject to requlation
23 of the PSRs 2017 on the same basis as small EMIs.

1§0.12  We refer to authorised Pls, authorised EMIs, small EMIs, credit unions that issue e-money and
small PIs (when subject to voluntary safeguarding requirements) as “institutions” throughout this
chapter.

Purpose of safequarding
40-410.13 The PSRs 2017 and EMRs impose safeguarding requirements to protect customerfundsreceived

for-the-provision—ofa—payment-servicecustomers where theyfunds (see 10.14) are held by &P}
overnight—or—lenger—an institution. They do this by ensuring that those funds are either
segregatedplaced in a separate account from the PEsinstitution’s working capital and other funds; or
are covered by an appropriate insurance policy or third—partycomparable guarantee. On the
insolvency of a-Plan institution, claims of e-money holders/payment service users are paid from the
asset pool formed from these funds in priority to all other creditors (other than in respect of the
costs of distributing the asset pool).

What funds need to be safequarded?

The requirement to safeguard applies to ‘relevant funds’—Fhese in both the PSRs 2017 and EMRSs.

Under the EMRs, relevant funds are funds that have been received in exchange for e-money that has

0.16

been issued. Relevant funds received in the form of payment by a payment instrument only have to
be safequarded when they are credited to the EMI’s or credit union’s payment account or are
otherwise _made available to the EMI or credit union, subject to the requirement that they are
safequarded by the end of five business days after the date on which the e-money was issued. This
relates to e-money paid for by a payment instrument such as a credit or debit card and not e-money
that is paid for by cash.

Authorised EMIs must also separately safeguard relevant funds received in relation to unrelated

1

0.17

payment services. Small EMIs and credit unions may choose to safequard relevant funds received in
relation to unrelated payment services. Regulation 23 of the PSRs 2017 applies to these funds.

Under the PSRs 2017, relevant funds are:

101 ——sums received:

e from, or for the benefit of, a payment service user for the execution of a payment
transaction; and
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e sums received from a payment service provider for the execution of a payment transaction
on behalf of a payment service user.

0-510.18 This means that safeguarding extends to funds that are not received directly from a payment

service user, but includes, for example, funds received by a-Plan institution from another payment
service-providerPSP for the PEsinstitution’s payment service user. Some institutions receive funds
from the public in respect of other services. Examples include:

e an EI\/II with a forelgn exchange business,
o aforeign exchange business that also provides money transmission services;-e+ and

o a telecommunications network operator which receives funds from the public both for the
provision of its own services (for example airtime);) and for eawardsonward transmission to

third parties. -Sueh—hybrid-businesses-are

0-610.19 The EMRs and PSRs 2017 safeguarding requirements only reguiredapply to safeguard-thefunds

received—for-the-execution—of-a—payment-transaction-relevant funds. However, sometimes such
hybrid-businesses will not know the precise portion of custemerrelevant funds attributableto-the

payrment-transactionandand funds received in relation to the non-payment service provided, or the
amount may be variable. -In these circumstances, a-Ptan institution may make a reasonable estimate
on the basis of relevant historical data of the portion that is attributable to e-money/the execution of
the payment transaction and so must be safeguarded. The firminstitution would, if asked, need to
supply us with evidence that the proportion actually safeguarded was representative.a reasonable
estimate. Relevant data might include the portion generally attributable to e-money/payment
transactions by the customer in question or by similar customers generally.

0-710.20 In our view, a-Plan institution that is carrying out a foreign exchange transaction independently

from its payment services {see-further-Q12-in-PERG-15.2)-doesis not needrequired by the PSRs

2017/EMRs to safeguard funds received for the purpose of the foreign exchange transaction- (see
Q12 in PERG 15.2). Indeed, where a—Plan institution is using the segregation method of
safeguarding (see below), the foreign exchange transaction funds will need to be segregatedkept
separate from the payment service transaction funds- as they are not relevant funds. Once the
foreign exchange transaction has taken place, if the Plinstitution pays those funds on to a third party
on behalf of its client, and this amounts to a payment service, the Plwill-need-to-safeguard-the
currency purchased in the foreign exchange transaction becomes relevant funds to be safequarded
as soon as it receives-itis received by the institution. To be clear, in our view, in making a payment

of currency to its customer in settlement of a foreign exchange transaction, the FX firmprovider will
be acting as prmupal in purchasmg the other currency from its customer -Th|s does not constitute a

It is possible that the FX transaction could be subject to the second Markets in Financial

Instruments Directive (MiFID 11) (see PERG 13 Q31K). The institution would thereby have to
comply with the client money requirements in CASS 7 of the FCA Handbook until the currency
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0.22

purchased in the FX transaction is received for the execution of a payment transaction. CASS client
money should be segregated from relevant funds.

Institutions combining payment and non-payment services will need to be clear in their prior

information to customers about whether, when and in what way, funds will be protected and about
precisely which services benefit from this protection, to avoid breaching the Consumer Protection
for Unfair Trading Regulations 2008.

0-810.23 Institutions which operate outside the EEA should note that transactions where both the payer and

the payee are outside the EEA (for example a transfer between Japan and Hong Kong) are outside
the scope of the safeguarding provisions of the PSRs 2017, and as such, funds received for these
transactions should not be included in segregated funds. \Where the payer, the payee and their PSP
are all outside the EEA, the transaction is outside of scope even if one of the PSPs routes funds
through a correspondent PSP in the EEA.

0-910.24 1t is important that the availability of an asset pool from which to pay the claims of e-money

0.25

holders or payment service users in priority to other creditors in the event of the insolvency of a
firman institution is not undermined by the firminstitution improperly mixing funds, assets or
proceeds received or held for different purposes. For example, if an account that a—firm—an
institution holds with aan authorised credit institution is used not only for holding funds received in
exchange for e-money/for the execution of payment transactions but also for holding fees due to the
business or funds received for other activities (such as foreign exchange), this is-tikehyte-corrupt
the-segregation—Thiscarries a significant risk of corrupting the asset pool, and may result in the
protection for payment service users in regulation 1924 of the EMRs or requlation 23 of the PSRs
2017 not applying. As a further illustration, a—firman institution may safeguard relevant funds
received-for-the-execution-of payment-transactions-by covering them with an insurance policy or
comparable guarantee. However, if the account into which the proceeds of the-insuranee policy or
guarantee are payable is also used for holding funds for other activities, or for holding the proceeds
of another insurance policy taken out to safeguard funds received for another purpose, then this may
mean that the proceeds are not considered to be an ‘asset pool’ subject to the special rules about the
priority of creditors in the event of an insolvency.

When does the obligation to safequard start and end?

The safeqguarding obligation starts as soon as the institution receives the funds. For an institution

0.26

accepting cash, for example in the provision of money remittance services, the funds will be
received as soon as the cash is handed over. In our view, an institution will have received funds as
soon as it has an entitlement to them. This could include an entitlement to funds in a bank account
in the customer’s name, funds in an account in the customer’s name at another institution and funds
held on trust for the customer.

For an institution receiving funds through a payment system, if they are required, by the rules of

0.27

that system or the availability provision in regulation 89 of the PSRs 2017, to make funds available
to the payee from a particular point in time, in our view it is likely that the safequarding obligation
will start no later than that point. We expect that this will generally be the same point in time at
which the funds are credited to the institution’s account with the payment system.

The general principle is that the safeguarding obligation remains in place until the funds are no

longer held by the institution. In practice, this means that the institution should generally continue
to safeguard until funds are paid out to the payee or the payee’s payment service provider. If a chain
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0.28

of PSPs is involved, the funds must always be safeguarded for the benefit of the payer or payee; it is
not sufficient for the funds to be safeguarded for the benefit of another PSP in the payment chain.

An institution may receive and hold funds through an agent or (in the case of EMIs and small

EMIs) a distributor. The institution must safequard the funds as soon as funds are received by the
agent or distributor and continue to safeguard until those funds are paid out to the payee, the
payee’s PSP or another PSP in the payment chain that is not acting on behalf of the institution. The
obligation to safequard in such circumstances remains with the institution (not with the agent or
distributor). Institutions are responsible, to the same extent as if they had expressly permitted it, for
anything done or not done by their agents or distributors (as per requlation 36 in the EMRs and
requlation 36 in the PSRs 2017).

How must funds be safequarded?

0-1010.29 There are two ways in which a-Plan institution may safeguard relevant funds-:

0.30

e the segregation method and
e the insurance or comparable guarantee method.

An institution should choose one method and should not combine them.

We expect institutions to notify us if they intend to change which method they use to safequard

10.31

0.32

funds in line with their obligation to notify a change in circumstances under requlation 17 of the
EMRs or regulation 32 of the PSRs 2017.

The segregation method

The first method requires the Plinstitution to segregate the relevant funds i.e. keep them separate
from all other funds it holds—TFhis+eguirementapphes and, if the funds are still held at the end of
the business day following the day on which they were received, to deposit the funds in a separate
account with an authorised credit institution or the Bank of England (references in this chapter to
safequarding with an authorised credit institutions include safeguarding with the Bank of England,
unless the context requires otherwise), or to invest the relevant funds in such secure, liquid assets as
we may approve and place those assets in a separate account with an authorised custodian.

Requirement to segregate

Institutions must segregate i.e. keep relevant funds separate from other funds that they hold as soon

as funds—are—heldthose funds are received. It would not be sufficient to segregate funds in the
institution’s books/records; if held electronically, the funds must be held in a separate account at a
third party account provider, such as a credit institution. Funds held in banknotes and coins must be
physically segregated.

0-1110.33 There may be instances where, for customer convenience, the institution receives funds

from customers that include both relevant funds and fees owed to the institution. However, this
increases risk to relevant funds. We expect institutions to segregate the relevant funds by a
Plremoving them into a segregated account as frequently as practicable throughout the day. In no
circumstances should such funds be kept commingled overnight.
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0.34

Where relevant funds are held on an institution’s behalf by agents or distributors, the institution

0.37

remains responsible for ensuring that the agent or distributor segregates the funds.

Requirement to deposit relevant funds in a separate account with an authorised credit institution
or invest them in secure, liquid assets

0-1210.35 If relevant funds continue to be held at the end of the business day afterfollowing the day

that the Plinstitution (or agent/distributor) received them, the Plinstitution must:

e deposit the relevant funds in a separate account that it holds with an authorised credit
institution or the Bank of England; or

e invest the relevant funds in secure, liquid assets approved by us and place those assets in a
separate account with an authorised custodian.

0-1310.36 An authorised credit institution includes UK banks and building societies authorised by us

to accept deposits (including UK branches of third country credit institutions) and EEA firms
authorised as credit institutions by their home state competent authorities. Authorised-custedians

Authorised custodians include firms authorised by us to safequard and administer investments and

0.40

EEA firms authorised as investment firms under MiFID 11 and which hold investments under the

standards in Article 16 of MiFID II.

0-1410.38 The safeguarding account in which the relevant funds or equivalent assets are held must be

named in a way that shows it is a safeguarding account (rather than an account used to hold money
belonging to the Ph-institution). If it is not possible for a particular EEA authorised credit
institution to make the necessary designation evident in the name of the account, we expect the
institution to provide evidence (e.q. a letter from the relevant credit institution) confirming the
appropriate designation. The account must be in the name of the institution and not an agent or
distributor.

10.3——The safeguarding account must not be used to hold any other funds or assets.

10.39  In-ourviewtheeffectof-having-to-held-a-separate-accountFor EMIs/credit unions that erly-are

safeguarding funds received for both e-money and unrelated payment services, the funds should not
be held in the Plsame safequarding account.

No one other than the institution may have any interest in or right over the relevant funds or assets

0.41

in thatthe safequarding account—{, except as provided by regulation 19}-24 of the EMRs and
requlation 23 of the PSRs 2017. The institution should have an acknowledgement or otherwise be
able to demonstrate that the authorised credit institution or authorised custodian has no rights (for
example, of set off) or interest (for example, a charge) over funds or assets in that account.

In our view, one effect of this is that Plsinstitutions cannot share safeguarding accounts. For

example, a corporate group containing several Pisinstitutions cannot pool its respective relevant
funds or assets in a single account. Each Rlinstitution must therefore have its own safeguarding
account.
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0.42 The EMRS/PSRs 2017 do not—hewever; prevent Plsinstitutions from holding more than one

safeguarding account.

0.43 The EMRs/PSRs 2017 also do not prohibit the same account being used to segregate funds up to the

end of the business day following receipt, and to continue to safequard the funds from that point
onwards, as long as the account meets the additional requirements of the safequarding account.

0-1510.44 We expect that almost all institutions will, at some point, hold funds after the end of the
business day following receipt. Even if an institution only holds funds in this way on an exceptional
basis, those institutions will still need to hold a safeguarding account. If an acceunt—with—an

aethenseet—ereeat—lnstltutlon +s—bemguuseelbelleves that, due to |ts busmess model it &tmpettant—that

a safequardlnq account in place the mstltutlon should ensure that |t has appropriate evidence to
prove that it will never hold relevant funds after the end of the business day following receipt.

Secure, liquid assets the FCA may approve

+—\Where an institution chooses to invest relevant funds placed-in-a-depesit-accountand

+—into assets-placed-ina-custody-account

0-1610.45 Regulation-19, regulations 23(5)(b) reguiresof the PSRs 2017 and 21(6)(a) of the EMRs

eguw that any such assets are approved by us as belng secure and I|qU|d Lobesaneunsding
F m we-intend-te-\We use a common

approach for the PSRs 2017 and the EMRs in |dent|fy|ng swtable assets. —We have approved the
assets referred to below as liquid. On this basis, these assets are both secure and liquid, and
| payment-institutions can invest in them and place them in a separate account with an authorised
custodian in order to comply with the safeguarding requirement, if they are:

s

e jtems that fall into one of the categories set out in TFable—1-of peint-14-of -Annex—1-te
Directive-2006/49/EC(aArticle 114 of the Capital Requirements Regulation (EU 575/2013)
for which the specific risk capital charge is no higher than 0%; or

| e --units in an undertaking for collective investment in transferable securities (UCITS), which

invests solely in the assets mentioned previously.
A
0-1710.46 An institution may request that we approve other assets. We will make our decision on a

case by case basis, with the firminstitution being required to demonstrate how the consumer
protection objectives of safeguarding will be met by investing in the assets in question.

198



0.47

We may, in exceptional cases, determine that an asset that would otherwise be described as secure

0.49

and liquid is not in fact such an asset, provided that:

e such a determination is based on an evaluation of the risks associated with the asset,
including any risk arising from the security, maturity or value of the asset; and
e there is adequate justification for the determination.

The insurance or guarantee method

0-1810.48 The second safeguarding method is to arrange for the relevant funds to be covered by an

insurance policy with an authorised insurer, or a comparable guarantee fromgiven by an authorised
insurer or an authorised credit institution. -The policy or comparable guarantee will need to cover
all relevant funds, not just funds held evernight-erlenger—H-is-mportant-that-by an institution at
the insurance—policy—orguarantee—specifically—coversend of the areas—setoutherebusiness day

following the day that they were received.

It is important that the insurance policy or comparable guarantee meets the requirements of the

0.50

EMRs/PSRs 2017. In particular, a suitable guarantee would not be a ‘guarantee’ in the way that this
is often construed under English law (i.e. where the guarantor assumes a secondary liability to see
that the institution pays a specified debt or performs an obligation and becomes liable if the
institution defaults). The guarantor must assume a primary liability to pay a sum equal to the
amount of relevant funds upon the occurrence of an insolvency event (as defined in regulation 24 of
the EMRs and regulation 23 of the PSRs 2017). As such, we do not think it is appropriate or
desirable to use a term such as “surety” to describe the type of obligation assumed under the

arrangements.

There must be no other condition or restriction on the prompt paying out of the funds, accepting

0.52

that some form of certification as to the occurrence of an insolvency event is a practical necessity.
Where relevant funds are safequarded by insurance or comparable guarantee, it is important that the
arrangements will achieve, at the earliest possible time after the Pl is subject to an insolvency event,
the same sum standing to the credit of the designated account as would be the case if the Pl had
segregated the funds all along.

0-1910.51  The proceeds of the insurance policy or comparable guarantee must be payable in—=an

inselvency—event—{as—defined—in—regulation—19)-into a separate account held by the payment

institution. FhatThe account must be named in a way that shows it is a safeguarding account {rather
than an account used to hold money belonging to the PH-institution. The account must not be used
for holding any other funds;-and. No-one other than the Plinstitution may have an interest in or right
over the funds-in-it-proceeds of the policy or guarantee (except as provided for by regulation 1924
of the EMRs and regulation 23 of the PSRs 2017).

The arrangements must ensure that the proceeds of the insurance policy or comparable guarantee

0.53

fall outside of the institution’s insolvent estate, so as to be protected from creditors other than
payment service users or e-money holders. In our view, one way of achieving this is for the
insurance policy or comparable guarantee to be written in trust for the benefit of the payment
service users or e-money holders from the outset and to also declare a trust of the designated
account

If EMlIs/credit unions use this method for relevant funds received in exchange for e-money and

relevant funds received for unrelated payment services, they must ensure that the insurance
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policy(ies) or comparable guarantee(s) cover both sets of funds and provide for them to be paid into
separate accounts.

Pls
0-2110.56 Institutions must maintain organisational arrangements that are sufficient to minimise the

10.54 An ‘authorised insurer’ means a person authorised for the purposes of FSMA to effect and carry out
a contract of general insurance as principal or otherwise authorised in accordance with Article 14 of
Directive 2009/138/EC (Solvency 11)* to carry out non-life insurance activities as referred to in
Article 2(2) of that Directive, other than a person in the same group as the authorised institution.

40-2010.55 Neither the authorised credit institution nor the authorised insurer can be part of the

corporate group to which the Plinstitution belongs.
onf 1ai F ’

Systems and controls

risk of the loss or diminution of relevant funds or assets through fraud, misuse, negligence or poor
administration-_(requlation 24(3) of the EMRs and regulation 23(14) of the PSRs 2017). This
requirement is in addition to the general requirements on autherised-Plsinstitutions to have effective
risk management procedures, adequate internal control mechanisms and to maintain relevant
records-and-appliesto-both-authorised-Pls-and-small Plsthat voluntarily-safeguard.

APPs

0-2210.57 An institution’s auditor is required to tell us if it believeshas become aware in its capacity

as an auditor that, in its opinion, there is or has been, may be or may have been, a breach of
regulation—19any requirements imposed by or under the PSRs 2017/EMRs that is of material
significance to us-ineluding (requlation 25 of the EMRs and regulation 24 of the PSRs 2017). This
includes a breach of the safequarding requirements and the organisational arrangements
requirement._For EMIs, this may be in relation to either or both the issuing of e-money and the
provision of unrelated payment services.

0-2310.58 In our view, arrangements that Pisinstitutions should have in place include the following:

Pls
e Institutions should maintain records that are sufficient to show and explain their compliance
with all aspects of their safequarding obligations. This should include a documented
rationale for every decision they make regarding the safequarding process and the systems
and controls that they have in place. Such decisions should be reviewed reqularly.

|2A

of the European Parliament and of the Council of 25 November 2009 on the taking-up and pursuit of the business of Insurance and Reinsurance
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Institutions should ensure an appropriate individual within the institution has oversight of all

regulation 1920 of the EMRs and requlation 23 of the PSRs 2017.

procedures relating to safequarding and responsibility for ensuring that every aspect of the
safequarding procedure is compliant.

Institutions should exercise all due skill, care and diligence in selecting, appointing and

periodically reviewing credit institutions, custodians and insurers involved in the
Hrm’sinstitution’s safeguarding arrangements. Plsinstitutions should take account of the
expertise and market reputation of the third party and any legal requirements or market
practices related to the holding of relevant funds or assets that could adversely affect e-
money holders” or payment service users’ rights or the protections afforded by regulation
1920 of the EMRs and requlation 23 of the PSRs 2017 (for example where the local law of a
third country credit institution holding a safeguarding account would not recognise the
priority afforded by regulation—219the EMRs and PSRs 2017 to e-money holders/payment
service users on insolvency). Plsinstitutions should also consider, together with any other
relevant matters:

- the need for diversification of risks;

- the capital and credit rating of the third party;

- the amount of relevant funds or assets placed, guaranteed or insured as a proportion
of a third party’s capital and (in the case of a credit institution) deposits; and

- the level of risk in the investment and loan activities undertaken by the third party
and its affiliates (to the extent that information is available).

when it makes its decision on appropriateness, a-Ptan institution should record the grounds
for that decision.

Institutions should have arrangements to ensure that relevant funds receivedheld by persons
acting on their behalf (such as agents or distributors) are safeguarded in accordance with

In order to ensure it is clear what funds have been segregated and in what way, institutions

must keep records of any:

- relevant funds segregated;
- relevant funds placed in an account with an authorised credit institution; and
- assets placed in a custody account.

An institution’s records should enable it, at any time and without delay, to distinguish

relevant funds and assets held-:

- for one e-money holder/payment service user from those held for any other e-money

holder/payment service user and

201



- for one e-money holder/payment service user from its own money. FheyThe records
should be sufficient to show and explain #sthe institution’s transactions concerning
relevant funds and assets.

e Records and accounts should be maintained in a way that ensures accuracy and corresponds
to the amounts held for e-money holders/payment service users.

e An institution should carry out internal reconciliations of records and accounts of the
entitlement of e-money holders/payment service users to relevant funds and assets with the
records and accounts of amounts safeguarded. This should be done as often as necessary,
and as soon as reasonably practicable after the date to which the reconciliation relates, to
ensure the accuracy of the PEsinstitution’s records and accounts. Records should be
maintained that are sufficient to show and explain the method of internal reconciliation and
its adequacy.

e An institution should regularly carry out reconciliations between its internal accounts and
records and those of any third parties safeguarding relevant funds or assets.
FheseReconciliations should be performed as regularly as is necessary and as soon as
reasonably practicable after the date to which the reconciliation relates to ensure the
accuracy of its internal accounts and records against those of the third parties. a\When
determining whether the frequency is adequate, the Rlinstitution should consider the risks to
which the business is exposed, such as the nature, volume and complexity of the business,

and where and with whom the relevant funds and assets are held.

...... nder

Reconciliation

Certain permitted forms of safequarding give rise to the balance-en-each-potential for discrepancies

between the amount safequarded and the amount that should be safequarded that are very difficult

e where relevant funds are held in a currency other than the currency of the payment

e where payment service users do not pay sums for the execution of payment transactions
directly into a safeguarding account, out of which payment transactions are then executed,
but rather the institution ensures that a net amount equivalent to relevant funds is segregated

10.59
to completely avoid. Examples of this are:
e where relevant funds are invested in secure, liquid assets;
transaction;
and (where regulation 23 (5) applies) held in a safeguarding account.
10.60

Where such a potential for discrepancies exists, reconciliation should be carried out as often as is

practicable. In no circumstances would it be acceptable for reconciliation to be carried out less than
once during each business day. The reconciliation should result in the amount of funds or assets

safeguarded being

e sufficient to cover the amount that the institution would need to safequard before the next
reconciliation and
e (not excessive (to minimise risks arising from commingling).
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0.61 The institution’s approach to reconciliation must be supported by a clear explanation and must be

signed off by the institution’s board of directors. The explanation should also make clear that all
funds or assets in the segregated or safequarded account (as applicable) are held for the benefit of
payment service users / e-money holders within the meaning of the PSRs 2017/ EMRs (as

applicable).

0.62  Where relevant funds are held in a currency other than the currency of the payment transaction, the

reconciliation should be carried out using an appropriate exchange rate such as the previous day’s
closing spot exchange rate.

0.63  We consider an adequate method of reconciliation is for a comparison to be made and any

discrepancies identified between:

e the total balance of relevant funds as recorded by the RPlinstitution with the total balance on
that—aceountall safequarding accounts as set out on the statement or other form of
confirmation issued by the firm-that-helds—those—aceounts authorised credit institution or
custodian holding the account; and

e (2)-the total balance,currency-by-curreney,; on each-the e-money holders’/payment service
userusers’ transaction aceceuntaccounts as recorded by the Plinstitution, with the total
balance on that-acecountall safeguarding accounts, as set out in the statement or other form of
confirmation issued by the firmauthorised credit institution or custodian that holds the
account.

0-2410.64 Where discrepancies arise as a result of reconciliations, Pisinstitutions should identify the
reason for the-diserepaneythose discrepancies and correct #them as soon as possible by paying in
any shortfall or withdrawing any excess, unless the discrepancy arises only due to timing
differences between internal and external accounting systems. Y/hieln no circumstances would it
be acceptable for corrections to be made after the end of the business day. Where a discrepancy
cannot be immediately resolved, Plsinstitutions should assume that the records that show that a
greater amount of relevant funds or assets should be safeguarded are correct, until the discrepancy is
resolved. Institutions should be able to demonstrate that they are carrying out appropriate
reconciliations and correcting discrepancies.

Els

0-2510.65 Institutions should notify us in writing without delay if in any material respect they have
not complied with or are unable to comply with; the requirements in regulation 1920 of the EMRs
or requlation 23 of the PSRs 2017, or if ithey cannot resolve any reconciliation discrepancies in the
way described.

Effect of an insolvency event

0-2610.66 If an insolvency event (listed in regulation 1924 of the EMRs or regulation 23(15))) of the
PSRs 2017, as appropriate) occurs in relation to an authorised-Plora-smal-Rlthat-is-voluntarily
safeguardinginstitution then, with one exception, the claims of e-money holders/payment services
users will be paid from the relevant funds and assets that have been segregated (the ‘asset pool’) in
priority to all other creditors. The exception is that expenses of the insolvency
| proceedingproceedings take priority so far as they are in respect of the costs of distributing the asset
pool.
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2710.67 No right of set-off or security right can be exercised in respect of the asset pool, except to
the extent that it relates to the fees and expenses in relation to operating a safeguarding account.
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11. Complaint handling

1.1 This chapter summarises the-complaint handling requirements that apply to all payment service
providers— and e-money issuers.

Introduction
1.2 Complaint handling covers three distinct-areas:

e how payment service providers and e-money issuers handle the complaints they receive
from customers: (including record keeping and reporting complaints to us)

o the role of the Financial Ombudsman Service dealing with complaints where customers are
not satisfied with the eempany’spayment service provider’s/e-money issuer’s reSponse;

e our role in handling complaints from customers and other interested parties about alleged
breaches of the PSRs- 2017 and the EMRs, and about the FCA

Handling complaints from customers

1.3 It is important that businesses have their own complairtcomplaints-handling arrangements—that-.
Those arrangements should resolve most complaints.

1-311.4The FOS-will-rules on handling complaints from eligible complainants are not eensidera-complaint
untH-the-business—concerned-has-had-an-oppertunity-to-consider-itset out in the PSRs 2017 or the
EMRs. They are set out in the Dispute Resolution: Complaints sourcebook (DISP) in our
Handbook. DISP sets out the meaning of eligible complainants and we also provide details in this
chapter at paragraph 11.34.

1-411.5Al1 payment service providers and e-money issuers are subject to eurrules-abeut-hew-they-handle
complaints—Thesethe dispute resolution rules are-set-eut-in-in DISP, even if they are not required to
be authorised or registered by us. For guidance on the persons that are defined as payment service
providers and e-money issuers see Chapter i-efthe-in-our-Handboek-2 - Scope.

11.6 The rules in DISP cover a range of issues, including-aieing-:

e _consumer awareness-establishing

« _internal complaint-handling procedures;
o timeliness;
o the requirement for a final-response letter;

o the rules on referral of complaints to others and-a-requirement-to-cooperate
e cooperation with the FOS:Financial Ombudsman Service

TFhere-are

1L1——In some ~about-complaints-handling-on-our-website:
%Z—Femrmssuehﬂas%aﬂk%mmeﬁfa#uﬂdepcases the
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1-511.7Firmsin DISP are different to the rules that are-enly-regulated-by-us-inrelation-to-payment-services

1.8

ate—net—reqe#edggp_ly to#eeerd—eempL%repeﬁ—eemptamt—s&aﬂsnes%—ewpubmt%

used—te—hehe—the—FOS—rf—neeessaty—mes—act|V|tles that are Fegutateel—ley—us—m—tﬁetaﬂen—te—ethemot
payment services activities must-recerd-or the |ssuance of e-money. This mcludes the rules relatlnq

tO consumer awareness and

Fepemhg—pehedcomplalnts handlmq time limits.

The rules for handling complaints about the rights and obligations under Parts 6 and 7 of the PSRs

1.9

1-611.10 This means informing users about the payment serwce asees—abe&t—th%ﬁem—sprovxder own

2017 from non-eligible complainants are set out in requlation 101 of the PSRs 2017.

Providing information about complaints procedures

The PSRs 2017 require firmspayment service providers to provide information about the eut-of-
court-complaintand-redressavailability of alternative dispute resolution procedures for the-payment
service userusers and the-methods-for-havinghow to access to them {as part of their pre-contractual
information (see, requlations 43 and 48 and paragraph 7(b) of Schedule 4}—Fhis- to the PSRs 2017).
This will also apply to the payment service element of e-money issuers business.

complaints mechanism-and-the-availability-of the FOS—This-information-can-be-provided-u
summary-detatls—reguired-, the ava|Iab|I|ty of the FmanC|aI Ombudsman SerV|ce —or Where the
complainant is not an eligible complainant, another dispute resolution provider — and any other
alternative dispute resolution procedures (such as under -the Online Dispute Resolution Requlations
(EU 524/2013)). in these ways:

e for single payment transactions, this information must be made available ‘in-geed-time
before the payment service user is bound by the single payment service contract’-

o for framework contracts, this information must be provided ‘in good time before the
payment service user is bound by the framework contract’-

11-711.11 In both cases, where the contract is concluded using distance means; the information can be

provided immediately after conclusion of the contract — or immediately after the execution of the
transaction for single payment service contracts — if the method used to conclude the contract does
not enable earlier provision. The information required under the PSRs 2017 can be provided using
the summary details required under DISP 1.2.

However-these

Payment service providers and e-money issuers are subject to the complaints handling rules in DISP

1.2 when dealing with complaints from eligible complainants. DISP 1.2 is modified to take account
of the information requirements areunder the PSRs.

1-811.13 The requirements for payment services are therefore different in terms of content and timing from

the reguirementrequirements in DISP 1.2 for other types of business—which-is-that-thefirm. For
other types of business, the payment service provider or e-money issuer should “refer eligible
complaints to the availability of these summary details at or immediately after the point of sale™
sale or, in relation to a payment service, at the branch where the service is provided. Where the
activity does not involve a sale, this obligation applies at or immediately after the point when
contact is first made with an eligible complainant.

Seo,
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1.15

1-911.14 This means payment service providers who also undertake other types of business regulated-by-us

witithat we regulate have to operate different arrangements for payment service users frem-those
they-operate-forand other customers. If they wishwant to, payment service providers can apply the
requirements relating-tofor payment service users to all their customers, since they also satisfy the
requirements set out in DISP 1.2 for etherall customers.

The FOS

Complaints handling time limits

Article 101 PSD2 sets out time limits for handling complaints. For eligible complainants these are

1.16

implemented by our rules in DISP.

DISP 1.6.2A requires payment service providers and e-money issuers to send a final response to

1.17

complaints about rights and obligations arising under Parts 6 and 7 of the PSRs 2017 — a PSD
complaint— and Part 5 of the EMRs — an EMD complaint — by the end of 15 business days after
the day on which it received the complaint (or, in exceptional circumstances, by the end of 35
business days after the day on which it received the complaint).

These time limits are different to those that apply to complaints about other aspects of the payment

1.18

service or e-money. They are also different to complaints about other types of business we regulate,
which are subject to the time limit requirements in DISP1.6.2.

Payment service providers and e-money issuers are, therefore, subject to different complaints time

1.19

limits depending on whether the complaint is a PSD complaint or EMD complaint or not. If they
want to, payment service providers and e-money issuers can apply the DISP 1.6.2A time limits to
all of their complaints from customers, since they satisfy the requirements set out in DISP 1.6 for

other complaints.

The time limit rules in DISP 1.6 do not apply to a complaint resolved by close of business on the

1.20

third business day following the day on which it is received (see DISP 1.5).

For PSD complaints from complainants that are not eligible complainants, regulation 101 of the

1.21

PSRs 2017 requires payment service providers and e-money issuers to respond to complaints within
15 business days or, in exceptional circumstances, 35 business days.

Complaints recording and reporting

Payment service providers and e-money issuers must keep a record of each complaint they receive

1.22

and the measures taken for its resolution, and retain that record for three years - see DISP 1.9.

Credit institutions, Pls and EMIs must provide us with an annual report on complaints received

about payment services or e-money. See DISP 1.10B, the complaints reporting directions. Credit
institutions, Pls and EMIs must follow the instructions on the GABRIEL system to submit their
returns electronically.

207



1.24

11.23

The FOScomplaints reporting directions apply to all complaints from payment service users,
whether or not they are eligible complainants (i.e. those within the scope of requlation 101 PSR as
well as DISP 1) and to complaints from e-money holders that are eligible complainants.

The requirements in the complaints reporting directions are in addition to other complaints

reporting requirements that apply to FSMA authorised firms. Firms should refer to DISP 1.10 for
further details.
The role of the Financial Ombudsman Service in dealing with complaints

1.1011.25 The Financial Ombudsman Service operates the out-of-court complaint and redress

1.26

procedures for payment services and e-money holders that are eligible complainants required by the
PSBPSD2 and EMD.

TheFos

Financial Ombudsman Service is a statutory, informal dispute-resolution service, established under

FSMA and eperatienalhy-independent of the FCA. It operates as an alternative to the civil courts. Its
role is to resolve disputes between individuals—micro-enterprises,-smat-charitiesand-trusts.eligible

complainants and financial services firms quickly, without taking sides and with minimum
formality, on the basis of what is fair and reasonable in the circumstances of each case. n

) e fai N .

1-1111.27 The Financial Ombudsman Service looks at the relevant law, regulations, regulators’ rules,

1.28

guidance and standards, relevant codes of practice {such-as-the-Remittances-Custemer-Chartery-and,

where appropriate, what it considers to have been good industry practice at the relevant time.

Where a complaint about the rights and obligations under Parts 6 and 7 of the PSRs 2017 is from a

payment service user that is not an eligible complainant, regulation 101 of the PSRs 2017 requires
the payment service provider to inform the payment service user of at least one provider of dispute
resolution services which is able to deal with its complaint. As the payment service user will not be
able to make a complaint to the Financial Ombudsman Service they will need to be informed of a
dispute-resolution service such as a commercial dispute resolution service with which the payment
service provider has an agreement.

Jurisdiction of the Financial Ombudsman Service

1-1211.29 There are threetwo separate jurisdictions under the FOS-Financial Ombudsman Service:

»—The compulsory jurisdiction {&J)—Fhis-covers all firms, authorised or registered and regulated
by us-and-the FCA and a limited number of other financial services businesses. All payment
service providers and e-money issuers with UK establishments-

. Ihe—eensumer—ereelﬁ are sub|ect to the compulsory jurISdICtIOI’]—(GGJ)—-FhIS—GGVGFS

) The voluntary Jurlsdlctlon—W—J)— ThIS covers flnanC|aI services busmesses that are not
covered by the CJ-erthe-CCIcompulsory but choose to join the YJvoluntary jurisdiction, for
instance firmspayment service provider and e-money issuers providing services in the UK
from overseas.
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11.30  All payment service providers and e-money issuers with UK establishments are covered by the CJ

for disputes concerning the provision of payment services, issuance of e-money and credit-related
regulated activities, and activities ancillary to those activities.

11.31 Complaints can be made about payment service providers and e-money issuers that no longer

provide payment services or issue e-money. Former payment service providers and former e-money
issuers remain in the compulsory jurisdiction for complaints about an act or omission that occurred
when they provided payment services or issued e-money, as long as the compulsory jurisdiction
rules were in force at the time the activity took place.

41-1311.32 Further information about the EOS’sFinancial Ombudsman Service’s processes for
handling complaints is available on its websiteavatable-en-the-.

41-1411.33 There is also information specifically for smaller businessesspecificatly-for

EhigibiityEligible complainants

The full details of who is eligible to bring eemplaints-to-the FOS

: a . . he FC
depends-on-the-type-ef-firm-and;complaint are set out in DISP 2.7seme-cases;-the-date-of-the

j jor. In summary, access to &
0 can be referred to-the FO ubie o-time limi ee DISP28)

11.1511.34 Access-to-the-FOSthe Financial Ombudsman Service is available to:

e  CONSUMers;
e micro-enterprises (see paragraph 11.24-below):-30)

| *fRegulation924/2009}
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e small charities —with annual income under £1 million at the time of the complaint;-and

e small trusts —with net asset value under £1 million at the time of the complaint-

e CBTL consumers (in relation to CBTL business)

e A business may not bring a complaint about an activity that it conducts itself. This extends
to complaints from e-money issuers about payment service provision, as all e-money issuers

are also entitled to provide payment services.

aVal a Ia) a\ ¥laYa alla) ‘allaldTalal omn a o cat N a m

#1-1611.35 If a payment service provider or e-money issuer is in any doubt about the eligibility of a
complainant, it should treat the complainant as if it were eligible. If the complaint is referred to the
FOSFinancial Ombudsman_Service, it will determine eligibility by reference to appropriate
evidence, such as accounts or VAT returns in the case of micro-enterprises.

41-1711.36 A “micro-erterpriseis-an-enterprise is an business which both:
e {a)employs fewer than 10 andpeople
e {b}has a turnover or annual balance sheet that does not exceed €2 million-

41-1811.37 When calculating turnover or balance sheet levels, the European Commission’s monthly

accounting rate of the euro may be used-{see paragraph-3.99).%°.

41-1911.38 For a complaint about payment services or e-money, the complainant is eligible if it is a
micro-enterprise either at the point of concluding the contract or at the time of the complaint. The
point of this ‘dual test’ is to make it easier for firms to determine whether the complainant is

| eligible. Payment service providers _and e-money issuers should have arrangements in place to

check whether their customers are micro-enterprises at the time of conclusion of the contract.

ButHowever, if this information is not easily available, the dual test would allow a complainant

instead to rely on its status at the time of making the complaint.

111.39  For other activities covered by the E©S’sFinancial Ombudsman Service’s jurisdiction, the test for

eligibility is whether the complainant is a micro-enterprise “"at the time the complainant refers the
complaint to the respendent-respondent™. This is in line with the eligibility tests for small charities
and trusts.

JJLZQllAO The dual test means that where the complaint is about a number of issues, including
payment services, the firm may only have to consider eligibility at the time the complaint was
made. However, if the complainant was not eligible at the time the complaint was made and the
case appears borderline, it will also be necessary to investigate the complainant’s status at the point
of concluding the contract.

Transitional arrangements for small business complainants

41211141 Until 1 November 2009,-the small businesses with a group turnover of under £1 million
per year were eligible to take complaints to the FOS:Financial Ombudsman Service. The
implementation of the-PSB-hasPSD1 resulted in a change to the eligibility criteria, meaning that
some small businesses that until that date had been eligible to take complaints to the FOSFinancial
Ombudsman Service lost that right from 1 November 2009. In order to protect the position of these

% The European Commission provides a tool to calculate the monthly accounting rate of the Euro here:
http://ec.europa.eu/budget/contracts_grants/info_contracts/inforeuro/index_en.cfm
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11.44

small businesses, the old eligibility test witcontinues to apply, if necessary, for complaints about
any policy or contract taken out before 1 November 2009 where the payment service provider was
subject to the EOS sFinancial Ombudsman Service’s jurisdiction before that date.

Territorial scope of the compulsory jurisdiction for complaints against payment service
providers and e-money issuers

11.42 The compulsory jurisdiction covers complaints about the payment services, e-money and

ancillary activities of a firm carried on from an establishment in the UK. This includes EEA-
authorised PIs’ and EMIs’ UK branches or agents.

Cross-border disputes

41231143 The FOS-activelyFinancial Ombudsman Service co-operates with ether-dispute resolution

services in other EEA countries in—reselvingto resolve cross-border disputes. The—FOS’s
membershipThe Financial Ombudsman Service is a member of FIN-NET, the financial dispute
resolution network of national out-of-court complaint schemes in the EEA-helps-te-facilitate-this.

The voluntary jurisdiction of the Financial Ombudsman Service

The voluntary jurisdiction covers complaints that are beyond the scope of the compulsory

11.45

jurisdiction. It is available to payment service providers, e-money issuers, and other financial
businesses that carry on business outside the UK and want to give their consumers alternative
dispute resolution by the Financial Ombudsman Service.

Firms, payment service providers, and e-money issuers can join the voluntary jurisdiction to allow

11.46

consumers to take complaints to the Financial Ombudsman Service about acts or omissions before
they joined the compulsory jurisdiction.

Firms that want to join the voluntary jurisdiction should contact the Financial Ombudsman Service

11.47

(see Annex 2 — Useful Contact Details).

Complaints to the FCA

We are required to eperate-proceduresmaintain arrangements to alewenable payment service users,
e-money holders and other interested parties (including consumer associations) to submit
complaints to us about payment service providers’ or e-money issuers’ alleged breaches of the
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1.48

PSRs—This—may 2017 or EMRs. Information about how to complain can be dere-by-using-the
complaintsformfound on our website.

Our process for dealing with these complaints takes account of the Guidelines on Procedures for

Complaints of Alleged Infringements of Directive (EU) 2015/2366 issued by the EBA under
Article 100(6) PSD2*

11.2411.49 These complaints will be acknowledged and used, where appropriate, to inform our

regulatory activities {— see Chapter 12}—However; - Supervision. We do not operate a redress
mechanism for individual complaints and so in replying to complainants, we will tell them — where
appropriate — that they may be able to refer their complaint to the FO©S—Financial Ombudsman
Service.

Complaints about the FCA

1.2511.50 Anyone directly affected by the way in which the FCA has exercised its functions (other

than its legislative functions) may lodge a complaint. To do so, please contact the Complaints Team
by emailby-emat-6 or by telephone {on 020 7066 9870)--.

| 2 https://www.eba.europa.eu/requlation-and-policy/payment-services-and-electronic-money/quidelines-on-procedures-for-complaints-of-al leged-

infringements-of-the-psd2
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12. Supervision

12.1  This chapter describes how we supervise PSPs and e-money issuers under the PSRs 2017 and

EMRs 2011. We also summarise our supervisory approach te-eur—respensibititiesfor-supervising
payrent-serviceproviders—under the Money Laundering and Transfer of Funds (Information on
the Payer) Reqgulations 2017.

Introduction

We-have-desigred-our

121 All PSPs and e-money issuers will be supervised in accordance with the FCA’s general approach
to supervision.”® The specific supervisory appreach-to-be-appropriatemeasures that we decide to
use will depend on the level-ofrisk m%dwve%hew&ent—serwee&#wkekp%ese#ﬂs%&eensumeﬁ&

125 Qur preference is to work in an open and cooperative relationship with PSPs and e-money issuers.

We encourage PSPs and e-money issuers to speak to us at the earliest opportunity if they anticipate

any issues-they-may-have-in-comphyingchallenges to their compliance with the PSRs 2017 or the
EMRs so that we can discuss with-ther-an appropriate way forward-

Supervising-comphiance with the conductof-businessrules

| #  Details of which can be found at https://www.fca.org.uk/about/supervision.
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124

12.3

Supervising-comphance-with-the-requirement to tell us of any significant changes to their business

or_conditions of authorisation andor registration—+egquirements—and-—the—capitalrequirements—of
authorised-Pis,”

; " :

12.4  We may instigate a closer supervisory relationship with any PSP or e-money issuer whose market
activity means that any shortcomings or compliance failures could pose a greater risk.
12.5  We may also classify a Pl or an EMI with a significant market presence as a “fixed portfolio firm”.
Fixed portfolio firms are subject to the highest level of supervisory attention. We make it clear to a
PI or EMI if it falls within the ‘fixed portfolio’ category.
Supervising compliance
12.6  We are responsible for supervising PSPs’ and e-money issuers’ compliance with the following key
areas:
e the conduct of business rules under the EMRs and PSRs 2017 (as set out in Chapter 8 —
Conduct of business requirements);
e authorisation; and registration requirements for Pls, RAISPs, and EMIs, which includes
initial and ongomg capltal requlrements—and—regﬁtrauen—reqwremwts—by—anabfsmg—the
Repelctmg— safequardlnq and the appointment and remstratlon of aqents and
e (for businesses that are supervised by us for these purposes) money laundering and counter
terrorist financing obligations.
12.7  We supervise and monitor compliance with the PSRs 2017 and EMRs through a combination of:
e periodic reporting;
e event driven notifications;
e complaints and other intelligence;
e targeted information gathering and investigations using our statutory powers;
e reporting from auditors; and
e thematic reviews.
12.8  The reportsinformation we receive are-(e.g. from reports and notifications) is analysed and further

supervisory action may be considered where, for example, a-shertial-in-capital-is—identified-the
PSRs 2017 requirements are breached. It is likely in such circumstances that we will contactask

the Pl—to—hear—HsPSP or e-money issuer for an explanation of why it breached the
reguirementrelevant requirements and then agree remedial action. -If we are not satisfied with the
response, we will consider enforcement action, including cancelling its authorisation or
registration.

| 2 See regulation 37 PSRs 2017, regulation 37 EMRs and Chapter 4 of the Approach Document (Change in circumstances of authorisation)
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12.5]

12.9

Further detalls of the reporting and notlflcatlon reduwements can be found in Chapter 13 —

2.10

Reportlnq and notlflcatlons and Chapter 4 — Chanqes in mrcumstances of authorlsatlon

We also monitor compliance through intelligence received via complaints, whistle-blowers and

211

market developments. This approach helps us to identify key—risks in relation—to—ongoing
compliance-with-the-autherisation-and-registrationreguirements—. Complaints or other information
we receive about breaches of the conduct of business rules are an indicator of whether a firmPSP
or e-money issuer is maintaining appropriate arrangements in relation to governance, systems and
controls, and internal controls. —-Our process for dealing with complaints about alleged breaches of
the PSRs 2017 takes into consideration the EBA Guidelines on Procedures for Complaints of
Alleged Infringements of Directive (EU) 2015/2366 [to be issued under Article 100(6) PSD2
following consultation].*

Where themes arise from the analysis of information obtained by us that indicate an industry-wide

2.12

problem, we may undertake supervisory action relating to that theme, such as visiting PSPs or e-
money issuers to understand how they are managing the risk(s) identified. Findings from these
visits may lead to specific action being required by certain PSPs or e-money issuers and wider
guidance being given to the industry.

PSPs and e-money issuers should be aware that they are “relevant firms” for the purposes of

2.13

section 404 of FSMA (Consumer redress schemes). Section 404 allows the FCA in certain
specified circumstances relating to regular or systemic non-compliance with applicable
requirements to make rules requiring relevant firms to establish and operate a consumer redress
scheme. More information on consumer redress schemes can be found in Guidance Note 10%.

Supervision of passporting EMIs and Pls

We are responsible for supervising compliance with the conduct of business requirements and,

2.14

where relevant, anti-money laundering and counter-terrorist financing requirements of EEA
authorised EMIs and Pls in relation to services provided from an establishment in the UK. Please
refer to Chapter 6 — Passporting for further details.

Where a PI’s or EMI’s head office is situated in another Member State and operates in the UK

through agents pursuant to the right of establishment, that Pl or EMI may be required to appoint a

% https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/quidelines-on-procedures-for-complaints-of-alleged-

infringements-of-the-psd2
3 https://www.fca.org.uk/publication/guidance-consultation/guidance10.pdf
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central contact point in the UK in order to facilitate the supervision of those network of agents.
[The circumstances in which the appointment of a central contact point is appropriate and the
functions of the contract point shall be determined in accordance with the Regulatory Technical
Standards developed by the EBA under Art 29(5) of PSD2. We will, where necessary, update our
approach in respect of the appointment of central contact points following publication of the
relevant Regulatory Technical Standards in the Official Journal.]

12.15 Under the PSRs 2017 and the EMRs we may direct that an EEA authorised Pl or EMI providing

payment services through a branch or agent in the UK reports to us on its requlated activities for
information and statistical purposes and (where the EEA authorised Pl or EMI has exercised its
right of establishment in the UK) to monitor compliance with Parts 6 and 7 of the PSRs 2017.
[The EBA is developing Regulatory Technical Standards under Article 29(6) of PSD2 that specify
the means, details and frequency of reporting requested by host Member States. We will, where
necessary, update our approach in respect of the reporting requirements following publication of
the relevant Requlatory Technical Standards in the Official Journal.]

Powers to require information, appoint persons to carry out investigations and carry out
skilled persons reports

12.16  We have a number of statutory powers that enable us to obtain information from PSPs and e-

money issuers for supervisory purposes. They include:

o the power to require specified information in connection with our responsibilities under the
PSRs- 2017 and EMRs

o the power to require a report from a skilled person, nominated or approved by us, on any
matter that we require in connection with our responsibilities under the PSRs: 2017 and
EMRs. Further information on our policy on the use of skilled persons and appointment
and reporting process is contained in the supervision section of our Handbook (SUP),
specifically at SUP 5.3 and 5.4.

o if-itappears-that there is a good reason for doing so, we can appoint competent persons to
conduct an investigation on our behalf-

2.17  Where, following any investigation, we are not satisfied that a PSP or e-money issuer has dealt

appropriately with the causes of the non-compliance, we will discuss the matter with our
Enforcement division. Chapter 14 - Enforcement contains further details on our approach to
enforcement.

Information from auditors
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12.18  Statutory auditors and audit firms are obliged under the PSRs 2017 and EMRSs to report to the FCA
certain matters of which they have become aware in their capacity as auditor of an authorised PI,
an EMI or a person with close links* to the authorised P1 or EMI. If, for example, an auditor of an
authorised Pl reasonably believes that the authorised P1 has contravened any of the requirements of
the PSRs 2017, they must report the contravention to us under regulation 24 of the PSRs 2017
(there is an equivalent obligation on auditors under requlation 25 of the EMRS).

12.19  We will review any information received from auditors and will follow up with the PSP or e-
money issuer and/or the auditors as appropriate.

Credit institutions and other FSMA-requlated firms

12.20  Credit institutions and other FSMA-requlated firms that issue e-money or provide payment
services are supervised for compliance with the applicable conduct of business rules found in the
PSRs 2017 and EMRs in the manner set out in this Chapter.

Group Supervision

12.21  The approach taken for the supervision of a Pl or EMI that is part of a large FSMA-authorised
group is determined on a case-by-case basis.

Supervision under the Money Laundering and Transfer of Funds (Information on the Payer)
Regulations 2667MER)2017
1227
12.22  The PSB-brings-Money Laundering and Transfer of Funds (Information on the Payer) Regulations
2017 (the “MLRs”) apply to all PSPs and e-money issuers. [Please note the MLRs were recently
subject to consultation and final regulations have not been published by HM Treasury].

12.23  PSPs and e-money issuers must also note their obligations under the Terrorism Act 2000, the
Proceeds of Crime Act 2002 and, where relevant, any requirements imposed by the Treasury under
the Counter-Terrorism Act 2008. Chapter 19 — Financial Crime contains further detail on our
approach to financial crime.

12.24  The FCA is the designated supervisory authority under the MLRs for the following types of PSP
and e-money issuer:

e credit institutions and other FSMA-requlated financial institutions other than “excluded
money service businesses”;
EMIs;

e PIs other than those that have authorisation to provide money remittance payment services

(see below); and
e RAISPs.

12.25  Pls. including “bill payment service prOV|ders+mder—the—M4=R—'Fhe—ma}emy”34 that are meney
service—businesses;authorised to provide money remittance services®™ only, are supervised for

3 <Close links’ has a specific meaning in this context. Please refer to regulation 25 of the EMRs and regulation 24 of the PSRs.

* __An ‘excluded money service business’ is a_money service business with permission under FSMA relating to or_connected with credit agreements and
contracts for hire of goods but does not have permission to carry on any other kind of regulated activity (see regulation 7 of the MLRs).
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2.26

compliance with the MLRs by HMRC and need to register with HMRC accordingly®®. Pls
(including bill payment service providers) with permission to carry on money remittance plus
other, additional payment services may be supervised under the MLRs by either of the FCA or
HMRC, depending on the nature of the requlated payment services activity carried out. In these
cases, the FCA and HMRC will consider the business activities and scope of the authorisation on a
case-by-case basis to determine which remaiasupervisory authority is best placed to supervise the
PI’s compliance with the MLRs.

There is no need for Pls or EMIs supervised by the FCA under the MLRSs to register separately as

2.27

an Annex | Financial Institution. If you are currently registered with the FCA as an Annex 1
Financial Institution you can apply to us to deregister to avoid additional fees.

The FCA has a risk-based approach to financial crime supervision. You can find more details

2.28

about our approach to Anti-Money laundering (AML) supervision in our annual AML reportsand
supervised-by- HMRCfor-thepurpeses-of-the- MR-, Firms that we supervise should be prepared
to provide us on request with information about the operation and effectiveness of their AML and
counter-terrorist financing policies and procedures that they are required to have in place under
requlation 19(1) to (5) of the new MLRs. We may include any Pl or EMI in our thematic reviews.

All firms that the FCA supervises can find helpful guidance on how to prevent financial crime in

the FCA’s Financial Crime: A Guide for Firmsare-.

As defined in regulation 3(1) of the MLRs

The activity listed at paragraph 1(f) of Part 1, Schedule 1 of the PSRs 2017

See the information for money service businesses on the gov.uk website: https://www.gov.uk/guidance/money -laundering-regulations-money-service-
business-registration
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3.1

13. Reporting and notifications

PSPs, electronic money issuers and other businesses are required under the PSRs 2017 and the

EMRs to provide certain data and information to the FCA either periodically or under specified
circumstances. In some cases we must provide this information in turn to the Treasury, European
Commission, European Banking Authority (EBA) or European Central Bank (ECB).

3113.2Chapter 4 - Changes in circumstances of authorisation or registration covers the notifications that

Pls, EMIs and RAISPs must provide to us when there is (or is likely to be) a significant change in
circumstances which is relevant to their authorisation or the information previously provided to us.
This includes, for example, changes to standing data, control of the business, outsourcing

arrangements and the people responsible for Pls—which—are—merchant-acquirers—and-—credit—card

2 Ak website—management. Chapter 4 also covers the
notice requirements that apply to the persons proposing to increase or reduce their control of the
authorised PI, or EML.
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13.3 This chapter deals with the periodic reports that are required under the PSRs 2017 and EMRs and

the event-driven notification requirements under the PSRs 2017. It also covers the notifications that
are required from "excluded providers" under regulations 38 (Notification of use of limited network
exclusion) and 39 (Notification of use of electronic communications exclusion) of the PSRs 2017.

13.4 This chapter is therefore relevant to PSPs, e-money issuers and excluded providers.

Reqular reporting

43.213.5A summary of the regular reporting requirements for autherised-Pls-PSPs and e-money issuers is
shown in the two-tables below.

Required to submit: Authorised Pls and RAISPs

Frequency: Annual.

Submission date: Within 30 business days of firm’s—Accounting—Reference—Pate
{ARD)-the authorised PI’s or RAISP’s accounting reference date.

Method of submission: Gabriel

Handbook references: SUP 16.13 (Reporting under the Payment Services Requlations),
SUP 16 Annex 27AD (Authorised Payment Institution Capital Adequacy Return), SUP
Annex 27B (Notes on Completing FSA056)

c—heraethedused A Do © [opp Chooie- 00 o
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Audited-Accounts
i . ired:

whether—if-incorporatedThe information requested in this
report helps us discharge our supervisory functions by
providing us with information on the authorised PI’s or
RAISP’s business and whether it meets its authorization and
prudential requirements. The authorised Pl or RAISP will only
be expected to answer the questions that are relevant to the
requlated activities it carries out. For example, RAISPs will
need to provide information on the value and volume of the
AIS activity, but are not expected to answer the guestions on
capital resources, safeguarding or payment transactions.

»—In this report, the authorised Pl gualifies—for—the
: - e . )

obligationis_asked to submit separate-accounts for -PSD
busi | . S rod of tt
were-last sent to-us.

: . ol
i ) . ired_of | hori
safeguards—its—elients> funds-provide the following
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safeguarding-optionsare-availableinformation:

slhepd——o—seoosnie—oeeeun b an
authorisedwhether it is included in the consolidated
supervision of a parent credit institution: (to allow us to
supervise groups efficiently)

leui held i

Plomborergonis
o Confirmation—is—reguired—of-a high level income

statement covering requlated payment services and
non-regulated activities (to give us an overview of the
size of the payment services business)

e its capital requirement calculation and details of its
capital resources (to determine whether the capital
requirement is appropriately calculated and whether it
is being met)

e details of its safequarding methods (to confirm that
appropriate arrangements are in place)

o the number of agents appointed (to verify the
information on our public register on our website)

e how it accesses payment systems (to help us
understand the wider payments infrastructure that it
relies on)

o the autherised-Pl-isresponsiblefor-and-volume and
value of payment transactions executed (including
through agents) and the number of payment services
customers (to understand the scale of the payment
services activity)

e where relevant, information on the volume of AIS or
PIS activity, the calculated minimum monetary amount
of the professional indemnity insurance and whether
the terms of the insurance policy held has registered-at
thereportingperiod-end-changed in any material way
since authorisation (to assess the continued suitability
of the insurance cover)

RAISPs are asked to provide the following information:
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e a high level income statement covering requlated
payment services and non-requlated activities (to give
us an overview of the size of the payment services
business)

e information on the volume of AIS activity, the
calculated minimum monetary amount of the
professional indemnity insurance and whether the
terms of the insurance policy held have changed in any
material way since authorisation (to assess the
continued suitability of the insurance cover)

Process

Authorised Pls and RAISPs should follow the instructions on the Gabriel online system to
submit their returns electronically. Gabriel can also be used to view a tailored schedule of
your reporting requirements.
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Required to submit: Small Pls

Frequency: Annual report covering 1 January to 31 December.

Submission date: To be submitted by the end of the following January.

Method of submission: [To be confirmed]

Handbook references: SUP 16.13 (Reporting under the Payment Services Regulations),
SUP 16 Annex 28C (Small Payment Institution Return), SUP Annex 28D (Notes on
completing FSA057)

Content and purpose

Heersewee*peeﬂhe mformatron requested in thrs report helps us drscharqe our

supervisory functions by providing us with information on the small PI’s business and
whether it continues to meet the conditions of its registration.

In this report, the <small PI is asked to provide the following information:

e a high level income statement covering requlated payment services and non-
regulated activities (to give us an overview of the size of the payment services
business-enly-accounts)

e the volume and value of payment transactions executed by the small PI, including
through its agents in the UK (to be-sentenable us to us-within-9-months-of PPs
Accounting-Reference-Date-(ARDprovide the Treasury with the necessary
information so that it can report the total value of small Pl payment transactions to
the Commission and further to assess whether the small Pl has continued to meet
the conditions for registration)

e the number of payment services customers (to _understand the scale of the payment
services activity)

e where voluntarily adopted, the details of its safequarding methods (to confirm that
appropriate arrangements are in place)

e the number of agents appointed (to verify the information on our public register on
our websiteMethod-of submission—in-paperform)

e how it accesses payment systems (to help us understand the wider payments
infrastructure that the small Pl relies on)

ContentProcess

Purpose
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services-business-elementonly[To be confirmed]

Reportrequired—FSABS7Payment-Services-Directive-TransactionsRequired to submit:
Authorised and small EMIs

Frequency: Annual-reportcoveringtJdandary-to-31-December-,

Submission date: Fe-be-submitted-by-the-endWithin 30 business days of the fellewing
JanuaryEMI’s accounting reference date.

Method of submission: GABRH=L[To be confirmed]

Handbook references: SUP 16.15 (Reporting under the Electronic Money Regulations),
SUP 16 Annex 30H (FINO60 EMI Questionnaire), SUP 16 Annex 30l (Notes on
completing the authorised electronic money institution questionaire), SUP 16 Annex 30J
(FINO60 SEMI Questionnaire), SUP 16 Annex 30K (Notes on completing the small
electronic money institution questionnaire).

Content and purpose Purpose

Confirmation-of the number-and-valueof To-enableThe information requested in this

paymenttransactions-fal-transactions: report helps us discharge our supervisory
ineluding-ane-leg)- functions by providing us with information

on the authorised or small EMI’s business
and (where relevant) whether it meets its
prudential requirements.

The information that must be provided
depends on whether the business is an
authorised EMI or a small EMI.

The authorised EMI is asked to provide the
b 1 - .

226

/{ Deleted Cells

//{ Deleted Cells




HRobienarepere e ne e S

Plfollowing information:

a high level income statement covering e-
money issuance and, where relevant,
unrelated payment transactions-services; (to
give us an overview of the Commission-

o To-demenstrate-thatsize of the
PlHis-net-exeeeding-e-money and

unrelated payment services
business)

o the Small-Rlconditionof

. . . |
average-total-amount of e-
money outstanding and the
number of accounts open the
end of the reporting period; (to
understand the overall size of
the market, the authorised
EMI’s market share and its
growth over the reporting
period)

e where relevant, the volume and
value of payment transactions
carried out ever-the-preceding
12 months-mustnotexceed€3
millien that are unrelated to the
issuance of e-money (to
understand the size of the
payment services element of the
authorised EMI’s business)

e its capital requirement
calculation and details of its
capital resources (to determine
whether the capital requirement
is appropriately calculated and
whether it is being met)

e details of its safequarding
methods (to confirm that
appropriate arrangements are in
place-if-the-small-Pl-has-chosen
te-sateguard—{See-Chapter10—
Safeguarding-for-further
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information)

Fo-enable-us-the number of

agents appointed (to verify the
information recerded-on-our
Fogste e tReRemR s e arnd
deoospetranehthe R
agents-appearing-on-on our
public register on our
websiteregister—thep-we-may
ask-the-firm-foran-explanation:)

how it accesses payment

systems (to help us understand
the wider payments
infrastructure that the EMI relies
on)

where relevant, information on

the volume of AIS/PIS activity,
the calculated minimum
monetary amount of the
professional indemnity
insurance and whether the terms
of the insurance policy have
changed in any material way
since authorisation (to assess the
continued suitability of the

insurance cover)

The small EMI is asked to provide the following information:

e 4 high level income statement covering e-money issuance and, where relevant,

unrelated payment services (to give us an overview of the size of the e-money

and unrelated payment services business)
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e the amount of e-money outstanding and the number of accounts open at the
end of the reporting period (to understand the overall size of the market, the
small EMI’s market share and its growth over the reporting period)

e where relevant, the volume and value of payment transactions carried out that
are unrelated to the issuance of e-money (to understand the size of the payment
services element of the small EMI’s business)

e the average outstanding e-money as at the end of the reporting period and
whether the small EMI has continued to meet the conditions of registration as a
small EMI relating to the limits on the average monthly value of e-money and
unrelated payment services

e whether the small EMI has generated average outstanding e-money of
€500,000 or more during the reporting period (to determine whether the capital
requirements apply)

e (where applicable) its capital requirement calculation and details of its capital
resources (to determine whether the capital requirement is appropriately
calculated and whether it is being met)

e details of its safequarding methods (to confirm that appropriate arrangements
are in place);

e the number of agents appointed (to verify the information on our public
register on our website)

how it accesses payment systems (to help us understand the wider payments infrastructure
that the small EMI relies on)

Process

[To be confirmed]

Businesses required to submit: Small EMIs

Frequency: Annual

Submission date: Within 1 month of the reporting end date (the reporting period runs
from 1 January — 31 December)

Method of submission: Email

Handbook references: SUP 16.15 (Reporting under the Electronic Money Requlations)
and Sup 16 Annex 30G (SEMI total outstanding e-money return).

Content and purpose
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Every year the Treasury must inform the European Commission of the number of natural
and legal persons that are registered with us as small EMIs and provide an aggregated e-
money outstanding figure for the entire small EMI population. We must report the
position as at 31 December in each calendar year. This report is required for the FCA to
meet its obligation in providing the requisite information to the Treasury.

Process

FSAO065 is available on our website and at SUP 16 Annex 30G. The form should be
completed and provided by email to regulatory.reports@fca.org.uk.

Required to submit: e-money issuers that are not credit institutions or EMIs, which
under the EMRSs, includes: the Post Office Limited, the Bank of England, the ECB and the
national central banks of EEA States other than the United Kingdom when not acting in
their capacity as a monetary authority or other public authority, government departments
and local authorities when acting in their capacity as public authorities, credit unions,
municipal banks and the National Savings Bank

Frequency: Annual

Submission date: Within 1 month of the reporting end date (the reporting period runs
from 1 January — 31 December)

Method of submission: e-mail

Handbook references: SUP 16.15 (Reporting under the Electronic Money Requlations)

Content and purpose

If any of the entities permitted to issue e-money under requlation 63 of the EMRs (that
are not credit institutions, EMIs or EEA authorised EMIs) begin to issue e-money in the
UK, they will have to report their average outstanding e-money on a yearly basis so we
can have more complete information on the size of the e-money market.

Process

The information should be provided by email to requlatory.reports@fca.org.uk
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Required to submit: All PSPs (Credit institutions, Pls, and EMIs)

Frequency: Annual

Submission date: Within 30 business days of firm’s accounting reference date (ARD). If
the firm does not have an accounting reference date, within 30 business days of 31
December. Please note, The first relevant reporting period following 13 January 2018 is
different — see DISP 1.10B.

Method of submission: [To be confirmed]

Handbook references: DISP 1.10B (Payment services and electronic money complaints
reporting), DISP 1 Annex 1AD (the electronic money and payment services complaints

return form)

Content and purpose

To enable us to monitor complaints received by payment service users, including persons
who are eligible to complain to the Financial Ombudsman Service about the provision of
payment services across the payment services market and to monitor compliance with
DISP 1 and regulation 101 of the PSRs.

Process

[To be confirmed]

Required to submit: All PSPs (Credit institutions, Pls EMIs, RAISPs and other PSPs)

Frequency: Annual

Submission date: Within 1 month of the reporting end date (the reporting period runs
from 1 January — 31 December)

Method of submission: [To be confirmed]

Handbook references: SUP 16.13 (Reporting under the Payment services Regulations),
SUP 16 Annex 27E (REP017 Payments Fraud Report), SUP 16 Annex 27F (Notes on
completing REP017 Payments Fraud Report).

Content and purpose
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PSPs are required to provide us, at least annually, with statistical data on fraud relating to
different means of payment under requlation 109(4) of the PSRs 2017. We are required in
turn to provide these data to the EBA and ECB in aggregated form.

This information will help us understand whether PSPs have appropriate systems and
controls to adequately protect users against fraud and financial crime and to understand
the security risks faced by the industry as a whole.

Process

[To be confirmed]

Required to submit: authorised EMIs and authorised Pls. Note that credit institutions and
other FSMA-regulated firms have an equivalent obligation under SUP 16.4 and SUP 16.5.

Frequency: Annual

Submission date: Within 4 months of the institution’s accounting reference date.

Method of submission: [To be confirmed]
Handbook references: SUP 16.15.5 D (for authorised EMIs) and SUP 16.13.3-A D (for
authorised PI5s).

Content and purpose

Controllers report

Under the EMRs and the PSRs 2017, persons acquiring or disposing of a qualifying
holding in the relevant institution must seek our approval for the change in control. We
expect authorised Pls and authorised EMIs to understand who owns their business and, in
accordance with regulation 37 of the EMRs and PSRs 2017, notify us of any change in
circumstance.

The controllers report asks for information on the current control structure and will allow
us to verify that the authorised Pls and authorised EMIs as well as the persons that control
them, are providing us with the appropriate information in accordance with their

obligations.
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Close links report

If an authorised PI or authorised EMI has close links, then we must be satisfied that those
links are not likely to prevent our effective supervision of the relevant institution. In the
close links report the institution is asked to provide information on its close links
(including a group organisation chart) and to confirm whether there have been any
material changes to the institution’s close links since the submission of the last report (or
application for authorisation). The information provided will allow us to confirm the
relevant institution’s ongoing compliance with its conditions of authorisation.

Process

[To be confirmed].

Required to submit: EMIs that have reported total revenue of £5 million or more as at its
last accounting reference date. Note that credit institutions and other FSMA-requlated
firms have an equivalent obligation under SUP 16.23.

Frequency: Annual

Submission date: Within 60 business days of the EMI’s accounting reference date.

Method of submission: [To be confirmed]

Handbook references: SUP 16.15.5A

Content and purpose

In this report, the EMI is asked to provide information on:

e the jurisdictions in which it operates

e the number of customers in certain high risk categories customers

e the number of customers in the certain geographical areas

e compliance with financial crime legislation including suspicious activity reports
filed

e the number of staff occupying financial crime roles

e sanctions screening

e the top three most prevalent types of fraud

The purpose of this report is to ensure that the FCA receives reqular and comprehensive
information about the firm’s systems and controls in preventing financial crime and to
assess the nature of financial crime risks within the industry.

Process

[To be confirmed]
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Credit institutions that offer e-money

3.6

Credit institutions that issue e-money are expected to report the amount of their e-money liabilities

on a periodic basis. The frequency and form of this reporting will depend on the type of regulated
activities undertaken by the credit institution and its group structure. Credit institutions will not be
required to complete any additional returns.

Accounting information for payment services and e-money issuance

3-313.7Under requlation 24 of the PSRs 2017, authorised Pls that carry on activity other than the provision

of payment services,—-—must are required to provide-te—us separate accounting information to the
FCA in respect of its provision of payment services. Such information must be subject, where
relevant, to an auditor’s report. Authorised EMIs that carry on activity other than the issuance of e-
money and the provision of payment services have an equivalent obligation under regulation 25 of
the EMRs. Information required under requlations 24 PSRs 2017 and 25 of the EMRs should be

provided by email to requlatory.reports@fca.org.ukFherequirements-forthis-are-summarised-in-the

relevanttable-in13.2 above:

Late submission of returns
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3-413.8FimsPSPs and e-money issuers must comply with the deadlines for sending regulatory data to us.

Our normal data collection processes will apply®” so firmsPSPs and e-money issuers failing to meet

the reporting deadlines will be reminded to do so and be subject to an administrative charge of
£250. This is in common with reporting by all FCA-authorised or registered firms, which is
received and processed in the same way as returns frem-Plsand reports required under the EMRs
and PSRs 2017 will be.
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Notifications

3.9 A summary of the notification requirements for PSPs and e-money issuers is shown in the tables

below.

Required to notify: Credit institutions

When to notify: A credit institution must submit the notification at the same time as it
informs the PSP (as defined in requlation 105) of its refusal of a request for access to
payment account services from a PSP*®

Method of submission: [To be confirmed]

Handbook reference: SUP 15.14 (Notifications under the Payment Services
Regulations), SUP 15 Annex 9 (Form NOT002 Payment Account Service rejections or

withdrawals)

Content and purpose

Under regulation 105(3), a credit institution that refuses a PSP’s request to access
payment account services must provide duly motivated reasons for the refusal to the FCA.
We will use the information provided in this notification for the purposes of supervising
compliance with regulation 105 (jointly with the PSR). Please refer to Chapter 16 - Access
to payment account services for more information.

% |f, for any reason the credit institution does not notify the PSP of its refusal, it must submit the notification immediately
following its decision to refuse access.
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Process

[To be confirmed]

Required to notify: account servicing payment service providers (ASPSPs)

When to notify: The ASPSP must notify the FCA immediately if it denies an AISP/PISP
access to a payment account and subsequently if and when access is restored.

Method of submission: [To be confirmed]

Handbook reference: SUP 15.14 (Notifications under the Payment Services
Requlations), SUP 15 Annex 10 (Form NOT003 AIS/PIS denial).

Content and purpose

Under regulation 71(8)(c), an ASPSP that denies a PISP or AISP access to a payment
account must submit a notification to the FCA. The notification must include the details of
the case and the reasons for taking action. Please refer to Chapter 17 — Payment initiation
and account information services and confirmation of availability of funds for more
information.

Process

[To be confirmed]
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Required to notify: Credit institutions

When to notify: before the credit institution begins providing such services

Method of submission: email

Handbook reference: SUP 15.8.12 D — SUP 15.8.15D and SUP 15.7.1

Content and purpose

The credit institution is required to provide a description of the AIS or PIS activity. We
require this information in order to improve our understanding of the providers in this new
and emerging market. This will help us measure potential risks to consumers, as well as
indicate how competition is working in the sector.

Process

Credit institutions should use the form at SUP 14 Annex 4 and return by email to an
address for the firm's usual supervisory contact at the FCA.

Required to notify: A provider of services falling within paragraph 2(k)(i) to (iii) of
Schedule 1 to the PSRs 2017 (activities involving limited network payment instruments
which do not constitute payment services), where total value of the payment transactions
executed through such services in any period of 12 months exceeds €1million.

When to notify: The notification must be sent within 28 days of the conditions for
notification being met. Further annual notifications will be required thereafter if the
conditions for notification continue to be met.

Method of submission: Connect

Further information on how to complete and submit the form can be found on our website.

Content and purpose
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This notification is required under regulation 38 of the PSRs 2017. The notification must
include a description of the service and the exclusion by virtue of which the services are
not payment services. In the notification form we have asked a series of questions
designed to illicit sufficient information about the product or service to allow us to
determine whether the limited network exemption is applicable. The form of the guestions
can be found here®.

For more information on the scope of the limited network exemption please see PERG 15

Q.40.

Process

Businesses should follow the instructions on the Connect online system to submit their
notification electronically.

Required to notify: A provider (or proposed provider) of services for payment
transactions falling within paragraph 2(I) of Schedule 1 to the PSRs 2017 (activities
involving electronic communications networks which do not constitute payment services).

When to notify: Before the service provider begins to provide the relevant services. See
the direction on our website for businesses already relying on the exclusion as at 13 Jan
2018.

Method of submission: Connect

Further information on how to complete and submit the form can be found on our
website.

Content and purpose

% [Link to be provided in final guidance]
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This notification is required under regulation 39 of the PSRs 2017. A person who provides
or intends to provide a service falling within the electronic communications networks
exemption exclusion must submit to the FCA: (a) a notification including a description of
that service; and (b) an annual audit opinion testifying that the transactions for which the
services is provided comply with the applicable financial limits.

The form of the questions can be found here®.

For more information on the scope of the electronic communications exemption please see

PERG 15 Q41A.

Process

Businesses should follow the instructions on the Connect online system to submit their
notification and auditor’s report electronically.

“° [Link to be provided in final guidance]
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T

urther planned information in the Approach Document

5D2 confers mandates on the EBA to develop Regulatory Technical Standards (RTS) and

o | O

uidelines to provide further detail on what is required under the certain of the provisions of

5D2. The RTS and Guidelines under development cover a number of reporting and

S |TO

otification requirements for PSPs. We plan to provide guidance or signpost as necessary

ce the EBA finalises the relevant Guidelines and the Commission publishes the relevant

219 |

TS in the Official Journal of the EU.

)

eporting and notification requirements likely to be included in this chapter following final

m

BA Guidelines or RTS include:

annual assessments of operational and security risks required under PSD2 article 95(2).

This is dependent on EBA Guidelines to be developed under article 95(3) on
establishment, implementation and monitoring of security measures, including
certification processes where relevant

reporting to host member states from Pls having agents or branches within host member

state territories as may be required under PSD2 article 29(2). This is dependent on EBA
RTS to be developed under article 29(6)

Reporting required in accordance with the RTS developed under PSD2 article 98. ASPSPs

will be required to report to the competent authority on deficiencies in the dedicated
interface for use of AIS or PIS providers. [See final draft RTS article 28(2)b]

notification of major operational or security incidents as required under PSD2 article

96(1). This is dependent on Guidelines to be developed under article 96(3)
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14.1

14.2

14.3

14.4

14. Enforcement

This chapter describes our enforcement approach. It is relevant to paymentservice-providers-PSPs
and e-money issuers and other persons who are subject to our enforcement action— under the PSRs
2017 and EMRs (including agents and excluded providers*).

Our enforcement approach

Our approach to enforcing the PSRs 2017 and EMRs mirrors our general approach to enforcement
under the Financial Services and Markets Act 2000 (FSMA).*>This-approach is set out in Chapter
2 of the Enforcement Guide (EG).

We seek to exercise our enforcement powers in a manner that is transparent, proportionate,
responsive to the issue and consistent with our publicly stated policies. -We also seek to ensure fair
treatment when exermsmg our enforcement powers -Finally, we alm toehange—the—behaweu#ei

e change the behaviour of the person who is the subject of the action;
e deter future non-compliance by others;

e eliminate any financial gain or benefit from non-compliance; and

e where appropriate, remedy the harm caused by the non-compliance.

Our approach for selecting cases for formal enforcement action in respect of unauthorised activity

14414.6

14.5

covers provision of payment services by persons that are not payment service providers or issuance
of e-money by persons that are not e-money issuers and follows our approach set out in EG 2.4.

How cases are referred to the Enforcement division

When we consider whether to refer a case (whether under FSMA-6x, the PSRs 2017 or EMRS) to
the Enforcement division for investigation, we take a number of criteria into account.- We have
framed the criteria as a set of questions. They take into account our statutory objectives, business
priorities and other issues, such as the response of the firm-er-individualperson to the issues we are
considering for referral.

Not all the criteria will be relevant to every case and there may be other considerations which are
not listed below that are relevant to a particular case. Staff from the referring department, the
Enforcement division and, in some cases, from other areas of the FCA work together to decide
whether to refer a case for investigation. The referral criteria include the following:

4

Note that the definition of “payment service provider” includes agents of payment service providers and excluded providers for the purposes of Part 9 (the

Authority) and Schedule 6 (application and modification of legislation) of the PSRs 2017.

2 Any breaches of DISP will be enforced using the normal FSMA procedures.
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148

14-4

14.7

is there actual or potential consumer loss/detriment?

is there evidence of financial crime or risk of financial crime?

are there issues that indicate a widespread problem or weakness at the firmbusiness?

is there evidence that the firm/individual-business/person has profited from the action or
potential breaches?

has the firmbusiness failed to bring the actions or potential breaches to our attention?

o what was the reaction of the firm/individualbusiness/person to the breach?

The criteria may change from time to time; more information can be found on our website.

What tools will we use when investigating payrent-service-providersbreaches?

| i Famili th FC T |

14.8

14.9

14.10

411

The PSRs 2017 and EMRs allow us to use many of the powers of investigation we have under
FSMA. The regulatory powers which-provided to us by the PSRs previde-te-us-2017 and EMRs
include the following:

e Information requwements we may reqmre information by servmg written notice on a

paymentservice-provider-or-any person-connected-to-a-paymentprovider.

o Interviews: we may require individuals werking-atconnected to the PSP or e-money issuer

or connected to apayment-previderthe investigation to attend an interview and answer
questions.

«—Entry withouta-warrant:-we-may-enter-and-inspect-premises:
e Search warrants: we may apply to the court for a search warrant to allow for the entry and
searching of premises and the obtaining of documents.

viderSanctions for

breaches of the PSRsf2 2017 and EMRs

The PSRs 2017 and EMRs allow us to impose penalties and censures for breaches of the-PSRstheir
requirements, and to instigate criminal prosecutions, including against those persons who provide;
or claim to provide; payment services or who provide or claim to issue e-money but are not
authorised or registered to do so-_(or are otherwise exempt). We can also order firmsPSPs or e-
money issuers, agents and excluded providers to provide restitution to their customers.

We can cancel, vary or place requirements on a PI’s, RAISP’s or EMI’s authorisation or
registration where certain criteria, outlined in the PSRs_2017 and EMRs, are met. In addition to
serious breaches of the PSRs 2017 and EMRs, examples of the circumstances where we may
cancel an authorisation_or registration include, but are not limited to, persistent non-payment of
fees and levies owed to us, non- submlssmn of an annual return and failing to prowde us Wlth
current contact information. . A

We have an additional power under regulation 52 of the EMRs that allows us to suspend an EMI’s

authorisation or registration (as_applicable) or impose limitations or other restrictions on its
payment services or e-money business activities for a maximum of 12 months as we consider

appropriate.
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4.12

When we inform an EMI that we are taking such action, we will we-folowinclude details of the

4.13

period for which the suspension, limitation or restriction of activity may apply.

Our policy in relation to _how we impose penalties on PSPs and e-money issuers and other

4.14

persons who breach our rules or the requirements of the PSRs 2017 and EMRs can be found in
Chapter 19 of our Enforcement Guide (EG), where we explain that we will have regard to Chapter
6 of our Decision Procedure and Penalties Manual (DEPP).

We will have regard to the relevant factors in DEPP 6.2 in deciding whether to take action or not,

4.15

and DEPP 6.4 in deciding whether such action should be a financial penalty. If we decide that a
financial penalty is appropriate, we will have regard to DEPP 6.5 — 6.5D, which sets out the factors
we will take into account in setting the level of penalty.

Under the PSRs 2017, we also have enforcement powers over EEA authorised Pls, EEA authorised

14.8]

4.16

4.17

4.18

EMIs and EEA RAISPs. We can take precautionary measures pending action by the home
Member State competent authority (i.e. the competent authority where the authorised PI,
authorised EMI or RAISP is authorised or registered) where immediate action is necessary to
address a serious risk to the collective interest of customers in the UK. We will withdraw the
temporary measures when the risk has been addressed.

The process when imposing penalties or censures?

Before imposing a penalty, we will inform the person or firmbusiness that we intend to do so. We
will also tell them the reasons for imposing a penalty or censure and, where relevant, its amount.
They will have at least 28 days to make representations to us, should they wish to do so. After this,
we will make eura decision whether or not to take the-propesed-action. If we decide to proceed,
and if the decision is contested, there is a right to refer the matter to the Upper Tribunal (Financial
Services), which is an independent judicial body. As with cases under FSMA, we may settle or
mediate appropriate cases involving civil breaches of the PSRs- 2017 and EMRs. Both DEPP 6.7
and EG 5 contain further information on our settlement process and settlement discount scheme.

We may publish enforcement information about a firmperson or business on the Financial Services
Register if we consider it appropriate to do so.

Removal of agents from the Financial Services Register

The PSRs 2017 and EMRs allow us to remove an agent of a Pl or EMI from the Financial Services

4.19

Register in specified circumstances, which include the following:

e where we are not satisfied that the directors and persons responsible for the management of
the agent are fit and proper persons;

o the removal is desirable to protect the interests of consumers; or

e if'the agent’s provision of payment services is otherwise unlawful.

If we propose to remove an agent from the Financial Services Register other than at the request of

the Pl or EMI, we will inform the Pl or EMI that we intend to do so and give them a warning
notice that sets out our reasons for the proposed removal and specifies the period in which the Pl
or EMI can make representations for us to consider. After this, we will make our decision on
whether or not to take the proposed action.
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14.20 If we decide to proceed, and the decision is contested, the Pl or EMI can refer the matter to the
Upper Tribunal (Tax and Chancery Chamber). If the matter is not referred to the Tribunal within
28 days we will remove the agent from the Financial Services Register.

14.21 If the warning notice identifies another person (a third party) and, in our opinion, is prejudicial to
that person then section 393 of FSMA (third party rights) applies. We will also give a copy of that
notice to the third party, and they also have the right to make representations and refer the notice to
the Tribunal if we decide to proceed and take the proposed action®.

Where can | find more information?

14.914.22  EG 19 sets out more detail on the use of the FCA’s non-FSMA enforcement powers (for example
in relation to the PSRs 2017, and Anrnexthe EMRs and the MLRs). Annexes 1 and 2 of Chapter 2
of DEPP setsset out who will make the decisions to use our disciplinary and enforcement powers-
under the EMRs and PSRs 2017. Our website website-also includes further details.

| % Third party rights also apply to proposed action to cancel an authorisation, registration, to take disciplinary measures or to require restitution.
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15. Fees

We-are

This year’s consultation paper on fee rates (not yet published), will cover reqular fee
updates as well as proposed amendments to fee structures, necessitated by PSD2.

Updated information about fees will be added to this chapter once the fees
consultation concludes.
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16. Access to payment account services

16.1  Both the FCA and the Payment Systems Regulator are responsible for monitoring compliance with
regulation 105 of the PSRs 2017. In this chapter, unless stated otherwise, references to ‘we’ or ‘us’
mean the FCA and the Payment Systems Requlator together.

16.2  This chapter sets out the FCA’s and Payment Systems Regulator’s guidance on how we will apply
the provisions of regulation 105, which deals with PSPs’ access to payment account services. It is
relevant to credit institutions that provide such services and PSPs and prospective PSPs who wish
to access these services in order to provide their own payment services. For the purposes of
Regulation 105 and this chapter, “PSPs” means:

e authorised Pls

e small Pls

e RAISPs

e EEA authorised Pls
e EEA RAISPs

e EMIs.

16.3 Regulation 105 does not cover the provision of payment account services to other credit
institutions or other types of PSP not listed above.

16.4  The requlation also covers a person who has made an application to the FCA or the relevant
competent authority in its home EEA State, to be authorised or registered as any of the PSPs listed
above. References to PSPs in this chapter include prospective PSPs in this category.

16.5 In line with HM Treasury’s interpretation (put forward as part of its consultation on the
implementation of PSD2) we consider ‘payment account services’ provided by credit institutions
to_include the provision of payment accounts used for the purposes of making payment
transactions _on behalf of clients, safeguarding accounts and operational accounts. As per
requlation 105(2) access to these services must be sufficiently extensive to allow the PSP to
provide payment services to its own customers in an unhindered and efficient manner.

The requirements of requlation 105

16.6  Regqulation 105 requires that credit institutions must grant PSPs with access to payment account
services on a proportionate, objective and non-discriminatory (POND) basis. The regulation also
requires credit institutions to:

e provide PSPs which enquire about access to payment account services with the criteria the
credit institution applies when considering requests for such access;

e maintain arrangements to ensure those criteria are applied in a manner which ensures that
access to payment account services is granted on a POND basis;

e ensure that, where access is provided, it is sufficiently extensive to allow the PSP to
provide payment services in an unhindered and efficient manner; and

e notify the FCA of the reasons where access is refused or withdrawn.

16.7  We provide guidance on each of these requirements below.
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16.8

Granting PSPs access to payment account services on a POND basis

HM Treasury states in its consultation paper that ‘the regulation does not impose an absolute
obligation for credit institutions to grant access. The decision to work with a given Pl is still a
commercial one, with credit institutions able to lewyfees-to-recover-take into account cost and
risk.’

We agree with this statement. In our view, the effect of requlation 105 is to ensure that a credit

16.9

institution that provides payment account services should consider applications from PSPs
individually and on their own merits. It should not have blanket policies restricting access to those
services for broad categories of PSPs, without considering the specific risks posed by the business
and ways in which a PSP might mitigate the risks.

This approach means that credit institutions should not deal generically with whole categories of

6.10

customers or potential customers. Instead, we expect credit institutions to recognise that the costs
of, risks and potential revenues associated with different business relationships in a single broad
category will vary, and to manage those differences appropriately. Regulation 105 reinforces the
need to determine applications for banking services by PSPs not simply by reference to
membership of a particular category of business, but taking account of the individual
circumstances of the specific applicant. This aligns with the expectations the FCA has set out for
an effective risk-based approach to managing money-laundering risk by credit institutions.

A non-exhaustive list of the factors we may consider when assessing whether a credit institution is

6.11

granting access on a POND basis includes the following (not all of which will necessarily be
relevant to all cases):

e Has the credit institution considered the applicant’s individual circumstances, including the
specific costs, risks and revenues it may present?

e Has the credit institution applied the same criteria or offered the applicant similar terms and
conditions to other PSPs that engage in comparable transactions or have a similar profile,
taking risk considerations into account (in other words, is it acting in a non-discriminatory
way)? We may ask the credit institution to explain any differences.

e Can the credit institution objectively justify a decision not to grant access? If a credit
institution has not given a sound justification for its decision, we may require it to provide
further reasons. See section 16.36 below on “Providing duly motivated reasons to the
FCA”

e s the credit institution’s decision not to grant access to an applicant proportionate? We
may assess whether the criteria applied by the credit institution to the individual applicant,
or the information and evidence required to support the application, go beyond what is
reasonably necessary to identify and address any concerns the credit institution might have
in relation to granting the PSP access.

e Could the credit institution’s concerns be addressed in a way that is less onerous than
refusing or withdrawing access, but equally effective (for example, by charging a higher
price or requiring additional reporting as opposed to restricting access entirely)?

Factors relating to the process by which the decision was reached will also be relevant to our

assessment, for example:
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6.12

e Has the credit institution provided an opportunity to discuss the application and/or the
criteria meaningfully and constructively with the applicant? Has the applicant been given a
meaningful opportunity to address any concerns the credit institution may have?

e Has the applicant responded to any requests for information or evidence from the credit
institution within appropriate timescales? Has the applicant taken concrete and timely steps
to address the credit institution’s concerns?

Providing criteria to potential applicants

When a PSP or prospective PSP is seeking access to payment account services for the purpose of

6.13

providing payment services (referred to here as a “potential applicant™), it is important that credit
institutions are transparent about the requirements the potential applicant will need to meet in order
to be granted access i.e. the credit institution’s ‘criteria’. Regulation 105 requires credit institutions
to provide these criteria in response to access enquiries from potential applicants.

As a preliminary point, we would generally expect credit institutions to clearly signpost the

6.14

channels through which potential applicants can make enquiries about access to payment account
services (for example, a dedicated email address or telephone line). Through these channels
information should be readily available about the payment account services offered by the credit
institution, how to apply and the estimated timeframe for decisions to be made on applications.

Where enquiries are made, credit institutions should provide their criteria to the potential applicant

6.15

in written form, or, where it is made publicly available, for example on a website, direct the
enquiring party to the relevant information.

The information credit institutions provide should be clear and sufficiently comprehensive so that

6.16

an_applicant could reasonably understand what they are expected to do when making an
application. However, this does not extend to disclosing commercially sensitive information about
the credit institution’s business strategies or risk appetites.

We would expect credit institutions to be able to objectively justify and explain how the criteria,

6.17

including any minimum eligibility requirements or exclusions, provided to the potential applicant
are necessary to achieve the credit institution’s objectives and to address the risks it has to
mitigate, i.e. we would expect the criteria to be based on POND principles.

As a minimum, we would expect the information provided to the potential applicant to cover all

6.18

areas against which the credit institution will assess the applicant and its business. For example,
this could include setting out for the potential applicant:

e information about the payment account services the credit institution offers;
any exclusions or minimum eligibility requirements that must be met; or
the information and evidence the credit institution will require from the potential applicant
in support of the application in order to make a decision whether or not to provide payment
account services.

We would also expect credit institutions to keep their criteria under review and update them from

time to time in light of experience.

Maintaining arrangements to ensure criteria are applied on a POND basis
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6.19

Credit institutions are required to maintain arrangements to ensure their criteria are applied in a

6.20

manner which ensures access to payment account services is granted on a POND basis. These
arrangements should ensure the consistent application of those criteria in practice to every
individual application.

Such arrangements might cover, for example, how clear accountability for decisions is achieved,

6.21

how relevant staff are trained and how compliance is monitored internally. However, it will be up
to each credit institution to be able to demonstrate it is maintaining appropriate arrangements.

We would expect credit institutions to maintain a record of these arrangements and the governance

6.22

for setting and making changes to the criteria or their application.

Granting sufficiently extensive access

Requlation 105 requires that access to payment account services is sufficiently extensive to allow

6.23

the PSP to provide payment services in an unhindered and efficient manner.

In_assessing whether credit institutions are meeting eur—regulatery—this requirement, we will

6.24

consider whether PSPs are able to access the services that are essential to their business activities.
In_most cases this is likely to include, as a minimum, a payment account (that can be used to
execute transactions on behalf of the PSP’s users); a business current account (for holding salaries,
working capital etc.) and a safeguarding account. For some PSPs, additional products or services
may also be essential to support the PSP’s specific business activities (for example the ability to
make cash deposits may be essential to a business operating within a cash heavy model). We
would also expect the credit institution to grant access to such additional services on a POND basis
in accordance with requlation 105 and this chapter.

Regulation 105 does not require credit institutions to provide types of products and services that

6.25

they do not already provide. However, we would expect credit institutions to provide clear
information to potential applicants on the products and services that are available (including the
terms and conditions that apply) as well as the criteria that the credit institution will apply when
deciding whether to grant access to such services.

Similarly, a credit institution may withdraw certain payment account services (or related services)

6.26

from a PSP or prospective PSP if it can demonstrate that the decision has been made on a POND
basis. If any aspect of the payment account service is withdrawn which prevents or obstructs the
PSP or prospective PSP from providing its intended payment services, this should be treated as a
withdrawal of access and the FCA should be notified in accordance with requlation 105(3) and the

following section.

Notifying the FCA where access is refused or withdrawn

Regulation 105(3) requires a credit institution to provide the FCA with duly motivated reasons

where it (i) refuses a PSP or a prospective PSP’s request for access to payment account services or
(ii) withdraws such access. Under Regulation 105(3), the FCA will share notifications with the
Payment Systems Regulator.

Refusal and withdrawal
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6.27

Our view is that a refusal of a request for access would cover a situation where a credit institution

6.28

refused to grant access following consideration of an application and where the credit institution
prevented a potential applicant who wanted to make an application for payment account services

from doing so.

It may be the case that a potential applicant has been provided with the relevant information and

6.29

criteria by a credit institution and wishes to apply to access payment account services, but has been
told it is not eligible to do so or has not been permitted to progress its application in a timely
manner. We would regard this as a refusal and expect it to be notified to the FCA with duly
motivated reasons for the refusal.

Similarly, a refusal to grant access following consideration of an application should be notified to

6.30

the FCA with duly motivated reasons.

Once a PSP or potential PSP has been granted access to the payment account services it applied

6.31

for, any withdrawal or cancellation of this access by the credit institution should be notified to the
FCA with duly motivated reasons.

When the FCA should be notified of refusal or withdrawal

Regulation 105(3) requires a credit institution to provide the FCA with duly motivated reasons if it

6.32

refuses a request for access, or withdraws access to payment account services.

Under SUP 15.14.6 we require the credit institution to notify the FCA of the reasons at the same

6.33

time as it informs the applicant of its refusal. If, for any reason the credit institution does not notify
the applicant of its refusal, the credit institution must submit the notification to the FCA
immediately following the decision to refuse access in accordance with SUP 15.14.7. This also
applies in the case of a potential applicant being denied access to the application process, which
we treat as a refusal for the purposes of requlation 105(3).

Notifications of withdrawal of access should be made to the FCA at the point that the credit
institution gives notice to the PSP or potential PSP that it will terminate the contract for the
provision of the whole or part of the payment account services.

Providing duly motivated reasons to the FCA

In the event of a refusal or withdrawal, a credit institution must submit the notification form

NOTO003 AIS/PIS denial, completed in accordance with the notification rule SUP 15.14.3D.

We will expect “duly motivated reasons” given in the notification to relate specifically to the
individual circumstances of the PSP or prospective PSP. We are unlikely to consider blanket or
generic _statements to constitute ‘duly motivated reasons’. For example, where a PSP or
prospective PSP falls ‘outside a credit institution’s commercial appetite,” the credit institution
should explain the factors that contributed to this assessment. Where a PSP or potential PSP falls
‘outside a credit institution’s risk appetite,’ the credit institution should explain what elements of
the PSP’s business present too great a risk.

Monitoring compliance
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6.34

The FCA and Payment Systems Regulator must each maintain arrangements designed to enable

6.35

payment service users and other interested parties to submit complaints to it that a requirement
imposed by or under Regulation 105 has been breached by a credit institution. We (the FCA and
the Payment Systems Regulator) will consider complaints from individuals which allege
infringements of Requlation 105, together with, and in light of, information we receive in
notifications under regulation 105(3).

A decision on whether the Payment Systems Regulator, FCA or both requlators should investigate

6.36

and take action in relation to potential infringements indicated by notifications, complaints or both,
will be made on a case-by-case basis, taking into account the nature of the information received
and the roles and responsibilities underthe-PSRs—This-chaptersummarises-our-fees-structurefor
paymentservice-of each regulator.

Each regulator in its capacity as competent authority will use its own procedures in order to carry

out its duties under the PSRs 2017. For the FCA’s procedures and processes as competent
authority under the PSRs 2017, please refer to Chapter 14 - Enforcement. The Payment Systems
Regulator’s procedures and processes as competent authority under the PSRs 2017 are included in
its draft PSRs 2017 powers and procedures guidance, which can be found at Appendix 1 of its
approach document™.

“ [See The PSR’s proposed approach to monitoring and enforcing the revised Payment Services Directive (PSD2)

https://www.psr.org.uk/sites/default/files/media/PDF/Payment-Services-Regs-2017-draft-approach.pdf]
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17. Payment initiation and account
Information services and confirmation of
availability of funds

Introduction

Account_information services (AlS) and payment initiation services (PIS) - two services not

H7117.2

previously regulated by the FCA - are now in the scope of the PSRs 2017. Chapter 2 — Scope and
PERG 15 contain further details and examples of the types of services that fall within the
description of AIS and PIS.

The payment service provider providing and maintaining the payment account for the payer is

referred to in the PSRs 2017 as the ‘account servicing payment service provider’ (ASPSP).
ASPSPs include businesses that provide ‘payment accounts’ such as banks, building societies, PIs,
e-money issuers and credit card providers.

The institution providing the account information or payment initiation service is referred to as an

‘account information service provider’ (AISP) or a ‘payment initiation service provider’ (PISP).
Any institution providing these services is an AISP or PISP whether or not it also provides other
payment services under the PSRs 2017 or activities regulated under FSMA. For example, if a
credit institution provides PIS or AIS, they will be a PISP or AISP in relation to the provision of
that service.

The PSRs also creates a framework for payment service providers to issue card-based payment

instruments which can be used to initiate a payment transaction from an account held by another
payment service provider. The institution issuing card-based payment instruments is referred to as
a ‘card-based payment instrument issuer’ (CBPII). Further guidance on this is given in Chapter 8
— Conduct of business requirements.

Also of relevance to ASPSPs, AISPs, PISPs and CBPII’s are the Regulatory Technical Standards

on strong customer authentication and secure communication (the ‘SCA-RTS”). [Once published
in_the Official Journal of the European Union, the SCA-RTS will become a Commission
Delegated Regulation®]. The security measures referred to in regulations 68(3)(c), 69(2)(a) and
(3)(d), 70(2)(a) and (3)(c) and 100 (secure communication and authentication) and the associated
SCA-RTS will apply to firms from 18 months after the SCA-RTS enters into force. The SCA-RTS
[once final] should be read alongside the relevant sections in this chapter.

Having effective control mechanisms in place to manage operational and security risks is a key

element of the regime even before the SCA-RTS takes effect. For example, the information that
we assess as part of an application for authorisation (or re-authorisation) includes a statement of
the applicant’s security policy, covering a description of the applicant’s security control and

authentlcatlon and -secure- communlcatlon und r-psd2/-/regulatory-activity/consultation-paper
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mitigation measures to provide adequate protection to users and how these measures ensure a high
level of technical security and data protection. Requlation 98 of the PSRs 2017 explicitly requires
a payment service provider to establish a framework with appropriate mitigation measures and
control mechanisms to manage the operational and security risks, relating to the payment services

it provides.

7.7 Many other requirements applicable to PISPs and AISPs are set out in Chapter 8 — Conduct of

business requirements. As authorised Pls, PISPs will be subject to the majority of these
requirements and must follow them to the extent that they are applicable to the PISP’s business
model and the way that the PISP interacts with its customers.

7.8 For AISPs, which Conduct of Business Rules apply will depend on whether they are providing

any payment services other than AIS. A business only offering AIS can apply to the FCA to
become a RAISP instead of seeking full authorisation. RAISPs are subject to a more limited
number of Conduct of Business Rules than other payment service providers. AISPs that are not
subject to reduced requirements must follow all of the Conduct of Business Rules to the extent
that they are applicable to the AISP’s business model and the way that the AISP interacts with its
customers.

7.9 This chapter outlines and provides guidance in relation the requirements introduced in the PSRs

that relate to AIS and PIS. This chapter is split into five parts:

scope of accounts subject to the requirements

requirements on ASPSPs

requirements on PISPs and AISPs

requirements on ASPSPs, PISPs and AISPs when communicating and interacting with
their customers in relation to these services

e transitional arrangements before the SCA-RTS enter into force

Scope of accounts subject to the requirements

7.10 PERG 15 provides further guidance on the activities that constitute AIS and PIS.

7.11 Regulations 68, 69 and 70 only apply to ‘payment accounts’ which are ‘accessible online’.

7.12 A ‘payment account’ means ‘an account held in the name of one or more payment service

users which is used for the execution of payment transactions.” We provide guidance on the
definition of payment account in PERG 15. Under this guidance, a payment account can include
current accounts, e-money accounts, flexible savings accounts, credit card accounts and current
account mortgages.

17.13 The meaning of ‘accessible online’ is not defined under the PSRs. In our view, an account is
accessible online if the ASPSP offers online banking services in relation to that account. Online

banking services may be provided through websites or applications, and may be accessible using a
desktop computer, mobile phone, tablet or any other such device. An account may be accessible
online regardless of whether the customer has chosen to activate online banking services with the
ASPSP. However, the customer may need to activate those services before they can use AlS or

PIS, if they do not already have the security credentials for use in the ASPSP’s authentication
procedures.
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7.14 The purposes for which the specific account can be accessed online also need to be considered

when determining whether an account is ‘accessible online’. Whether regulations 68, 69 and 70
apply to a payment account will partly depend on what the account holding customer could do

with that account online. In our view, an account which is available online on a ‘view only’ basis,
but without any payment functionality, would not be ‘accessible online’ for the purposes of PIS. It
would, however, be ‘accessible online’ for the purposes of AlS and confirmation of availability of
funds to a CBPII.

7.15 The effect of an account being a ‘payment account” which is ‘accessible online’ is that payment

service users have a right to use the services of CPBIIs, AISPs and PISPs in relation to these
accounts. ASPSPs, CBPIIs, AISPs and PISPs become subject to a number of requirements and we
provide guidance on these below.

Requirements on ASPSPs

When requirements on ASPSPs apply (requlations 68(4), 69(2) and 70(2))

7.16 When an ASPSP’s customer uses an AlS or gives consent for a payment to be made through a PIS

in line with requlation 67, the ASPSP must comply with certain obligations. This consent can be
provided directly to the ASPSP or provided via a PISP (e.g. through the use of personalised
security credentials) or the payee.

7.17 When an ASPSP’s customer has given the ASPSP explicit consent to provide confirmation on

availability of funds to a CBPII, the ASPSP must immediately provide such confirmation upon the
request of that CBPII.

17.18 Guidance is given at 17.42 below on the meaning of ‘explicit consent’.

Communication with CBPIIs, PISPs and AISPs (regulations 68(3)(c) 69(2)(a) and 70(2)(a))

7.19 An ASPSP must communicate with CBPIIs, PISPs and AISPs in accordance with the SCA-RTS

once the SCA-RTS apply. In summary, the SCA-RTS will require ASPSPs to offer an interface to
AISPs, PISPs and CBPIIs which complies with a number of minimum standards. For example, the
interface will need to offer the same level of availability and performance, including support, as
well as the same level of contingency measures, as the interface made available to the customer
for directly accessing its payment account online and allow AISPs, PISPs and CBPIlIs to identify
themselves towards ASPSPs.

7.20 In_addition, once the SCA-RTS apply ASPSPs will be required to provide the following

information to the FCA in respect of the dedicated interface:

e at the request of the FCA - Statistics on the availability and performance of the dedicated
interface (RTS Article 28(2)(a))

e where the dedicated interface does not operate at the same level of availability and
performance as the interface made available to the account servicing payment service
provider’s payment service user for accessing its payment account online — a report
including the causes of the deficiency and the measures adopted to re-establish the
required level of service (RTS Article 28(2)(c))

Confirmation of the availability of funds (requlation 68(4))
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7.21

If the ASPSP receives a request that meets the requirements of the SCA-RTS, the ASPSP must

7.22

immediately provide a yes or no answer on the availability of the amount necessary for the
execution of the card-based payment transaction. We consider ‘immediately’ in this context to
mean that the response should be sufficiently fast so as not to cause any material delay in the
payment transaction.

Information on the initiation of the payment transaction (requlation 69(2)(b))

This is only applicable to payment initiation services. As part of the payment initiation process, a

7.23

PISP will transmit a payment order to the ASPSP for processing. Immediately after receipt of this
payment order, the ASPSP must provide or make available to the PISP ‘all information on the
initiation of the payment transaction and all information accessible to the ASPSP regarding the
execution of the payment transaction’. This is likely to take place during the communication
session in which the payment is initiated.

In our view, the requirement to provide or make available ‘all information’ would include, as a

7.24

minimum, the information that would be provided or made available to the customer directly if the
customer initiated a payment.

Treatment of data requests and payment orders (requlations 69(2)(c) and 70(2)(b))

ASPSPs must not prohibit or discourage customers from using AlIS or PIS (e.g. by communicating

7.25

to_customers that they will be responsible for unauthorised transactions if they share their
personalised security credentials with AISPs and PISPs).

An ASPSP must treat data requests and payment orders from AISPs and PISPs the same as those

7.26

that come directly from their customer unless it has objective reasons to treat them differently. In
our view, the references to “objective reasons” in Article 66 (4) (c) and 67 (3) (b) of PSD2 have
the same meaning as in Article 68 (5) PSD2 and only objective and duly evidenced reasons
relating to fraudulent or unauthorised access by that AISP or PISP can potentially justify
differential treatment.

For AIS, we expect ASPSPs to make the same information available to a customer via an AISP as

7.27

would be available to the customer if they accessed their account online directly with the ASPSP.
The amount of information which is required to be disclosed will, therefore, differ across ASPSPs
and across accounts. To give some examples, we would expect the following sorts of information
to be included where the information is available to the customer directly:

e information relating to the account holder and account, such as the name on the account,
address of the account holder, contact details of the account holder and account number;
and

e transaction data, which should be provided to the same level of granularity and cover the
same time periods as is available to the customer when they access their account directly.
However, in our view this does not extend to analysis of any transaction data which an
ASPSP provides or makes available to its customers, such as an additional paid for service.

For payment initiation services, ASPSPs are required to treat the payment order in the same way,

in particular in terms of timing, priority or charges, as a payment order initiated by the customer
directly.
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7.28

We would not expect an ASPSP to treat data requests or payment orders differently on the basis of

7.29

the cost of processing the request being higher when it is made through a PISP or AISP than when
it is made directly by the customer.

In order to meet this requirement, we expect ASPSPs to allow each customer access via a PISP to

7.30

the same level of functionality that is available to a customer if they initiate a payment directly
with their ASPSP. ASPSPs are not, however, required to provide functionality via a PISP that
exceeds the functionality they offer to their customers directly. For example, if an account only
has the functionality to initiate payments online to another account in the name of the customer,
the ASPSP would not be required to build functionality to allow the customer to initiate payments
to a third party via a PISP.

To qgive further examples, the following practices would be inconsistent with the requirement to

7.31

treat data requests and payment orders in the same way as those received from customers:

e processing payments made directly by the customer with the ASPSP as a higher priority
than those which are initiated via a PISP;

e limiting the payment types which can be initiated via a PISP (considering the types which
can be initiated online directly by the customer);

e sharing less data with AISPs than the customer can directly access online (except where
the consumer has not consented to that data being made available or the data are only
available to the customer for a fee);

e if an ASPSP charges customers to execute particular transactions, charging different
amounts for payments initiated by the customer directly and via a PISP;

e requiring that AISP/PISPs satisfy and evidence particular standards of compliance with
legal or requlatory requirements (e.g. data protection or anti-money laundering) in order to
gain access to payment accounts;

e imposing different value limits on PISPs in the context of payments schemes (e.g. the
faster payments scheme or Bacs) than would be applicable if the customer placed a
payment order directly through the ASPSP.

Contractual arrangements (reqgulations 69(2)(d) and 70(2)(c))

An ASPSP is prohibited from requiring a PISP or an AISP from entering into a contract with it

7.32

before complying with its obligations under requlations 69 and 70 and under the SCA-RTS. In our
view, this means access should not depend on the AISP or PISP agreeing to any specific
arrangements with the ASPSP, for example payment or liability arrangements. Similarly, ASPSPs
requiring or suggesting to AISPs or PISPs that a contractual arrangement is required would not be
permitted.

In our view, this does not, however, prohibit the parties from putting contractual arrangements in

place if they both wish to do so (provided this is not a pre-condition of access set by the ASPSP).
For example, AISPs and/or PISPs may wish to enter into contractual arrangements with an ASPSP
for access:

e on more favourable terms than required under the PSRs and the SCA-RTS (for example,
entering into a contract to allow a greater frequency of access to the payment account than
prescribed in the SCA-RTS); or
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17.33

e to data or functionality which are not covered by the scope of the PSRs 2017 (e.g. access
to information on non-payment accounts).

Denying access to providers of account information services or payment initiation services to

payment accounts (requlation 71(7), 71(8))

An ASPSP may only deny a PISP or AISP access to a payment account for reasonably justified

17.34

and duly evidenced reasons relating to unauthorised or fraudulent access to the payment account
by that AISP or PISP. This includes the unauthorised or fraudulent initiation of a payment
transaction.

This _means _access to AISPs and PISPs must not be denied for reasons that do not relate to

17.35

unauthorised or fraudulent access to the payment account. In our view, an ASPSP may deny
access to an AISP or PISP when they suspect, for reasonably justified and duly evidenced reasons,
that there has been or will be unauthorised or fraudulent access to the payment account by that
AISP or PISP. The fact that a customer is using an AISP or PISP does not by itself give grounds
for suspicion of unauthorised or fraudulent activity.

The regulations and this guidance do not apply to ASPSPs’ decisions in relation to access requests

17.36

to payment account data from businesses that are not authorised or registered providers of AlS or
PIS.

ASPSPs should not deny access to an AISP or PISP solely on the basis that it is a member of a

7.37

particular category of AISP or PISP. The ASPSP must have an objective justification for, and
appropriate evidence to support, a suspicion that fraudulent or unauthorised access by each
individual AISP/PISP in that category has occurred or will occur. ASPSPs may, in some
circumstances, decide to deny a particular AISP or PISP access only to a specific payment
account. However, in our view, in other circumstances an ASPSP may justifiably deny all requests
for access to its customers’ payment accounts from a particular AISP or PISP while the reasons
for that denial of access continue to exist.

Before denying access the ASPSP must attempt to contact the payment service user, or users to

7.38

advise them of its intentions and the reason for denying access. If the ASPSP is unable to contact
the payment service user(s) beforehand, it must do so immediately after, using the means of
communication agreed in the framework contract. However, if providing this information would
compromise reasonable security measures, or would be unlawful (for example if it would
constitute ‘tipping off” under anti-money laundering legislation) this requirement does not apply.

The ASPSP must restore access to the AISP or PISP as soon as the reasons for denying access no

7.39

longer exist.

Under Regulation 71(8), whenever an ASPSP denies an AISP or a PISP access to a payment

7.40

account (or payment accounts) it must notify the FCA immediately. We would expect the ASPSP
to _complete and submit the notification as quickly as possible. Details of the notification
requirements can be found in SUP 15.14.8. The notification requirement is also summarised in
chapter 13 — Reporting and notifications.

Requirements on PISPs, AISPs and CBPlIs

Many of the requirements on AISPs and PISPs are similar. We set out below the requirements that

are common to both AISPs and PISPs, followed by any requirements that are specific to each of
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1

those providers. We set out requirements on CBPIIs where relevant (further guidance is provided
in Chapter 8 — Conduct of business requirements).

Use of security credentials (regulations 69(3)(b) and 70(3)(b))

7.41 AISPs and PISPs are required to ensure that the customer’s personalised security credentials are

1

not accessible to other parties (other than the issuer of the personalised security credentials, which
is likely to be the ASPSP) and that they are transmitted through safe and efficient channels. We
are aware that customers’ personalised security credentials can apply to both payment accounts
and non-payment accounts. Where a PISP or AISP uses these credentials to access accounts which
are_non-payment accounts (and are, therefore, not governed by the PSRs 2017 in respect of
regulations 69 and 70), we would expect a PISP or AISP to apply the same standards of protection
to the personalised security credentials (e.q. transmitting them through safe and efficient channels)
as they would when transmitting them in respect of payment accounts. Without this, the
personalised security credentials which are used to access payment accounts would not benefit
from the protections under the PSRs 2017 and the SCA-RTS. Businesses must also comply with
other legal or regulatory requirements relating to data protection.

Explicit consent (requlations 68(3)(a), 69(2), 69(3)(c) and 70(3)(a))

7.42 AISPs must not provide AIS without the customer’s ‘explicit consent’ to do so. Similarly,

payment initiation services require the payer’s explicit consent to execute a payment transaction.
PISPs must not pass information to any person except a payee and then only with the payer’s
‘explicit consent’. Further, ASPSPs must have the customer’s ‘explicit consent’ before responding
to CBPII requests for confirmation of availability.

7.43 ASPSPs, AISPs and PISPs should have regard to the Information Commissioner’s Office
guidance on ‘explicit consent’ keeping the objectives and specific context of the PSRs 2017 in
mind. We expect PISPs/AISPs to be able to evidence their customers’ explicit consent.

In order to enable customers to give ‘explicit consent’, AISPs and PISPs should make available to
customers the information needed to make an informed decision and understand what they are
consenting to (e.g. they must be able to understand the nature of the service being provided to
them and the way that their information will be used). In the case of PIS, explicit consent is given
by the customer when they initiate a payment by using a PISP. The initiation of the payment by
the PISP and the transmission of the customer’s encrypted credentials through the required safe
and efficient communication channels demonstrates explicit consent to the ASPSP.

7.44 It is the AISP/PISP’s responsibility to ensure that the customer has received sufficient information

in order to give consent. ASPSPs are not required to check the terms of the consent provided by
the customer, except in the case of CBPIls.

Identification and communication with the ASPSP (regulation 68(3) (c), 69(3)(d) and
70(3)(c))

7.45 Requlation 68(3)(c), 69(3)(d) and 70(3)(c) apply 18 months after the SCA-RTS is published in the

Official Journal of the European Union. Once this happens both AISPs and PISPs must identify
themselves to the ASPSP each time they initiate a payment order or for each communication

session. CBPIIs must authenticate themselves towards the ASPSP before each confirmation
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7.46

request. We expect the SCA-RTS to contain the detail regarding how such identification or
confirmation must take place.

CBPlls, PISPs and AISPs are also obliged to communicate in accordance with the SCA-RTS. We

7.47

expect the SCA-RTS to contain a number of requirements in relation to the method of
communication used by the CBPII, PISP and AISP. In relation to whichever method of access
AISPs/PISPs use, they must be able to meet all of the requirements in the PSRs 2017 and the
SCA-RTS (e.g. AISPs must access information only from designated payment accounts).

Sensitive payment data (requlations 69(3)(e) and 70(3)(e))

PISPs are not permitted to store sensitive payment data of the customer. AISPs are not permitted

7.48

to request or store sensitive payment data linked to the payment accounts they access.

Sensitive payment data are defined as “information, including personalised security credentials,

7.49

which could be used to carry out fraud”. In relation to AlS and PIS, they do not include the name
of an account holder or an account number.

In our view, for PISPs this primarily means that they must not store a customer’s personalised

7.50

security credentials. An AISP can store personalised security credentials if it is necessary in order
to provide the account information service, as they were obtained from the customer rather than
the payment account accessed.

Where a payment service provider is providing AlS and PIS, the provider is not permitted to use

7.51

sensitive payment data obtained for the purposes of the account information service when it is
providing the payment initiation service.

Requesting information (requlations 69(3)(f) and 70(3)(f))

AISPs and PISPs are not permitted to request any information from the payer except information

7.52

required to provide the payment initiation or account information service.

As a general principle, we take this to mean that PISPs and AISPs should not request more

7.53

information than is absolutely necessary to provide the specific service that they offer to their
customers. For AISPs, in particular, this will depend on the nature of the service. For example, if
an AISP provided detailed analytics of a customer’s spending habits, that AISP would need to
request more information than an AISP providing a service which frequently updated the customer
on their balances on various accounts. We would not expect many PISPs acting on behalf of
merchants for single payment transactions to need information on a customer’s transactions or
balance.

Using, accessing and storing information (requlations 68(8)(a), 69(3)(q) and 70(3)(q))

PISPs and AISPs are not permitted to use, access or store any information for any purpose except

7.54

for the provision of the account information or payment initiation service explicitly requested by
the customer.

PISPs are able to provide information to payees, but it is not the role of PISPs to access account

information. Where PISPs pass information to payees about payers, we take this to mean
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7.55

information which would usually be given as part of a similar transaction (e.q. delivery address,
confirmation that the payment has been made) made directly by the payer.

Generally speaking, it is our view that AIS and PIS should be offered in a way which ensures that

7.56

customers benefit from high standards of data security and in full conformity with any relevant
rules, including applicable data protection law, SYSC and other systems and control requirements.

CBPllIs are not permitted to store any confirmation received from the ASPSP or use it for any

7.57

purpose other than for the execution of the card-based payment transaction.

Other requirements applicable to PISPs

Holding funds of a payer (requlation 69(3)(a))

A PISP must not hold the payer’s funds in connection with the provision of the payment initiation

7.58

service at any time.

Not changing the payment order (requlation 69(3)(h))

A PISP must not ‘change the amount, the payee or any other feature of the transaction’. We take

7.59

this to_ mean that PISPs must not change any details of a transaction as presented and explicitly
consented to by the customer. This does not, however, prevent PISPs from pre-populating the
payment order for the customer.

Other requirements applicable to AISPs

Access to information (regulation 70(3)(d))

AISPs must not access any information other than information from designated payment accounts

7.60

and associated payment transactions. We expect the SCA-RTS to require AISPs to have in place
mechanisms to ensure that they do not access information from payment accounts which the
customer _has not designated. This is intended to give customers control over what is being
accessed by an AISP.

Requirements on ASPSPs, CBPIlIs, PISPs and AISPs when communicating and interacting
with their customers in relation to these services

In Chapter 8 — Conduct of Business we have included guidance on our expectations on ASPSPs,

CBPllIs, AISPs and PISPs in relation to the provision of information to customers. In summary, in
addition to compliance with the guidance above, we expect:

e CBPIlIs, AISPs and PISPs to provide or make available clear information to customers
about the way that their service works and how information will be used — see paragraph
8.115 of Chapter 8 — Conduct of business requirements;

e PISPs and ASPSPs to make available to customers clear information about the notification
process where the customer becomes aware of an unauthorised or incorrectly executed
transaction — see paragraph 8.117 of Chapter 8 — Conduct of business requirements.
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17.61

ASPSPs, CBPIIs, AISPs and PISPs also need to be aware of their obligations under data

17.62

protection law and under consumer protection law, such as the Consumer Protection from Unfair
Trading Regulations 2008 which prohibit unfair, misleading and aggressive practices.

Transitional arrangements before the RTS enter into force

In relation to certain provisions, there is a transitional period beginning on 13 January 2018 and

17.63

ending 18 months after the date the SCA-RTS enters into force. During that transitional period,
ASPSPs, CBPIlIs, PISPs and AISPs are required to comply with regulations 68, 69 and 70 of the
PSRs 2017, except for regulations 68(3)(c), 69(2)(a) and (3)(d), 70(2)(a) and (3)(c) and 100 which
depend on the SCA-RTS and apply at the same time as the SCA-RTS.

This means that AISPs and PISPs are, for example, still required to transmit personalised security

7.64

credentials through safe and efficient channels. In this regard, we expect CBPIls, AISPs and PISPs
to ensure, for example, that they have taken all reasonable measures to quard against the risk of
the personalised security credentials being extracted from their systems or caught in transit in a
usable form and that systems are in place so that personalised security credentials cannot be
accessed by employees.

From 13 January 2018, ASPSPs can deny an AIS or PIS access to a payment account only if the

7.65

conditions in requlation 71(7) of the PSRs 2017 are met (see 17.33 — 17.39). Firms will have to
notify us of their denial of access and the grounds for denial. We will assess these reports and
take such measures as we consider to be appropriate.

In advance of the date on which the SCA-RTS becomes applicable, where an ASPSP provides a

7.66

PSRs 2017 compliant means for AISPs and PISPs to provide those services in relation to payment
accounts accessible online, the ASPSP is not required to provide another alternative means of
access to those payment accounts. However, the ASPSP must not block or obstruct the use of AIS
and PIS for the accounts they are servicing. ASPSPs are free to provide multiple interfaces for
access, provided at least one of these complies with the PSRs 2017 (including the SCA-RTS when
it becomes applicable).

During the period before the SCA-RTS becomes applicable, the parties may find it helpful to take

account of industry standards*® which are being developed as a result of the Competition and
Markets Authority’s Open Banking Remedy“.

“ More information on Open Banking delivery can be found here https://www.openbanking.org.uk/2017/03/13/platform-

distributing-bank-product-branch-atm-data-available/

" The final report of the Competition and Markets Authority’s (CMA) retail banking market investigation was published on 9
August 2016 https://www.gov.uk/government/news/cma-paves-the-way-for-open-banking-revolution

262


https://www.openbanking.org.uk/2017/03/13/platform-distributing-bank-product-branch-atm-data-available/
https://www.openbanking.org.uk/2017/03/13/platform-distributing-bank-product-branch-atm-data-available/
https://www.gov.uk/government/news/cma-paves-the-way-for-open-banking-revolution

18. Operational and security risks

Under Article 95 of PSD2, the European Banking Authority is tasked with the development of
Guidelines on operational and security risks under PSD2.

When the Guidelines are approved by the EBA’s Board of Supervisors, the EBA will publish
them, and any other required documentation, on its website. The Guidelines are formally
issued once they are published in all the official EU languages on the EBA website.

We will update this chapter once the Guidelines have been published in the Official Journal.
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19. Financial crime

This chapter and any other reference to the Money Laundering, Terrorist Financing and
Transfer of Funds (Information on the Payer) Regulations 2017, the Money Laundering
Regulations or the ‘MLRs’ in this draft guidance is subject to amendment, pending the

outcome of consultation on _the Money Laundering Regulations by HM Treasury.

9.1

Introduction

All PSPs and e-money issuers must comply with legal requirements to deter and detect financial

9.2

crime, which includes money laundering and terrorist financing.

Relevant legislation includes:

9.3

e the Money Laundering, Terrorist Financing and Transfer of Funds (Information on the
Payer) Regulations 2017(MLRs)

the EU Funds Transfer Regulation®®

section 21A of the Terrorism Act 2000

the Proceeds of Crime Act 2002

the relevant financial crime provisions of the PSRs and EMRs (including those relating to
the management of security risks and the application of strong customer authentication)

e Schedule 7 to the Counter-Terrorism Act 2008

PSPs and e-money issuers are also subject to the various pieces of legislation that implement the

9.4

UK’’s financial sanctions regime®

Credit institutions that provide payment services and issue e-money are subject to legal

9.5

requirements and relevant provisions in our Handbook, including the provisions relating to financial
crime _in_our Senior Management Arrangements, Systems and Controls (SYSC) sourcebook in
SYSC6.1.1 R and SYSC 6.3.

Authorised Pls, authorised EMIs and RAISPs who wish to provide payment services (or distribute

9.6

or redeem e-money in the case of authorised EMIs) through an establishment in another EEA state
in_accordance with Chapter 6 — Passporting, must comply with the relevant anti-money
laundering and counter terrorist financing laws enacted in that Member State. Firms should check
what their obligations will be in the host state and take steps to comply with that law.

In _certain circumstances host Member States may require, under Regulatory Technical Standards

developed by the European Banking Authority under the fourth Money Laundering Directive, the

“ EU Regulation 847/2015 makes changes to the rules on wire transfers previously set out in EU Regulation 1781/2006.

4 More detail on the UK’’s financial sanctions regime is available from the Office for Financial Sanctions Implementation (OFSI)

https://www.gov.uk/government/organisations/office-of-financial-sanctions-implementation.
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appointment of a central contact point in the host member state for anti-money laundering and
counter terrorist financing purposes.® PSD2 also contains separate provisions relating to the power
of host Member States to require the appointment of a central contact point for supervisory
purposes where a Pl is exercising establishment passport rights using agents. This is discussed in
Chapter 6 - Passporting.

Application to become a Pl or EMI

19.7 Chapter 3 — Authorisation and registration outlines the authorisation and registration
requirements relating to financial crime for Pls and EMIs.
Systems and controls

19.8 We expect all PSPs and e-money issuers to establish and maintain systems and controls to comply

with their legal obligations relating to financial crime under the PSRs 2017, the EMRs and (where
we are the supervisory authority) under the legislation referred to above. These systems and
controls include appropriate and risk-sensitive policies and procedures to deter and detect financial
crime _and an organisational structure where responsibility to prevent financial crime is clearly
allocated.

151 The FCA has produced guidance on preventing financial crime — Financial Crime: a guide for

firms that will be relevant for PSPs and e-money issuers. For Pls who are subject to supervision by
HMRC under the MLRs, HMRC has also provided guidance - Anti-money laundering gquidance

for money service businessesthe-framework-is-desecribed-in-greater-detatbin-the-consolidated

50

EBA Consultation Paper on Joint draft Regulatory Technical Standards on the criteria for determining the circumstances in which the appointment of a

central contact point pursuant to Article 45(9) of Directive (EU) 2015/849 is appropriate and the functions of the central contact point, published 10
February 2017, available here: http://www.eba.europa.eu/-/esas-consult-on-the-establishment-of-central-contact-points-to-
strengthen-fight-against-financial-crime
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. Chapter 12 — Supervision provides a more detailed outline of our supervisory role and that of

HMRC in relation to Pls registered with it under the MLRS).

Policies and procedures

EMIs, PIs and RAISPs (under the MLRs) are required to demonstrate that they establish and

maintain appropriate and risk-sensitive policies and procedures for countering the risk that they may
be used to further financial crime. Appropriate policies and procedures are proportionate to the
nature, scale and complexity of the EMI’s, PI’s, or RAISPs activities and enable it to identify,
assess, monitor and effectively manage financial crime risk to which it is exposed.

In_identifying its financial crime risk, an EMI, Pl or RAISP should consider a range of factors,

including (where they are relevant):

its customers, product and activity profile;

its distribution channels;

the type, complexity and volume of permitted transactions;
its processes and systems; and

its operating environment.

As part of their risk assessment and to mitigate the risk of their products being used for purposes

connected with financial crime, we expect EMIs, Pls and RAISPs to:

e where applicable, apply ongoing due diligence to customers on a risk-sensitive basis in
accordance with their obligations under the MLRs; and
e putin place and enforce policies to determine the acceptable use of their products.

EMIs and Pls that provide payment or e-money services to merchants should consider whether any

special risk mitigation measures are necessary for these customers. This is because merchants can
be involved in activities that are associated with an increased risk of money laundering. EMIs and
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9.14

Pls should also be alert to the possibility that merchants may abuse their products to further illegal
activity, such as the sale of child abuse images or age-restricted goods to minors.

EMls, Pls and RAISPs (where appropriate) should carry out reqular assessments of their financial

9.15

crime policies and procedures to ensure they remain relevant and appropriate. As part of this, EMIs,
Pls and RAISPs should be alert to any change in their operating environment that will have an
impact on the way they conduct their business. For example, we expect EMIs, Pls and RAISPs to
be alert to the publication of any information on financial crime risks and threats associated with e-
money products or payment services, such as typology reports from the Financial Action Task
Force or other relevant domestic and international bodies, and incorporate this information in their
risk assessment as appropriate.

Under requlation 36 of the EMRs and requlation 36 of the PSRs 2017, EMIs and Pls are ultimately

9.16

responsible for anything done or omitted by any of their employees, agent (and distributors in the
case of EMIs), branch or outsourced provider to the same extent as if they have expressly permitted
it. This includes a failure to take adequate measures to prevent financial crime. EMIs and Pls must
be aware of this risk and take measures to manage it effectively. This includes taking steps to
satisfy themselves of employees’, agents’, distributors’ and third parties’ ongoing compliance with
their financial crime obligations.

Chapter 5 — Appointment of agents contains further detail on the responsibility of EMIs and Pls

9.17

for their agents and distributors.

EMIs and Pls should also take steps to ensure that they comply with the UK’s financial sanctions

9.18

regime.

Internal organisation

We expect EMlIs, Pls to establish a clear organisational structure where responsibility for the

9.19

establishment and maintenance of effective policies and procedures to prevent financial crime is
clearly allocated.

Requlation 21(1) of the MLRs requires EMIs, Pls and RAISPs (where appropriate) to appoint an

individual who is a member of the board of directors (or equivalent) as the officer responsible for
compliance with the MLRs. Regulation 21(7) specifically requires electronic_money issuers to
appoint an individual to monitor and manage compliance with, and the internal communication of,
the policies, procedures and controls relating to the matters referred to in regulation 19(3)(a) to (e)
of the MLRs. The person appointed under either of these requlations may be the same person who
is also the officer nominated under the Proceeds of Crime Act 2002. We expect the individual
appointed to have the knowledge, experience and training as well as a level of authority and
independence within the EMI or Pl and sufficient access to resources and information to enable
him/her to carry out that responsibility.

Industry guidance

When considering whether a breach of applicable legislation in relation to anti-money laundering
and counter-terrorist financing has occurred, we will consider whether an EMI or PI has followed
relevant provisions in the guidance for the UK financial sector issued by the Joint Money
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9.20

Laundering Steering Group (JMLSG). EMIs and Pls are reminded that the JMLSG does not intend
its quidance to be applied without thought, as a checklist of steps to take.

Enforcement

Under the EMRs, PSRs 2017 and MLRs, we have powers to take appropriate enforcement action,

9.21

which may include cancelling, suspending or varying an authorisation or registration, where an
institution that fails to meet its obligation to put in place effective procedures in relation to financial
crime.

We may censure or impose a penalty on EMIs, Pls and RAISPs that contravene reguirements

9.22

imposed by or under the EMRs and the PSRs 2017 (as applicable). We may also enforce financial
crime_obligations under other legislation, including FSMA, the MLRs and Schedule 7 to the
Counter-Terrorism Act 2008.

See Chapter 14 - Enforcement for more details about our enforcement approach.
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Annex 1
- Useful links

Web links are provided below to useful information resources.

Legislation
The Electronic Money Regulations 2011

Payment Services Directive 2
Payment Services Requlations 2017

FCA Handbook

Our Handbook is an extensive document that sets out the FSA’s rules and guidance for financial services.
There are a few areas of the Handbook that contain rules applicable to payment services. These are as
follows:

Glossary

Provides definitions of terms used elsewhere in the Handbook. Clicking on an italicised term in the
Handbook will open up the Glossary definition.

General Provisions (GEN) — GEN 2

Contains provisions on interpreting the Handbooks.

Fees manual
(FEES)

Contains fees provisions relevant to payment service providers.

Banking: Conduct of Business sourcebook (BCOBS)
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http://www.legislation.gov.uk/uksi/2011/99/contents/made
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L2366
http://fshandbook.info/FS/html/handbook/Glossary
http://fshandbook.info/FS/html/handbook/GEN/2
http://fshandbook.info/FS/html/handbook/FEES
http://fshandbook.info/FS/html/handbook/BCOBS

From 1 November 2009, banks and building societies are also be required to comply with the conduct of
business rules for retail banking in this module of our Handbook.

Supervision manual
(SUP) —-SUP 9

Describes how people can seek individual guidance on regulatory requirements and the reliance they can
place on guidance received.

Decision Procedure and Penalties Manual (DEPP)

Contains the procedures we must follow for taking decisions in relation to enforcement action and setting
penalties.

Dispute Resolution: Complaints sourcebook (DISP)

Contains the obligations on payment—institutionsPSPs and e-money issuers for their own complaint
handling procedures. It also sets out the rules concerning customers’ rights to complain to the FOS.

The Handbook website also contains the following regulatory guides that are relevant to payment service
providers:

Enforcement Guide (EG)

Describes our approach to exercising the main enforcement powers given to us under FSMA and the
PSRs:

Financial Crime: a guide for firms

This contains guidance on steps firms can take to reduce their financial crime risk-

Perimeter Guidance manual
(PERG) - PERG 15

Contains guidance aimed at helping businesses consider whether they need to be separately authorised or
registered for the purposes of providing payment services in the UK-

Unfair Contract Terms Regulatory Guide (UNFCOG)

Explains our powers under the Unfair Terms in Consumer Contracts Regulations 1999 and our approach
to exercising them-
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—(BISP)

Guidance and information

There is also guidance and information issued by us and the Financial Ombudsman Service likely to be
relevant to readers of this document.

e Information about how to complain to us about an FCA requlated firm.

e Information about hot to complain about the FCA, PRA or the Bank of England.

e Information the—EOGS’sabout the Financial Ombudsman Service’s processes for handling
complaints.

Information
e -from FOSthe Financial Ombudsman Service specifically for smaller businesses.

Complaint handling

Dispute Resolution: Complaints sourcebook

(DISP)

FCA reporting system for firms

GABRIEL is our regulatory reporting system for the collection, validation and storage of regulatory data.
Connect is our online system that you can use to submit applications and notifications.

Money Laundering Regulations 2007 (MLR)

Information
from HMRC about compliance with the MLR.
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Annex 2

- Useful contact details

Financial Conduct Authority (FCA)

25 The North Colonnade

Canary Wharf
London, E14 5HS

Contact Centre
0845 606 9966

Consumer Helpline
0845 606 1234

Payment Systems Requlator (PSR)
25 The North Colonnade

Canary Wharf

London, E14 5HS

Contact Centre
0845 606 9966

Consumer Helpline
0845 606 1234

Financial Ombudsman Service
South Quay Plaza

183 Marsh Wall

London, E14 9SR

0845 080 1800 or 020 7964 0500

Her Majesty’s Revenue and Customs (HMRC)

National Advice Service
Written Enquiries Section
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Alexander House
Victoria Avenue
Southend

Essex, SS99 1BD

0845 010 9000
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Annex 3
- Status disclosure sample statements

The following are suggested statements for payment service providers to include in their contracts and
correspondence with customers. It is not mandatory to use these exact statements, but it is important that
customers are made aware of the payment service provider’s authorisation status.

Note that regulation 4048 requires; — with respect to framework contracts; — that the—custemer
iscustomers are provided with the information specified in Schedule 4. This includes “details of the
payment service provider’s regulators, including any reference or registration number of the payment

service previder’provider.

There is also a requirement with respect to individual payment service contracts in regulation 3643 (2) (e)
that the payment service provider prevides-sueh-gives the information specified in Schedule 54 "as is
relevant to the single payment service contract in guestienquestion”. We consider that details of the
regulator will be relevant information and would-expect firms to makereference-tomention their regulated
status.

Firms which require authorisation under both FSMA and the PSRs should make—a-reference to-both
authorisations.

Authorised Pls / Authorised EMIs / RAISPs / Small Pls / Small EMIs

[Name] is authorised by the Financial Conduct Authority under the Payment Service Regulations
20009 [register reference] for the provision of payment services.

EEA Authorised Pls / EEA Authorised EMIs / EEA Authorised RAISPs

Authorised by [name of Home State regulator] and regulated by the Financial Conduct Authority
for the conduct of payment services business in the UK.
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Annex 5

4 - merchant acquiring
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Four-party card scheme

1.

The abeve-diagram above sets out our understanding of the elements involved in a card transaction
with a Merchant accessing the relevant card scheme through a Merchant acquirer. It shows how the
Merchant acquirer operating a payment account in the name of the Merchant can hold funds due to
a Merchant for a period to allow for chargebacks under the card scheme, before they are remitted to

the Merchant s main operatlonal bank account Ih&an%%ﬂk&#a{eﬁha&m&e%%ﬂg%nedel—e&n

Under this model, the card issuer authorising the payment is not the beginning of the transaction.
Rather, the first payment transaction begins when the Merchant acquirer, as the payee’s
(Merchant’s) PSP, transmits the payment order to the payer’s PSP (the card issuer). Under Article
6983(3) of PSD2 this must be ““within the-time limits agreed between the payee and histhe
payment service provider-—Se”. This allows them to agree how frequently such claims are made.

The point when the payer’s PSP receives this payment order for the purposes of the execution time
provisions in the PSRs will be the point at which the card issuer receives the claim. That card issuer
is then responsible under regulation #686(1) te-getfor ensuring that the funds tereach the Merchant
acquirer’s account by the end of the following business day (D+1).

Regulations 7086(5) and #389(1) then require the Merchant acquirer, as the payee’s (Merchant’s)
PSP, to value date and make available the funds to the payee’s payment account immediately.
Under the model set out above, this will be the payment account it operates in its books for the
Merchant. This is shown in points 5 and 6 in the diagram above. Our understanding is that
Merchant acquirers already effectively run such accounts for the Merchants for whom they operate,
although they are not currently labelled as payment accounts, in that they will have details of all the
Merchant’s transactions, and transfers to the Merchant’s main operational bank account on its
books.

In general terms there is nothing in the PSBPSD2 which prevents firms from operating accounts
which have some restrictions, such as minimum balances, or notice periods. In addition, given that
there will be a standing instruction to transfer the funds to the Merchant’s main bank account, this
may be taken as a future dated instruction to transfer the funds <“on a specific day, er—aton the
endlast day of a certain perlod or on the day on which the payer has setput funds at histhe disposal
of its payment service prov disposai-provider ” (regulation 6581(4)). In this way, the funds are
already the subject of a payment order thus fulfilling the requirement that the funds are ““at the

payee’s dispesal-disposal”.

So the transfer of the funds from the Merchant’s payment account with the Merchant acquirer to the

Merchant’s main operational bank account will be a separate payment transaction. This is shown in
points 7 and 8 above.

The funding of the cardholder’s payment account is completely separate from the above process, so
we have not included it.

We are aware that there a number of bureaux or aggregators providing merchant acquiring services
in the UK whose position is not reflected in the model described above. ‘We-are—currenthy—in
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Merchant Acquiring in Three-Party Schemes

9.

10.

11.

A three-party card scheme is a card scheme offered by the card issuer, where both the
card holder and the merchant are customers of the card issuer. Examples of such
schemes are those offered by American Express and Diners Club. These schemes differ
from the four-party schemes such as Visa and Master Card in that there is no need for
interbank settlement, because both customers (cardholder and Merchant) hold accounts
with the card issuer.

Transactions under a three-party card scheme are payment transactions under the PSRs,
being the act of transferring funds from the payer to the payee.

Our understanding is that there are a number of possible organisational structures
which a three-party card scheme can take, which may impact upon the particular
requirements of the PSRs. Payment service providers operating three-party card
schemes are therefore encouraged to contact us at an early stage to discuss their
particular circumstances.
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Annex-6

Annex 5 - The Payment Process
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Glossary of Terms

Many of the terms used in this document are defined in regulation 2 of the PSRs 2017 and are
not repeated here. The following information is designed to wnderstandhelp make this
document more easihyxreadily understandable.

Financial Services and Markets Act 2000

This is the legislation that gives the FCA its statutory powers.

Small charity

For the purposes of this document, a small charity is one with an annual income of less than
£1 million. Such small charities are treated in the same way as consumers under the PSRs.
This is the definition used in the PSRs, but note that the term ‘charity’ is used there instead.

Micro-enterprise

This is an enterprise whose annual turnover and/or balance sheet total does not exceed €2
million (or sterling equivalent) and employs fewer than 10 people.

‘Enterprise’ means any person engaged in an economic activity, irrespective of legal form
and includes, in particular, self-employed persons and family businesses engaged in craft or
other activities, and partnerships or associations regularly engaged in an economic activity.

In determining whether an enterprise meets the tests for being a micro-enterprise, account
should be taken of the enterprise’s ‘partner enterprises’ or ‘linked enterprises’ (as those terms
are defined in the European Commission’s Micro-enterprise Recommendation
(2003/361/EC)). An enterprise includes, in particular, a sole trader and family businesses,
and partnerships or associations regularly engaged in an economic activity. For example,
where one firm holds a majority shareholding in a second firm, if the first firm does not meet
the tests for being a micro-enterprise then nor will the second.

One leg transactions

Payment transactions where either the payer or the payee’s payment service provider is
located outside the EEA.

E-money issuers

In this document, references to e-money issuers are, unless otherwise stated, references to
non-bank e-money issuers, including e-meney—institutionsEMIs that are authorised or
registered by the FCA.

Upper Tribunal (Financial Services)

The Upper Tribunal (Financial Services) is an independent judicial body established under
section 132 of the Financial Services and Markets Act 2000 (FSMA). It hears references
arising from decision notices (for example, where the FCA decides to reject authorisation
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applications) and supervisory notices (for example, where the FCA decides to impose a
requirement on a paymentinstitation’sPl’s authorisation or registration) issued by the FCA.

Corporate opt-out

Payment service providers may agree with business customers (that is, payment service users
who are not consumers, small charities or micro-enterprises) to vary the information they
provide from that specified in the PSRs, and, in certain cases, agree different terms in relation
to rights and obligations. This is referred to as the ‘corporate opt-out’.
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Abbreviations and Acronyms
BCOBS
.

.
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D

prised Pl
bP

prised EMI

Second Electronic Money Directive

Authorised electronic money institution

Account information service

Account information service provider

Authorised payment institution

Account servicing payment service provider

Automated Teller Machine
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BCOBS
or Input

=10

1’z

\"E4

2009
2017

Bacs Payment Schemes Limited

Banking Conduct of Business Sourcebook

February 2016 Call for Input: the FCA’s approach to the current payment
services regime
Clearing House Automated Payment System

Consultation paper
Consumer Credit Sourcebook

Decision Procedure and Penalties manual

Dispute Resolution: Complaints

European Banking Authority

Electronic Communications Network

European Economic Area

Enforcement Guide

Authorised EMIs and small EMIs

Electronic Money Regulations 2011
European Union

Financial Services Authority

The Financial Services and Markets Act 2000
Faster Payments Service

The FCA Handbook of Rules and Guidance, available at
http://fshandbook.info/

Indirect Access Provider
Refers to both Pls and EMIs together
Limited Network Exclusion

Money Laundering Regulations 2007

Money Laundering, Terrorist Financing and Transfer of Funds (Information
on the Payer) Regulations 2017

Perimeter Guidance Manual

Authorised Pls and small Pls

Payment initiation services

Payment initiation services provider

Payment Services Directive

The revised Payment Services Directive

Payment services provider

Payment Services Regulations 2009

Payment Services Regulations 2017

Registered account information service provider

Regulatory Technical Standard

Strong Customer Authentication

Small electronic money institution

Small payment institution

Supervision Manual
HM Treasury
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