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This Policy Statement reports on the main issues arising from Consultation Paper 11/12,
Financial crime: a guide for firms and publishes final guidance.

Please address any comments or enquiries to:
Kate Higginson

Financial Crime & Intelligence Department
Financial Services Authority

25 The North Colonnade

Canary Wharf

London E14 SHS

Telephone: 020 7066 4336
Fax: 020 7066 4337
Email: cpll_12@fsa.gov.uk

Copies of this Policy Statement are available to download from our website —

www.fsa.gov.uk. Alternatively, paper copies can be obtained by calling the FSA
order line: 0845 608 2372.
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Financial crime: a guide for firms

Overview

Introduction

1.1 In this Policy Statement (PS), we respond to feedback we received on our Consultation
Paper 11/12**, Financial crime: a guide for firms. We also publish the final text of our
new regulatory guide, Financial crime: a guide for firms (referred to throughout this PS as
the Guide).

1.2 We received 50 responses to our consultation and are very grateful to everyone who took
the time to provide comments. A list of non-confidential respondents is included in
Annex 1. We have carefully considered the feedback we received and have revised the
Guide where appropriate.

Main feedback

1.3 Feedback was broadly positive. Over three quarters of respondents (39 of 50) supported
the Guide, saying it would be useful and would meet its stated aims. But several key
concerns were raised, including;:

a) the risk that the Guide would be used (by firms and FSA supervisors) as a checklist of
things firms should and should not be doing, encouraging box-ticking supervision and
compliance;

b) confusion over the status of our guidance, especially in relation to the Joint Money
Laundering Steering Group’s guidance for the UK financial sector on the prevention
of money laundering and combating terrorist financing (referred to in this PS as the
JMLSG’s guidance); and

c) the application of our guidance. Many respondents asked us to be clearer about
which provisions of guidance applied to which firms. Some respondents worried that
otherwise firms, particularly smaller firms, would apply guidance disproportionately.
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1.4

1.5

1.6

1.7

1.8

1.9

To address these concerns, we have reiterated key messages about the status of the Guide
and how firms and supervisors should use it. We have confirmed that the guidance should
be applied in a risk-based, proportionate way, taking into account such things as the nature
and size of a firm’s business, and that examples of good practice provide ways, but not the
only ways, of meeting our requirements.

We have tried to make application provisions clearer where we can usefully do so. But we
do not want to introduce detailed application provisions. It is in the non-binding nature of
guidance that firms can decide the extent to which it is relevant and appropriate for their
business. And being too specific could encourage the tick-box approach that we, and most
respondents, wish to avoid.

We have also added cross-references in the text to relevant statutory and regulatory
requirements, as well as better indexing the contents of both Parts 1 and 2 to clarify
the sources of guidance and make the Guide easier to navigate.

Structure of this PS

The remainder of this PS is set out as follows:

*  Chapter 2 summarises the responses we received to CP11/12 and outlines how we have
addressed the issues raised;

® Annex 1 lists the non-confidential responses we received to CP11/12; and

e Appendix 1 contains the final text of the Guide and consequential changes to
incorporate reference to the Guide in the Glossary of definitions and the Senior
Management Arrangements, Systems and Controls sourcebook (SYSC) of the FSA
Handbook of rules and guidance.

Next steps

The Guide comes into immediate effect. We will monitor and regularly update its contents.
(See our response to Question 6 for more information about how and when we will update
the Guide.)

Who should read this PS?

This paper is important to all firms and their advisers as it explains steps that firms can
take to reduce the risk of being used to further financial crime and, by doing so, help
themselves to meet relevant legal obligations.
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CONSUMERS

This PS is targeted at firms and will be of limited relevance to consumers. Some
consumers or consumer groups may be interested in the guidance we give to
firms about their systems and controls to prevent fraud committed by or against
their customers.
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Responses to CP11/12

Introduction

2.1 In this chapter, we summarise the responses we received to CP11/12 and outline how we
have decided to proceed in light of the feedback.

Our proposal to publish the Guide

2.2 CP11/12 outlined our proposal to publish a new regulatory guide intended to help firms to
assess and improve their systems and controls to reduce the risk of their being used to
further financial crime. The Guide was based on our previously published thematic work
on various aspects of firms’ anti-financial crime systems and controls.

2.3 We wanted to find out whether the Guide’s intended users supported our proposal, and
would find the Guide useful. We asked:

Q1: Do you support our proposal to publish the Guide. If
not, why not?

2.4 We received considerable support for our proposal, with over three quarters of the
respondents (39 of 50) in favour. One respondent said the Guide was ‘excellent’, and
‘exactly the sort of support that firms need’. Others thought it was useful to bring all our
financial crime material together in one place.

2.5 Two respondents did not support the Guide; others only supported parts of it, or provided
conditional support. Four respondents did not express a view.

2.6 One of respondents’ main concerns was the status of the Guide. Several respondents asked
us to clarify whether its guidance is binding. One said we should say more about what the
Guide is and less about what it is not. Two respondents commented that the fact that we
had chosen to consult on the Guide undermined our messages about its status or contents
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not being binding. Two respondents thought we were bypassing process because we did not
consult on the underlying thematic reviews when they were first published.

Another concern was about the relationship between the Guide and the JMLSG’s guidance.
Some felt our guidance conflicted with or went further than the JMLSG’s. They were
concerned that this would cause uncertainty and confusion as firms would have to consider
both and decide which to apply. One respondent said the Guide should only cover topics
not covered by the JMLSG’s guidance. One said that our guidance should be included in
the JMLSG’s; another that the FSA should bring the JMLSG’s guidance ‘in house’. Others
said it was useful to have a shorter collection of guidance; or multiple sources of guidance;
that the Guide reinforced the JMLSG’s guidance; or that they were pleased that we had
avoided duplicating it. One respondent suggested that in the event of any discrepancy
between the Guide and the JMLSG’s guidance, the JMLSG’s guidance should prevail.

Many respondents were concerned that the Guide would encourage ‘box-ticking” among
firms, and would be used as a checklist by FSA supervisors. There was concern that firms
would put resource into justifying and documenting compliance with (or departure from)
the examples of good practice in the Guide, rather than on a risk-based or holistic
approach to tackling financial crime.

Some respondents felt the Guide was at odds with government’s focus on risk-based
regulation. We were asked to clarify that the guidance should be applied in a risk-based,
proportionate way, having regard, amongst other things, to the circumstances and nature of
each firm.

Our response
We were pleased at the level of respondents’ support for the Guide.
Under law, we have to consult when we issue certain guidance on rules. The

Guide includes such guidance, so we consulted on it in CP11/12, following FSA
processes for doing so. This includes the material in Part 2.

We have made the Guide’s status clearer by reiterating the key messages in a

summary box at the front. This confirms, among other things, that the Guide:

e is not binding;

e should not be used as a ‘tick-box exercise” by firms or as a checklist
by supervisors;

® is not exhaustive; and

e that firms should apply the examples of good and poor practice in a risk-based,
proportionate, outcomes-focused way.

The Guide does not affect the status of the JMLSG's guidance. As the JMLSG's
guidance is approved by the Treasury, the courts must consider the extent to
which a firm has followed it when deciding whether the firm breached the Money
Laundering Regulations 2007 (the MLRs).

December 2011 Financial Services Authority 9



PS11/15

Financial crime: a guide for firms

We do not believe the Guide conflicts with the JMLSG's guidance. Most of the
examples of ‘conflict’ cited by respondents were due to a lack of clarity or
understanding of either our guidance or the JMLSG’s. We have clarified our
guidance in these areas and have invited the JMLSG to consider doing the same.

Some of our guidance addresses areas not covered in detail in the JMLSG's,
for example in relation to beneficial ownership, enhanced due diligence and
enhanced ongoing monitoring. It is clear, both from many of the responses

we received and from our recent thematic report, Banks” handling of high
money-laundering risk situations (the AML review), that some firms do not
understand their legal obligations (particularly under the MLRs) in these areas.
This emphasises the importance of us providing further guidance, to help firms
understand the requirements better.

We have confirmed our expectation that the Guide will be used in a risk-
based, proportionate, outcomes-focused way. The Guide is not intended to
be a one-size-fits-all statement of things that firms should and should not do.
We understand that firms have very different ways of meeting common legal
obligations given such factors as their nature, size and complexity. The Guide
should be read in that light.

We have included in the introduction examples of how the same piece of
guidance might apply to different firms to help users understand that they can
adapt the contents of the Guide to suit their individual circumstances.

2.10 The Guide aims to:

e improve transparency and clarity by sharing more of our knowledge and increasing
understanding about our financial crime expectations and focus;

e collate existing published information so it is more accessible; and
e reinforce prominently our commitment to tackling financial crime.
2.11 We asked:

Q2: Do you think the Guide will achieve our
publication aims?

2.12 Of the 38 respondents to this question, most thought we would achieve our publication
aims. Most also agreed with the aims themselves, although one suggested that a better test
of success would be how firms used the Guide in practice. Others said we would not meet
our aims, or would only do so if we review the Guide regularly. We discuss updating the
Guide in our response to Question 6.

2.13 Transparency: respondents thought that we could improve transparency by including
reference to the legislative or regulatory sources of guidance. One respondent thought
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transparency was compromised by duplication in the Guide. Another asked us to clarify
FSA expectations of the actions firms should take in response to it. One respondent said
that our ‘nothing new’ message about the Guide’s contents could undermine our aims, if
firms disregarded the Guide as a result.

2.14  Accessibility: many respondents were positive about the accessibility of the Guide, saying it
was useful to have all material in one place. Some felt that splitting guidance between Parts
1 and 2 compromised accessibility. A couple felt that the Guide was too long; more thought
it would benefit from further material — particularly good and poor practice, self
assessment questions and case studies.

2.15  Reinforcement: generally respondents thought the Guide would reinforce our commitment
to tackling financial crime. Some noted that it should be one of a suite of tools.
Respondents said, for example, that conferences and speeches would also help maintain
awareness of financial crime. One said the Guide would only reinforce our commitment if
it were used alongside more effective supervision and enforcement.

Our response

We are satisfied that the Guide will meet our publication aims, and agree it is
important that firms and their FSA supervisors use it appropriately.

We want to emphasise that the Guide reflects our existing expectations. Firms
should already be aware of these as a result of our previously published thematic
reviews. Rather than firms ignoring the Guide, we think its publication is more
likely to prompt them to reconsider the earlier material.

We note respondents’ concerns that the draft Guide was not as clear as it could
have been about the status and sources of some of its contents. So we have
added cross-references to our rules and other legal requirements. We have also
cross-referred between Parts 1 and 2, so it is easier and quicker for users to find
further guidance. We hope these changes will make the Guide clearer and easier
to use.

We have tried to avoid duplicating material - for example, to make sure that
points of poor practice are not simply the opposites of good practice and vice
versa. We have also moved some of the guidance in specific chapters that is more
generally applicable - for example in relation to staff vetting and training - to
the general Chapter 2 (Financial crime systems and controls). However, overlap
between the contents of Parts 1 and 2 remains; this is inevitable given that the
material in Part 1 is based on the earlier thematic reviews which make up Part 2.

We agree that we should use the Guide alongside other tools in order to deliver
the message that we are committed to tackling financial crime. We continue to
participate in industry events in order to reinforce these messages.

December 2011 Financial Services Authority 11
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2.16

2.17

2.18

2.19

2.20

2.21

Application of the Guide
We asked:

Q3: Do you consider the Guide sets out with sufficient
clarity which of its provisions apply to which firms? If
not, how could we make it clearer?

Of the 35 respondents to this question, around two thirds said the Guide is clear enough in its
application. Four said it is not. The remainder did not conclude either way. Respondents said
there was scope to make the Guide clearer, for example by signposting better where
requirements differ between sectors. Several respondents noted terminology varies throughout
the Guide, for example interchanging ‘applies to’ and ‘relevant to’.

Many respondents said the Guide does not categorise firms in enough detail and that we
should define better which firms are susceptible to particular risks. However, one
respondent thought we were too narrow, and that some guidance applied more broadly
than we state. One respondent said specific phrases such as ‘small IFA’ and ‘personal
pension operator’ are more useful than generic phrases; another asked that we define terms
such as ‘large firm’ and ‘small firm’.

One respondent said it was unclear to whom Chapters 4 (Countering terrorist financing)
and 9 (Countering weapons proliferation financing) would apply, and another asked us to
be clearer about to whom good and poor practice applies within the firm (e.g. senior
management or staff ‘on the ground’).

Two respondents suggested that we provide an index directing certain firms to certain
sections of the Guide, or that we specify in the contents the sectors to which each chapter
applies. One suggested we include application provisions in Part 2.

Several respondents emphasised the importance of keeping the Guide up to date,
mentioning case studies and Part 2 in particular. Two respondents asked for greater clarity
about the review process and suggested that we time reviews to coincide with external
developments. One respondent expressed concerns over how we will keep the Guide up to
date in the new regulatory structure, and one asked if we will consult on every update to

the Guide.

Our response

We have amended and standardised the application sections in Part 1 and
included an application section in each chapter of Part 2. A reference to “all
firms” within a chapter means all firms to which the chapter applies, as set out in
the application sections.

But we have decided not to include detailed provisions on applicability (drilling
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down, for example, to ‘small IFAs’, or defining a ‘large firm"). It is in the non-
binding nature of guidance that firms can determine the extent to which it is
relevant and appropriate for their business. There are too many considerations -
for example, application will differ depending not just on the size or type of firm,
but also its customer and risk profiles - to specify applicability to the degree
requested by respondents. We consider doing so could encourage the tick-box
approach that we, and respondents, are keen to avoid. As one respondent noted,
there is a danger that firms place too much reliance on what the Guide says is
and is not relevant to a firm of their nature. And being too prescriptive could
discourage firms from effectively prioritising risk and focusing on how to achieve
the outcomes that laws and requlations require.

Similarly, while the Guide is targeted at those with a role to play in a firm's
compliance with its financial crime obligations, we have not addressed it to a
particular officer or function, given that structures and roles vary among firms.

We discuss comments about updating the Guide in our response to Question 6
(in the section headed ‘General comments on contents’); and about Part 2 in our
response to Question 7.

Structure of the Guide
2.22 The Guide is in two parts:

e Part 1, A firm’s guide to preventing financial crime, contains self-assessment questions
for firms alongside examples of good and poor practice for each topic. Chapters also
contain case studies and references to further sources of information.

e Part 2, Financial crime thematic reviews, captures previously published FSA thematic
reviews on topics related to financial crime.

2.23 We asked:

Q4:  Is the Guide’s structure and the use of self-assessment
questions, good and poor practice questions and case
studies, helpful and clear? How could we make it clearer
or more useful?

Q5:  What other comments do you have about the structure
of the Guide?

December 2011 Financial Services Authority 13
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2.24  Thirty-nine respondents commented on Question 4, and 16 on Question 5. Most approved
of the structure of the Guide, describing it as ‘user friendly’ and ‘simple and easy to follow
and understand’.

2.25 But some also raised concerns. These mainly related to the division of the Guide into two
parts. We discuss feedback on Part 2 in our response to Question 7.

2.26 The examples of good and poor practice included in the Guide were generally well-
received. Some asked for more examples. One respondent suggested that we remove the
examples of poor practice altogether; others that it was the good practice that should go.
Some said that good and poor practice examples should not be opposites of each other.
One respondent suggested that we use green and red for good and poor practice
respectively. Some respondents stated that the content or application of good and poor
practice could be clearer. We discuss the content of the Guide in our response to Question
6; and its application in our response to Question 3.

2.27  In relation to the self-assessment questions, respondents said these were ‘particularly useful’
and ‘clear and unambiguous’ and asked for more examples. One respondent stated that
they were unnecessary. One asked that we include answers. Another suggested that we
highlight that the questions are not an exhaustive list of what firms should be considering
in order to mitigate the financial crime risks they face. Some respondents also suggested it
would be useful to cross-reference guidance to relevant legislation.

Our response

We have retained the structure of the Guide, and the examples of both good
and poor practice. But we have clarified that they are just that - examples -
and do not represent exhaustive lists of good or poor practice on a given topic.
We agree that it is not helpful (not least in the interests of the Guide’s length)
to include examples of good and poor practice that are direct opposites, so we
have avoided this in Part 1. But we have retained opposites in Part 2, so that
Part 2 accurately reflects our previous publications (see our response to Question
7 for more information about the contents of Part 2).

The colours used in the Guide are consistent with FSA house style, so we have
kept them.

We are pleased that most respondents found the self-assessment questions
useful. We have not included answers to all questions as this could encourage
box-ticking. Firms should use the self-assessment questions and examples of
good and poor practice as a stimulus for considering the adequacy of their
systems and controls, rather than as a checklist.

As noted in our response to Question 2, we have included cross-references from
our guidance to relevant legislation. We hope users find this helpful.
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Contents of the Guide
2.28 We asked:

Q6:  What comments do you have on the contents of the
Guide? Do you have any comments on the specific
chapters or the annex of Part 17

1) Introduction
2) Financial crime systems and controls

3) Anti-money laundering (including guidance
arising from the AML thematic review)

4) Countering terrorist financing

5) Fighting fraud (including guidance arising from
the mortgage fraud thematic review)

6) Data security

7) Combating bribery and corruption

8) Financial sanctions and asset freezes
9) Countering weapons proliferation financing
10)  Annex 1

General comments on contents

2.29  Twenty respondents provided general comments on the Guide’s contents. Among the
comments not considered elsewhere in this PS, respondents described the contents as
‘helpful’, ‘informative’ and ‘sensible’, but some questioned whether they were up to date.
Several emphasised the importance of regularly reviewing and updating the Guide and
asked how we intended to do this. Some respondents asked for a better mix of examples of
good and poor practice; two suggested that we included more guidance relevant to the
insurance sector.

Our response

We are committed to keeping the Guide up to date. We will keep its contents
under review and incorporate new material, and amend or remove existing
material, as appropriate. We have not committed to a periodic (e.g. annual)
review, as we want to update the Guide when required.
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We will consult when we propose to add new ‘guidance on rules’ to the Guide,
such as relevant examples of good and poor practice from future financial crime
thematic reviews which have not already been subject to consultation.

Not all material in the Guide is ‘guidance on rules” - for example, the case studies
which summarise enforcement action and the annex of common terms. We are
not required to consult on guidance which is not ‘guidance on rules’, although
we may choose to do so. So we may amend the Guide without consultation if, for
example, we want only to add a case study about an enforcement action.

But we understand the importance of alerting firms to all changes to the
Guide. We will publish all changes on our website, and will consider other ways
to usefully and effectively draw firms’ attention to amendments. We have also
published a version of the Guide which shows the changes we have made to the
version on which we consulted.

Where respondents have asked us to include more detail on a piece of guidance,
we have often decided not to do so. This is because we have avoided including
guidance in the Guide that is too narrow or prescriptive.

Detailed comments on Chapter 1 - Introduction

2.30  Sixteen respondents commented on this chapter. Most thought its contents were clear and
useful. Some asked us to expand on key messages — for example to emphasise that guidance
presented one way, but not the only way, of complying with our rules. Two respondents
asked that we say more in the introduction about the aims and objectives of the Guide.
One commented that our statement that we expected firms to consider guidance where it
applied to them was unhelpful and undermined our commitment to a risk-based
application of the Guide.

2.31 One respondent suggested we say that the Guide was relevant to unregulated outsourced
service providers. Another said that we should state that the focus of the Guide is on senior
management’s roles and responsibilities. One respondent said the introduction was too long
and prevented users from getting quickly to the ‘core’ of the Guide. One considered the
‘how to use this guide’ page of the introduction unnecessary, but two others liked it.

Our response

The introduction is important in setting the context for the Guide, so we are
pleased that most of those who responded on this subject found it clear and
useful. As noted in our response to Question 1, we have expanded our comments
about the Guide’s aims and objectives and how it should be used. We have also
provided more information about the requirements on which the Guide provides
guidance. This means the chapter is longer than it was.
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Although our guidance may be of wider relevance, we can only apply it to those
within our supervisory scope. And while senior management is clearly one of the
Guide’s focuses, it is not the only focus. So we think it would be unhelpful to
prioritise this over other aspects. We have therefore not adopted the suggestions
that we extend our guidance to unregulated outsourced service providers or
address it only to senior management.

Detailed comments on Chapter 2 - Financial crime systems and controls

2.32 There were 22 responses to this chapter, including suggestions that we expand it to include
guidance from specific chapters that was more generally applicable — for example the
guidance on training in our chapter about bribery and corruption. Respondents argued that
this would reduce duplication and the risk that generally applicable guidance might be
overlooked. They asked us to include cross-references to the underlying legal requirements
denoted by our use of the word ‘must’ here and elsewhere in the Guide; and to include a
cross-reference in SYSC to the Guide. They also suggested that we cross-refer to Chapter 2
in the crime-specific chapters.

2.33 In comments on specific pieces of guidance, respondents asked that we make clear that the
guidance in Box 2.1 should be applied in a risk-based, proportionate way. Others suggested
that we should make stronger statements about the obligations on senior management and
the board. They considered this was important to strengthen messages about senior
management taking responsibility for risk assessment and setting the right ‘tone from the
top’. Two suggested that the FSA should provide more case studies, to support our good
practice point that training should focus on practical examples rather than regulatory
obligations. A respondent asked us to add more guidance on the compliance function and
risk assessments. Another asked that we qualify our guidance that firms should ‘protect’
whistleblower confidentiality.

Our response:

We have included a cross-reference to the Guide in SYSC. Our new CREDS
sourcebook will also cross-refer to the Guide. We have transferred guidance that
can apply across a range of financial crime risks to Chapter 2, except where we
consider it important to emphasise key messages in crime-specific chapters. We
have also cross-referred to legal requirements where we cite them directly, and to
relevant sections of Chapter 2 in crime-specific chapters.

We have amended our guidance on whistleblowing to mirror the wording we use
in SYSC 18, and encourage firms to ‘respect’ staff confidentiality.

We agree it is important that senior management take responsibility for how a firm
handles its financial crime risk, and that they set the right ‘tone from the top’ We
consider that our guidance makes these expectations clear. To keep the Guide as
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short as possible, we have not added significantly to the contents of this chapter.
But we do propose to add more case studies as the Guide is updated.

Detailed comments on Chapter 3 — Anti-money laundering

2.34  There were 24 responses to this chapter, with most referring to the relationship between
our guidance and the JMLSG’s. This is discussed in detail in Question 1.

2.35  Many respondents commented on specific items of guidance. For example:

a)

In relation to beneficial ownership, respondents asked us to clarify why not going
beyond the 25% shareholding requirement of Reg 6(1)(a) of the MLRs was a breach.
They also questioned our guidance in relation to verification of beneficial owners.

Respondents asked us to be clearer about the use of transaction monitoring systems,
PEPs databases, and electronic verification. They were concerned that, as drafted, the
guidance might give the impression that the FSA discouraged the use of such tools or
that it might put firms off adopting them.

Some respondents commented that our good practice guidance about not relying
‘entirely on a single source, such as a commercial PEP database, to identify riskier
customers’ might be interpreted as guidance that we expect all firms to use more than
one PEPs database.

Some respondents suggested that we should distinguish between domestic and
foreign PEPs.

Some respondents asked us to amend guidance that encouraged firms to do more than
check the FSA Register when considering whether it was appropriate to rely on third
parties for customer due diligence. One suggested that the Guide should contain more
guidance about the degree of reliance that a UK branch or subsidiary can place on
other group entities to perform functions on its behalf.

One respondent felt our guidance about gaps in due diligence contradicted the
JMLSG’s guidance. One respondent said our approach to due diligence risked reviving
the ‘fear factor’’ — that how firms do due diligence might be detrimentally influenced
by perceptions of FSA supervisory and enforcement policies.

Several respondents asked us to amend our guidance in Box 3.9 that we regard it as
poor practice for third-party administrators to pass Suspicious Activity Reports (SARs)
on to their principals rather than report directly to the Serious Organised Crime
Agency (SOCA).

1 The “fear factor’ was one of the issues discussed in our 2004 and 2005 publications, ID — Defusing the issue: A progress report,
(2004) and ‘Defusing’ the ID issue: Progress report 2, (2005).
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h) Some respondents asked us to include guidance about our expectations of the
enhanced due diligence firms should undertake when doing non face-to-face business.

Our response:

Our guidance is intended in several places to address the findings of our AML
review, which suggested that some firms did not understand key requirements of
the MLRs. For example, some firms do not seem to appreciate that MLR 6(1)(b),
read in conjunction with MLR 5(b), requires them to identify and verify beneficial
owners of corporate customers who exercise control over the management of the
customer in ways other than holding a greater than 25% shareholding.

Some are also failing to apply risk-sensitive enhanced due diligence in ‘any...
situation which by its nature can present a higher risk of money laundering or
terrorist financing’, as required by MLR 14(1)(b). Instead, they are focusing on
the three non-exhaustive examples set out in MLR 14(2) - (4).

For example, firms are not required to apply the enhanced due diligence measures
specified in MLR 14(4) to corporate customers that are beneficially owned by a
PEP. But they do have to consider, as part of their Customer Due Diligence

(CDD), whether this beneficial ownership affects the money-laundering or
terrorist-financing risk associated with the customer. If it does, and the risk is
higher as a result, they must apply enhanced due diligence measures.

Similarly, the MLRs do not require (nor do we expect) firms to carry out enhanced
due diligence on a customer because that customer has been entrusted with a
‘prominent public function in the UK. But if the firm decides that the customer
presents a higher money-laundering or terrorist-financing risk, it must apply
risk-sensitive enhanced due diligence to comply with MLR 14(1)(b).

In both the examples above, the nature and extent of due diligence should
reflect the risk.

We do not want to discourage the use of tools such as PEPs databases and
automated transaction monitoring systems; for many firms, we expect it. Our
guidance is intended to remind firms that, where they do use such tools, they
should understand the tools’ capabilities and limitations. We have clarified

this point.

In saying that it was good practice not to rely entirely on a single source, such as a
commercial PEP database, to identify riskier customers, we were not giving guidance
on the number of PEPs databases a firm should use to identify PEPs. Our focus was
on encouraging firms to use more than one source of information (not specifically
PEPs databases) for enhanced due diligence more generally. We have amended the
relevant guidance to say that it is poor practice for a firm to rely entirely on a single

2 MLR Schedule 2, paragraph 4, provides examples of ‘prominent public functions’.
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2.36

2.37

source of information when conducting enhanced due diligence.

With regard to reliance, while firms can take some comfort from FSA regulation of
third parties, the FSA Register does not give firms all the information they need
to form a reasoned judgement about a third party’s reliability or integrity (for
example, it will not show actions by third parties or enable firms to assess the
quality of the third party’s AML due diligence). Nor does it show information such
as ongoing disciplinary proceedings. It is in a firm’s own interest to take the steps
it deems necessary to ensure it complies with its legal obligations.

We do not consider that our guidance on gaps in due diligence contradicts the
JMLSG's guidance, which states that, ‘as risk dictates ... firms must take steps
to ensure that they hold appropriate information to demonstrate that they are
satisfied that they know their customers.? Regarding the ‘fear factor’, we outline
in our response to Question 1 the steps we have taken to clarify the way in
which we will, and firms should, use the Guide to avoid a tick-box approach to
meeting requirements.

We have deleted our poor practice point in Box 3.9 about third-party
administrators reporting SARs. We have replaced it with guidance that it is
good practice that a firm’s processes for dealing with suspicions reported to it by
third-party administrators are clear and effective.

We have not given specific guidance on the enhanced due diligence of non-face
to face customers. As with enhanced due diligence in other situations, firms
should adopt a risk-sensitive approach to determining the level and type of due
diligence required, after considering the relevant factors.

Detailed comments on Chapter 4 - Countering terrorist financing

Twelve respondents commented on this chapter, with some suggesting that it should include
more detail and context. Two respondents said it lacked the detail of the JMLSG’s
guidance. Others provided comments on specific pieces of guidance. They noted, for
example, that firms may not know that a customer has been arrested or why, and that it
would be disproportionate to require firms to take pre-emptive action off the back of an
arrest (that is, before charges had been laid). Several commented that firms rarely knew the
reasons behind a Production Order; one commented that very few Production Orders are
terrorist-finance related.

In relation to our guidance on customer payments, two respondents noted that applying
our guidance that it was good practice for intermediaries to chase up missing information
exceeded legislative requirements, which applied in this respect only to beneficiary banks.

3 Part 1, paragraph 5.3.15 of the JMLSG’s guidance.
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Our response:

We have moved the contents of Chapter 4 to a section headed ‘Countering the
finance of terrorism” in Chapter 3, which we have renamed ‘Money laundering
and terrorist financing’. This is to align it better with the FSA’s focus on terrorist
finance alongside firms” AML systems and controls. We have amended our
guidance to reflect some of respondents’ comments.

We do not consider it would be helpful for the Guide to duplicate the JMLSG's
guidance on terrorist financing in terms of content or level of detail; instead, we
have included a cross-reference to the relevant JMLSG chapter.

Our guidance that it is good practice for intermediaries to chase up missing
payer information was drawn from examples we saw during the AML review of
firms, including large firms, who were doing so without practical difficulty. So we
consider it appropriate to retain it as an example of good practice. But we have
confirmed that it is not a legislative requirement.

Detailed comments on Chapter 5 - Fighting fraud

2.38  We received comments from 21 respondents about this chapter. Although some found it
useful, most asked us to include a wider range of topics, such as insurance fraud, payment
fraud, employee/insider fraud and internet fraud. Some respondents were concerned that
the chapter’s focus on mortgage fraud might be taken as an indication that the FSA did not
consider other types of fraud important. One suggested that it should be good practice for
a firm’s Computer Security Incident Response Team to merge, or deal closely with, its fraud
function.

2.39 Some respondents provided detailed comments on our guidance relating to mortgage fraud.
Three commented that the chapter was missing guidance on risk assessments and effective
staff training and vetting; and that fraud risk should be considered during product design.
Three noted the tension between our good practice point in Box 5.3 — that intermediaries
should seek reasons for application refusals — and the guidance in Part 2, Box 11.2 that it is
poor practice for a lender to require underwriters to justify all refusals to brokers.

2.40 Some respondents raised concerns about our guidance on information sharing, for example
noting that some firms may not have information to share with our Information from
Lenders (IFL) scheme; or that costs could restrict membership of or access to some cross-
industry initiatives.

2.41  Two respondents were concerned about our guidance in Box 5.2, that it was good practice
for lenders to check whether conveyancers have registered charges in good time. One
suggested that registration was the conveyancer’s responsibility; the other that lenders could
be responsible for delays by failing to release promptly charges that had been redeemed.
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Our response:
This chapter has been renumbered as Chapter 4.

Some respondents seemed to consider that this chapter dealt only with mortgage
fraud. This is not the case, and we have relabelled what is now Box 4.1 ‘General
- preventing losses from fraud’ to draw users’ attention to the fact that the
guidance in this section relates to fraud more generally. Guidance in Chapter 2
(Financial crime systems and controls) on such matters as governance (including
guidance that it is good practice for a firm’s financial crime prevention efforts

to be coordinated across the business), risk assessment and staff training is also
relevant to fraud. We have cross-referred to Chapter 2 to remind firms of this.

The contents of the Guide’s fraud chapter reflect our previous thematic work

in this area, and so are limited in scope. This is not because we think fraud
prevention is unimportant. Rather, it reflects our view that our limited resources
are better directed elsewhere, given the strong incentive firms should have to
protect themselves from fraud; and the number of other bodies active in fraud
prevention. We have clarified this approach in the chapter’s introduction and
have directed users to some of those bodies so that firms looking for further
guidance can find it more easily.

We intend to expand this chapter in future versions of the Guide. For example,
we plan to include examples of good and poor practice from our current thematic
review into how banks handle the risk that they might be used to facilitate
investment fraud.

In respect of our guidance that it is good practice for intermediaries to ask
lenders their reasons for refusing applications, we acknowledge that there are
reasons why a lender might want to withhold this information: if, for example,
they have suspicions about the intermediary. While we consider that sharing this
information is a valuable fraud prevention tool, we acknowledge the difficulties
faced by intermediaries seeking to apply this piece of good practice and have
decided to remove it. We encourage lenders and intermediaries to work together
to improve their information sharing.

We have amended our guidance to clarify our expectations in relation to
information sharing. We only expect firms to share information via IFL that we
have indicated is relevant. And although it is good practice for firms to engage
in cross-industry information-sharing initiatives, we understand that some firms,
particularly smaller firms, may not be able to justify the expense of participating
in some of these initiatives.

In relation to good practice on the registration of charges, this guidance should
be read in conjunction with our overarching statement that guidance should be
applied in a risk-based, proportionate way. And we have added that it is good
practice for lenders promptly to release redeemed charges.
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Detailed comments on Chapter 6 — Data security

2.42  There were 17 responses to this chapter. One respondent asked us to remove it, saying its
inclusion could detract from a focus on financial crime. But most respondents found the
chapter useful. Some suggested ways in which it could be expanded or improved, for
example by providing more context about firms’ obligations under the Data Protection Act
1998 or our Principles for Businesses, or by including more detail about technical
requirements. One respondent asked us to add material from our 2004 report Countering
financial crime risks in information security. One respondent asked that we rename the
chapter ‘information security’ to help readers understand the scope of the Guide.

2.43 Some respondents noted that this chapter is based on a thematic report that was published
in 2008; and considered either that it was out of date; or asked us to confirm that it and
the contents of Part 2, Chapter 6 remained relevant.

Our response:

We have retained our chapter on data security, precisely because one of the key
concerns arising from our thematic work was that firms were failing adequately
to consider the financial crime risks to which poor information security exposed
them and their customers. We have renumbered it as Chapter 5, but we have
retained the title ‘Data security’ for consistency with terminology used in our
2008 thematic work on the subject.

We are satisfied that the Guide’s contents on this subject are up to date. As we
did not give CP11/12 readers the opportunity to comment on our 2004 report,
we have not included it in this version, but will consult on it as appropriate
when we revise the Guide.

Detailed comments on Chapter 7 - Combating bribery and corruption

2.44 Fourteen respondents commented on this chapter. Respondents were divided between those
who considered the guidance useful and asked for more detail, and those who did not
consider it helpful for us to issue anti-bribery and corruption (ABC) guidance or who
pointed to the Ministry of Justice’s ‘guidance about procedures which relevant commercial
organisations can put into place to prevent persons associated with them from bribing’
(referred to in this PS as the Mo]J’s guidance) as the more comprehensive and useful text.
Several respondents asked that this chapter mirror the categories or the terminology of the
Mo]J’s guidance.

2.45 Some respondents considered that there was guidance in this chapter that was applicable
across a range of financial crime risks and should therefore be included in Chapter 2 on
financial crime systems and controls.
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2.46

2.47

2.48

Our response:
This chapter has been renumbered as Chapter 6.

Responses to the CP and feedback we have received in other contexts suggest
that many regulated firms do not fully understand how the regulatory and
legislative anti-bribery and corruption frameworks apply to them. We have sought
to make this clearer in the introduction to Chapter 6.

Our role in this area stems from our requirement that firms must have adequate
systems and controls in place to reduce the risk that they might be used to
further financial crime. This includes the risk of corruption as well as bribery, and
so is wider than the Bribery Act’s scope; and we may take action against a firm
with deficient ABC systems and controls regardless of whether or not bribery or
corruption has taken place.

What is now Chapter 6 focuses on the systems and controls a firm should, and
in some cases must, have in place to comply with its requlatory obligations. It
does not provide guidance on compliance with the Bribery Act 2010. This is the
role of the MoJ’s guidance, which has the narrower focus of providing guidance
to firms on avoiding the section 7 offence of failure to prevent bribery. Given
the different contexts of the Guide and the MoJ’s guidance, we consider it
inappropriate to adjust the language and structure of our guidance. But we have
expanded our references to the MoJ’s guidance as respondents requested.

As noted in our response to Question 2, we have moved some guidance from this
chapter to Chapter 2 (Financial crime systems and controls) where we consider it
is relevant in relation to a wider range of financial crimes.

Detailed comments on Chapter 8 - Financial sanctions and asset freezes

Fifteen respondents commented on Chapter 8. Some considered that our guidance went
further than, or conflicted with, the JMLSG’s guidance on sanctions. Some commented that
firms adopt a risk-based approach to compliance with the sanctions regime (for example in
relation to the basis on which potential customers, their directors or beneficial owners are
screened) and that this should be reflected better in the guidance. But another respondent said
our guidance did not do enough to explain firms’ obligations to comply with the regime.

Insurer respondents asked that we make reference to the general licences which permit
provision of specified services to sanctioned individuals. One respondent asked that we
explain better our interest in firms’ compliance with sanctions requirements, given that
responsibility for administering and enforcing the UK sanctions regime rests with the
Treasury. Another asked us to clarify our guidance that it is good practice for firms to
consider whether they should report sanctions breaches to us.

One respondent asked us to clarify that UK firms are not subject to other countries’ sanctions
regimes; a second that, for international firms, other countries’ regime may be of relevance.
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Our response:
This chapter has been renumbered as Chapter 7.

We have clarified aspects of our guidance on sanctions to reflect respondents’
comments. We do not consider that our guidance conflicts with the JMLSG's,
which provides greater practical detail than the Guide and should continue to be
a key resource for firms on sanctions compliance. We have referred users to Part 3
of the JMLSG’s guidance. We have added references to the general licences.

Our guidance that it is good practice for a firm to consider whether to notify
us that it has breached a sanctions requirement is not intended to extend the
reporting requirements to which firms are subject under SUP 15.3. So we have
amended the guidance to make clear that firms should consider whether a
reporting requirement has been triggered.

There are circumstances in which UK firms are required to comply with the
provisions of other countries” sanctions regimes. Firms should take steps to
understand the extent of their obligations to ensure they are not committing
criminal offences.

Detailed comments on Chapter 9 - Countering weapons proliferation financing

Eight respondents commented on Chapter 9. Half of them, all trade associations, noted that
the section was not relevant to their members. One respondent considered the chapter
lacked detail; two others that the heading of the chapter, with its reference to financing,
was too narrow. Two respondents suggested the content would sit better within the Guide’s
sanctions chapter.

Our response:

We have followed respondents’ suggestions and moved the content of Chapter 9
into a section headed ‘Weapons proliferation” in what is now Chapter 7 (Sanctions
and asset freezes).

Detailed comments on Annex 1 - Common terms

Eight respondents commented on our annex of common terms. Four said they found it
useful. Two felt the inclusion in Annex 1 of terms which did not appear in the Guide might
be confusing. One respondent asked us to move the annex to the front of the Guide.
Respondents also provided a few comments on specific definitions. For example, two asked
that the definitions relating to fraud should be expanded and clarified.

December 2011 Financial Services Authority 25



PS11/15

Financial crime: a guide for firms

2.51

2.52

2.53

2.54

2.55

Our response:

We have amended some of the definitions in Annex 1. The Annex is not intended
to be an exhaustive list of all terms relevant to financial crime. Nor is it a
glossary or list of definitions used in the Guide. Rather, it aims to explain in
plain language some common terms and abbreviations as well as key aspects of
the legal framework. We have clarified this at the start of Annex 1, to help dispel
any confusion.

Comments on Part 2 of the Guide

Part 2 of the Guide, Financial crime thematic reports, summarises our previously published
financial crime thematic work and captures the statements of good and poor practice they
contain. The good and poor practice in Part 2 has the same status, as guidance, as the
examples in Part 1.

We asked:

Q7:  Is the inclusion of Part 2 of the Guide useful? What
comments do you have on its contents?

Opinion was divided among the two thirds of respondents who commented on this
question. Over half found Part 2 useful, noting that it was helpful to have all the previously
published material in one place; and that it provided a valuable opportunity for firms to
benchmark their systems and controls against their peers. Some suggested that we should
publish the material in Part 2 separately or in reduced form (for example, summaries and
links only) as an annex to Part 1.

But several respondents were concerned that having guidance on the same subjects in both
parts of the Guide could cause confusion. Some asked us to merge Parts 1 and 2. Others
felt the length of Part 2 detracted from our accessibility aim.

In more general comments, respondents asked us to distinguish between the two parts more
clearly, for example by using distinct numbering for each, and to include applicability
provisions like those at the start of each chapter in Part 1. One respondent questioned how
the material in Part 2 was arranged and suggested that the order of topics in Part 2 should
mirror Part 1. Another asked us to ensure that Part 2 was a direct ‘cut and paste’ of the
examples of good and poor practice from thematic reviews, to prevent messages changing
between the thematic review and the Guide. Several respondents stated that some of the
material in Part 2 was out of date, and asked how we would ensure that the material in
Part 2 remained relevant.
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Our response:

We have retained Part 2 of the Guide. We consider that this is the best way to
promote access to our previously published thematic work and ensure that the
status of our various statements of financial crime good and poor practice is
clear and consistent. We considered merging the contents of Parts 1 and 2, but
felt that this would add too much to the length of Part 1 and, in doing so, would
detract significantly from its usefulness to firms.

But we acknowledge that some respondents found a two-part Guide confusing

or unwieldy. So we have added cross-references in each part of the Guide to
relevant material in the other part. We have also added application provisions
to each chapter in Part 2. As we have previously commented, the material in
thematic reviews frequently has relevance beyond the narrow class of firms
within the scope of the review. We have clarified that although the material may
have broader interest, we will only take it as applying to those types of firm to
whom we have directly applied it.

Part 2 is ordered chronologically (to avoid having to renumber chapters as
further thematic work is added); this is why it does not follow the order of

Part 1. To help users navigate, in addition to cross-referencing, we have included
report publication dates in the contents of Part 2.

Part 2 is a direct ‘cut and paste’ of examples of good and poor practice from the
thematic reports we have previously published. We have underlined new text and
struck through text which we have deleted, so users can see if - and how - our
guidance has changed since we published the original thematic work. We will
continue to do this as we update the Guide. We are satisfied that all the contents
of Part 2 are relevant, but please let us know if there are specific examples you
think are out of date.

Additional topics
2.56 We asked:

08:  Are there topics not covered in the Guide which you feel
it would be useful for us to address?

2.57 We received several suggestions for topics which respondents thought should be included.
Respondents asked that we include sections on insider trading and market abuse, and
electronic or cyber crime. One respondent suggested we include a section on e-money;
another, a section on tax evasion. One respondent said the Guide did not sufficiently consider
deterrence. Respondents expressed concern that omitting these topics might give rise to the
impression that were not important; or that the FSA did not regard them as such.
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2.58 One respondent asked us to include a chapter on the FSA’s roles and responsibilities in
relation to various financial crimes.

2.59  Many respondents asked us to expand the chapter on fraud. This is discussed in our
response to Question 6.5.

Our response:

The Guide’s subject matter is mainly drawn from previously published thematic
reviews. As such it is not, nor is it intended to be, all-encompassing. We have
amended the Guide to emphasise that its contents are not exhaustive.

We want to emphasise that firms should not treat a topic, such as cyber-crime
or tax evasion, as unimportant just because it is not specifically covered by the
Guide. Part 1, Chapter 2 provides guidance about general financial crime systems
and controls, and it may help firms with risks not included elsewhere in the
Guide.

We have not included guidance on insider dealing, market abuse or other forms
of market misconduct as these are already covered by existing legislation and
guidance. We consider that including references to market conduct is unnecessary
given our Market Conduct sourcebook (MAR).

We have sought to clarify our role in relation to the various financial crimes in
the Guide. And we have emphasised in Part 1, Chapter 1 that effective financial
crime systems and controls can help to detect, prevent and deter criminals.

We are grateful for respondents’ useful suggestions about further material that
could be included, and will consider these for future versions of the Guide.

Equality impact assessment

2.60  We identified the risk that association of certain jurisdictions with high financial crime risk
might lead some firms to adopt policies that discriminated against nationals of those
jurisdictions. We confirmed the importance of classifying jurisdictional risk, but called on firms
to consider what steps they could take to mitigate detriment and suggested some options.

2.61 We asked:

Q9:  What comments do you have on our assessment of the
equality and diversity issues we have identified?

2.62  Eleven of the 13 respondents who commented on the EIA agreed with it and supported our
suggestions. One said they would expect firms to have already considered these issues given
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the current legislation in place; another that effective risk assessment and management were
‘fundamental’ in ensuring the business met its financial crime obligations without actively
discriminating on the basis of protected characteristics. A respondent asked us to include
guidance on equality and diversity in our sanctions chapter.

2.63 Of the two who did not agree, one felt that the FSA needed to do more work on equality
and diversity issues, suggesting our approach encouraged firms to adopt a ‘blanket
approach’ to high risk jurisdictions and needed to be more risk-based. The other was
concerned that our assessment contradicted the sanctions regime.

Our response:

We acknowledge the difficulties firms face in complying with the different legal
obligations imposed by financial crime and equality legislation. We will do more
to ensure that we encourage rather than deter compliance with both.

Jurisdiction risk is a vital component of a firm’s financial crime risk assessment.
But we disagree that encouraging firms to implement policies intended to
mitigate the risk of discriminating on the basis of nationality or religion is at
odds with effective risk assessment or sanctions compliance. We have added
guidance to Part 1, Chapter 2 (Financial crime systems and controls) that it is
poor practice for a firm not to consider whether its policies and procedures are
consistent with its obligations under legislation that forbids discrimination.

Cost benefit analysis (CBA)

2.64  CP11/12 included an analysis of the costs and benefits of our proposal to publish the
Guide. We asked:

Q10: Do you have any comments on this cost benefit
analysis?

2.65 Over two thirds of respondents had no comment on our CBA. Of the 16 who did, some
agreed with our analysis; some suggested that our proposals were not proportionate — in
particular, that small firms might feel they had to implement expensive measures due to a
lack of clarity about how to apply guidance proportionately; and others that the costs
estimated were too low. One respondent said we had not considered the material benefit to
firms of engaging in cross-industry information-sharing fraud-prevention initiatives. None
of the respondents gave examples of inaccurate cost estimates. Two respondents pointed
out the apparent inconsistency between the failings we identified in our AML review and
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some banks’ CBA assertions that they would not incur costs because they had adequate
systems and controls in place.

Our response:

Our proposals to address concerns about the proportionate application of our
guidance are outlined in our responses to Questions 1 and 3.

On the apparent discrepancy between our AML review findings and the CBA,

some of the banks we saw on our thematic visits had good or adequate systems
and controls. And in some cases, our concern was about how banks applied their
policies and procedures, or the decisions they made based on the information
available to them, rather than the adequacy of the systems or policies themselves.

The CBA was conducted after thematic visits. The banks who told us during our
CBA work that they did not anticipate incurring costs had participated in our
thematic review and, where we had identified deficiencies, they were already aware
of these when we conducted our CBA. The costs those banks incurred in remedying
deficiencies cannot therefore be attributed to the publication of the Guide.

We are therefore satisfied that our CBA does not need to be revisited.
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Annex 1

List of non-confidential
respondents

Association of British Credit Unions Limited
Association of British Insurers

Association of Financial Markets in Europe
Association of Financial Mutuals

Association of Foreign Banks

Association of Independent Financial Advisers
Association of Private Client Investment Managers and Stockbrokers
Aviva, plc

AXA UK

Berwin Leighton Paisner LLP

BNP Paribas

British Bankers’ Association

British Insurance Brokers’ Association

British Private Equity & Venture Capital Association
Building Societies Association

Canada Life Limited

Cazenove Capital Management Limited

Chartis UK
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CIFAS

Council of Mortgage Lenders

Compos Mentis Training

Dan Kane

Family Investments

Finance & Leasing Association
Financial Fraud Action UK

Friends Life

Futures and Options Association
Global Witness

International Financial Data Services Limited
Investment Management Association
Killik & Co

The Law Society of England and Wales
Leeds Building Society

Lloyd’s

LV= Liverpool Victoria

Nationwide Building Society
Openwork Limited

Prudential plc
PricewaterhouseCoopers LLP

Royal & Sun Alliance Insurance plc
Société Générale Corporate & Investment Banking
The Society of Pension Consultants
Christoph Sprongl

Solicitors Regulation Authority

Standard Life
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St James’s Place Wealth Management
Thinking About Crime Limited
Transparency International UK

Zurich Assurance Ltd

In addition, we received one confidential response.
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About the Guide:

¢ This Guide consolidates FSA guidance on financial crime. It does not contain
rules and its contents are not binding.

e It provides guidance to firms on steps they can take to reduce their financial
crime risk.

e The Guide aims to enhance understanding of FSA expectations and help firms
to assess the adequacy of their financial crime systems and controls and
remedy deficiencies.

e Tt is designed to help firms adopt a more effective, risk-based and outcomes-
focused approach to mitigating financial crime risk.

¢ The Guide does not include guidance on all the financial crime risks a firm
may face. The self-assessment questions and good and poor practice we use in
the Guide are not exhaustive.

e The good practice examples present ways, but not the only ways, in which
firms might comply with applicable rules and requirements.

e Similarly, there are many practices we would consider poor that we have not
identified as such in the Guide. Some poor practices may be poor enough to
breach applicable requirements.

® The Guide is not the only source of guidance on financial crime. Firms are
reminded that other bodies produce guidance that may also be relevant
and useful.

e Guidance in the Guide should be applied in a risk-based, proportionate way.
This includes taking into account the size, nature and complexity of a firm
when deciding whether a certain example of good or poor practice is
appropriate to its business.

¢ This Guide is not a checklist of things that all firms must do or not do to

reduce their financial crime risk, and should not be used as such by firms or
FSA supervisors.
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Introduction

1 Introduction

1.1 This Guide provides practical assistance and information for firms of all sizes and across all
FSA-supervised sectors on actions they can take to counter the risk that they might be used to further
financial crime. Its contents are drawn primarily from FSA thematic reviews, with some additional material
included to reflect other aspects of our financial crime remit. The Guide does not cover market misconduct,
detailed rules and guidance on which are contained in the Market Conduct (MAR) sourcebook.

1.2 Effective systems and controls can help firms to detect, prevent and deter financial crime. Part 1 provides
guidance on financial crime systems and controls, both generally and in relation to specific risks such as
money laundering, bribery and corruption and fraud. Annexed to Part 1 is a list of common and useful
terms. The Annex is provided for reference purposes only and is not a list of ‘defined terms’. The Guide
does not use the Handbook Glossary of definitions unless otherwise indicated.

1.3 Part 2 provides summaries of, and links to, FSA thematic reviews of various financial crime risks and
sets out the full examples of good and poor practice that were included with the reviews’ findings.

1.4 We will keep the Guide under review and will continue to update it to reflect the findings of future
thematic reviews, enforcement actions and other FSA publications and to cover emerging risks
and concerns.

1.5 The material in the Guide does not form part of the Handbook, but it does contain guidance on
Handbook rules and principles, particularly:

e SYSC 3.2.6R and SYSC 6.1.1R, which require firms to establish and maintain effective systems and
controls to prevent the risk that they might be used to further financial crime;

e Principles 1 (integrity), 2 (skill, care and diligence), 3 (management and control) and 11 (relations
with regulators) of our Principles for Businesses, which are set out in PRIN 2.1.1R;

e the Statements of Principle for Approved Persons set out in APER 2.1.2P; and

e in relation to guidance on money laundering, the rules in SYSC 3.2.6AR to SYSC 3.2.6]JG and
SYSC 6.3 (Financial crime).

Where the Guide refers to guidance in relation to SYSC requirements, this may also be relevant to
compliance with the corresponding Principle in our Principles for Businesses and corresponding
requirements in the Payment Services Regulations 2009 and the Electronic Money Regulations 2011.

1.6 Direct references in Part 1 to requirements set out in our rules or other legal provisions include a cross
reference to the relevant provision.

1.7 The Guide contains ‘general guidance’ as defined in section 158 of the Financial Services and Markets
Act 2000 (FSMA). The guidance is not binding and we will not presume that a firm’s departure from
our guidance indicates that it has breached our rules.

1.8  Our focus, when supervising firms, is on whether they are complying with our rules and their other
legal obligations. Firms can comply with their financial crime obligations in ways other than following

Financial Services Authority 7



Financial crime: a guide for firms
Part 1: A firm’s guide to preventing financial crime
Introduction

1.9

1.10

1.11

How
1.12

1.13

1.14

the good practice set out in this Guide. But we expect firms to be aware of what we say where it
applies to them and to consider applicable guidance when establishing, implementing and maintaining
their anti-financial crime systems and controls. More information about FSA guidance and its status
can be found in our Reader’s Guide: an introduction to the Handbook, p.24; paragraph 6.2.1G (4) of
the Decision Procedures and Penalties (DEPP) manual of the Handbook and paragraphs 2.22 — 2.27 of
our Enforcement Guide (EG).

The Guide also contains guidance on how firms can meet the requirements of the Money Laundering
Regulations 2007 and the EU Wire Transfer Regulation. This guidance is not ‘relevant guidance’ as
described in Regulations 42(3) or 45(2) of the Money Laundering Regulations, or Regulation 14 of the
Transfer of Funds (Information on the Payer) Regulations 2007 (which gives the FSA powers and
responsibilities to supervise firms’ compliance with the EU Wire Transfer Regulation). This means that
a decision maker is not required to consider whether a person followed the guidance when it is
deciding whether that person has breached these regulations, although they may choose to do so.

The Joint Money Laundering Steering Group’s (JMLSG) guidance for the UK financial sector on the
prevention of money laundering and combating terrorist financing is ‘relevant guidance’ under these
regulations. As confirmed in DEPP 6.2.3G, EG 12.2 and EG 19.82 the FSA will continue to have
regard to whether firms have followed the relevant provisions of JMLSG’s guidance when deciding
whether conduct amounts to a breach of relevant requirements.

The Guide is not a standalone document; it does not attempt to set out all applicable requirements and
should be read in conjunction with existing laws, rules and guidance on financial crime. If there is a
discrepancy between the Guide and any applicable legal requirements, the provisions of the relevant
requirement prevail. If firms have any doubt about a legal or other provision or their responsibilities under
FSMA or other relevant legislation or requirements, they should seek appropriate professional advice.

to use this Guide

Throughout the Guide, material is set out as follows:

Who should read this chapter? This box indicates the types of firm to which the material applies. A
reference to ‘all firms’ in the body of the chapter means all firms to which the chapter is applied at the
start of the chapter.

Content: This box lists the sections in each chapter.

Each section discusses how firms tackle a different type of financial crime. Sections open with a short
passage giving context to what follows. We use the word ‘must’ to indicate a legal obligation under
applicable legislation or a regulatory requirement in the FSA’s Handbook.

Firms should apply the guidance in a risk-based, proportionate way taking into account such factors as
the nature, size and complexity of the firm. For example:

e We say in Box 2.1 (Governance) that senior management should actively engage in a firm’s
approach to addressing financial crime risk. The level of seniority and degree of engagement that is
appropriate will differ based on a variety of factors, including the management structure of the firm
and the seriousness of the risk.

e We ask in Box 3.5 (Ongoing monitoring) how a firm monitors transactions to spot potential money
laundering. While we expect that a global retail bank that carries out a large number of customer
transactions would need to include automated systems in its processes if it is to monitor effectively,
a small firm with low transaction volumes could do so manually.

e We say in Box 4.1 (General — preventing losses from fraud) that it is good practice for firms to
engage with relevant cross-industry efforts to combat fraud. A national retail bank is likely to have a

Financial Services Authority


http://www.fsa.gov.uk/pages/Handbook/readers_guide.pdf
http://fsahandbook.info/FSA/html/handbook/DEPP/6/2
http://fsahandbook.info/FSA/html/handbook/EG/link/PDF

Financial crime: a guide for firms
Part 1: A firm's guide to preventing financial crime
Introduction

greater exposure to fraud, and therefore to have more information to contribute to such efforts, than
a small local building society, and we would expect this to be reflected in their levels of engagement.

Box 1.1: Financial crime: a guide for firms

The Guide looks at key aspects of firms’ efforts to counter different types of crime. It is aimed at firms big
and small; material will not necessarily apply to all situations. If guidance is specific to certain types of
firm, this is indicated by italics.

Self-assessment questions:

® These questions will help you to consider whether your firm’s approach is appropriate. (Text in brackets
expands on this.)

® The FSA may follow similar lines of inquiry when discussing financial crime issues with firms.

e The questions draw attention to some of the key points firms should consider when deciding how to
address a financial crime issue or comply with a financial crime requirement.

Examples of good practice

® This box provides illustrative examples of good
practices.

e Good practice examples are drawn from conduct
we have seen in firms during thematic work in
relation to financial crime.

e We would draw comfort from seeing evidence
that these practices take place.

® Note that if these practices are lacking it may
not be a problem. The FSA would consider
whether a firm has taken other measures to meet
its obligations.

Boxes like this
list obligations
directly
referred to in
the text.

Box 1.2: Case studies and other information

Most sections contain case studies outlining occasions when a person’s conduct fell short of the FSA’s
expectations, and enforcement action followed; or information on topics relevant to the section.

1.15 Where to find out more:

e Most sections close with some sources of further information.
e This includes cross-references to relevant guidance in Part 2 of the Guide.

e It also includes links to external websites and materials. Although the external links are included to
assist readers of the Guide, we are not responsible for the content of these, as we neither produce
nor maintain them.
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2 Financial crime
systems and controls

Who should read this chapter? This chapter applies to all firms subject to the financial crime rules
in SYSC 3.2.6R or SYSC 6.1.1R. It also applies to e-money institutions and payment institutions
within our supervisory scope.

The Annex 1 financial institutions which we supervise for compliance with their obligations under
the Money Laundering Regulations 2007 are not subject to the financial crime rules in SYSC. But
the guidance in this chapter applies to them as it can assist them to comply with their obligations
under the Regulations.

Content: This chapter contains sections on:

e Governance Box 2.1
e Structure Box 2.2
e Risk assessment Box 2.3
e DPolicies and procedures Box 2.4
o Staff recruitment, vetting, training and awareness Box 2.5
® Quality of oversight Box 2.6

sysceliR |2.1  All firms must take steps to defend themselves against financial crime, but a variety of approaches is

SYSC 3.2.6R . . . . . L .
possible. This chapter provides guidance on themes that should form the basis of managing financial
crime risk. The general topics outlined here are also relevant in the context of the specific financial
crime risks detailed in subsequent chapters.

10 Financial Services Authority
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Box 2.1: Governance

We expect senior management to take clear responsibility for managing financial crime risks, which
should be treated in the same manner as other risks faced by the business. There should be evidence that
senior management are actively engaged in the firm’s approach to addressing the risks.

Self-assessment questions:

e When did senior management, the board or appropriate sub-committees last consider financial crime
issues? What action followed discussions?

® How are senior management kept up to date on financial crime issues? (This may include receiving reports
on the firm’s performance in this area as well as ad hoc briefings on individual cases or emerging threats.)

e What drives the firm’s financial crime efforts? What outcomes does it seek to achieve?

Examples of good practice

e Senior management set the right tone and
demonstrate leadership on financial crime issues.

e A firm takes active steps to prevent criminals
taking advantage of its services.

e A firm has a strategy for self-improvement on
financial crime.

e There are clear criteria for escalating financial
crime issues.

Financial Services Authority 11
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Box 2.2: Structure

Firms" organisational structures to combat financial crime may differ. Some large firms will have a single
unit that coordinates efforts and which may report to the head of risk, the head of compliance or directly
to the CEO. Other firms may spread responsibilities more widely. There is no one ‘right answer” but the
firm’s structure should promote coordination and information sharing across the business.

Self-assessment questions:

e Who has ultimate responsibility for financial crime matters, particularly: a) anti-money laundering;
b) fraud prevention; c) data security; d) countering terrorist financing; e) anti-bribery and corruption and
f) financial sanctions?

e Do staff have appropriate seniority and experience, along with clear reporting lines?
e Does the structure promote a coordinated approach and accountability?

e Are the firm’s financial crime teams adequately resourced to carry out their functions effectively? What
are the annual budgets for dealing with financial crime, and are they proportionate to the risks?

® In smaller firms: do those with financial crime responsibilities have other roles? (It is reasonable for
staff to have more than one role, but consider whether they are spread too thinly.)

Examples of good practice

e Financial crime risks are addressed in a
coordinated manner across the business and
information is shared readily.

® Management responsible for financial crime are
sufficiently senior as well as being credible,
independent, and experienced.

e A firm has considered how counter-fraud and
anti-money laundering efforts can complement
each other.

e The firm bolsters insufficient in-house knowledge
or resource with external expertise, for example
in relation to assessing financial crime risk or
monitoring compliance with standards.
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Box 2.3: Risk assessment

A thorough understanding of its financial crime risks is key if a firm is to apply proportionate systems
and controls.

Self-assessment questions:

e What are the main financial crime risks to the business?

® How does your firm seek to understand the financial crime risks it faces?
e When did the firm last update its risk assessment?

e How do you identify new or emerging financial crime risks?

e Is there evidence that risk is considered and recorded systematically, assessments are updated and
sign-off is appropriate?

e Who challenges risk assessments and how? Is this process sufficiently rigorous and well-documented?

® How do procedures on the ground adapt to emerging risks? (For example, how quickly are policy
manuals updated and procedures amended?)

Examples of good practice
e The firm’s risk assessment is comprehensive.

e Risk assessment is a continuous process based on
the best information available from internal and
external sources.

e The firm assesses where risks are greater and
concentrates its resources accordingly.

e The firm actively considers the impact of crime
on customers.

e The firm considers financial crime risk when
designing new products and services.
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Box 2.4: Policies and procedures

ST A firm must have in place up-to-date policies and procedures appropriate to its business. These should be
sysce.l1R | | readily accessible, effective and understood by all relevant staff.

Self-assessment questions:
e How often are your firm’s policies and procedures reviewed, and at what level of seniority?
® How does it mitigate the financial crime risks it identifies?

e What steps does the firm take to ensure that relevant policies and procedures reflect new risks or
external events? How quickly are any necessary changes made?

e What steps does the firm take to ensure that staff understand its policies and procedures?

e For larger groups, how does your firm ensure that policies and procedures are disseminated and applied
throughout the business?

Examples of good practice

e There is clear documentation of a firm’s
approach to complying with its legal and
regulatory requirements in relation to
financial crime.

e Policies and procedures are regularly
reviewed and updated.

e Internal audit or another independent party
monitors the effectiveness of policies,
procedures, systems and controls.
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Box 2.5: Staff recruitment, vetting, training and awareness

Firms must employ staff who possess the skills, knowledge and expertise to carry out their functions SYSC 3.1.6R
effectively. They should review employees’ competence and take appropriate action to ensure they remain SYSCILIR

competent for their role. Vetting and training should be appropriate to employees’ roles.
Self-assessment questions:

e What is your approach to vetting staff? Do vetting and management of different staff reflect the
financial crime risks to which they are exposed?

e How does your firm ensure that its employees are aware of financial crime risks and of their
obligations in relation to those risks?

e Do staff have access to training on an appropriate range of financial crime risks?

e How does the firm ensure that training is of consistent quality and is kept up to date?
e Is training tailored to particular roles?

e How do you assess the effectiveness of your training on topics related to financial crime?

e Is training material relevant and up to date? When was it last reviewed?

Examples of good practice

e Staff in higher-risk roles are subject to more
thorough vetting.

¢ Tailored training is in place to ensure staff
knowledge is adequate and up to date.

e New staff in customer-facing positions receive
financial crime training tailored to their role
before being able to interact with customers.

e Training has a strong practical dimension (e.g.
case studies) and some form of testing.

e The firm satisfies itself that staff understand
their responsibilities (e.g. computerised training
contains a test).

e Whistleblowing procedures are clear and
accessible, and respect staff confidentiality.
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2.2

2.3

2.4
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Box 2.6: Quality of oversight

A firm’s efforts to combat financial crime should be subject to challenge. We expect senior management
to ensure that policies and procedures are appropriate and followed.

Self-assessment questions:

e How does your firm ensure that its approach to reviewing the effectiveness of financial crime systems
controls is comprehensive?

® What are the findings of recent internal audits and compliance reviews on topics related to financial crime?

® How has the firm progressed remedial measures?

Examples of good practice

e Internal audit and compliance routinely test the
firm’s defences against financial crime, including
specific financial crime threats.

® Decisions on allocation of compliance and audit
resource are risk-based.

® Management engage constructively with processes
of oversight and challenge.

e Smaller firms seek external help if needed.

Part 2 of the Guide contains the following additional guidance on governance:

¢ Box 6.1 (Governance), from our thematic review Data security in Financial Services

® Box 8.1 (Senior management responsibility) from our thematic review Financial services firms’
approach to UK financial sanctions

* Box 9.1 (Governance and management information) from our thematic review Anti-bribery and
corruption in commercial insurance broking

e Box 11.1 (Governance, culture and information sharing) from our thematic review Mortgage fraud
against lenders

Part 2 contains the following additional guidance on risk assessment:
® Box 8.2 (Risk assessment) from our thematic review Financial services firms’ approach to UK
financial sanctions

e Box 9.2 (Risk assessment and responses to significant bribery and corruption events) from our
thematic review Anti-bribery and corruption in commercial insurance broking

e Box 10.7 (Responsibilities and risk assessments) from our thematic review The Small Firms Financial
Crime Review

e Box 12.2 (High risk customers and PEPs — Risk assessment) and Box 12.5 (Correspondent banking —
Risk assessment of respondent banks) from our thematic review Banks’ management of high money-
laundering risk situations

Part 2 contains the following additional guidance on policies and procedures:
® Box 8.3 (Policies and procedures) from our thematic review Financial services firms’ approach to
UK financial sanctions

e Box 10.1 (Regulatory/Legal obligations) from our thematic review The Small Firms Financial
Crime Review

e Box 12.1 (High risk customers and PEPs — AML policies and procedures) from our thematic review
Banks’ management of high money-laundering risk situations
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2.5  Part 2 contains the following additional guidance on staff recruitment, vetting, training and awareness:

¢ Box 6.2 (Training and awareness) and Box 6.3 (Staff recruitment and vetting) from our thematic
review Data security in Financial Services

® Box 8.4 (Staff training and awareness) from our thematic review Financial services firms’ approach

to UK financial sanctions

e Box 9.5 (Staff recruitment and vetting) and Box 9.6 (Training and awareness) from our thematic
review Anti-bribery and corruption in commercial insurance broking

¢ Box 10.6 (Training) from our thematic review The Small Firms Financial Crime Review

e Box 11.6 (Staff recruitment and vetting) and Box 11.8 (Staff training and awareness) from our
thematic review Mortgage fraud against lenders

2.6 Part 2 contains the following additional guidance on quality of oversight:
e Box 6.15 (Internal audit and compliance monitoring) from our thematic review Data security in
Financial Services

e Box 9.9 (The role of compliance and internal audit) from our thematic review Anti-bribery and
corruption in commercial insurance broking

e Box 11.5 (Compliance and internal audit) from our thematic review Mortgage fraud against lenders

2.7  For firms’ obligations in relation to whistleblowers see:

e the Public Interest Disclosure Act 1998:
www.legislation.gov.uk/ukpga/1998/23/contents

Financial Services Authority
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3 Money laundering and
terrorist financing

Who should read this chapter? This section applies to all firms who are subject to the money
laundering provisions in SYSC 3.2.6A — J or SYSC 6.3. It also applies to Annex I financial
institutions and e-money institutions for whom we are the supervisory authority under the Money
Laundering Regulations 2007 (referred to in this chapter as ‘the ML Regulations’).

This guidance does not apply to payment institutions, which are supervised for compliance with the
ML Regulations by Her Majesty’s Revenue and Customs. But it may be of interest to them, to the
extent that we may refuse to authorise them, or remove their authorisation, if they do not satisfy us
that they comply with the ML Regulations.

This guidance is less relevant for those who have more limited anti-money laundering (AML)
responsibilities, such as mortgage brokers, general insurers and general insurance intermediaries.
But it may still be of use, for example, to assist them in establishing and maintaining systems and
controls to reduce the risk that they may be used to handle the proceeds from crime; and to meet
the requirements of the Proceeds of Crime Act 2002 to which they are subject.

Box 3.2 (The Money Laundering Reporting Officer (MLRO)) applies only to firms who are subject
to the money laundering provisions in SYSC 3.2.6A - J or SYSC 6.3, except it does not apply to
sole traders who have no employees.

Box 3.12 (Customer payments) applies to banks subject to SYSC 6.3.

Content: This chapter contains sections on:

e Governance Box 3.1
e The Money Laundering Reporting Officer (MLRO) Box 3.2
e Risk assessment Box 3.3
e Customer due diligence (CDD) checks Box 3.4
¢ Ongoing monitoring Box 3.5
e Handling higher-risk situations Box 3.6
e Handling higher-risk situations — enhanced due diligence (EDD) Box 3.7
e Handling higher-risk situations — enhanced ongoing monitoring Box 3.8
e Liaison with law enforcement Box 3.9
e Record keeping and reliance on others Box 3.10
e Countering the finance of terrorism Box 3.11
e (Customer payments Box 3.12
¢ Case study — poor AML controls Box 3.13
e Case studies — wire transfer failures Box 3.14
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Money laundering and terrorist financing

3.1 The guidance in this chapter relates both to our interpretation of requirements of the ML Regulations
and to the financial crime and money laundering provisions of SYSC 3.2.6R - 3.2.6]G, SYSC 6.1.1R
and SYSC 6.3.

3.2 The Joint Money Laundering Steering Group (JMLSG) produces detailed guidance for firms in the UK
financial sector on how to comply with their legal and regulatory obligations related to money
laundering and terrorist financing. The Guide is not intended to replace, compete or conflict with the
JMLSG’s guidance, which should remain a key resource for firms.

3.3 When considering a firm’s systems and controls against money laundering and terrorist financing, we
will consider whether the firm has followed relevant provisions of the JMLSG’s guidance.

Box 3.1: Governance
The guidance in Box 2.1 on governance in relation to financial crime also applies to money laundering.

We expect senior management to take responsibility for the firm’s anti-money laundering (AML)
measures. This includes knowing about the money laundering risks to which the firm is exposed and
ensuring that steps are taken to mitigate those risks effectively.

Self-assessment questions:

e Who has overall responsibility for establishing and maintaining effective AML controls? Are they
sufficiently senior?

e What are the reporting lines?

® Do senior management receive informative, objective information that is sufficient to enable them to
meet their AML obligations?

e How reqularly do senior management commission reports from the MLRO? (This should be at least
annually.) What do they do with the reports they receive? What follow-up is there on any
recommendations the MLRO makes?

e How are senior management involved in approving relationships with high risk customers, including
politically exposed persons (PEPs)?

Examples of good practice

® Reward structures take account of any failings
related to AML compliance.

e Decisions on accepting or maintaining high
money-laundering risk relationships are reviewed
and challenged independently of the business
relationship and escalated to senior management
or committees.

® Documentation provided to senior management to
inform decisions about entering or maintaining a
business relationship provides an accurate
picture of the risk to which the firm would be
exposed if the business relationship were
established or maintained.
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Box 3.2: The Money Laundering Reporting Officer (MLRO)

This section applies to firms who are subject to the money laundering provisions in SYSC 3.2.6A - J or
SYSC 6.3, except it does not apply to sole traders who have no employees.

syscs26R || Firms to which this section applies must appoint an individual as MLRO. The MLRO is responsible for
YSC63OR 1| oversight of the firm’s compliance with its anti-money laundering obligations and should act as a focal
point for the firm's AML activity.

Self-assessment question:

® Does the MLRO have sufficient resources, experience, access and seniority to carry out their
role effectively?

e Do the firm’s staff, including its senior management, consult the MLRO on matters relating to
money-laundering?

e Does the MLRO escalate relevant matters to senior management and, where appropriate, the board?

e What awareness and oversight does the MLRO have of the highest risk relationships?

Examples of good practice

e The MLRO is independent, knowledgeable, robust
and well-resourced, and poses effective challenge
to the business where warranted.

e The MLRO has a direct reporting line to
executive management or the board.
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Box 3.3: Risk assessment
The guidance in Box 2.3 on risk assessment in relation to financial crime also applies to AML.

The assessment of money-laundering risk is at the core of the firm’s AML effort and is essential to the
development of effective AML policies and procedures.

Firms must therefore put in place systems and controls to identify, assess, monitor and manage money-
laundering risk. These systems and controls must be comprehensive and proportionate to the nature, scale and
complexity of a firm’s activities. Firms must regularly review their risk assessment to ensure it remains current.

Self-assessment questions:

e Which parts of the business present greater risks of money laundering? (Has your firm identified the
risks associated with different types of customer or beneficial owner, product, business line,
geographical location and delivery channel (e.g. internet, telephone, branches)? Has it assessed the
extent to which these risks are likely to be an issue for the firm?)

® How does the risk assessment inform your day-to-day operations? (For example, is there evidence that
it informs the level of customer due diligence you apply or your decisions about accepting or
maintaining relationships?)

Examples of good practice

e There is evidence that the firm’s risk assessment
informs the design of anti-money laundering
controls.

e The firm has identified good sources of
information on money-laundering risks, such as
FATF mutual evaluations and typology reports,
SOCA alerts, press reports, court judgements,
reports by non-governmental organisations and
commercial due diligence providers.

e (Consideration of money-laundering risk associated
with individual business relationships takes
account of factors such as:

® company structures;

e political connections;

® country risk;

e the customer’s or beneficial owner’s reputation;
e source of wealth;

e source of funds;

e expected account activity;

e sector risk; and

e involvement in public contracts.

e The firm identifies where there is a risk that a
relationship manager might become too close to
customers to identify and take an objective view
of the money-laundering risk. It manages that
risk effectively.
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Money laundering and terrorist financing

Box 3.4: Customer due diligence (CDD) checks

ML Ress 5,6 || Firms must identify their customers and, where applicable, their beneficial owners, and then verify their
and 7 identities. Firms must also understand the purpose and intended nature of the customer’s relationship with
the firm and collect information about the customer and, where relevant, beneficial owner. This should be
sufficient to obtain a complete picture of the risk associated with the business relationship and provide a
meaningful basis for subsequent monitoring.

In situations where the money-laundering risk associated with the business relationship is increased, for
example, where the customer is a PEP, banks must carry out additional, enhanced due diligence (EDD).
Box 3.7 below considers enhanced due diligence.

Where a firm cannot apply customer due diligence measures, including where a firm cannot be satisfied that it
knows who the beneficial owner is, it must not enter into, or continue, the business relationship.

Self-assessment questions:
® Does your firm apply customer due diligence procedures in a risk-sensitive way?

® Do your CDD processes provide you with a comprehensive understanding of the risk associated with
individual business relationships?

e How does the firm identify the customer’s beneficial owner(s)? Are you satisfied that your firm takes
risk-based and adequate steps to verify the beneficial owner’s identity in all cases? Do you understand
the rationale for beneficial owners using complex corporate structures?

e Are procedures sufficiently flexible to cope with customers who cannot provide more common forms of
identification (ID)?

Examples of good practice

e A firm which uses e.g. electronic verification
checks or PEPs databases understands their
capabilities and limitations.

® The firm can cater for customers who lack
common forms of ID (such as the socially
excluded, those in care, etc).

® The firm understands and documents the
ownership and control structures (including the
reasons for any complex or opaque corporate
structures) of customers and their beneficial
owners.

ML Reg 14

e The firm obtains information about the purpose and
nature of the business relationship sufficient to be
satisfied that it understands the associated
money-laundering risk.

e Staff who approve new or ongoing business
relationships satisfy themselves that the firm
has obtained adequate CDD information before
doing so.

ML Reg 6(1)(a)

ML Reg 6(1)(b)

ML Reg 7
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Box 3.5: Ongoing monitoring

A firm must conduct ongoing monitoring of its business relationships on a risk-sensitive basis. Ongoing
monitoring means scrutinising transactions to ensure that they are consistent with what the firm knows
about the customer, and taking steps to ensure that the firm’s knowledge about the business relationship
remains current. As part of this, firms must keep documents, data and information obtained in the CDD
context (including information about the purpose and intended nature of the business relationship) up to
date. It must apply CDD measures where it doubts the truth or adequacy of previously obtained
documents, data or information (see Box 3.4).

Where the risk associated with the business relationship is increased, firms must carry out enhanced ongoing
monitoring of the business relationship. Box 3.8 provides guidance on enhanced ongoing monitoring.

Self-assessment questions:

e How are transactions monitored to spot potential money laundering? Are you satisfied that your
monitoring (whether automatic, manual or both) is adequate and effective considering such factors as
the size, nature and complexity of your business?

® Does the firm challenge unusual activity and explanations provided by the customer where appropriate?

e How are unusual transactions reviewed? (Many alerts will be false alarms, particularly when generated
by automated systems. How does your firm decide whether behaviour really is suspicious?)

e How do you feed the findings from monitoring back into the customer’s risk profile?

Examples of good practice

e A large retail firm complements its other efforts
to spot potential money laundering by using an
automated system to monitor transactions.

e Where a firm uses automated transaction
monitoring systems, it understands their
capabilities and limitations.

® Small firms are able to apply credible manual
procedures to scrutinise customers’ behaviour.

e The ‘rules’ underpinning monitoring systems are
understood by the relevant staff and updated to
reflect new trends.

e The firm uses monitoring results to review whether
CDD remains adequate.

e The firm takes advantage of customer contact as
an opportunity to update due diligence
information.

o Customer-facing staff are engaged with, but do not
control, the ongoing monitoring of relationships.

e The firm updates CDD information and reassesses the
risk associated with the business relationship where
monitoring indicates material changes to a
customer’s profile.
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Box 3.6: Handling higher-risk situations

The law requires that firms” anti-money laundering policies and procedures are sensitive to risks. This
means that in higher-risk situations, firms must apply enhanced due diligence and ongoing monitoring.
Situations that present a higher money-laundering risk might include, but are not restricted to:
customers linked to higher-risk countries or business sectors; or who have unnecessarily complex or
opaque beneficial ownership structures; and transactions which are unusual, lack an obvious economic or
lawful purpose, are complex or large or might lend themselves to anonymity.

The ML Regulations also set out three scenarios in which specific enhanced due diligence measures
have to be applied:

¢ Non-face-to-face CDD: this is where the customer has not been physically present for identification
purposes, perhaps because business is conducted by telephone or on the internet.

¢ Correspondent banking: where a correspondent bank is outside the EEA, the UK bank should thoroughly
understand its correspondent’s business, reputation, and the quality of its defences against money
laundering and terrorist financing. Senior management must give approval to each new correspondent
banking relationship.

e Politically exposed persons (PEPs): a PEP is a person entrusted with a prominent public function in a
foreign state, an EU institution or an international body; their immediate family members; and known
close associates. A senior manager at an appropriate level of authority must approve the initiation of a
business relationship with a PEP. This includes approving the continuance of a relationship with an
existing customer who becomes a PEP after the relationship has begun.

The extent of enhanced due diligence measures that a firm undertakes can be determined on a risk-sensitive
basis. The firm must be able to demonstrate that the extent of the enhanced due diligence measures it
applies is commensurate with the money-laundering and terrorist financing risks.
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Box 3.7: Handling higher-risk situations - enhanced due diligence (EDD)
Firms must apply EDD measures in situations that present a higher risk of money laundering.

EDD should give firms a greater understanding of the customer and their associated risk than standard due
diligence. It should provide more certainty that the customer and/or beneficial owner is who they say they
are and that the purposes of the business relationship are legitimate; as well as increasing opportunities
to identify and deal with concerns that they are not. Box 3.3 considers risk assessment.

Self-assessment questions:

® How does EDD differ from standard CDD? How are issues that are flagged during the due diligence
process followed up and resolved? Is this adequately documented?

® How is EDD information gathered, analysed, used and stored?

e What involvement do senior management or committees have in approving high-risk customers? What
information do they receive to inform any decision-making in which they are involved?

Examples of good practice

® The MLRO (and their team) have adequate
oversight of all high-risk relationships.

ML Reg 14(4)(a);
ML Reg 14(3)(d)

e The firm establishes the legitimacy of, and
documents, the source of wealth and source of
funds used in high-risk business relationships.

® Where money laundering risk is very high, the
firm obtains independent internal or external
intelligence reports.

e When assessing EDD, the firm complements staff
knowledge of the customer or beneficial owner
with more objective information.

e The firm is able to provide evidence that relevant
information staff have about customers or
beneficial owners is documented and challenged
during the CDD process.

e A member of a group satisfies itself that it is
appropriate to rely on due diligence performed by
other entities in the same group.

e The firm proactively follows up gaps in, and
updates, CDD of higher-risk customers.

o A correspondent bank seeks to identify PEPs
associated with their respondents.

e A correspondent bank takes a view on the
strength of the AML regime in a respondent
bank’s home country, drawing on discussions with
the respondent, overseas regulators and other
relevant bodies.

® A correspondent bank gathers information about
respondent banks’ procedures for sanctions
screening, PEP identification and management,
account monitoring and suspicious activity
reporting.
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Box 3.8: Handling higher-risk situations - enhanced ongoing monitoring
Firms must enhance their ongoing monitoring in higher-risk situations.
Self-assessment questions:

e How does your firm monitor its high-risk business relationships? How does enhanced ongoing
monitoring differ from ongoing monitoring of other business relationships?

e Are reviews carried out independently of relationship managers?

¢ What information do you store in the files of high-risk customers? Is it useful? (Does it include risk
assessment, verification evidence, expected account activity, profile of customer or business relationship
and, where applicable, information about the ultimate beneficial owner?)

Examples of good practice

e Key AML staff have a good understanding of, and
easy access to, information about a bank’s
highest-risk customers.

e New higher-risk clients are more closely
monitored to confirm or amend expected account
activity.

e Alert thresholds on automated monitoring
systems are lower for PEPs and other higher-risk
customers. Exceptions are escalated to more
senior staff.

e Decisions across a group on whether to keep or
exit high-risk relationships are consistent and in
line with the firm’s overall risk appetite or
assessment.
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Box 3.9: Liaison with law enforcement

Firms must have a nominated officer. The nominated officer has a legal obligation to report any ML Reg 20(2)(d)
knowledge or suspicions of money laundering to the Serious Organised Crime Agency (SOCA) through a _
‘Suspicious Activity Report’, also known as a ‘SAR’. (See the Annex 1 list of common terms for more
information about nominated officers and Suspicious Activity Reports.)

Staff must report their concerns and may do so to the firm’s nominated officer, who must then consider
whether a report to SOCA is necessary based on all the information at their disposal. Law enforcement ML Reg

. . . . . 20(2)(d)(iii)
agencies may seek information from the firm about a customer, often through the use of Production
Orders (see Annex 1: Common terms).

Self-assessment questions:

e Is it clear who is responsible for different types of liaison with the authorities?
® How does the decision-making process related to SARs work in the firm?

e Are procedures clear to staff?

® Do staff report suspicions to the nominated officer? If not, does the nominated officer take steps to
identify why reports are not being made? How does the nominated officer deal with reports received?

e What evidence is there of the rationale underpinning decisions about whether a SAR is justified?

e Is there a documented process for responding to Production Orders, with clear timetables?

Examples of good practice

e All staff understand procedures for escalating
suspicions and follow them as required.

e The firm’s SARs set out a clear narrative of events
and include detail that law enforcement
authorities can use (e.g. names, addresses,
passport numbers, phone numbers, email
addresses).

® SARs set out the reasons for suspicion in plain
English. They include some context on any
previous related SARs rather than just a cross-
reference.

e There is a clear process for documenting decisions.

5.331 POCA

e A firm’s processes for dealing with suspicions
reported to it by third party administrators are
clear and effective.
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Box 3.10: Record keeping and reliance on others

Firms must keep copies or references to the evidence of the customer’s identity for five years after the
business relationship ends; and transactional documents for five years from the completion of the
transaction. Where a firm is relied on by others to do due diligence checks, it must keep its records of
those checks for five years from the date it was relied on. Firms must keep records sufficient to
demonstrate to us that their CDD measures are appropriate in view of the risk of money laundering and
terrorist financing.

Self-assessment questions:
e Can your firm retrieve records promptly in response to a Production Order?

o If the firm relies on others to carry out AML checks (see ‘Reliance” in Annex 1), is this within the limits
permitted by the ML Regulations? How does it satisfy itself that it can rely on these firms?

Examples of good practice

e Records of customer ID and transaction data can
be retrieved quickly and without delay.

e Where the firm routinely relies on checks done by
a third party (for example, a fund provider relies
on an IFA’s checks), it requests sample
documents to test their reliability.

Financial Services Authority
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Box 3.11: Countering the finance of terrorism

Firms have an important role to play in providing information that can assist the authorities with
counter-terrorism investigations. Many of the controls firms have in place in relation to terrorism will
overlap with their anti-money laundering measures, covering, for example, risk assessment, customer due
diligence checks, transaction monitoring, escalation of suspicions and liaison with the authorities.

Self-assessment questions:

e How have risks associated with terrorist finance been assessed? Did assessments consider, for example,
risks associated with the customer base, geographical locations, product types, distribution channels, etc.?

e Is it clear who is responsible for liaison with the authorities on matters related to countering the
finance of terrorism? (See Box 3.9)

Examples of good practice

e The firm has and uses an effective process for
liaison with the authorities.

e A firm identifies sources of information on
terrorist financing risks: e.g. press reports, SOCA
alerts, Financial Action Task Force typologies,
court judgements, etc.

® This information informs the design of
transaction monitoring systems.

e Suspicions raised within the firm inform its own
typologies.

Financial Services Authority 29



- Financial crime: a guide for firms
Part 1: A firm's guide to preventing financial crime

30

Money laundering and terrorist financing

Box 3.12: Customer payments
This section applies to banks subject to SYSC 6.3.

Interbank payments can be abused by criminals. International policymakers have taken steps intended to
increase the transparency of interbank payments, allowing law enforcement agencies to more easily trace
payments related to, for example, drug trafficking or terrorism.?

Self-assessment questions:

® How does your firm ensure that customer payment instructions contain complete payer information?
(For example, does it have appropriate procedures in place for checking payments it has received?)

® Does the firm review its respondent banks’ track record on providing payer data and using appropriate
SWIFT messages for cover payments?

Examples of good practice

e Although not required by EU Regulation
1781/2006 on information on the payer
accompanying transfers of funds (the Wire
Transfer Regulation), we have seen the following
good practices:

e Following processing, banks conduct risk-based
sampling for inward payments to identify
inadequate payer information.

e An intermediary bank chases up missing

Art.5 EU Reg
1781/2006

information.

e A bank sends dummy messages to test the
effectiveness of filters.

Art.12 EU Reg

e A bank is aware of guidance from the Basel 1781/2006

Committee and the Wolfsbherg Group on the
use of cover payments, and has considered how
this should apply to its own operations.

Art.8 EU Reg
1781/2006

e The quality of payer information in payment

instructions from respondent banks is taken into
account in the bank’s ongoing review of
correspondent banking relationships.

e The firm actively engages in peer discussions
about taking appropriate action against banks
which persistently fail to provide complete payer
information.

1 The Wire Transfer Regulation requires banks to attach information about their customers (such as names and addresses, or, if a payment
moves within the EU, a unique identifier like an account number) to payment messages. Banks are also required to check this information
is present on inbound payments, and chase missing data. The FSA has a legal responsibility to supervise banks’ compliance with these
requirements. Concerns have also been raised about interbank transfers known as “cover payments” (see Annex 1: Common terms) that
can be abused to disguise funds’ origins. To address these concerns, the SWIFT payment messaging system now allows originator and
beneficiary information to accompany these payments.
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Financial crime: a guide for firms
Part 1: A firm's guide to preventing financial crime

Box 3.13: Case study - poor AML controls

We fined Alpari (UK) Ltd, an online provider of foreign exchange services, £140,000 in May 2010 for poor
anti-money laundering controls.

e Alpari failed to carry out satisfactory customer due diligence procedures at the account opening stage
and failed to monitor accounts adequately.

® These failings were particularly serious given that the firm did business over the internet and had
customers from higher-risk jurisdictions.

e The firm failed to ensure that resources in its compliance and anti-money laundering areas kept pace
with the firm's significant growth.

Alpari's former money laundering reporting officer was also fined £14,000 for failing to fulfil his duties.

See our press release for more information:
www.fsa.gov.uk/pages/Library/Communication/PR/2010/077.shtml

Box 3.14: Case studies - wire transfer failures

A UK bank that falls short of our expectations when using payment messages does not just risk FSA
enforcement action or prosecution; it can also face criminal sanctions abroad.

In January 2009, Lloyds TSB agreed to pay US$350m to US authorities after Lloyds offices in Britain and
Dubai were discovered to be deliberately removing customer names and addresses from US wire transfers
connected to countries or persons on US sanctions lists. The US Department of Justice concluded that
Lloyds TSB staff removed this information to ensure payments would pass undetected through automatic
filters at American financial institutions. See its press release:
www.usdoj.gov/opa/pr/2009/January/09-crm-023.html.

In August 2010, Barclays Bank PLC agreed to pay US$298m to US authorities after it was found to have
implemented practices designed to evade US sanctions for the benefit of sanctioned countries and
persons, including by stripping information from payment messages that would have alerted US financial
institutions about the true origins of the funds. The bank self-reported the breaches, which took place
over a decade-long period from as early as the mid-1990s to September 2006. See the US Department of
Justice’s press release: www.justice.gov/opa/pr/2010/August/10-crm-933.html.

3.4  Part 2 of the Guide contains the following additional AML guidance:

Chapter 4 summarises the findings of, and consolidates good and poor practice from, our thematic
review of Automated Anti-Money Laundering Transaction Monitoring Systems

Chapter 5 summarises the findings of, and consolidates good and poor practice from, our Review of
firms” implementation of a risk-based approach to anti-money laundering (AML)

Chapter 10 summarises the findings of the Small Firms Financial Crime Review. It contains guidance
directed at small firms on:

o Regulatory/Legal obligations (Box 10.1)

o Account opening procedures (Box 10.2)

o Monitoring activity (Box 10.3)

o Suspicious activity reporting (Box 10.4)

o Records (Box 10.5)

o Responsibilities and risk assessments (Box 10.7)

Chapter 12 summarises the findings of our thematic review of Banks’ management of high money-
laundering risk situations. It includes guidance on:

o High risk customers and PEPs — AML policies and procedures (Box 12.1)


http://www.fsa.gov.uk/pages/Library/Communication/PR/2010/077.shtml
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High risk customers and PEPs — Risk assessment (Box 12.2)
High risk customers and PEPs — Customer take-on (Box 12.3)

© o ©

High risk customers and PEPs — Enhanced monitoring of high risk relationships (Box 12.4)

©

Correspondent banking — Risk assessment of respondent banks (Box 12.5)
Correspondent banking — Customer take-on (Box 12.6)
Correspondent banking — Ongoing monitoring of respondent accounts (Box 12.7)

Wire transfers — Paying banks (Box 12.8)

©c o o ©

Wire transfers — Intermediary banks (Box 12.9)

o Wire transfers — Beneficiary banks (Box 12.10)

o Wire transfers — Implementation of SWIFT MT202COV (Box 12.11)

Part 2 also summarises the findings of the following thematic reviews:

o Chapter 3: Review of private banks’ anti-money laundering systems and controls

o Chapter 7: Review of financial crime controls in offshore centres

To find out more on anti money laundering, see:

The Money Laundering Regulations 2007:
www.legislation.gov.uk/uksi/2007/2157/contents/made

SOCA’s website, which contains information on how to report suspicions of money laundering:
www.soca.gov.uk

The JMLSG’s guidance on measures firms can take to meet their anti-money laundering obligations,
which is available from its website:
www.jmlsg.org.uk

Our AML self-assessment fact sheet for financial advisers:
www.fsa.gov.uk/smallfirms/resources/factsheets/pdfs/aml_tool.pdf

Our one-minute guide on AML for smaller firms:
www.fsa.gov.uk/smallfirms/resources/one_minute_guides/info_gathering/anti_money.shtml

To find out more on countering terrorist finance, see:

Material relevant to terrorist financing that can be found throughout the JMLSG guidance:
www.jmlsg.org.uk

FATF’s February 2008 report on terrorist financing:
www.fatf-gafi.org/dataoecd/28/43/40285899.pdf

To find out more on customer payments, see:

Chapter 1 of Part Il (Transparency in electronic payments (Wire transfers)) of the JMLSG’s
guidance, which will be banks’ chief source of guidance on this topic:
www.jmlsg.org.uk/download/6130

The Basel Committee’s May 2009 paper on due diligence for cover payment messages:
www.bis.org/publ/bcbs154.pdf

The Wolfsberg Group’s April 2007 statement on payment message standards:
www.wolfsberg-principles.com/pdf/

The Wire Transfer Regulation (EU Regulation 1781/2006 on information on the payer
accompanying transfers of funds):
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32006R1781:en:NOT

Transfer of Funds (Information on the Payer) Regulations 2007:
www.legislation.gov.uk/uksi/2007/3298/contents/made
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4.2
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Who should read this chapter? This chapter applies to all firms subject to the financial crime rules
in SYSC 3.2.6R or SYSC 6.1.1R and to e-money institutions and payment institutions within our
supervisory scope, with the following exceptions:

e section 4.2 applies only to mortgage lenders within our supervisory scope;
e section 4.3 applies to mortgage intermediaries only; and

e section 4.5 applies to retail deposit takers only.

Content: This chapter contains sections on:

e DPreventing losses from fraud Box 4.1
e Mortgage fraud — lenders Box 4.2
e Mortgage fraud — intermediaries Box 4.3
¢ Enforcement action against mortgage brokers Box 4.4
e TInvestment fraud Box 4.5

All financial institutions are at risk of being defrauded. The main types of fraud are described in our
Annex 1 entry for ‘fraud’.

The contents of the Guide’s fraud chapter reflect our previous thematic work in this area. This means it
does not specifically address such topics as plastic card, cheque or insurance fraud. This is not because
the FSA regards fraud prevention as unimportant. Rather it reflects our view that our limited resources
are better directed elsewhere, given the strong incentive firms should have to protect themselves from
fraud; and the number of other bodies active in fraud prevention. Links to some of these other bodies
are provided in paragraph 4.5.
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Box 4.1: General — preventing losses from fraud

All firms will wish to protect themselves and their customers from fraud. Management oversight, risk
assessment and fraud data will aid this, as will tailored controls on the ground. We expect a firm to
consider the full implications of the breadth of fraud risks it faces, which may have wider effects on its
reputation, its customers and the markets in which it operates.

The general guidance in Chapter 2 also applies in relation to fraud.
Self-assessment questions:

e What information do senior management receive about fraud trends? Are fraud losses accounted for
clearly and separately to other losses?

® Does the firm have a clear picture of what parts of the business are targeted by fraudsters? Which
products, services and distribution channels are vulnerable?

® How does the firm respond when reported fraud increases?

® Does the firm’s investment in anti-fraud systems reflect fraud trends?

Examples of good practice

e The firm takes a view on what areas of the firm
are most vulnerable to fraudsters, and tailors
defences accordingly.

e Controls adapt to new fraud threats.

e The firm engages with relevant cross-industry
efforts to combat fraud (e.g. data-sharing
initiatives like CIFAS and the Insurance Fraud
Bureau, collaboration to strengthen payment
systems, etc.) in relation to both internal and
external fraud.

® Fraud response plans and investigation
procedures set out how the firm will respond to
incidents of fraud.

e Lessons are learnt from incidents of fraud.

e Anti-fraud good practice is shared widely within
the firm.

e To guard against insider fraud, staff in high-risk
positions (e.g. finance department, trading floor)
are subject to enhanced vetting and closer
scrutiny. ‘Four eyes’ procedures (see Annex 1 for
common terms) are in place.

e Enhanced due diligence is performed on higher-risk
customers (e.g. commercial customers with limited
financial history. See ‘long firm fraud” in Annex 1).

Financial Services Authority
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Box 4.2: Mortgage fraud - lenders
This section applies to mortgage lenders within our supervisory scope.
Self-assessment questions:

e Are systems and controls to detect and prevent mortgage fraud coordinated across the firm, with
resources allocated on the basis of an assessment of where they can be used to best effect?

® How does your firm contain the fraud risks posed by corrupt conveyancers, brokers and valuers?

® How and when does your firm engage with cross-industry information-sharing exercises?

Examples of good practice

e A firm’s underwriting process can identify
applications that may present a higher risk of
mortgage fraud.

e Membership of a lender’s panels of brokers,
conveyancers and valuers is subject to ongoing
review. Dormant third parties are identified.

e A lender reviews existing mortgage books to
identify and assess mortgage fraud indicators.

® A lender verifies that funds are being dispersed in
line with instructions before it releases them.

e A lender promptly discharges mortgages that
have been redeemed and checks whether
conveyancers register charges with the Land
Registry in good time.

Box 4.3: Mortgage fraud - intermediaries
This section applies to mortgage intermediaries.
Self-assessment questions:
® How does your firm satisfy itself that it is able to recognise mortgage fraud?

e When processing applications, does your firm consider whether the information the applicant provides is
consistent? (For example, is declared income believable compared with stated employment? Is the value
of the requested mortgage comparable with what your firm knows about the location of the property to
be purchased?)

e What due diligence does your firm undertake on introducers?

Examples of good practice

e Asking to see original documentation whether or
not this is required by lenders.

e Using the FSA’s Information from Brokers
scheme to report intermediaries it suspects of
involvement in mortgage fraud.
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Box 4.4: Enforcement action against mortgage brokers

Since we began requlating mortgage brokers in October 2004, we have banned over 100 mortgage brokers.
Breaches have included:

e deliberately submitting to lenders applications containing false or misleading information; and
e failing to have adequate systems and controls in place to deal with the risk of mortgage fraud.

We have referred numerous cases to law enforcement, a number of which have resulted in criminal convictions.

Box 4.5: Investment fraud
This section applies to retail deposit takers.

UK consumers lose over £500m a year to share sale fraud (sometimes referred to as ‘boiler room fraud”)
and other investment scams e.g. involving land banking and unauthorised deposit taking. Fraudsters are
increasingly receiving the proceeds of these crimes in ‘collection accounts’ held with UK high-street banks.
There is a common pattern of activity for such accounts. They typically receive large numbers of relatively
small incoming payments from individuals before substantial, regular outgoing payments are then made to
other accounts, usually based overseas, as the criminals disperse their proceeds.

Firms have obligations under the Proceeds of Crime Act 2002, the Money Laundering Regulations 2007 and
our rules to:

e identify customers (including understanding the nature of the business relationship);
® monitor account activity;
e report suspicious activity to the Serious Organised Crime Agency; and

® have policies and procedures in place to prevent activities related to money laundering and to counter
the risk of being used to further financial crime.

Chapter 3 on anti-money laundering provides guidance to help firms fulfil these obligations.

Firms should be vigilant in identifying and reporting transactions where there are suspicions of financial
crime. By doing so, they can prevent consumer loss by enabling the relevant authorities to identify quickly
the proceeds of unauthorised business and, where appropriate, freeze funds.

What procedures does your firm have in place to avoid facilitating payments to investment
fraudsters such as boiler rooms or unauthorised deposit takers?

4.3 Part 2 of the Guide contains the following additional material on fraud:

Chapter 10 summarises the findings of the Small Firms Financial Crime Review. It contains guidance
directed at small firms on:

o Monitoring activity (Box 10.3)

o Responsibilities and risk assessments (Box 10.7)
o General fraud (Box 10.13)

o Insurance fraud (Box 10.14)

o Investment fraud (Box 10.15)

o Mortgage fraud (Box 10.16)

o Staff/Internal fraud (Box 10.17)

Chapter 11 summarises the findings of our thematic review Mortgage fraud against lenders. It
contains guidance on:

o Governance, culture and information sharing (Box 11.1)

o Applications processing and underwriting (Box 11.2)
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o Mortgage fraud prevention, investigations, and recoveries (Box 11.3)

0o Managing relationships with conveyancers, brokers and valuers (Box 11.4)
o Compliance and internal audit (Box 11.5)

o Staff recruitment and vetting (Box 11.6)

o Remuneration structures (Box 11.7)

o Staff training and awareness (Box 11.8)

Part 2, Chapter 2 summarises our thematic review Firms’ bigh-level management of fraud risk.

4.4  To find out more about what FSA is doing about fraud, see:

e Details of the FSA’s Information from Lenders scheme:
www.fsa.gov.uk/pages/doing/regulated/supervise/mortgage_fraud.shtml

e Details of the FSA’s Information from Brokers scheme:
www.fsa.gov.uk/smallfirms/your_firm_type/mortgage/fraud/report.shtml

e Qur fact sheet for mortgage brokers on mortgage fraud:
www.fsa.gov.uk/smallfirms/resources/factsheets/pdfs/mortgage_fraud.pdf

4.5  The list of other bodies engaged in counter-fraud activities is long, but more information is
available from:

e The National Fraud Authority, which works with the counter-fraud community to make fraud
more difficult to commit in and against the UK:
www.homeoffice.gov.uk/agencies-public-bodies/nfa/

e The National Fraud Authority’s cross-sector strategy, Fighting Fraud Together. The strategy,
which the FSA endorses, aims to reduce fraud:
www.homeoffice.gov.uk/publications/agencies-public-bodies/nfa/fightrging-fraud-tog/fighting-
fraud-together

e Action Fraud, which is the UK’s national fraud reporting centre:
www.actionfraud.org.uk/

e The City of London Police, which has ‘lead authority’ status in the UK for the investigation of
economic crime, including fraud:
www.cityoflondon.police.uk/CityPolice/Departments/ECD/Fraud/

e The Fraud Advisory Panel, which acts as an independent voice and supporter of the counter
fraud community:
www.fraudadvisorypanel.org/
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Data security

Who should read this chapter? This chapter applies to all firms subject to the financial crime rules
in SYSC 3.2.6R or SYSC 6.1.1R and to e-money institutions and payment institutions within our
SUpEervisory scope.

Content: This chapter contains sections on:

e Governance Box 5.1
o Five fallacies of data loss and identity fraud Box 5.2
e Controls Box 5.3
e Case study — protecting customers’ accounts from criminals Box 5.4
e Case study — data security failings Box 5.5

s.4 and Sch 1
Data Protection
Act 1998
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Customers routinely entrust financial firms with important personal data; if this falls into criminal hands,
fraudsters can attempt to undertake financial transactions in the customer’s name. Firms must take
special care of their customers’ personal data, and comply with the data protection principles set out in
Schedule 1 to the Data Protection Act 1998. The Information Commissioner’s Office provides guidance
on the Data Protection Act and the responsibilities it imposes on data controllers and processors.

Box 5.1: Governance
The guidance in Box 2.1 on governance in relation to financial crime also applies to data security.

Firms should be alert to the financial crime risks associated with holding customer data and have written
data security policies and procedures which are proportionate, accurate, up to date and relevant to the
day-to-day work of staff.

Self-assessment questions:
e How is responsibility for data security apportioned?

e Has the firm ever lost customer data? If so, what remedial actions did it take? Did it contact
customers? Did it review its systems?

® How does the firm monitor that suppliers of outsourced services treat customer data appropriately?

e Are data security standards set in outsourcing agreements, with suppliers” performance subject
to monitoring?
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Examples of good practice

e There is a clear figurehead championing the
issue of data security.

e Work, including by internal audit and compliance,
is coordinated across the firm, with compliance,
audit, HR, security and IT all playing a role.

e A firm’s plans to respond to data loss incidents
are clear and include notifying customers affected
by data loss and offering advice to those
customers about protective measures.

e A firm monitors accounts following a data loss
to spot unusual transactions.

e The firm looks at outsourcers’ data security
practices before doing business, and
monitors compliance.

Box 5.2: Five fallacies of data loss and identity fraud

1.‘The customer data we hold is too limited or too piecemeal to be of value to fraudsters.” This is
misconceived: skilled fraudsters can supplement a small core of data by accessing several different
public sources and use impersonation to encourage victims to reveal more. Ultimately, they build up
enough information to pose successfully as their victim.

2.°0Only individuals with a high net worth are attractive targets for identity fraudsters.” In fact, people
of all ages, in all occupations and in all income groups are vulnerable if their data is lost.

3.’Only large firms with millions of customers are likely to be targeted.” Wrong. Even a small firm’s
customer database might be sold and re-sold for a substantial sum.

4.'The threat to data security is external.” This is not always the case. Insiders have more opportunity
to steal customer data and may do so either to commit fraud themselves, or to pass it on to
organised criminals.

5.No customer has ever notified us that their identity has been stolen, so our firm must be
impervious to data breaches.” The truth may be closer to the opposite: firms that successfully detect
data loss do so because they have effective risk-management systems. Firms with weak controls or
monitoring are likely to be oblivious to any loss. Furthermore, when fraud does occur, a victim rarely has
the means to identify where their data was lost because data is held in so many places.
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Box 5.3: Controls

We expect firms to put in place systems and controls to minimise the risk that their operation and
information assets might be exploited by thieves and fraudsters. Internal procedures such as IT controls and
physical security measures should be designed to protect against unauthorised access to customer data.

Firms should note that we support the Information Commissioner’s position that it is not appropriate for
customer data to be taken off-site on laptops or other portable devices which are not encrypted.

Self-assessment questions:

e Is your firm’s customer data taken off-site, whether by staff (sales people, those working from home) or
third parties (suppliers, consultants, IT contractors etc)?

e If so, what levels of security exist? (For example, does the firm require automatic encryption of laptops
that leave the premises, or measures to ensure no sensitive data is taken off-site? If customer data is
transferred electronically, does the firm use secure internet links?)

e How does the firm keep track of its digital assets?

® How does it dispose of documents, computers, and imaging equipment such as photocopiers that retain
records of copies? Are accredited suppliers used to, for example, destroy documents and hard disks? How
does the firm satisfy itself that data is disposed of competently?

e How are access to the premises and sensitive areas of the business controlled?

e When are staff access rights reviewed? (It is good practice to review them at least on recruitment,
when staff change roles, and when they leave the firm.)

e Is there enhanced vetting of staff with access to lots of data?

e How are staff made aware of data security risks?

Examples of good practice

e Access to sensitive areas (call centres, server
rooms, filing rooms) is restricted.

e The firm has individual user accounts for all
systems containing customer data.

e The firm conducts risk-based, proactive
monitoring to ensure employees’ access to
customer data is for a genuine business reason.

e IT equipment is disposed of responsibly, e.g. by
using a contractor accredited by the British
Security Industry Association.

e Customer data in electronic form (e.g. on USB
sticks, CDs, hard disks etc) is always encrypted
when taken off-site.

e The firm understands what checks are done by
employment agencies it uses.
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Box 5.4: Case study - protecting customers’ accounts from criminals
In December 2007, we fined Norwich Union Life £1.26m for failings in its anti-fraud systems and controls.

® (Callers to Norwich Union Life call centres were able to satisfy the firm’s caller identification procedures
by providing public information to impersonate customers.

e (Callers obtained access to customer information, including policy numbers and bank details and, using
this information, were able to request amendments to Norwich Union Life records, including changing
the addresses and bank account details recorded for those customers.

e The frauds were committed through a series of calls, often carried out in quick succession.
e (Callers subsequently requested the surrender of customers’ policies.
e Qver the course of 2006, 74 policies totalling £3.3m were fraudulently surrendered.

e The firm failed to address issues highlighted by the frauds in an appropriate and timely manner even
after they were identified by its own compliance department.

e Norwich Union Life’s procedures were insufficiently clear as to who was responsible for the management
of its response to these actual and attempted frauds. As a result, the firm did not give appropriate
priority to the financial crime risks when considering those risks against competing priorities such as
customer service.

For more, see our press release: www.fsa.gov.uk/pages/Library/Communication/PR/2007/130.shtml

Box 5.5: Case study - data security failings

In August 2010, we fined Zurich Insurance plc, UK branch £2,275,000 following the loss of 46,000
policyholders’ personal details.

e The firm failed to take reasonable care to ensure that it had effective systems and controls to manage
the risks relating to the security of confidential customer information arising out of its outsourcing
arrangement with another Zurich company in South Africa.

e It failed to carry out adequate due diligence on the data security procedures used by the South African
company and its subcontractors.

e It relied on group policies without considering whether this was sufficient and did not determine for itself
whether appropriate data security policies had been adequately implemented by the South African company.

e The firm failed to put in place proper reporting lines. While various members of senior management had
responsibility for data security issues, there was no single data security manager with overall responsibility.

e The firm did not discover that the South African entity had lost an unencrypted back-up tape until a
year after it happened.

Our press release has more details: www.fsa.gov.uk/pages/Library/Communication/PR/2010/134.shtml
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5.2 Part 2 of the Guide contains the following additional material on data security:

e Chapter 6 summarises the findings of our thematic review of Data security in Financial Services and
includes guidance on:

(6]

(6]

o

(6]

(6]

Governance (Box 6.1)

Training and awareness (Box 6.2)

Staff recruitment and vetting (Box 6.3)

Controls — access rights (Box 6.4)

Controls — passwords and user accounts (Box 6.5)
Controls — monitoring access to customer data (Box 6.6)
Controls — data back-up (Box 6.7)

Controls — access to the internet and email (Box 6.8)
Controls - key-logging devices (Box 6.9)

Controls — laptop (Box 6.10)

Controls — portable media including USB devices and CDs (Box 6.11)
Physical security (Box 6.12)

Disposal of customer data (Box 6.13)

Managing third party suppliers (Box 6.14)

Internal audit and compliance monitoring (Box 6.15)

e Chapter 10 summarises the findings of the Small Firms Financial Crime Review, and contains
guidance directed at small firms on:

o

(6]

(6]

o

(¢]

(6]

(6]

Records (Box 10.5)

Responsibilities and risk assessments (Box 10.7)
Access to systems (Box 10.8)

Outsourcing (Box 10.9)

Physical controls (Box 10.10)

Data disposal (Box 10.11)

Data compromise incidents (Box 10.12)

5.3 To find out more, see:

e The website of the Information Commissioner’s Office:
www.ico.gov.uk

e A one-minute guide for small firms on data security:
www.fsa.gov.uk/smallfirms/resources/one_minute_guides/info_gathering/data_security.shtml
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Bribery and corruption

Who should read this chapter? This chapter applies to all firms subject to the financial crime rules
in SYSC 3.2.6R or SYSC 6.1.1R and to e-money institutions and payment institutions within our
SUpervisory scope.

Content: This chapter contains sections on:

e Governance Box 6.1
e Risk assessment Box 6.2
e DPolicies and procedures Box 6.3
e Dealing with third parties Box 6.4
e Case study — corruption risk Box 6.5
e Case study — inadequate anti-bribery and corruption systems and controls Box 6.6

Bribery, whether committed in the UK or abroad, is a criminal offence under the Bribery Act 2010,
which consolidates and replaces previous anti-bribery and corruption legislation. The Act introduces a
new offence for commercial organisations of failing to prevent bribery. It is a defence for firms charged
with this offence to show that they had adequate bribery-prevention procedures in place. The Ministry
of Justice has published guidance on adequate anti-bribery procedures.

The FSA does not enforce or give guidance on the Bribery Act. But:

e firms which are subject to our rules SYSC 3.2.6R and SYSC 6.1.1R are under a separate, regulatory
obligation to establish and maintain effective systems and controls to mitigate financial crime risk; and

® e-money institutions and payment institutions must satisfy us that they have robust governance,
effective risk procedures and adequate internal control mechanisms.

Financial crime risk includes the risk of corruption as well as bribery, and so is wider than the Bribery
Act’s scope. And we may take action against a firm with deficient anti-bribery and corruption systems
and controls regardless of whether or not bribery or corruption has taken place. Principle 1 of our
Principles for Business also requires authorised firms to conduct their business with integrity.

So while we do not prosecute breaches of the Bribery Act, we have a strong interest in the anti-corruption
systems and controls of firms we supervise, which is distinct from the Bribery Act’s provisions. Firms
should take this into account when considering the adequacy of their anti-bribery and corruption systems
and controls.
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Box 6.1: Governance
The guidance in Box 2.1 on governance in relation to financial crime also applies to bribery and corruption.

A firm’s senior management are responsible for ensuring that the firm conducts its business with integrity
and tackles the risk that the firm, or anyone acting on its behalf, engages in bribery and corruption.

Self-assessment questions:

e What role do senior management play in the firm’s anti-bribery and corruption effort? Do they approve
and periodically review the strategies and policies for managing, monitoring and mitigating this risk?
What steps do they take to ensure staff are aware of their interest in this area?

e Can your firm’s board and senior management demonstrate a good understanding of the bribery and
corruption risks faced by the firm, the materiality to its business and how to apply a risk-based
approach to anti-bribery and corruption?

e How are integrity and compliance with relevant anti-corruption legislation considered when discussing
business opportunities?

e What information do senior management receive in relation to bribery and corruption, and how
frequently? Is it sufficient for senior management effectively to fulfil their functions in relation to anti-
bribery and corruption?

Examples of good practice

e The firm is committed to carrying out business
fairly, honestly and openly.

® Responsibility for anti-bribery and corruption
systems and controls is clearly documented and
apportioned to a single senior manager with
appropriate terms of reference who reports
ultimately to the board.

e Anti-bribery systems and controls are subject to
audit.

e Management information submitted to the board
ensures they are adequately informed of internal
and external developments relevant to bribery
and corruption and respond to these swiftly and
effectively.
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Box 6.2: Risk assessment

The guidance in Box 2.3 on risk assessment in relation to financial crime also applies to bribery
and corruption.

We expect firms to identify, assess and regularly review and update their bribery and corruption risks.
Corruption risk is the risk of a firm, or anyone acting on the firm’s behalf, engaging in corruption.

Self-assessment questions:

® How do you define bribery and corruption? Does it cover corrupt behaviour not captured by the Bribery
Act definition?

e Where is your firm exposed to bribery and corruption risk? (Have you considered risk associated with the
products and services you offer, the customers and jurisdictions with which you do business, your
exposure to public officials and public office holders and your own business practices, for example your
approach to providing corporate hospitality, charitable and political donations and your use of third
parties?)

® Has the risk of staff or third parties acting on the firm’s behalf offering or receiving bribes been
assessed across the business?

® Could remuneration structures increase the risk of bribery and corruption?

Examples of good practice

o Corruption risks are assessed in all jurisdictions
where the firm operates and across all
business channels.

e The firm assesses and manages the risk of
remuneration structures rewarding staff for taking
unacceptable corruption and bribery risks to
generate business.
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Box 6.3: Policies and procedures

The guidance in Box 2.4 on policies and procedures in relation to financial crime also applies to bribery
and corruption.

Firms must take adequate steps to prevent their corruption and bribery risks crystallising.
Self-assessment questions:
® How do you satisfy yourself that your anti-corruption policies and procedures are applied effectively?

e How do your firm’s policies and procedures help it to identify whether someone acting on behalf of the
firm is corrupt?

e How does your firm react to suspicions or allegations of bribery or corruption involving people with
whom the firm is connected?

Examples of good practice

e The firm clearly sets out behaviour expected of
those acting on its behalf.

e There are unambiguous consequences for
breaches of the firm’s anti-corruption policy.

e Risk-based, appropriate additional monitoring and
due diligence are undertaken for jurisdictions,
sectors and business relationships identified as
higher risk.
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Box 6.4: Dealing with third parties

We expect firms to take adequate and risk-sensitive measures to address the risk that a third party acting
on behalf of the firm may engage in corruption.

Self-assessment questions:

e Do your firm’s policies and procedures clearly define ‘third party?

® Do you know your third party?

e What is your firm’s policy on selecting third parties? How do you check whether it is being followed?
e To what extent are third-party relationships monitored and reviewed?

e Is the extent of due diligence on third parties determined on a risk-sensitive basis? Do you seek to
identify any bribery and corruption issues as part of your due diligence work, e.g. negative allegations
against the third party or any political connections? Is due diligence applied consistently when
establishing and reviewing third-party relationships?

e Is the due diligence information kept up to date? How?

Examples of good practice

e Where a firm uses third parties to generate
business, these relationships are subject to
thorough due diligence and management
oversight.

® The firm reviews in sufficient detail its
relationships with third parties on a regular basis
to confirm that it is still necessary and
appropriate to continue with the relationship.

e Third parties are paid directly for their work.

e The firm reviews and monitors payments to third
parties. It records the purpose of third-party
payments.

e There are higher or extra levels of due diligence
and approval for high-risk third-party
relationships.

® There is appropriate scrutiny of and approval for
relationships with third parties that introduce
business to the firm.

e The firm’s compliance function has oversight of
all third-party relationships and monitors this list
to identify risk indicators, for example a third
party’s political or public service connections.
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Box 6.5: Case study - corruption risk

In January 2009, Aon Limited, an insurance intermediary based in the UK, was fined £5.25m for failures in
its anti-bribery systems and controls.

The firm made suspicious payments totalling $7m to overseas firms and individuals who helped generate
business in higher-risk jurisdictions. Weak controls surrounding these payments to third parties meant the
firm failed to question their nature and purpose when it ought to have been reasonably obvious to it that
there was a significant corruption risk.

e Aon Limited failed properly to assess the risks involved in its dealings with overseas third parties and
implement effective controls to mitigate those risks.

e Its payment procedures did not require adequate levels of due diligence to be carried out.

e Its authorisation process did not take into account the higher levels of risk to which certain parts of its
business were exposed in the countries in which they operated.

e After establishment, neither relationships nor payments were routinely reviewed or monitored.

e Aon Limited did not provide relevant staff with sufficient guidance or training on the bribery and
corruption risks involved in dealings with overseas third parties.

e [t failed to ensure that the committees it appointed to oversee these risks received relevant management
information or routinely assessed whether bribery and corruption risks were being managed effectively.

See our press release: www.fsa.gov.uk/pages/Library/Communication/PR/2009/004.shtml

Box 6.6: Case study — inadequate anti-bribery and corruption systems and controls

In July 2011, we fined Willis Limited, an insurance intermediary, £6.9m for failing to take appropriate
steps to ensure that payments made to overseas third parties were not used for corrupt purposes. Between
January 2005 and December 2009, Willis Limited made payments totalling £27m to overseas third parties
who helped win and retain business from overseas clients, particularly in high risk jurisdictions.

Willis had introduced anti-bribery and corruption policies in 2008, reviewed how its new policies were
operating in practice and revised its guidance as a result in May 2009. But it should have taken additional
steps to ensure they were adequately implemented.

e Willis failed to ensure that it established and recorded an adequate commercial rationale to support its
payments to overseas third parties.

e It did not ensure that adequate due diligence was carried out on overseas third parties to evaluate the
risk involved in doing business with them.

e [t failed to review in sufficient detail its relationships with overseas third parties on a reqular basis to
confirm whether it was necessary and appropriate to continue with the relationship.

e It did not adequately monitor its staff to ensure that each time it engaged an overseas third party an
adequate commercial rationale had been recorded and that sufficient due diligence had been carried out.

This fine was the largest yet levied by the FSA for failures related to financial crime. See our press release:
www.fsa.gov.uk/pages/Library/Communication/PR/2011/066.shtml.
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6.4  Part 2 of the Guide contains the following additional material on bribery and corruption:
e Chapter 9 summarises the findings of our thematic review Anti-bribery and corruption in
commercial insurance broking and includes guidance on:
o Governance and management information (Box 9.1)
o Risk assessment and responses to significant bribery and corruption events (Box 9.2)
o Due diligence on third-party relationships (Box 9.3)
o Payment controls (Box 9.4)
o Staff recruitment and vetting (Box 9.5)
o Training and awareness (Box 9.6)
o Risk arising from remuneration structures (Box 9.7)
o Incident reporting (Box 9.8)
o The role of compliance and internal audit (Box 9.9)
6.5 To find out more, see:

e The Bribery Act 2010:
www.legislation.gov.uk/ukpga/2010/23/contents

e The Ministry of Justice’s guidance about procedures which relevant commercial organisations can
put into place to prevent persons associated with them from bribing:
www.justice.gov.uk/downloads/guidance/making-reviewing-law/bribery-act-2010-guidance.pdf
(full version)

www.justice.gov.uk/downloads/guidance/making-reviewing-law/bribery-act-2010-quick-start-
guide.pdf (quick-start guide)

¢ Our one-minute guide for smaller firms on anti-bribery and corruption:
www.fsa.gov.uk/smallfirms/resources/one_minute_guides/insurance_intermed/anti_bribery.shtml
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7 Sanctions and asset freezes

Who should read this chapter? All firms are required to comply with the UK’s financial sanctions
regime. The FSA’s role is to ensure that the firms it supervises have adequate systems and controls
to do so. As such, this chapter applies to all firms subject to the financial crime rules in SYSC
3.2.6R or SYSC 6.1.1R. It also applies to e-money institutions and payment institutions within our
supervisory scope.

Firms’ systems and controls should also address, where relevant, the risks they face from weapons
proliferators, although these risks will be very low for the majority of FSA-supervised firms. Box 7.5,
which looks at weapons proliferation, applies to banks carrying out trade finance business and those
engaged in other activities, such as project finance and insurance, for whom the risks are greatest.

Sanctions against Iran* will impose requirements on all firms conducting business linked to that country.

Content: This chapter contains sections on:

e Governance Box 7.1
e Risk assessment Box 7.2
e Screening customers against sanctions lists Box 7.3
e Matches and escalation Box 7.4
e Weapons proliferation Box 7.5
e Case study — deficient sanctions systems and controls Box 7.6

7.1  The UK’s financial sanctions regime, which freezes the UK assets of certain individuals and entities, is
one aspect of the government’s wider approach to economic sanctions. Other elements include export
controls (see the Annex 1 list of common terms) and measures to prevent the proliferation of weapons
of mass destruction.

7.2 The UK financial sanctions regime lists individuals and entities that are subject to financial sanctions.
These can be based in the UK, elsewhere in the EU or the rest of the world. In general terms, the law
requires firms not to provide funds or, in the case of the Terrorism Order?, financial services, to those
on the list, unless a licence is obtained from the Treasury’s dedicated Asset Freezing Unit.* The
Treasury maintains a Consolidated List of financial sanctions targets designated by the United Nations,
the European Union and the United Kingdom, which is available from its website. If firms become
aware of a breach, they must notify the Asset Freezing Unit in accordance with the relevant provisions.

Current sanctions against Iran stem from concerns over its proliferation activity. As well as imposing asset freezes, they prevent firms we
regulate from, among other things, dealing with Iranian banks, establishing subsidiaries in Iran, buying Iranian bonds, making loans to
Iranian oil companies, and insuring Iranian organisations (but not individuals). Fund transfers involving Iran over €10,000 in value need
to be notified to the Treasury, or, in some cases, submitted to them for approval.

The Terrorism (United Nations Measures) Order 2009 (SI 2009/1747)

4 General licences are in place to allow individuals subject to financial sanctions to access basic financial services, for example to insure
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themselves, and to allow insurers to provide services for short periods following a claim (e.g. a hire car after a motor accident). The
Treasury must be informed promptly.
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Alongside financial sanctions, the government imposes controls on certain types of trade. As part of
this, the export of goods and services for use in nuclear, radiological, chemical or biological weapons
programmes is subject to strict controls. Proliferators seek to gain access to this technology illegally:
aiding them is an offence.’

Box 7.1: Governance
The guidance in Box 2.1 on governance in relation to financial crime also applies to sanctions.

Senior management should be sufficiently aware of the firm’s obligations regarding financial sanctions to
enable them to discharge their functions effectively.

Self-assessment questions:
® Has your firm clearly allocated responsibility for adherence to the sanctions regime? To whom?

e How does the firm monitor performance? (For example, statistical or narrative reports on matches
or breaches.)

Examples of good practice

e An individual of sufficient authority is
responsible for overseeing the firm’s adherence to
the sanctions regime.

e It is clear at what stage customers are screened
in different situations (e.g. when customers are
passed from agents or other companies in the

group).
e There is appropriate escalation of actual target

matches and breaches of UK sanctions.
Notifications are timely.

The offence
will depend on
the sanctions
provisions

breached.

5 Aiding proliferators is an offence under the Anti-Terrorism, Crime and Security Act 2001. Note that the Treasury can also use powers
under the Counter Terrorism Act 2008 (see Annex 1) to direct financial firms to, say, cease business with certain customers involved in

proliferation activity.
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Box 7.2: Risk assessment
The guidance in Box 2.3 on risk assessment in relation to financial crime also applies to sanctions.

A firm should consider which areas of its business are most likely to provide services or resources to
individuals or entities on the Consolidated List.

Self-assessment questions:

® Does your firm have a clear view on where within the firm breaches are most likely to occur? (This may
cover different business lines, sales channels, customer types, geographical locations, etc.)

e How is the risk assessment kept up to date, particularly after the firm enters a new jurisdiction or
introduces a new product?

Examples of good practice

e A firm with international operations, or that deals
in currencies other than sterling, understands the
requirements of relevant local financial
sanctions regimes.

e A small firm is aware of the sanctions regime and
where it is most vulnerable, even if risk
assessment is only informal.
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Box 7.3: Screening customers against sanctions lists

A firm should have effective, up-to-date screening systems appropriate to the nature, size and risk of its
business. Although screening itself is not a legal requirement, screening new customers and payments
against the Consolidated List, and screening existing customers when new names are added to the list,
helps to ensure that firms will not breach the sanctions regime. (Some firms may knowingly continue to
retain customers who are listed under UK sanctions: this is permitted if the Asset Freezing Unit has
granted a licence.)

Self-assessment questions:

e When are customers screened against lists, whether the Consolidated List, internal watchlists
maintained by the firm, or lists from commercial providers? (Screening should take place at the time of
customer take-on. Good reasons are needed to justify the risk posed by retrospective screening, such as
the existence of general licences.)

o If a customer was referred to the firm, how does the firm ensure the person is not listed? (Does the
firm screen the customer against the list itself, or does it seek assurances from the referring party?)

® How does the firm become aware of changes to the Consolidated List? (Are there manual or automated
systems? Are customer lists rescreened after each update is issued?)

Examples of good practice

e The firm has considered what mixture of manual
and automated screening is most appropriate.

® There are quality control checks over manual
screening.

e Where a firm uses automated systems these can
make ‘fuzzy matches’ (e.g. able to identify similar
or variant spellings of names, name reversal, digit
rotation, character manipulation, etc.).

e The firm screens customers” directors and known
beneficial owners on a risk-sensitive basis.

e Where the firm maintains an account for a listed
individual, the status of this account is clearly
flagged to staff.

e A firm only places faith in other firms’ screening
(such as outsourcers or intermediaries) after
taking steps to satisfy themselves this is
appropriate.
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Box 7.4: Matches and escalation

When a customer’s name matches a person on the Consolidated List it will often be a “false positive” (e.g.
a customer has the same or similar name but is not the same person). Firms should have procedures for
identifying where name matches are real and for freezing assets where this is appropriate.

Self-assessment questions:

e What steps does your firm take to identify whether a name match is real? (For example, does the firm
look at a range of identifier information such as name, date of birth, address or other customer data?)

e Is there a clear procedure if there is a breach? (This might cover, for example, alerting senior
management, the Treasury and the FSA, and giving consideration to a Suspicious Activity Report.)

Examples of good practice

e Sufficient resources are available to identify
‘false positives'.

e After a breach, as well as meeting its formal
obligation to notify the Asset Freezing Unit, the
firm considers whether it should report the
breach to the FSA.®

6 Chapter 15.3 of the Supervision manual (SUP) of the FSA Handbook contains general notification requirements. Firms are required to tell
us, for example, about significant rule breaches (see SUP 15.3.11R(1)). Firms should therefore consider whether the breach is the result of
any matter within the scope of SUP 15.3, for example a significant failure in their financial crime systems and controls.

54 Financial Services Authority

The offence
will depend on
the sanctions
provisions
breached.

The offence
will depend on
the sanctions
provisions
breached.




Financial crime: a guide for firms
Part 1: A firm’s guide to preventing financial crime

Box 7.5: Weapons proliferation

Alongside financial sanctions, the government imposes controls on certain types of trade in order to
achieve foreign policy objectives. The export of goods and services for use in nuclear, radiological,
chemical or biological weapons programmes is subject to strict controls. Firms’ systems and controls

should address the proliferation risks they face.

Self-assessment questions:

e Does your firm finance trade with high-risk countries? If so, is enhanced due diligence carried out
on counterparties and goods? Where doubt remains, is evidence sought from exporters that the trade

is legitimate?

® Does your firm have customers from high-risk countries, or with a history of dealing with individuals
and entities from such places? If so, has the firm reviewed how the sanctions situation could affect such
counterparties, and discussed with them how they may be affected by relevant regulations?

e What other business takes place with high-risk jurisdictions, and what measures are in place to contain
the risks of transactions being related to proliferation?

Examples of good practice

e A bank has identified if its customers export goods
to high-risk jurisdictions, and subjects transactions
to enhanced scrutiny by identifying, for example,
whether goods may be subject to export
restrictions, or end-users may be of concern.

e Where doubt exists, the bank asks the customer to
demonstrate that appropriate assurances have
been gained from relevant government authorities.

® The firm has considered how to respond if the
government takes action under the Counter-
Terrorism Act 2008 against one of its customers.

Examples of poor practice

® The firm assumes customers selling goods to
countries of concern will have checked the exports
are legitimate, and does not ask for evidence of
this from customers.

® An insurer has not identified whether EU
Regulation 961/2010 affects its relationship with
its customers.

e A firm knows that its customers deal with
individuals and entities from high-risk jurisdictions
but does not communicate with those customers
about relevant regulations in place and how they
affect them.

Box 7.6: Case study — deficient sanctions systems and controls

In August 2010, we fined Royal Bank of Scotland (RBS) £5.6m for deficiencies in its systems and controls

to prevent breaches of UK financial sanctions.

e RBS failed adequately to screen its customers — and the payments they made and received - against the
sanctions list, thereby running the risk that it could have facilitated payments to or from sanctioned

people and organisations.

® The bank did not, for example, screen cross-border payments made by its customers in sterling or euros.

e It also failed to ensure its ‘fuzzy matching’ software remained effective, and, in many cases, did not
screen the names of directors and beneficial owners of customer companies.

The failings led the FSA to conclude that RBS had breached the Money Laundering Regulations 2007, and
our penalty was imposed under that legislation - a first for the FSA.

For more information see our press release:

www.fsa.gov.uk/pages/Library/Communication/PR/2010/130.shtml



http://www.fsa.gov.uk/pages/Library/Communication/PR/2010/130.shtml
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:281:0001:0077:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:281:0001:0077:EN:PDF
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Part 2 of the Guide contains the following additional material on sanctions and assets freezes:

Chapter 8 summarises the findings of our thematic review Financial services firms’ approach to UK
financial sanctions and includes guidance on:

o Senior management responsibility (Box 8.1)
o Risk assessment (Box 8.2)

o DPolicies and procedures (Box 8.3)

o Staff training and awareness (Box 8.4)

o Screening during client take-on (Box 8.5)

o Ongoing screening (Box 8.6)

o Treatment of potential target matches (Box 8.7)

To find out more on financial sanctions, see:

The website of the Treasury’s Asset Freezing Unit:
www.hm-treasury.gov.uk/fin_sanctions_afu.htm

The Treasury also provides information on general licences:
www.hm-treasury.gov.uk/fin_sanctions_general_licences.htm

Part III of the Joint Money Laundering Steering Group’s guidance, which is a chief source of
guidance for firms on this topic:
www.jmlsg.org.uk/download/6130

Our fact sheet on financial sanctions aimed at small firms:
www.fsa.gov.uk/smallfirms/resources/pdfs/Sanctions.pdf

To find out more on trade sanctions and proliferation, see:

Part III of the Joint Money Laundering Steering Group’s guidance on the prevention of money
laundering and terrorist financing, which contains a chapter on proliferation financing that should
be firms’ chief source of guidance on this topic:

www.jmlsg.org.uk/download/6130

The website of the UK’s Export Control Organisation, which contains much useful information,
including lists of equipment requiring a licence to be exported to any destination, because they are
either military items or ‘dual use’ (see the Annex 1 list of common terms). For Iran, the website also
lists goods that require a licence for that destination, and provides guidance on end users of
concern. See:
www.businesslink.gov.uk/bdotg/action/layer?r.s=tl&r.11=1079717544&r.lc=en&r.12=1084228483
&topicld=1084302974

The BIS Iran List, which shows, among other things, entities in Iran who have had export
licenses declined:
www.bis.gov.uk/policies/export-control-organisation/eco-notices-exporters

SOCA’s website, which contains guidelines on how to report suspicions related to weapons
proliferation:
www.soca.gov.uk/about-soca/library/doc_download/297-guidelines-for-counter-proliferation-
financing-reporting.doc

EU Regulation 961/2010, which sets out restrictive measures against Iran:
http://tinyurl.com/961-2011

The FATF website. In June 2008, FATF launched a ‘Proliferation Financing Report’ that includes
case studies of past proliferation cases, including some involving UK banks. This was followed up
with a report in February 2010:

www.fatf-gafi.org/dataoecd/14/21/41146580.pdf
www.fatf-gafi.org/dataoecd/32/40/45049911.pdf.
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Annex 1:
Common terms

This annex provides a list of common and useful terms related to financial crime. It also includes
references to some key legal provisions. It is for reference purposes and is not a list of ‘defined terms’

used in the Guide. This annex does not provide guidance on rules or amend corresponding references in
the FSA Handbook’s Glossary of definitions.

Term Meaning

advance fee fraud

AFU

AML

Annex I financial
institution

asset freezing

Asset Freezing Unit
(AFU)

Banking Consolidation
Directive (BCD)

beneficial owner
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Term Meaning

boiler room

bribery

Bribery Act 2010

CDD

CIFAS

consent

Consolidated List

corruption

Counter-Terrorism
Act 2008

cover payment

CPS
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http://www.hm-treasury.gov.uk/fin_sanctions_index.htm
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Term Meaning

Crown Prosecution
Service (CPS)

CTF

customer due
diligence (CDD)

dual use goods

Data Protection
Act 1998 (DPA)

economic sanctions

EEA firms

Egmont Group

embargos

e-money
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Term Meaning

e-money institutions
(EMIs)

enhanced due
diligence (EDD)

equivalent jurisdiction

export controls

FATF

FATF
Recommendations

FATF Special
Recommendations

FATF-style regional
bodies

FI

Financial Action
Task Force (FATF)
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Term Meaning

financial crime

financial intelligence
unit (FIU)

Financial Investigator

(FI)

financial sanctions
regime

Financial Services
and Markets Act
2000 (FSMA)

Financial Services
Authority (FSA)

FIU

four-eyes procedures

fraud (types of)
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Term Meaning

Fraud Act 2006

FSA

FSMA

FSRB

fuzzy matching

high-value dealer

HM Revenue and
Customs (HMRC)

HMRC

HMT

1Co

1D

identification

IFB

Information
Commissioner’s Office
(1C0)

Information From
Lenders (IFL)

insider fraud
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Term Meaning

Institute of Chartered
Accountants in
England and Wales
(ICAEW)

integration

JMLSG

Joint Money
Laundering Steering
Group (JMLSG)

Know Your Customer
(KYC)

KYC

layering

long firm fraud

Missing Trader
Inter-Community
(MTIC) fraud

MLRO

money laundering

Money Laundering
Directive

Money Laundering
Regulations 2007

Money Laundering
Reporting Officer
(MLRO)
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Term Meaning

money service
business (MSB)

mortgage brokers,
general insurers and
general insurance
intermediaries

MSB

MTIC

National Fraud
Authority (NFA)

NCCT

NFA

nominated officer

non-cooperative
countries and
territories

occasional
transaction
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Term Meaning

Office of Fair Trading
(OFT)

OFT

ongoing monitoring

payment institutions

PEP

placement, layering,
integration

POCA

politically exposed
person (PEP)

Proceeds of Crime
Act 2002 (POCA)

Production Order

proliferation finance
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Term Meaning

recognised
investment
exchanges, and
recognised clearing
houses

reliance

safe deposit boxes

sanctions

SAR

Senior Management
Arrangements,
Systems and Controls
sourcebook

Serious Organised
Crime Agency (SOCA):

simplified due
diligence (SDD)

SOCA
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Term Meaning

Solicitors Regulation
Authority (SRA)

Special
Recommendations

source of funds
and source
of wealth

SRA

STR

Suspicious Activity
Report (SAR)

Suspicious
Transaction Report
(STR)

SWIFT

SYSC

terrorist finance

TF

Third Money
Laundering Directive
(3MLD)
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Term Meaning

tipping off

trade sanctions

Transfer of Funds
(Information on the
Payer) Regulation
2007

Treasury

trust or company
service provision

verification
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Term Meaning

Wire Transfer
Regulation

Wolfsberg Group
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1 Introduction

1.1 Part 2 of Financial crime: a guide for firms contains summaries of, and links to, FSA thematic reviews
of various financial crime risks. It includes the consolidated examples of good and poor practice that
were included with the reviews’ findings. Each chapter includes a statement about those to whom it is
most relevant and, where good and poor practice is included, to whom that guidance applies. We have
suggested where material may be of interest and use to a broader range of firms, but we will only take
guidance as applying to those types of firms to whom we have directly applied it. Each chapter also
includes cross references to relevant chapters in Part 1.

1.2 The statements of our expectations and the examples of good and poor practice in the body of Part 2 have
the same status as in Part 1: they are “general guidance” as defined by section 158 of the Financial Services
and Markets Act 2000. The guidance in Part 2 is not binding and imposes no requirements on firms. Please
refer to Chapter 1 of Part 1 for more information about guidance in the Guide.

1.3 As with Part 1, Part 2 contains guidance on Handbook rules and principles, particularly:

e SYSC 3.2.6R and SYSC 6.1.1R, which require firms to establish and maintain effective systems and
controls to prevent the risk that they might be used to further financial crime;

e Principles 1 (integrity), 2 (skill, care and diligence), 3 (management and control) and 11 (relations
with regulators) of our Principles for Businesses, which are set out in PRIN 2.1.1R;

e the Statements of Principle for Approved Persons set out in APER 2.1.2P; and

* in relation to guidance on money laundering, the rules in SYSC 3.2.6AR to SYSC 3.2.6]G and
SYSC 6.3 (Financial crime).

Chapters 4, 5, and 12 also contain guidance on how firms can meet the requirements of the Money
Laundering Regulations 2007; Chapter 12 also contains guidance on the EU Wire Transfer
Regulation.'

1.4  Not all thematic reviews contain consolidated examples of good and poor practice. All reports do,
however, discuss what we found about the practices in place at the firms we visited. This information is
not guidance, but firms interested in comparing themselves against their peers’ systems and controls
and policies and procedures in the areas covered by the reviews can find more information on this in
the original reports.

[Editor’s note: changes from the original published thematic reports are indicated by underlining (for
additions) and striking through (for deletions).]

1 EU Regulation 1781/2006 on information on the payer. See Part 1 Annex 1 of common terms for more information.

Financial Services Authority 5



Financial crime: a guide for firms

Part 2: Financial crime thematic reviews
Firms’ high-level management of fraud risk (2006)

2 Firms’ high-level management

2.1

2.2

2.3

2.4

2.5

2.6

of fraud risk (2006)

Who should read this chapter? This chapter is relevant to all firms subject to the financial crime rules
in SYSC 3.2.6R and SYSC 6.1.1R and to e-money institutions and payment institutions within our
supervisory scope.

In February 2006 we reviewed a sample of 16 firms (predominantly larger financial services groups) to
assess how firms’ senior management were managing fraud risk.

The findings of the review reflected our overall expectation that firms’ senior management should be
proactive in taking responsibility for identifying and assessing fraud risk and the adequacy of existing
controls, and ensure that, if necessary, appropriate additional controls are put in place. We expect a
firm to consider the full implications of the fraud risks it faces, which may have wider effects on its
reputation, its customers and the markets in which it operates.

The report emphasised that fraud is more than just a financial crime issue for firms; it is also a
reputational one for the industry as a whole. The report concluded that while there had been some
improvement in the management of fraud there was still more that firms could be doing to ensure
fraud risk was managed effectively.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 4 (Fraud) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/fraud_risk.pdf

Consolidated examples of good and poor practice

This report did not contain consolidated examples of good and poor practice.
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3 Review of private banks’

3.1

3.2

3.3

3.4

3.5

3.6

3.7

anti-money laundering
systems and controls (2007)

Who should read this chapter? This chapter is relevant to private banks (firms which provide
banking and investment services in a closely managed relationship to high net-worth clients) and
other firms conducting business with customers, such as PEPs, who might pose a higher risk of
money laundering. It may also be of interest to other firms we supervise under the Money
Laundering Regulations 2007.

In July 2007 we undertook a review of the anti-money laundering (AML) systems and controls at
several FSA-regulated private banks. The review was conducted in response to a report by our
Intelligence team, which had highlighted the high risk of money laundering within private banking.

This sector is particularly susceptible to money laundering and firms are expected to have high-
standard AML systems and controls in place in order to mitigate these risks. The review focused on
firms’ policies and procedures for identifying, assessing, monitoring and managing the risks with a
strong focus on high-risk clients and Politically Exposed Persons (PEPs).

The key areas examined in depth were a consideration of senior managements’ risk appetite and the
level of customer due diligence that took place.

Overall we found that the private banks covered by our review acknowledged the relatively high risk of
money laundering within their business activities and recognised the need to develop and implement
strong AML systems and controls. The report also emphasised that private banks should obtain and
keep up-to-date information on clients.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 3 (Money laundering and terrorist financing) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/money_laundering/systems.pdf

Consolidated examples of good and poor practice

This report did not contain consolidated examples of good and poor practice.
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4 Automated Anti-Money

4.1

4.2

4.3

4.4

4.5

Laundering Transaction
Monitoring Systems (2007)

Who should read this chapter? This chapter is relevant, and its statements of good and poor practice
apply, to all firms for whom we are the supervisory authority under the Money Laundering
Regulations 2007.

The extent to which we expect a firm to use automated anti-money laundering transaction
monitoring (AML TM) systems depends on considerations such as the nature and scale of its
business activities. There may be firms, particularly, smaller firms, that monitor credibly and
effectively using manual procedures. This chapter will not apply to such firms where they do not,
and are not intending to, use AML TM systems, although it may still be of interest to them.

We wrote a short report on automated Anti-Money Laundering Transaction Monitoring Systems in
July 2007. This was in anticipation of the fact that transaction monitoring would become compulsory
following the implementation of the Money Laundering Regulations 2007.

The report explains that we did not anticipate that there would be major changes in firms’ practice, as
the new framework expressed in law what firms were already doing. Instead, it is to be read as
feedback on good practice to assist firms in complying with the Money Laundering Regulations 2007.

The report confirms our expectation that senior management should be in a position to monitor the
performance of transaction monitoring (TM) systems, particularly at firms that experience operational
or performance issues with their systems, to ensure issues are resolved in a timely fashion. Particular
examples of good practice include transaction monitoring and profiling; especially ensuring unusual
patterns of customer activity are identified.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 3 (Money laundering and terrorist financing) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/money_laundering/aml_system.pdf

Consolidated examples of good and poor practice

This report contained the following Examples of good practice:
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Box 4.1: Statement of good practice

® Depending on the nature and scale of a firm's business activities, automated AML T™M
systems may be an important component of an effective overall AML control environment.

Methodologies

® TM systems use profiling and/or rules-based monitoring methods.

e Profiling identifies unusual patterns of customer activity by applying statistical modelling
techniques. These compare current patterns of activity to historical activity for that
customer or peer group.

e Rules-based monitoring compares customer activity to fixed pre-set thresholds or patterns
to determine if it is unusual.

Development and implementation

e A clear understanding of what the system will deliver and what constraints will be imposed
by the limitations of the available data (including any issues arising from data cleanliness
or legacy systems).

e Consideration of whether the vendor has the skills, resources and ability to deliver the
promised service and provide adequate ongoing support.

e Maintenance of good working relations with the vendor, e.g. when collaborating to agree
detailed system configuration.

e Use of recommended hardware, not necessarily a firm's own standard, to reduce processing
problems, or otherwise finding a solution that is a good fit with a firm's existing infrastructure.

e A full understanding of the data being entered into the system and of the
business's requirements.

® Regular housekeeping and database maintenance (operational resilience is vital to ensure
that queries do not back up).

e Careful consideration of the risks of commissioning a bespoke vendor system, which may
be incompatible with future standard product upgrades.

¢ Continued allocation of sufficient resources to ensureirg manual internal suspicion
reporting is effective, as TM can supplement, but not replace, human awareness in day-to-
day business.

Effectiveness

e Analyse system performance at a sufficiently detailed level, for example on a rule-by-rule
basis, to understand the real underlying drivers of the performance results.

e Set systems so they do not generate fewer alerts simply to improve performance statistics.
There is a risk of 'artificially' increasing the proportion of alerts that are ultimately
reported as suspicious activity reports without generating an improvement in the quality
and quantity of the alerts being generated.
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Box 4.1: Statement of good practice

® Deploy analytical tools to identify suspicious activity that is currently not being flagged by
existing rules or profile-based monitoring.

e Allocate adequate resources to analysing and assessing system performance, in particular
to define how success is measured and produce robust objective data to analyse
performance against these measures.

e Consistently monitor from one period to another, rather than on an intermittent basis, to
ensure that performance data is not distorted by, for example, ad hoc decisions to run
particular rules at different times.

e Measure performance as far as possible against like-for-like comparators, e.g. peers
operating in similar markets and using similar profiling and rules.

Oversight

e Senior management should be in a position to monitor the performance of TM systems,
particularly at firms that are experiencing operational or performance issues with their
systems, so that issues are resolved in a timely fashion.

e Close involvement of the project management process by major business unit stakeholders
and IT departments is an important component of successful system implementation.

Reporting & review

e There should be a clear allocation of responsibilities for reviewing, investigating and
reporting details of alerts generated by TM systems. Those responsible for this work should
have appropriate levels of skill and be subject to effective operational control and quality
assurance processes.
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5 Review of firms’
implementation of a risk-based
approach to anti-money
laundering (AML) (2008)

Who should read this chapter? This chapter is relevant, and its statements of good and poor practice
apply, to all firms for whom we are the supervisory authority under the Money Laundering
Regulations 2007.

5.1 In March 2008 we conducted a review of firms’ implementation of a risk-based approach to
anti-money laundering. This followed the move to a more principles-based regulatory strategy from
August 2006, when we replaced the detailed rules contained in the Money Laundering sourcebook with
high-level rules in the Senior Management Arrangements, Systems and Controls sourcebook (SYSC) of
our Handbook.

5.2 We visited 43 firms in total and gathered additional information from approximately 90 small firms
with a survey. The report explored in depth a number of key areas that required improvement,
including a review of staff training and the need to ensure staff are aware that it is a constant
requirement to ensure AML policies and procedures are up to date and effective.

5.3 Due to the wide range of firms we visited, there were a number of different findings. There were many
examples of good practice, particularly in the way the larger firms had fully embraced the risk-based
approach to AML and senior management’s accountability for effective AML. We also recognised that
smaller firms, which generally represent lower risk, had fewer resources to devote to money laundering
risk assessment and mitigation.

5.4  The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 3 (Money laundering and terrorist financing) of Part 1 of this Guide.

Our findings

5.5 You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/jmlsg_guidance.pdf

Consolidated examples of good and poor practice
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Box 5.1: Firms’ implementation of a risk-based approach to AML

Examples of good practice:

e One large firm’s procedures required it to
undertake periodic Know Your Customer
(KYC)/Customer Due Diligence (CDD) reviews of
existing clients. The depth of the review is
determined by the risk ranking assigned to the
client. Clients rated A and B are reviewed every
three years; Cs every two years; and Ds and Es
are reviewed annually. For lower risk (A-C)
clients, the review may amount to no more than
refreshing the client’s file to take account of:
significant changes in ownership or
capitalisation; changes in the client’s line of
business; addition of a Politically Exposed
Person (PEP) to shareholders or senior
management; or any negative news on the
client’s owners or senior managers. For high risk
(D or E) clients, visits to the client are
necessary to provide an extra layer of comfort.
Such visits would typically cover: review of
client’s client take-on procedures; sample
testing of KYC documentation on underlying
clients; and, obtaining answers to outstanding
queries on, e.g., annual AML certification,
transaction queries, and potential PEP or
sanctions hits.

® One building society undertook a comprehensive
policy review following the publication of the
2006 JMLSG? guidance, in order to identify
which parts of the business were affected and
what action was needed. It identified eight core
business areas, which represented the key
operational areas exposed to risk from money
laundering. These business areas were ranked in
order of risk and formed into workstreams. The
local managers from each workstream business
area were then trained by the Compliance Policy
Team, using a series of presentations and
individual workshops, to understand the impact
of the risk-based approach, their individual
responsibilities and the appropriate customer
due diligence policies. These managers were
then required to apply this awareness and their
existing knowledge of their workstreams’
business activities to create documented risk
profiles covering customers, products, delivery
channels and geography. The risk profiles were
graded as Red, Amber and Green and customer
due diligence and monitoring requirements set
at appropriate levels.

Joint Money Laundering Steering Group. See Part 1 Annex 1 for common terms
Money Laundering Reporting Officer. See Part 1 Annex 1 for common terms.

Suspicious Activity Report. See Part 1 Annex 1 for common terms.
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Box 5.1: Firms’ implementation of a risk-based approach to AML

Examples of good practice:

e In response to the SYSC changes, one major
bank decided to appoint the MLRO’s line
manager as the designated director with
overarching responsibility for AML controls. This
director was seen as the obvious choice for the
role, given that his portfolio of responsibilities
included fraud, risk and money laundering. The
bank’s decision formally to appoint a Board-level
senior manager to this position was viewed as
reinforcing the importance of having in place a
robust AML control framework. Following his
appointment, the director decided that the
management information (MI) on AML issues he
had hitherto received was too ad hoc and
fragmented. So the SYSC/JMLSG changes proved
to be a catalyst for the bank establishing more
organised MI and a Group-level Financial Risk
Committee to consider relevant issues. (In the
past, various Risk Committees had considered
such issues.) The new Committee’s remit covered
fraud, money laundering and sanctions issues;
however, its primary focus was AML.

® One large bank judged that staff AML training
and awareness were suitable for the
development of a risk-based approach. It saw a
need to differentiate between AML requirements
in various business units, so that training could
be adapted to the needs of the job. So in Retail,
training had been re-designed to produce a
more balanced package. Accordingly, staff were
required to undertake one training module per
quarter, with the emphasis on a different area in
each module and a test taken every quarter. The
aim was to see what impact this constant ‘drip
feed” of training had on suspicious activity
reporting. At the time of our visit, this bank was
also in the throes of merging its anti-fraud and
AML training. The overall objective was to make
it more difficult for criminals to do business
with the bank undetected.
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6 Data security in
Financial Services (2008)

Who should read this chapter? This chapter is relevant, and its statements of good and poor
practice apply, to all firms subject to the financial crime rules in SYSC 3.2.6R or SYSC 6.1.1R and
to e-money institutions and payment institutions within our supervisory scope.

Content: This chapter contains sections on:

e Governance Box 6.1
e Training and awareness Box 6.2
e Staff recruitment and vetting Box 6.3
e Controls — access rights Box 6.4
e Controls — passwords and user accounts Box 6.5
e Controls — monitoring access to customer data Box 6.6
e Controls — data back-up Box 6.7
e Controls — access to the internet and email Box 6.8
e Controls — key-logging devices Box 6.9
e Controls - laptop Box 6.10
e Controls — portable media including USB devices and CDs Box 6.11
e Physical security Box 6.12
e Disposal of customer data Box 6.13
e Managing third party suppliers Box 6.14
e Internal audit and compliance monitoring Box 6.15
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6.1 In April 2008 we published the findings of our thematic review on how financial services firms in the
UK were addressing the risk that customer data may be lost or stolen and used to commit fraud or
other financial crime. We visited 39 firms, including retail and wholesale banks, investment firms,
insurance companies, financial advisers and credit unions. We also took into account our experience of
data loss incidents dealt with by our Financial Crime Operations Team: during 2007, the team dealt
with 56 cases of lost or stolen data from financial services firms.

6.2 We found a wide variation between good practices demonstrated by firms that were committed to
ensuring data security and weakness in firms that were not taking adequate steps. Overall, we found
that data security in financial services firms needed to be improved significantly.

6.3  The report concluded that poor data security was a serious, widespread and high-impact risk, and that
firms were often failing to consider the wider risks of identity fraud which could occur from cases of
significant data loss and the impact of this on consumers. We found that firms lacked a clear
understanding of these risks and were therefore failing properly to inform customers, resulting in a lack
of transparency.

6.4  The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 5 (Data security) of Part 1 of this Guide.

Our findings

6.5  You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/data_security.pdf

Consolidated examples of good and poor practice

Box 6.1: Governance

Examples of good practice:

e Identification of data security as a key specific
risk, subject to its own governance, policies and
procedures and risk assessment.

e A senior manager with overall responsibility for
data security, specifically mandated to manage
data security risk assessment and communication
between the key stakeholders within the firm
such as: senior management, information
security, Human Resources, financial crime,
security, IT, compliance and internal audit.

e A specific committee with representation from
relevant business areas to assess, monitor and
control data security risk, which reports to the
firm’s Board. As well as ensuring coordinated risk
management, this structure sends a clear message
to all staff about the importance of data security.

e Written data security policies and procedures that
are proportionate, accurate and relevant to staff’s
day-to-day work.
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Box 6.1: Governance

Examples of good practice:

® An open and honest culture of communication
with pre-determined reporting mechanisms that
make it easy for all staff and third parties to
report data security concerns and data loss
without fear of blame or recrimination.

e Firms seeking external assistance if they feel they
do not have the necessary expertise to complete
a data security risk assessment themselves.

e Firms liaising with peers and others to increase
their awareness of data security risk and the
implementation of good systems and controls.

e Detailed plans for reacting to a data loss
including when and how to communicate with
affected customers.

e Firms writing to affected customers promptly after
a data loss, telling them what has been lost and
how it was lost.

e Firms offering advice on protective measures
against identity fraud to consumers affected by
data loss and, where appropriate, paying for such
services to be put in place.

Box 6.2: Training and awareness

Examples of good practice:

e Innovative training and awareness campaigns
that focus on the financial crime risks arising
from poor data security, as well as the legal and
regulatory requirements to protect customer data.

® (lear understanding among staff about why data
security is relevant to their work and what they
must do to comply with relevant policies and
procedures.

e Simple, memorable and easily digestible guidance
for staff on good data security practice.

e Testing of staff understanding of data security
policies on induction and once a year after that.

e Competitions, posters, screensavers and group
discussion to raise interest in the subject.
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Box 6.3: Staff recruitment and vetting

Examples of good practice:

e Vetting staff on a risk-based approach, taking
into account data security and other fraud risk.

® Enhanced vetting - including checks of credit
records, criminal records, financial sanctions
lists and the CIFAS Staff Fraud Database - for
staff in roles with access to large amounts of
customer data.

e Liaison between HR and Financial Crime to
ensure that financial crime risk indicators are
considered during the vetting process.

¢ A good understanding of vetting conducted
by employment agencies for temporary and
contract staff.

® Formalised procedures to assess regularly
whether staff in higher-risk positions are
becoming vulnerable to committing fraud or
being coerced by criminals.

Box 6.4: Controls — Access rights

Examples of good practice:

e Specific IT access profiles for each role in the
firm, which set out exactly what level of IT access
is required for an individual to do their job.

e If a staff member changes roles or
responsibilities, all IT access rights are deleted
from the system and the user is set up using the
same process as if they were a new joiner at the
firm. The complexity of this process is
significantly reduced if role-based IT access
profiles are in place - the old one can simply be
replaced with the new.

® A clearly-defined process to notify IT of
forthcoming staff departures in order that IT
accesses can be permanently disabled or deleted
on a timely and accurate basis.

® A regular reconciliation of HR and IT user records
to act as a failsafe in the event of a failure in the
firm’s leavers process.

® Regular reviews of staff IT access rights to ensure
that there are no anomalies.

e ‘| east privilege” access to call recordings and
copies of scanned documents obtained for ‘know
your customer’ purposes.
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Box 6.4: Controls — Access rights

Examples of good practice:

e Authentication of customers’ identities using, for
example, touch-tone telephone before a
conversation with a call centre adviser takes
place. This limits the amount of personal
information and/or passwords contained in call
recordings.

e Masking credit card, bank account details and
other sensitive data like customer passwords
where this would not affect employees” ability to
do their job.

Box 6.5: Controls — passwords and user accounts

Examples of good practice:

e Individual user accounts - requiring passwords —
in place for all systems containing customer data.

e Password standards at least equivalent to those
recommended by Get Safe Online - a government-
backed campaign group. In July 2011A¢ present,
their recommended standard for passwords wasis
a combination of letters, numbers and keyboard
symbols at least sever eight characters in length

and changed regularly.

e Measures to ensure passwords are robust. These
might include controls to ensure that passwords
can only be set in accordance with policy and the
use of password-cracking software on a risk-based
approach.

e ‘Straight-through processing’, but only if
complemented by accurate role-based access
profiles and strong passwords.
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Box 6.6: Controls — monitoring access to customer data

Examples of good practice:

e Risk-based, proactive monitoring of staff's access
to customer data to ensure it is being accessed
and/or updated for a genuine business reason.

e The use of software designed to spot suspicious
activity by employees with access to customer
data. Such software may not be useful in its ‘off-
the-shelf’ format so it is good practice for firms
to ensure that it is tailored to their business
profile.

e Strict controls over superusers’ access to
customer data and independent checks of their
work to ensure they have not accessed,
manipulated or extracted data that was not
required for a particular task.

Box 6.7: Controls — data back-up

Examples of good practice:

e Firms conducting a proper risk assessment of
threats to data security arising from the data
back-up process - from the point that back-up
tapes are produced, through the transit process
to the ultimate place of storage.

e Firms encrypting backed-up data that is held
off-site, including while in transit.

® Regular reviews of the level of encryption to
ensure it remains appropriate to the current risk
environment.

e Back-up data being transferred by secure
Internet links.

® Due diligence on third parties that handle
backed-up customer data so the firm has a good
understanding of how it is secured, exactly who
has access to it and how staff with access to it
are vetted.

e Staff with responsibility for holding backed-up
data off-site being given assistance to do so
securely. For example, firms could offer to pay
for a safe to be installed at the staff member’s
home.

e Firms conducting spot checks to ensure that
data held off-site is heldderese in accordance
with accepted policies and procedures.
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Box 6.8: Controls — access to the internet and email

Examples of good practice:

e Giving internet and email access only to staff
with a genuine business need.

e Considering the risk of data compromise when
monitoring external email traffic, for example by
looking for strings of numbers that might be
credit card details.

e Where proportionate, using specialist IT software
to detect data leakage via email.

e Completely blocking access to all internet
content which allows web-based communication.
This content includes web-based email,
messaging facilities on social networking sites,
external instant messaging and ‘peer-to-peer’
file-sharing software.

e Firms that provide cyber-cafes for staff to use
during breaks ensuring that web-based
communications are blocked or that data cannot
be transferred into the cyber-cafe, either in
electronic or paper format.

Box 6.9: Controls - key-logging devices

Examples of good practice:

® Regular sweeping for key-logging devices in parts
of the firm where employees have access to large
amounts of, or sensitive, customer data. (Firms
will also wish to conduct sweeps in other
sensitive areas. For example, where money can
be transferred.)

e Use of software to determine whether unusual or
prohibited types of hardware have been attached
to employees’ computers.

® Raising awareness of the risk of key-logging
devices. The vigilance of staff is a useful method
of defence.

e Anti-spyware software and firewalls etc in place
and kept up to date.

Box 6.10: Controls - laptop

Examples of good practice:

e The encryption of laptops and other portable
devices containing customer data.
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Box 6.10: Controls - laptop

Examples of good practice:
e Controls that mitigate the risk of employees

failing to follow policies and procedures. We
have dealt with several cases of lost or stolen

laptops #+the—past-year that arose from firms’
staff not doing what they should.

e Maintaining an accurate register of laptops
issued to staff.

e Regular audits of the contents of laptops to
ensure that only staff who are authorised to
hold customer data on their laptops are doing so
and that this is for genuine business reasons.

e The wiping of shared laptops” hard drives
between uses.

Box 6.11: Controls — portable media including USB devices and CDs

Examples of good practice:

e Ensuring that only staff with a genuine business
need can download customer data to portable
media such as USB devices and CDs.

e Ensuring that staff authorised to hold customer
data on portable media can only do so if it is
encrypted.

e Maintaining an accurate register of staff allowed
to use USB devices and staff who have been
issued USB devices.

e The use of software to prevent and/or detect
individuals using personal USB devices.

e Firms reviewing regularly and on a risk-based
approach the copying of customer data to
portable media to ensure there is a genuine
business reason for it.

e The automatic encryption of portable media
attached to firms" computers.

e Providing lockers for higher-risk staff such as
call centre staff and superusers and restricting
them from taking personal effects to their desks.
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Box 6.12: Physical security

Examples of good practice:

e Appropriately restricted access to areas where
large amounts of customer data #sare accessible,
such as server rooms, call centres and filing areas.

e Using robust intruder deterrents such as keypad
entry doors, alarm systems, grilles or barred
windows, and closed circuit television (CCTV).

® Robust procedures for logging visitors and
ensuring adequate supervision of them while
on-site.

e Training and awareness programmes for staff to
ensure they are fully aware of more basic risks to
customer data arising from poor physical security.

¢ Employing security guards, cleaners etc directly to
ensure an appropriate level of vetting and reduce
risks that can arise through third party suppliers
accessing customer data.

e Using electronic swipe card records to spot
unusual behaviour or access to high risk areas.

e Keeping filing cabinets locked during the day and
leaving the key with a trusted member of staff.

¢ An enforced clear-desk policy.

Box: 6.13: Disposal of customer data

Examples of good practice:

e Procedures that result in the production of as
little paper-based customer data as possible.

e Treating all paper as ‘confidential waste” to
eliminate confusion among employees about
which type of bin to use.

e All customer data disposed of by employees
securely, for example by using shredders
(preferably cross-cut rather than straight-line
shredders) or confidential waste bins.

e Checking general waste bins for the accidental
disposal of customer data.

e Using a third party supplier, preferably one with
BSIA® accreditation, which provides a certificate
of secure destruction, to shred or incinerate
paper-based customer data. It is important for
firms to have a good understanding of the
supplier’s process for destroying customer data
and their employee vetting standards.

5 British Security Industry Association
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Box: 6.13: Disposal of customer data

Examples of good practice:

e Providing guidance for travelling or home-based
staff on the secure disposal of customer data.

e Computer hard drives and portable media being
properly wiped (using specialist software) or
destroyed as soon as they become obsolete.

Box 6.14: Managing third-party suppliers

Examples of good practice:

e Conducting due diligence of data security
standards at third-party suppliers before
contracts are agreed.

e Regular reviews of third-party suppliers” data
security systems and controls, with the frequency
of review dependent on data security risks
identified.

e Ensuring third-party suppliers’ vetting standards
are adequate by testing the checks performed on
a sample of staff with access to customer data.

e Only allowing third-party IT suppliers access to
customer databases for specific tasks on a case-
by-case basis.

e Third-party suppliers being subject to procedures
for reporting data security breaches within an
agreed timeframe.

e The use of secure internet links to transfer data
to third parties.

Box 6.15: Internal audit and compliance monitoring

Examples of good practice:

e Firms seeking external assistance where
they do not have the necessary in-house
expertise or resources.

e Compliance and internal audit conducting
specific reviews of data security which cover all
relevant areas of the business including IT,
security, HR, training and awareness, governance
and third-party suppliers.

e Firms using expertise from across the business to
help with the more technical aspects of data
security audits and compliance monitoring.
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controls in offshore centres
(2008)

Who should read this chapter? This chapter is relevant to:
e all firms subject to the financial crime rules in SYSC 3.2.6R or SYSC 6.1.1R; and

® e-money institutions and payment institutions within our supervisory scope who have or are
considering establishing operations in offshore centres.

In the second half of 2008 we reviewed how financial services firms in the UK were addressing
financial crime risks in functions they had moved to offshore centres. The review followed on from our
report into data security in financial services (April 2008 —
http://www.fsa.gov.uk/pubs/other/data_security.pdf).

The main financial crime risks we reviewed were: customer data being lost or stolen and used to
facilitate fraud; money laundering; and fraud. The review found that, while there were good data
security controls in place across the industry, continued effort was required to ensure controls did not
break down and that they remained ‘valid and risk-based’.

The review emphasised the importance of appropriate vetting and training of all staff, particularly with
regard to local staff who had financial crime responsibilities. An examination revealed that training in
this area was often lacking and not reflective of the needs of, and work done by, members of staff. The
report emphasised that senior management should ensure that staff operating in these roles were given
proper financial crime training as well as ensuring they possessed the appropriate technical know-how.
The review also highlighted that, due to high staff turnover, firms needed appropriate and thorough
vetting controls to supplement inadequate local electronic intelligence and search systems.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 5 (Data security) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pages/About/What/financial_crime/library/reports/review_offshore.shtml

Consolidated examples of good and poor practice

This report did not contain consolidated examples of good and poor practice.
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8 Financial services

8.1

8.2

8.3

firms’ approach to
UK financial sanctions

Who should read this chapter? This chapter is relevant, and its statements of good and poor practice
apply, to all firms subject to the financial crime rules in SYSC 3.2.6R or SYSC 6.1.1R and to e-
money institutions and payment institutions within our supervisory scope.

Content: This chapter contains sections on:

e Senior management responsibility Box 8.1
e Risk assessment Box 8.2
e Policies and procedures Box 8.3
e Staff training and awareness Box 8.4
e Screening during client take-on Box 8.5
e Ongoing screening Box 8.6
e Treatment of potential target matches Box 8.7

In April 2009 we published the findings of our thematic review of firms’ approach to UK financial
sanctions. We received 228 responses to an initial survey from a broad range of firms across the
financial services industry, ranging from small firms to major financial groups, both retail and
wholesale. Tailored surveys were sent to different types of firms to ensure that the questions were
relevant to the nature and scale of the business of each firm. We then selected a sub-sample of 25 firms
to visit to substantiate the findings from the surveys.

The review highlighted areas where there was significant scope across the industry for improvement in
firms’ systems and controls to comply with the UK financial sanctions regime. We found that, while
some firms had robust systems in place that were appropriate to their business need, others, including
some major firms, lacked integral infrastructure and struggled with inappropriate systems for their
business. In small firms in particular, we found a widespread lack of awareness of the UK financial
sanctions regime.

The report examined a number of key areas of concern which included an in-depth look at whether
senior management were aware of their responsibilities and, if so, were responding in an appropriate
manner. We also identified issues over the implementation of policies and procedures, particularly
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8.5
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those put in place to ensure that staff were adequately trained, were kept aware of changes in this area,
and knew how to respond when sanctions were imposed. We also had concerns about firms’ screening
of clients, both initially and as an ongoing process.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 7 (Sanctions and asset freezes) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/Sanctions_final_report.pdf

Consolidated examples of good and poor practice

Box 8.1: Senior management responsibility

Examples of good practice:

o Full-senierSenior management ard/erBeoard-tevet
involvement in approving and taking
responsibility for policies and procedures.

® High A level of senior management awareness of
the firm’s obligations regarding financial
sanctions sufficient to enable them to discharge
their functions effectively.

e Appropriate escalation Serieraragement
invelvement in cases where a potential target

match cannot easily be verified.

e Adequate and appropriate resources allocated by
senior management.

® Appropriate escalation of actual target matches
and breaches of UK financial sanctions. Serier

. Igll sse—al I e e o
. . ool ‘

Box 8.2: Risk assessment

Examples of good practice:

e Conducting a comprehensive risk assessment,
based on a good understanding of the financial
sanctions regime, covering the risks that may
be posed by clients, transactions, services,
products and jurisdictions.

e Taking into account associated parties, such as
directors and beneficial owners.

e A formal documented risk assessment with a
clearly documented rationale for the approach.
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Box 8.3: Policies and procedures

Examples of good practice:

e Documented policies and procedures in place,
which clearly set out a firm’s approach to
complying with its legal and regulatory
requirements in this area.

® Group-wide policies for UK financial sanctions

screening aeress—the—growp, to ensure that

business unit-specific policies and procedures

reflect at the veryteastthe—mintmum standard

set out in group policy.

e Effective procedures to screen against the
Consolidated List*Freasury-Hst that are
appropriate for the business, covering
customers, transactions and services across all
products and business lines.

e (lear, simple and well understood escalation
procedures to enable staff to raise financial
sanctions concerns with management.

e Regular review and update of policies and
procedures.

e Regular reviews of the effectiveness of policies,
procedures, systems and controls by the firm’s
internal audit function or another independent
party.

® Procedures that include ongoing
monitoring/screening of clients.

Box 8.4: Staff training and awareness

Examples of good practice:

e Reqularly updated training and awareness
programmes that are relevant and appropriate
for employees” particular roles.

e Testing to ensure that employees have a good
understanding of financial sanctions risks and
procedures.

e Ongoing monitoring of employees” work to
ensure they understand the financial sanctions
procedures and are adhering to them.

e Training provided to each business unit covering
both the group-wide and business unit-specific
policies on financial sanctions.

6 See Part 1 Annex 1 for descriptions of common terms
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Box 8.5: Screening during client take-on

Examples of good practice:

e An effective screening system appropriate to the
nature, size and risk of the firm’s business.

e Screening against the Consolidated ListFreastry
Hst at the time of client take-on before
providing any services or undertaking any
transactions for a customer.

e Screening directors and beneficial owners of
corporate customers.

e Screening third party payees where adequate
information is available.

e Where the firm’s procedures require dual control
(e.g. a ‘four eyes’ check) to be used, having in
place an effective process to ensure this
happens.

e The use of ‘fuzzy matching” where automated
screening systems are used.

e Where a commercially available automated
screening system is implemented, making sure
that there is a full understanding of the
capabilities and limits of the system.

Box 8.6: Ongoing screening

Examples of good practice:

e Screening of the entire client base within a
reasonable time following updates to the

Consolidated ListFreastry-tist.

e Ensuring that customer data used for ongoing
screening is up to date and correct.
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Box 8.6: Ongoing screening

Examples of good practice:

e Processes that include screening for indirect as
well as direct customers and also third party
payees, wherever possible.

® Processes that include screening changes to
corporate customers’ data (e.g. when new
directors are appointed or if there are changes
to beneficial owners).

e Regular reviews of the calibration and rules of
automated systems to ensure they are operating
effectively.

e Screening systems calibrated in accordance with
the firm’s risk appetite, rather than the settings
suggested by external software providers.

e Systems calibrated to include ‘fuzzy matching’,
including name reversal, digit rotation and
character manipulation.

e Flags on systems prominently and clearly
identified.

e Controls that require referral to relevant
compliance staff prior to dealing with flagged
individuals or entities.

Box 8.7: Treatment of potential target matches

Examples of good practice:

® Procedures for investigating whether a
potential match is an actual target match or a
false positive.

e Procedures for freezing accounts where an
actual target match is identified.

e Procedures for notifying the Treasury’s AFU
promptly of any confirmed matches.

e Procedures for notifying senior management of
target matches and cases where the firm
cannot determine whether a potential match is
the actual target on the Consolidated

e A clear audit trail of the investigation of
potential target matches and the decisions and
actions taken, such as the rationale for
deciding that a potential target match is a
false positive.

Financial Services Authority 29



Financial crime: a guide for firms
Part 2: Financial crime thematic reviews
Anti-bribery and corruption in commercial insurance broking (2010)

9 Anti-bribery and corruption in

commercial insurance broking
(2010)

Who should read this chapter? This chapter is relevant, and its statements of good and poor practice

apply, to:

e commercial insurance brokers and other firms who are subject to the financial crime rules in SYSC
3.2.6R or SYSC 6.1.1R; and

® e-money institutions and payment institutions within our supervisory scope.

Except that Box 9.3 and Box 9.4 only apply to those firms or institutions who use third parties to win
business. It may also be of interest to other firms who are subject to SYSC 3.2.6R and SYSC 6.1.1R.

Content: This chapter contains sections on:

e Governance and management information Box 9.1
e Risk assessment and responses to significant bribery and corruption events Box 9.2
¢ Due diligence on third-party relationships Box 9.3
e Payment controls Box 9.4
e Staff recruitment and vetting Box 9.5
e Training and awareness Box 9.6
e Risk arising from remuneration structures Box 9.7
¢ Incident reporting Box 9.8
e The role of compliance and internal audit Box 9.9

9.1 In May 2010 we published the findings of our review into the way commercial insurance broker firms
in the UK addressed the risks of becoming involved in corrupt practices such as bribery. We visited 17
broker firms. Although this report focused on commercial insurance brokers, the findings are relevant
in other sectors.

9.2 The report examined standards in managing the risk of illicit payments or inducements to, or on behalf
of, third parties in order to obtain or retain business.
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The report found that many firms’ approach towards high-risk business was not of an acceptable
standard and that there was a risk that firms were not able to demonstrate that adequate procedures
were in place to prevent bribery from occurring.

The report identified a number of common concerns including weak governance and a poor
understanding of bribery and corruption risks among senior managers as well as very little or no
specific training and weak vetting of staff. We found that there was a general failure to implement a
risk-based approach to anti-bribery and corruption and very weak due diligence and monitoring of
third-party relationships and payments.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 6 (Bribery and corruption) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/anti_bribery.pdf

Consolidated examples of good and poor practice

Box 9.1: Governance and management information

Examples of good practice:

e (Clear, documented responsibility for anti-bribery
and corruption apportioned to either a single
senior manager or a committee with appropriate
Terms of Reference and senior management
membership, reporting ultimately to the Board.

® Good Board-level and senior management
understanding of the bribery and corruption risks
faced by the firm, the materiality to their business
and how to apply a risk-based approach to anti-
bribery and corruption work.

e Swift and effective senior management-led
response to significant bribery and corruption
events, which highlight potential areas for
improvement in systems and controls.

® Regular MI to the Board and other relevant senior
management forums.

e MIincludes information about third parties
including (but not limited to) new third party
accounts, their risk classification, higher risk third
party payments for the preceding period, changes
to third-party bank account details and unusually
high commission paid to third parties.

e MI submitted to the Board ensures they are
adequately informed of any external developments
relevant to bribery and corruption.

e Actions taken or proposed in response to issues
highlighted by MI are minuted and acted on
appropriately.
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Box 9.2: Risk assessment and responses to significant bribery and corruption events

Examples of good practice:

® Regular assessments of bribery and corruption
risks with a specific senior person responsible
for ensuring this is done, taking into account
the country and class of business involved as
well as other relevant factors.

e More robust due diligence on and monitoring of
higher risk third-party relationships.

e Thorough reviews and gap analyses of systems
and controls against relevant external events,
with strong senior management involvement or
sponsorship.

® Ensuring review teams have sufficient knowledge
of relevant issues and supplementing this with
external expertise where necessary.

e Establishing clear plans to implement
improvements arising from reviews, including
updating policies, procedures and staff training.

¢ Adequate and prompt reporting to SOCA’ and us
of any inappropriate payments identified during
business practice review.

Box 9.3: Due diligence on third-party relationships

Examples of good practice:

e Establishing and documenting policies with a
clear definition of a ‘third party’ and the due
diligence required when establishing and
reviewing third-party relationships.

e More robust due diligence on third parties which
pose the greatest risk of bribery and corruption,
including a detailed understanding of the
business case for using them.

e Having a clear understanding of the roles clients,
reinsurers, solicitors and loss adjusters play in
transactions to ensure they are not carrying out
higher risk activities.

e Taking reasonable steps to verify the information
provided by third parties during the due diligence
process.

e Using third party forms which ask relevant
questions and clearly state which fields are
mandatory.

e Having third party account opening forms
reviewed and approved by compliance, risk or
committees involving these areas.

7 Serious Organised Crime Agency. See Part 1 Annex 1 for common terms.
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Box 9.3: Due diligence on third-party relationships

Examples of good practice:

e Using commercially-available intelligence tools,
databases and/or other research techniques such
as internet search engines to check third-party
declarations about connections to public officials,
clients or the assured.

Routinely informing all parties involved in the
insurance transaction about the involvement of
third parties being paid commission.

Ensuring current third-party due diligence
standards are appropriate when business is
acquired that is higher risk than existing
business.

Considering the level of bribery and corruption
risk posed by a third party when agreeing the
level of commission.

Setting commission limits or guidelines which
take into account risk factors related to the role
of the third party, the country involved and the
class of business.

Paying commission to third parties on a one-off
fee basis where their role is pure introduction.

Taking reasonable steps to ensure that bank
accounts used by third parties to receive
payments are, in fact, controlled by the third
party for which the payment is meant. For
example, broker firms might wish to see the third
party’s bank statement or have the third party
write them a low value cheque.

Higher or extra levels of approval for high risk
third-party relationships.

Regularly reviewing third-party relationships to
identify the nature and risk profile of third-party
relationships.

Maintaining accurate central records of approved
third parties, the due diligence conducted on the
relationship and evidence of periodic reviews.

Box 9.4: Payment controls

Examples of good practice:

e Ensuring adequate due diligence and approval of
third-party relationships before payments are
made to the third party.
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Box 9.4: Payment controls

Examples of good practice:

e Risk-based approval procedures for payments
and a clear understanding of why payments are
made.

® Checking third-party payments individually prior
to approval, to ensure consistency with the
business case for that account.

e Regular and thorough monitoring of third-party
payments to check, for example, whether a
payment is unusual in the context of previous
similar payments.

e A healthily sceptical approach to approving
third-party payments.

¢ Adequate due diligence on new suppliers being
added to the Accounts Payable system.

e Clear limits on staff expenditure, which are fully
documented, communicated to staff and
enforced.

e Limiting third-party payments from Accounts
Payable to reimbursements of genuine business-
related costs or reasonable entertainment.

e Ensuring the reasons for third-party payments
via Accounts Payable are clearly documented
and appropriately approved.

e The facility to produce accurate MI to facilitate
effective payment monitoring.

Box 9.5: Staff recruitment and vetting

Examples of good practice:

e \etting staff on a risk-based approach, taking
into account financial crime risk.

e Enhanced vetting - including checks of credit
records, criminal records, financial sanctions
lists, commercially available intelligence
databases and the CIFAS Staff Fraud Database -
for staff in roles with higher bribery and
corruption risk.

e A risk-based approach to dealing with adverse
information raised by vetting checks, taking into
account its seriousness and relevance in the
context of the individual’s role or proposed role.

e Where employment agencies are used to recruit
staff in higher risk positions, having a clear
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Box 9.5: Staff recruitment and vetting

Examples of good practice:

understanding of the checks they carry out on
prospective staff.

e Conducting periodic checks to ensure that
agencies are complying with agreed vetting
standards.

e A formal process for identifying changes in
existing employees’ financial soundness which
might make them more vulnerable to becoming
involved in, or committing, corrupt practices.

Box 9.6: Training and awareness

Examples of good practice:

e Providing good quality, standard training on
anti-bribery and corruption for all staff.

e Additional anti-bribery and corruption training
for staff in higher risk positions.

e Ensuring staff responsible for training others
have adequate training themselves.

e Ensuring training covers practical examples of
risk and how to comply with policies.

e Testing staff understanding and using the
results to assess individual training needs and
the overall quality of the training.

e Staff records setting out what training was
completed and when.

e Providing refresher training and ensuring it is
kept up to date.

Box 9.7: Risk arising from remuneration structures

Examples of good practice:

e Assessing whether remuneration structures give
rise to increased risk of bribery and corruption.

e Determining individual bonus awards on the
basis of several factors, including a good
standard of compliance, not just the amount of
income generated.

e Deferral and clawback provisions for bonuses
paid to staff in higher risk positions.
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Box 9.8: Incident reporting

Examples of good practice:

e Clear procedures for whistleblowing and reporting
suspicions, and communicating these to staff.

e Appointing a senior manager to oversee the
whistleblowing process and act as a point of
contact if an individual has concerns about their
line management.

e Respect for the confidentiality of workers who
raise concerns.

e Internal and external suspicious activity
reporting procedures in line with the Joint
Money Laundering Steering Group guidance.

e Keeping records or copies of internal suspicion
reports which are not forwarded as SARs for
future reference and possible trend analysis.

e Financial crime training covers whistleblowing
procedures and how to report suspicious activity.

Box 9.9: The role of compliance and internal audit

Examples of good practice:

e Compliance and internal audit staff receiving
specialist training to achieve a very good
knowledge of bribery and corruption risks.

e Effective compliance monitoring and internal
audit reviews which challenge not only whether
processes to mitigate bribery and corruption
have been followed but also the effectiveness of
the processes themselves.

e Independent checking of compliance’s
operational role in approving third party
relationships and accounts, where relevant.

e Routine compliance and/or internal audit checks
of higher risk third party payments to ensure
there is appropriate supporting documentation
and adequate justification to pay.
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10 The Small Firms Financial
Crime Review (2010)

Who should read this chapter? This chapter is relevant, and its statements of good and poor practice
apply, to small firms in all sectors who are subject to the financial crime rules in SYSC 3.2.6R or
SYSC 6.1.1R and small e-money institutions and payment institutions within our supervisory scope.
Content: This chapter contains sections on:

e Regulatory/Legal obligations Box 10.1
e Account opening procedures Box 10.2
® Monitoring activity Box 10.3
e Suspicious activity reporting Box 10.4
e Records Box 10.5
e Training Box 10.6
e Responsibilities and risk assessments Box 10.7
e Access to systems Box 10.8
e Qutsourcing Box 10.9
e Physical controls Box 10.10
¢ Data disposal Box 10.11
e Data compromise incidents Box 10.12
e General fraud Box 10.13
e Insurance fraud Box 10.14
e Investment fraud Box 10.15
e Mortgage fraud Box 10.16
e Staff/Internal fraud Box 10.17
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In May 2010 we published the findings of our thematic review into the extent to which small firms
across the financial services industry addressed financial crime risks in their business. The review
conducted visits to 159 small retail and wholesale firms in a variety of financial sectors. It was the first
systematic review of financial crime systems and controls in small firms conducted by the FSA.

The review covered three main areas: anti-money laundering and financial sanctions; data security; and
fraud controls. The review sought to determine whether firms understood clearly the requirements
placed on them by the wide range of legislation and regulations to which they were subject.

We found that firms generally demonstrated a reasonable awareness of their obligations, particularly
regarding AML systems and controls. But we found weaknesses across the sector regarding the
implementation of systems and controls put in place to reduce firms’ broader financial crime risk.

The review emphasised the key role that the small firms sector often plays in acting as the first point of
entry for customers to the wider UK financial services industry; and the importance, therefore, of firms
having adequate customer due diligence measures in place. The report flagged up concerns relating to
weaknesses in firms’ enhanced due diligence procedures when dealing with high-risk customers.

We concluded that, despite an increased awareness of the risks posed by financial crime and
information supplied by the FSA, small firms were generally weak in their assessment and mitigation of
financial crime risks.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls), Chapter 3
(Money laundering and terrorist financing), Chapter 4 (Fraud), Chapter 5 (Data security) and Chapter
7 (sanctions and asset freezes) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/smallfirms/pdf/financial_crime_report.pdf

Consolidated examples of good and poor practice

Box 10.1: Regulatory/Legal obligations

Examples of good practice:

e A small IFA used policies and procedures which
had been prepared by consultants but the MLRO
had tailored these to the firm’s business. There
was also a risk assessment of customers and
products included in an MLRO report which was
updated regularly.

® One general insurance (GI) intermediary had an
AML policy in place which was of a very good
standard and included many good examples of
AML typologies relevant to GI business. Despite
the fact that there is no requirement for an MLRO
for a business of this type the firm had appointed
an individual to carry out an MLRO function as a
point of good practice.

Financial Services Authority



Financial crime: a guide for firms -
Part 2: Financial crime thematic reviews

The Small Firms Financial Crime Review (2010)

Box 10.2: Account opening procedures

Examples of good practice:

e A discretionary portfolio manager had procedures
that required the verification of the identity of
all beneficial owners. The firm checked its
customer base against sanctions lists and had
considered the risks associated with PEPs. Most
new customers were visited by the adviser at
home and in these cases the advisers would
usually ask for identity verification documents on
the second meeting with the customer. Where
business was conducted remotely, more (three or
four) identity verification documents were
required and the source of funds exemption was
not used.

Box 10.3: Monitoring activity

Examples of good practice:

e A credit union used a computer-based
monitoring system which had been specially
designed for business of this type. The system
was able to produce a number of exception
reports relating to the union’s members,
including frequency of transactions and
defaulted payments. The exceptions reports were
reviewed daily. If there had been no activity on
an account for 12 months it was suspended. If
the customer was to return and request a
withdrawal they would be required to prove their
identity again.

e A Personal Pension Operator’s procedure for
higher risk customers included gathering extra
source of funds proof at customer take-on. The
firm also conducted manual monitoring and
produced valuation statements twice a year.

e Within a GI intermediary firm, there was a
process where, if a customer made a quick claim
after the policy has been taken out, their
records were flagged on the firm’s monitoring
system. This acted as an alert for any possible
suspicious claims in the future.
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Box 10.4: Suspicious activity reporting

Box 10.5: Records

Examples of good practice:

e An advising-only intermediary firm used a web-
based system as its database of leads, contact
names and addresses. It also stored telephone
and meeting notes there which were accessed by
staff using individual passwords.

e A home finance broker classified customers as A,
B or C for record keeping purposes. A's being
Active, B's being ‘one-off or infrequent business’
who he maintained contact with via a regular
newsletter and C's being archived customers. Fre

reeerdsforwvhich-heleptinhislefin-the
heuse,

Box 10.6: Training

Examples of good practice:

e A GI Intermediary used an on-line training
website (costing around £100 per employee per
year). The firm believed that the training was
good quality and included separate modules on
financial crime which were compulsory for staff
to complete. Staff were also required to
complete refresher training. An audit of all
training completed was stored on-line.

® An IFA (sole trader) carried out on-line training on
various financial crime topics. He also participated
in conference call training where a trainer talked
trainees through various topics while on-line; this
was both time and travel efficient.
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Box 10.7: Responsibilities and risk assessments

Examples of good practice:

e At an IFA there was a clearly documented policy
on data security which staff were tested on
annually. The policy contained, but was not
limited to, details around clear desks, non-
sharing of passwords, the discouraging of the
over-use of portable media devices, the secure
disposal of data, and the logging of customer
files removed and returned to the office.

e An IFA had produced a written data security
review of its business which had been prompted
by their external consultants and largely
followed the small firms’ factsheet material on
data security, provided by the FSA in April 2008.

e In a personal pension operator, there was a full
and comprehensive anti-fraud strategy in place
and a full risk assessment had been carried out
which was regularly reviewed. The firm’s
financial transactions were normally ‘four eyed’
as a minimum and there were strict mandates on
cheque signatures for Finance Director and
Finance Manager.

Box 10.8: Access to systems

Examples of good practice:

¢ In a Discretionary Investment Management firm,
the Chief Executive ensured that he signed off
on all data user profiles ensuring that systems
accesses were authorised by him.

e A discretionary investment manager conducted
five year referencing on new staff, verified
personal addresses and obtained character
references from acquaintances not selected by
the candidate. They also carried out annual
credit checks, CRB checks and open source
Internet searches on staff. Frey There were role
profiles for each job within the firm and these
were reviewed monthly for accuracy.

e In a venture capital firm they imposed a
minimum ten character (alpha/numeric,
upper/lower case) password for systems access
which had a 45-day enforced change period.
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Box 10.9: Outsourcing

Examples of good practice:

e A discretionary investment manager used an
external firm for IT support and had conducted
its own on-site review of the IT firm’s security
arrangements. The same firm also insisted on
CRB checks for cleaners.

e An IFA had received a request from an
introducer to provide names of customers who
had bought a certain financial product. The firm
refused to provide the data as it considered the
request unnecessary and wanted to protect its
customer data. It also referred the matter to the
Information Commissioner who supported the
firm’s actions.

e A general insurance intermediary employed
office cleaners supplied by an agency that
conducts due diligence including CRB checks.
Office door codes were regularly changed and
always if there was a change in staff.

e In an authorised professional firm, unauthorised
data access attempts by staff were monitored by
the IT manager and email alerts sent to staff
and management when identified.

¢ In a general insurance intermediary the two
directors had recently visited the offsite data
storage facility to satisfy themselves about the
security arrangements at the premises.

Box 10.10: Physical controls

Examples of good practice:

e At an IFA, staff email was monitored and
monthly MI was produced, which included a
monitoring of where emails had been directed to
staff home addresses.

e At an investment advisory firm, staff were
prohibited from using the Internet and Hotmail
accounts. USB ports had been disabled on
hardware and laptops were encrypted.

Box 10.11: Data disposal

Examples of good practice:

¢ An advising and arranging intermediary used a
third party company for all paper disposals, using
secure locked bins provided by the third party. All
paper in the firm was treated as confidential and
‘secure paper management’ was encouraged
throughout the firm, enhanced by a monitored

Financial Services Authority



Financial crime: a guide for firms -
Part 2: Financial crime thematic reviews

The Small Firms Financial Crime Review (2010)

Box 10.11: Data disposal

Examples of good practice:

clear-desk policy. The firm was also aware that it
needed to consider a process for secure disposal
of electronic media as it was due to undergo a
systems refit in the near future.

e An IFA treated all customer paperwork as
confidential and had onsite shredding facilities.
For bulk shredding the firm used a third party who
provided bags and tags for labelling sensitive
waste for removal, and this was collected and
signed for by the third party. The firm’s directors
had visited the third party’s premises and satisfied
themselves of their processes. The directors
periodically checked office bins for confidential
waste being mishandled. PCs which had come to
‘end of life” were wiped using reputable software
and physically destroyed.

Box 10.12: Data compromise incidents

Examples of good practice:

e A general insurance broker had suffered a
succession of break-ins to their offices. No data
had been lost or stolen but the firm sought the
advice of local police over the incidents and
employed additional physical security as a result.

Box 10.13: General fraud

Examples of good practice:

e A small product provider had assessed the fraud
risk presented by each product and developed
appropriate controls to mitigate this risk based
on the assessment. This assessment was then set
out in the firm’s Compliance Manual and was
updated when new information became available.

e A credit union did not permit its members to
change address details over the telephone. These
needed to be submitted in writing/email. The
firm also considered eensiderirg the feasibility of
allocating passwords to their members for
accessing their accounts. The union had
photographs of all its members which were taken
when the account was opened. These were then
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Box 10.13: General fraud

Examples of good practice:

used to verify the identity of the customer
should they wish to withdraw money or apply for
a loan from the union.

® One discretionary investment manager kept full
records of all customer contact including details
of any phone calls. When receiving incoming
calls from product providers, the firm required
the caller to verify where they were calling from
and provide a contact telephone number which
they were then called back on before any
customer details were discussed or instructions
taken.

e One general insurance intermediary was a
member of a local association whose membership
included law enforcement and Law Society
representatives. This group met in order to share
local intelligence to help improve their firms’
defences against financial crime.

Box 10.14: Insurance fraud

Examples of good practice:

e A small general insurer had compiled a
handbook which detailed indicators of potential
insurance fraud.

e An IFA had undertaken a risk assessment to
understand where his business was vulnerable to
insurance fraud.

e An IFA had identified where their business may
be used to facilitate insurance fraud and
implemented more controls in these areas.

Box 10.15: Investment fraud

Examples of good practice:

e An IFA had undertaken a risk assessment for all
high net worth customers.

e A discretionary investment manager referred
higher risk decisions (in respect of a high risk
customer/value of funds involved) to a specific
senior manager.

e A personal pension operator carried out a
financial crime risk assessment for newly
introduced investment products.

Financial Services Authority



Financial crime: a guide for firms -
Part 2: Financial crime thematic reviews

The Small Firms Financial Crime Review (2010)

Box 10.16: Mortgage fraud

Examples of good practice:

® The majority of firms conducted customer fact
finds. This allowed them to know their
customers sufficiently to identify any suspicious
behaviour. CDD? (including source of funds
information) was also obtained early in the
application process before the application was
completed and submitted to the lender.

e A home finance broker would not conduct any
remote business - meeting all customers face-
to-face.

e An IFA had informally assessed the mortgage
fraud risks the business faced and was aware of
potentially suspicious indicators. The IFA also
looked at the fraud risks associated with how
the company approached the firm - e.g. the firm
felt that a cold call from a customer may pose a
greater risk than those which had been referred
by longstanding customers.

Box 10.17: Staff/Internal fraud

Examples of good practice:

® An IFA obtained full reference checks (proof of
identity, eligibility to work and credit checks)
prior to appointment. Original certificates or
other original documentation was also requested.

e An IFA ensured that staff vetting is repeated by
completing a credit reference check on each
member of staff.

e An IFA set a low credit limit for each of its
company credit cards. Bills are sent to the firm
and each month the holder has to produce
receipts to reconcile their claim.

e At one authorised professional firm dual
signatory requirements had to be met for all
payments made over £5,000.

8 Customer Due Diligence. See Part 1 Annex 1 for common terms.
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11 Mortgage fraud against

11.1

11.2

11.3
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lenders (2011)

Who should read this chapter? This chapter is relevant, and its statements of good and poor practice
apply, to mortgage lenders within our supervisory scope. It may also be of interest to other firms
who are subject to the financial crime rules in SYSC 3.2.6R or SYSC 6.1.1R.

Content: This chapter contains sections on:

e Governance, culture and information sharing Box 11.1
e Applications processing and underwriting Box 11.2
e Mortgage fraud prevention, investigations and recoveries Box 11.3
e Managing relationships with conveyancers, brokers and valuers Box 11.4
e Compliance and internal audit Box 11.5
o Staff recruitment and vetting Box 11.6
e Remuneration structures Box 11.7
e Staff training and awareness Box 11.8

In June 2011 we published the findings of our thematic review into how mortgage lenders in the UK
were managing the risks mortgage fraud posed to their businesses. Our project population of 20 banks
and building societies was selected to be a representative sample of the mortgage lending market. The
firms we visited accounted for 56% of the mortgage market in 2010.

Our review found the industry had made progress coming to terms with the problem of containing
mortgage fraud over recent years. Defences were stronger, and the value of cross-industry cooperation
was better recognised. However, we found that many in the industry could do better; we were
disappointed, for example, that more firms were not actively participating in our Information From
Lenders scheme and other industry-wide initiatives to tackle mortgage fraud. Other areas of concern
we identified were to do with the adequacy of firms’ resources for dealing with mortgage fraud, both in
terms of the number and experience of staff; and we identified scope for significant improvement in the
way lenders dealt with third parties such as brokers, valuers and conveyancers.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 4 (Fraud) of Part 1 of this Guide.
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Our findings

11.4 You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/mortgage_fraud.pdf

Consolidated examples of good and poor practice

Box 11.1: Governance, culture and information sharing

Examples of good practice:

e A firm's efforts to counter mortgage fraud are
coordinated, and based on consideration of
where anti-fraud resources can be allocated to
best effect.

e Senior management engage with mortgage fraud
risks and receive sufficient management
information about incidents and trends.

e A firm engages in cross-industry efforts to
exchange information about fraud risks.

e A firm engages front-line business areas in anti-
mortgage fraud initiatives.

Box 11.2: Applications processing and underwriting

Examples of good practice:

e A firm’s underwriting process can identify
applications that may, based on a thorough
assessment of risk flags relevant to the firm,
present a higher risk of mortgage fraud.

e Underwriters can contact all parties to the
application process (customers, brokers, valuers
etc.) to clarify aspects of the application.

e The firm verifies that deposit monies for a
mortgage transaction are from a legitimate
source.

e New or inexperienced underwriters receive
training about mortgage fraud risks, potential
risk indicators, and the firm’s approach to
tackling the issue.

Box 11.3: Mortgage fraud prevention, investigations, and recoveries

Examples of good practice:

e A firm routinely assesses fraud risks during the
development of new mortgage products, with
particular focus on fraud when it enters new areas
of the mortgage market (such as sub-prime or
buy-to-let).
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Box 11.3: Mortgage fraud prevention, investigations and recoveries

Examples of good practice:

e A firm reviews existing mortgage books to identify
fraud indicators.

® Applications that are declined for fraudulent
reasons result in a review of pipeline and back
book cases where associated fraudulent parties are
identified.

e A firm has planned how counter-fraud resources
could be increased in response to future growth in
lending volumes, including consideration of the
implications for training, recruitment and
information technology.

e A firm documents the criteria for initiating a fraud
investigation.

e Seeking consent from the Serious Organised Crime
Agency (SOCA) to accept mortgage payments
wherever fraud is identified.

Box 11.4: Managing relationships with conveyancers, brokers and valuers

Examples of good practice:

e A firm has identified third parties they will not
deal with, drawing on a range of internal and
external information.

e A third party reinstated to a panel after
termination is subject to fresh due diligence
checks.

e A firm checks that setieiter conveyancers
register charges over property with the Land
Registry in good time, and chases this up.

e Where a selieiter conveyancer is changed during
the processing of an application, lenders contact
both the original and newselieiter conveyancer
to ensure the change is for a legitimate reason.

e A firm checks whether third parties maintain
professional indemnity cover.

e A firm has a risk-sensitive process for subjecting
property valuations to independent checks.

e A firm can detect brokers ‘gaming’ their systems,
for example by submitting applications designed
to discover the firm’s lending thresholds, or
submitting multiple similar applications known
to be within the firm’s lending policy.

e A firm verifies that funds are dispersed in line
with instructions held, particularly where
changes to the Certificate of Title occur just
before completion.
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Box 11.5: Compliance and internal audit

Examples of good practice:

e A firm has subjected anti-fraud measures to
‘end-to-end’ scrutiny, to assess whether defences
are coordinated, rather than solely reviewing
adherence to specific procedures in isolation.

e There is a degree of specialist anti-fraud
expertise within the compliance and internal
audit functions.

Box 11.6: Staff recruitment and vetting

Examples of good practice:

e A firm requires staff to disclose conflicts of
interest stemming from their relationships with
third parties such as brokers or selieiter
conveyancers.

e A firm has considered what enhanced vetting
methods should be applied to different roles
(e.g. credit checks, criminal record checks,
CIFAS staff fraud database, etc).

e A firm adopts a risk-sensitive approach to
managing adverse information about an
employee or new candidate.

e A firm seeks to identify when a deterioration in
employees’ financial circumstances may indicate
increased vulnerability to becoming involved in
fraud.

Box 11.7: Remuneration structures

Examples of good practice:

e A firm has considered whether remuneration
structures could incentivise behaviour that may
increase the risk of mortgage fraud.

e A firm’s bonuses related to mortgage sales will
take account of subsequent fraud losses,
whether through an element of deferral or by
‘clawback” arrangements.
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Box 11.8: Staff training and awareness

Examples of good practice:

e A firm’s financial crime training delivers clear
messages about mortgage fraud across the
organisation, with tailored training for staff
closest to the issues.

e A firm verifies that staff understand training
materials, perhaps with a test.

e Training is updated to reflect new mortgage
fraud trends and types.

e Mortgage fraud ‘champions’ offer guidance or
mentoring to staff.
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12 Banks’ management of high
money-laundering risk
situations (2011)

Who should read this chapter? This chapter is relevant, and its statements of good and poor practice
apply, to banks we supervise under the Money Laundering Regulations 2007. Boxes 12.1 — 12.4 also
apply to other firms we supervise under the Money Laundering Regulations that have customers who
present a high money-laundering risk. It may be of interest to other firms we supervise under the
Money Laundering Regulations 2007.

Content: This chapter contains sections on:

e High risk customers and PEPs - AML policies and procedures Box 12.1

e High risk customers and PEPs - Risk assessment Box 12.2

e High risk customers and PEPs - Customer take-on Box 12.3

e High risk customers and PEPs - Enhanced monitoring of high risk relationships Box 12.4

e Correspondent banking - Risk assessment of respondent banks Box 12.5

e Correspondent banking - Customer take-on Box 12.6

e Correspondent banking - Ongoing monitoring of respondent accounts Box 12.7

e Wire transfers - Paying banks Box 12.8

e Wire transfers - Intermediary banks Box 12.9

e Wire transfers - Beneficiary banks Box 12.10

e Wire transfers - Implementation of SWIFT MT202COV Box 12.11

12.1 1In June 2011 we published the findings of our thematic review of how banks operating in the UK were
managing money-laundering risk in higher-risk situations. We focused in particular on correspondent
banking relationships, wire transfer payments and high-risk customers including politically exposed
persons (PEPs). We conducted 35 visits to 27 banking groups in the UK that had significant
international activity exposing them to the AML risks on which we were focusing.

12.2 Our review found no major weaknesses in banks’ compliance with the legislation relating to wire
transfers. On correspondent banking, there was a wide variance in standards with some banks carrying
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12.3

12.4

12.5

12.6

out good quality AML work, while others, particularly among the smaller banks in our sample, carried
out either inadequate due diligence or none at all.

However, our main conclusion was that around three-quarters of banks in our sample, including the
majority of major banks, were not always managing high-risk customers and PEP relationships
effectively and had to do more to ensure they were not used for money laundering purposes. We
identified serious weaknesses in banks’ systems and controls, as well as indications that some banks
were willing to enter into very high-risk business relationships without adequate controls when there
were potentially large profits to be made. This meant that we found it likely that some banks were
handling the proceeds of corruption or other financial crime.

The contents of this report are reflected in Chapter 2 (Financial crime systems and controls) and
Chapter 3 (Money laundering and terrorist financing) of Part 1 of this Guide.

Our findings

You can read the findings of the FSA’s thematic review here:

http://www.fsa.gov.uk/pubs/other/aml_final_report.pdf

Consolidated examples of good and poor practice

In addition to the examples of good and poor practice below, Section 6 of the report also included case
studies illustrating relationships into which banks had entered which caused us particular concern. The
case studies can be accessed via the link in the paragraph above.

Box 12.1: High risk customers and PEPs - AML policies and procedures

Examples of good practice:

e Senior management take money laundering risk
seriously and understand what the Money
Laundering Regulations are trying to achieve.

e Keeping AML policies and procedures up to date
to ensure compliance with evolving legal and
regulatory obligations.

e A clearly articulated definition of a PEP (and any
relevant sub-categories) which is well
understood by relevant staff.

e Considering the risk posed by former PEPs and
‘domestic PEPs’ on a case-by-case basis.

e Ensuring adequate due diligence has been
carried out on all customers, even if they have
been referred by somebody who is powerful or
influential or a senior manager.

e Providing good quality training to relevant staff
on the risks posed by higher risk customers
including PEPs and correspondent banks.

e Ensuring RMs® and other relevant staff understand
how to manage high money laundering risk
customers by training them on practical examples
of risk and how to mitigate it.

9
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Box 12.1: High risk customers and PEPs - AML policies and procedures

Examples of good practice:

e Keeping training material comprehensive and
up-to-date, and repeating training where
necessary to ensure relevant staff are aware of
changes to policy and emerging risks.

Box 12.2: High risk customers and PEPs - Risk assessment

Examples of good practice:

e Using robust risk assessment systems and
controls appropriate to the nature, scale and
complexities of the bank’s business.

e Considering the money-laundering risk presented
by customers, taking into account a variety of
factors including, but not limited to, company
structures; political connections; country risk;
the customer’s reputation; source of
wealth/funds; expected account activity; sector
risk; and involvement in public contracts.

e Risk assessment policies which reflect the bank’s
risk assessment procedures and risk appetite.

e (lear understanding and awareness of risk
assessment policies, procedures, systems and
controls among relevant staff.

® Quality assurance work to ensure risk assessment
policies, procedures, systems and controls are
working effectively in practice.

e Appropriately-weighted scores for risk factors
which feed in to the overall customer risk
assessment.

A clear audit trail to show why customers are
rated as high, medium or low risk.

Box 12.3: High risk customers and PEPs - Customer take-on

Examples of good practice:

e Ensuring files contain a customer overview
covering risk assessment, documentation,
verification, expected account activity, profile of
customer or business relationship and ultimate
beneficial owner.
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Box 12.3: High risk customers and PEPs - Customer take-on

Examples of good practice:

team. The MLRO (and their team) have adequate
oversight of all high-risk relationships.

e (lear processes for escalating the approval of
high risk and all PEP customer relationships to
senior management or committees which
consider AML risk and give appropriate challenge
to RMs and the business.

e Using, where available, local knowledge and
open source internet checks to supplement
commercially available databases when
researching potential high risk customers
including PEPs.

e Having clear risk-based policies and procedures
setting out the EDD required for higher risk and
PEP customers, particularly in relation to source
of wealth.

e Effective challenge of RMs and business units by
banks” AML and compliance teams, and senior
management.

® Reward structures for RMs which take into
account good AML/compliance practice rather
than simply the amount of profit generated.

e (Clearly establishing and documenting PEP and
other high-risk customers’ source of wealth.

e Where money laundering risk is very high,
supplementing CDD with independent
intelligence reports and fully exploring and
reviewing any credible allegations of criminal
conduct by the customer.

e Understanding and documenting ewnership
strueteres complex or opaque ownership and
corporate structures and the reasons for them.

® Face-to-face meetings and discussions with
high-risk and PEP prospects before accepting
them as a customer.

e Making clear judgements on money-laundering
risk which are not compromised by the potential
profitability of new or existing relationships.

e Recognising and mitigating the risk arising from
RMs becoming too close to customers and
conflicts of interest arising from RMs’
remuneration structures.
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Box 12.3: High risk customers and PEPs - Customer take-on

Box 12.4: High risk customers and PEPs — Enhanced monitoring of high risk relationships

Examples of good practice:

e Transaction monitoring which takes account of
up-to-date CDD information including expected
activity, source of wealth and source of funds.

e Regularly reviewing PEP relationships at a senior
level based on a full and balanced assessment of
the source of wealth of the PEP.

® Monitoring new clients more closely to confirm
or amend the expected account activity.

® A risk-based framework for assessing the
necessary frequency of relationship reviews and
the degree of scrutiny required for transaction
monitoring.

e Proactively following up gaps in, and updating,
CDD during the course of a relationship.

e Ensuring transaction monitoring systems are
properly calibrated to identify higher risk
transactions and reduce false positives.
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Box 12.4: High risk customers and PEPs - Enhanced monitoring of high risk relationships

Examples of good practice:

® Keeping good records and a clear audit trail of
internal suspicion reports sent to the MLRO,
whether or not they are finally disclosed to
SOCA.

e A good knowledge among key AML staff of a
bank’s highest risk/PEP customers.

e More senior involvement in resolving alerts
raised for transactions on higher risk or PEP
customer accounts, including ensuring adequate
explanation and, where necessary, corroboration
of unusual transactions from RMs and/or
customers.

e Global consistency when deciding whether to
keep or exit relationships with high-risk
customers and PEPs.

e Assessing RMs’ performance on ongoing
monitoring and feeding this into their annual
performance assessment and pay review.

e |ower transaction monitoring alert thresholds
for higher risk customers.

Box 12.5: Correspondent banking - Risk assessment of respondent banks

Examples of good practice:

e Regularty assessments of correspondent banking
risks taking into account various money
laundering risk factors such as the country (and
its AML regime); ownership/management
structure (including the possible
impact/influence that ultimate beneficial owners
with political connections may have);
products/operations; transaction volumes; market
segments; the quality of the respondent’s AML
systems and controls and any adverse
information known about the respondent.

e More robust monitoring of respondents identified
as presenting a higher risk.

e Risk scores that drive the frequency of
relationship reviews.

e Taking into consideration publicly available
information from national government bodies
and non-governmental organisations and other
credible sources.
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Box 12.6: Correspondent banking - Customer take-on

Examples of good practice:

e Assigning clear responsibility for the CDD process
and the gathering of relevant documentation.

e EDD for respondents that present greater risks or
where there is less publicly available information
about the respondent.

e Gathering enough information to understand
client details; ownership and management;
products and offerings; transaction volumes and
values; client market segments; client
reputation; as well as the AML control
environment.

e Screening the names of senior managers, owners
and controllers of respondent banks to identify
PEPs and assessing the risk that identified PEPs
pose.

e Independent quality assurance work to ensure
that CDD standards are up to required standards
consistently across the bank.

e Discussing with overseas regulators and other
relevant bodies about the AML regime in a
respondent’s home country.

e Identifying risk in particular business areas (eg
informal value transfer such as ‘hawala’, tax
evasion, corruption) through discussions with
overseas regulators.

e Visiting, or otherwise liaisingdiseuss with,
respondent banks to discuss AML issues and
gather CDD information.

e Gathering information about procedures at
respondent firms for sanctions screening and
identifying/managing PEPs.

e Understanding respondents’ processes for
monitoring account activity and reporting
suspicious activity.

® Requesting details of how respondents manage
their own correspondent banking relationships.

¢ Senior management/senior committee sign-off
for new correspondent banking relationships and
reviews of existing ones.

Financial Services Authority 57



Financial crime a guide for firms
Part 2: Financial crime thematic reviews
Banks’ management of high money-laundering risk situations (2011)

Box 12.7: Correspondent banking —Ongoing monitoring of respondent accounts

Examples of good practice:

® Review periods driven by the risk rating of a
particular relationship; with high risk
relationships reviewed more frequently.

* Obtaining an updated picture fefof the purpose
of the account and expected activity.

e Updating screening of respondents and
connected individuals to identify
individuals/entities with PEP connections or on
relevant sanctions lists.

¢ Involving senior management and AML staff in
reviews of respondent relationships and
consideration of whether to maintain or exit
high-risk relationships.

® Where appropriate, using intelligence reports to
help decide whether to maintain or exit a
relationship.

e Carrying out ad-hoc reviews in light of material
changes to the risk profile of a customer.

Box 12.8: Wire transfers — Paying banks

Examples of good practice:

e Banks’ core banking systems ensure that all
static data (name, address, account number)
held on the ordering customer are automatically
inserted in the correct lines of the outgoing
MT103 payment instruction and any matching
MT202COV.
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Box 12.9: Wire transfers — Intermediary banks

Examples of good practice:

e Where practical, intermediary and beneficiary
banks delay processing payments until they
receive complete and meaningful information on
the ordering customer.

e Intermediary and beneficiary banks have systems
that generate an automatic investigation every
time a MT103 appears to contain inadequate
payer information.

e Following processing, risk-based sampling for
inward payments identifiesy inadequate payer
information.

e Search for phrases in payment messages such as
‘one of our clients’ or ‘our valued customer” in all
the main languages which may indicate a bank
or customer trying to conceal their identity.

Box 12.10: Wire transfers — Beneficiary banks

Examples of good practice:

e Establishing a specialist team to undertake risk-
based sampling of incoming customer payments,
with subsequent detailed analysis to identify banks
initiating cross-border payments containing
inadequate or meaningless payer information.

e Actively engaging in dialogue with peers about the
difficult issue of taking appropriate action against
persistently offending banks.

Box 12.11: Wire transfers — Implementation of SWIFT MT202COV

Examples of good practice:

e Reviewing all correspondent banks’ use of the
MT202 and MT202C0V.

e Introducing the MT202C0V as an additional
element of the CDD review process including
whether the local regulator expects proper use
of the new message type.

e Always sending an MT103 and matching
MT202C0OV wherever the sending bank has a
correspondent relationship and is not in a
position to ‘self clear’ (eg for Euro payments
within a scheme of which the bank is a
member).

e Searching relevant fields in MT202 messages for
the word ‘cover’ to detect when the MT202C0OV is
not being used as it should be.
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